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[bookmark: _Toc7719781]Background
The project will be covering the area of networking involved in home deployment specifically focusing on the security on the home network and analysing the typical home network to determine if there is a cost-effective way to increase the security of the network in a way that the average person with little to no knowledge in networking can utilise.
Ever since the internet was invented by Tim Berners-Lee [1] and created into the web we know today, it has continually evolved becoming a more and more useful and powerful tool in society. Whether the task is to contact someone down the street with an instant message or to video call a conference the opposite side of the globe settling million-dollar deals, the internet is an incredibly versatile tool that has proven to be essential in today’s world. Since the beginning of what we now know as the internet with its total of only 3 networks in 1968, over the years it has rapidly developed into a global network with an estimated “3.9 billion, up from 3.65 billion in the previous year” [2] in 2018. One of the main developments of the internet is commonly known as “Web 1.0” [3]. This refers to the first main stage in the World Wide Web where most of the web was connected through hyperlinks. It is believed that these web pages had no interactive aspects resulting in static pages primarily for sharing information with no input from users. Berners-Lee often referred to this stage as the “read-only web” due to its lack of interaction from end users. Due to these limitations, websites during the 1.0 stage looking to sell products and services could only promote their services without being able to make any transactions or bookings at this time. The webpages acted only as advertisements as opposed to a shop or service we see today. As a result of this, the threat posed to users was near to none as the web was read only and would not affect any user.
As technology and access to the web expanded and evolved, the web slowly transitioned into what was known as “web 2.0” [4]. The main improvement of the second edition of the web over the first was the transition from static HTML to a dynamic webpage. These pages would allow a user to interact with the site allowing them to share their own data and information to these pages which paved the way for social media to become a prominent part of the web we know today with a huge spike in broadband instalments in homes across the UK. At this stage of the web, security began to become a more severe issue as more homes were gaining easy and fast access to the internet as well as sharing users own personal online very easily. Accounts holding data including sensitive data such as age, gender and even user location was being stored on web servers located around the globe with the responsibility of this data falling on both parties involved, end users and the web site provider. Along with user data and services being shared online, there also came data being shared with malicious intentions such as programs disguised as a useful piece of software which secretly carried a malicious program such as a virus or even spyware. As this became more common on the web, it became important to inform users of these intentions and educate the user on spotting potential malicious attacks. However, not every user would learn these techniques to identify the bad software, as such it became an important issue to be able to improve security online to prevent the user getting access to these malicious programs in the first place. In order to achieve this, sites would implement security scans on files uploaded by users to ensure the file is safe for others. Encryption would be used to send and receive data from users preventing any unauthorized network spying being able to gain access to or temporarily see the data being sent/received. HTTPS became a standard for ensuring the website is using an encrypted version of HTTP allowing peace of mind that their data is secure.
With the continuation of web evolution, the next stage of web is referred to as “web 3.0” [5] however it is unclear as to when it will come into effect as many believe that there are already signs of the third generation in todays web. Web 3.0 is said to drastically change how a web developer would create their site as well as how an end user would interact with the site. One feature expected to be available in web 3.0 is the use of artificial intelligence to aid user in not only finding exactly what data they are looking for much faster but to also increase the security as the AI will be able to see active malicious attempts and prevent them much faster than a human could and may even spot areas prone to exploitation and prevent them happing before it becomes a threat.
With the internet continually evolving and becoming much more accessible from various devices, the technology used to create the networks is a crucial part of the infrastructure. As such, this technology can be configured in various ways with the more expensive enterprise level equipment requiring a technician to fully setup the configuration specific for the task. On the other hand, a regular homeowner with no prior knowledge in networking would not be able to setup their home network correctly therefor the problem has been overcome by designing specific and simplified home routers that are easily configured through a GUI with many not requiring any setup.  An ISP will often offer their own hardware for their customers home network preconfigured in-house for home deployment making the setup for new customers very easy. This can however lead to issues with security. One potential issue that could be exploited by this is the fact that some companies, such as Virgin Media [6], use a naming scheme that can help potential attackers identify the hardware and network that a household is using simply by reading the SSID of the network. Should an exploit be discovered in the hardware used by Virgin Media, an attacker would be on the lookout for any networks with a default SSID from the ISP immediately figuring out who would be vulnerable to attack.
[bookmark: _Toc7719782]Aims and objectives
This project will aim to identify the typical home network setup and analyse the security features put in place as issued by the ISP themselves and assessing how successful the default configuration is at keeping the home network secure in a connected world with smart technology such as smart fridges and home assistants throughout the household.
By learning and analysing the most common configurations for personal home networks, we can identify any weak points, potential issues and suggest simple changes that an ISP could instruct customers in the future to apply to their home router for a stronger and more secure home network. This data will be loaded into a simulated environment to represent a typical home network as closely as possible to make changes easily and quickly test new implementations without effecting any real networks causing inconveniences as well as potential security risks. As shown in a paper titled ‘Considerations on security model of home network’ [7], internal security could also be adjusted with authentication through a home gateway to restrict and limit users and/or devices on the network further protecting the network as a whole from any unwanted users or visiting any blacklisted sites from the network admin.
 Potential tests that could be carried out are as follows:
	Test
	Reason

	Internet connectivity speed test
	To compare a before and after configuration changes to identify any loss/gain in speeds from extra security/new hardware

	Sniffing attempts
	Identify any unencrypted traffic across a standard network posing a security threat

	Penetration tests
	Attempt to break standard security on issued hardware

	Comparison of control
	Show the various levels of control from standard hardware supplied by an ISP when compared to a 3rd party solution

	Feature Comparison
	Identify any additional features provided by using a 3rd party solution over the standard hardware supplied by an ISP



[bookmark: _Toc7719783]Expectations
When undergoing testing the following are the expected outcomes:
	Test
	Expectation

	Internet connectivity speed test
	As newer technology for home routers improving many factors of the network including speed, many ISPs will not offer an upgrade to customers with existing hardware. As a result, the expectation is that the speeds will be larger in most cases.

	Sniffing attempts
	All routers tested should supply suitable levels of encryption to prevent data being able to be sniffed from within the network with sites using the HTTPS protocol to further back this up.

	Penetration tests
	With many of the ISPs not offering hardware upgrades as they become available, many of the older routers in use may have known security issues resulting in a successful penetration test.

	Comparison of control
	Hardware supplied by an ISP could be over simplified preventing a user from accessing some features that a router should be able to utilize resulting in a 3rd party solution granting much more control

	Comparison of features
	Many ISPs also offer TV and phoneline packages along side their internet deals. As a result of this, using a 3rd party solution could result in a few features becoming unusable without the issued hardware. This however may be over shadowed by the bundle of features available on a 3rd party solution.



[bookmark: _Toc7719784]Research and Development

[bookmark: _Toc7719785]Methodology
For this project, a positivist approach will be used as the results and data will be sourced from various experiments measuring the speeds and strength of the security as well as the cost effectiveness of the solution.
A deductive approach will be used to test the theory of increasing the network security with the use of extra tools and configurations in comparison to the older ISP supplied hardware. This is due to the nature of theorizing the idea, analysing the result and deciding on the result whether the theory is supported or not.
The strategy used will involve analysis of any documentation. This documentation will be supplied by ISPs regarding their hardware as well as the 3rd party choices on their own hardware and its features. Experimentation on a simulated version of both sets of hardware will also be carried out to determine if the documentation on the hardware is indeed correct and can provide reliable results.
[bookmark: _Toc7719786]Researching
In order to understand the common household network, research must be conducted into the kind of hardware used by the most common internet service providers in the UK. This will include the medium of internet customers receive such as fibre or ADSL as well as the hardware used for the routers issued by the ISPs along with their age and capabilities. This information can be acquired through investigation of the ISPs websites or forums. This would also provide an understanding of the reliability of the hardware as well as general customer satisfaction. Background research will also be carried out on the newer technologies such as IoT enabled devices such as smart fridges or voice assistants. These types of devices will be investigated to ensure they will not pose a that to the security of the network as a whole and prevent any issues that could surface. Research must also be carried out into any external security solutions for home networks such as a hardware firewall, VPN services and real-time network monitoring services to help strengthen the security of the network.
[bookmark: _Toc7719787]Risks
When it comes to home network upgrades and security, the risks involved can be very problematic.  Many ISPs that allow more advanced configuration of their own hardware will issue a warning that changing the settings could result in an unstable network or even security risks. As a result of this, the GUI will often advise users to not tamper with the configuration unless they are knowledgeable in the area of networking making it difficult and daunting for a typical user to alter the configuration to best suit their needs. In order to minimise the potential risks involved with network changes, the configuration must be fully verified to not leave any exploitable areas whilst configuring the enhanced network. As well as this, the firmware for all hardware must also be ensured to be as up-to-date as possible to prevent any out of date hardware remaining exploitable from known and identified attacks.
[bookmark: _Toc7719788]Limitations
The biggest limitation of this project is the amount of accuracy achievable through simulation and simulated data. As this will not primarily be a real-world investigation the data will be sourced from a simulation made to be as accurate to the real-world case as possible however without the physical hardware in person, the data will never be 100% accurate to the real thing. Another potential limitation for this project comes from an ISP blocking the use of 3rd party solutions on their network insisting that customers use their supplied hardware. This would prevent any improvements to the network by using up-to-date hardware enabling stronger security and faster speeds to the network.
[bookmark: _Toc7719789]Analysis
In order to analyse the I will compare the newly updated and tweaked network against a base standard network simulated in a network simulation environment and compare the results of both speed and security strength to determine whether there is potential for a boosted security network that any typical household could implement without the need for background knowledge in networks and security.

[bookmark: _Toc7719790]Resources & Planning

[bookmark: _Toc7719791]Required Resources
In order to carry out the investigation into this project, there are many resources that will be necessary. The main requirements for the project include the use of a network simulation tool such as Cisco Packet Tracer [8] as well as some specialist tools such as Wireshark [9] in order to verify the encryption of traffic and aid the penetration testing. The tools required for the penetration testing can all be found within the Kali Linux operating system [10]. As well as the tools, a PC capable of running simulations will be required for the simulation of the network. If possible, a physical router supplied by an ISP would be high valuable as it would provide the grounds for true testing in the real world for 100% accurate results rather than fake data through a simulation made to be as accurate as possible.
[bookmark: _Toc7719792]Plan
To begin the project, I will carry out my research into the type of hardware and policies ISPs issue to their customers to setup their home network. I will also look into the type of configuration that the ISP install into the hardware in order to accurately simulate the hardware as closely as possible.
I will then begin to research into 3rd party solutions and the type of hardware and capabilities they provide to accurately represent them in a simulated environment to compare head-to-head against the simulated ISP issued device.
Once the data on both key devices has been acquired, the creation of the simulation can begin and some basic comparisons can be made such as security and speeds from the basic hardware itself.
Once both networks are working and fully operational with basic data acquired, external security features can be included into the networks such as a hardware level firewall or VPN services to analyse how the data is trafficked through the network identifying ow easy or complex it becomes to acquire unauthorized data from the network as well as any speed loss/gain as a result.
Once the testing is complete, the data can be gathered into a presentable format to easily compare the two and find differentiations and compare whether or not the additional security measures were successful in strengthening the network without causing additional problems.
The cost effectiveness of the new solution can also be compared to the base network provided to identify whether or not the network upgrades are truly worthwhile or a waste of money as the supplied hardware could be more than capable of typical household needs.

[bookmark: _Toc7719793]Conclusion
To conclude, the project will aim to identify if there is potential for increasing the general security of a typical home network by using 3rd party alternatives compared to the standard hardware supplied by an ISP as well as the effectiveness of external security measures to identify if they are a cost-effective upgrade to a home network or whether a typical network already suits the needs of the home.
This will be achieved through investigation into both sides of the hardware available as well as an policies/limitations to the networks. Data will be collected from a simulation attempting to replicate the typical home network as closely as possible to get results as close as possible to the real world situation.
These results will then be compared against one another to determine whether the upgrades/changes were a worthwhile upgrade or if they were too expensive to be considered a good change compared to the solution already in place in today’s networks.
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