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Adding user management
To further explore the protocol, we will investigate the addition of a users panel, and managing a list of all connected users.  This is not as trivial as it may first appear; remember that this is a peer to peer application and therefore no list is maintained by the protocol.
First we will create a User class to store and transmit users.  This will include a timestamp to handle connection timeouts (i.e. a case where a user does not exit the client cleanly, e.g. in the event of an Internet disconnection).public class User
{
    private string username;
    private string userID;
    DateTime lastSeen;
    const int UserTimeout = 15;

    public void SeedUser()
    {
        userID = Guid.NewGuid().ToString();
        username = userID;
        lastSeen = DateTime.Now;
    }

    public string Username
    {
        get { return username; }
        set { username = value; }
    }

    public string UserID
    {
        get { return userID; }
        set { userID = value; }
    }















    public DateTime LastSeen
    {
        get { return lastSeen; }
        set { lastSeen = value; }
    }

    public void ResetLastSeen()
    {
        lastSeen = DateTime.Now;
    }

    public bool CheckTimeout()
    {
        TimeSpan span = DateTime.Now.Subtract(lastSeen);
        if (span.TotalSeconds > UserTimeout)
            return true;
        else
            return false;
    }
}













We will modify our operations contract to take advantage of this; we will include a method for adding, removing and renaming a user, but will need an additional one to handle disconnection.  This introduces the concept of a heartbeat.  This is a very rudimentary heartbeat and will essentially ensure that, should a client stop sending updates, it will eventually be removed from the list of users.[OperationContract(IsOneWay = true)]
void AddUser(User mUser);

[OperationContract(IsOneWay = true)]
void RemoveUser(User mUser);

[OperationContract(IsOneWay = true)]
void RenameUser(User mUser);

[OperationContract(IsOneWay = true)]
void Heartbeat(User mUser);








While we will ultimately add callback for these methods in the Chat class, first we will provide an implementation in the SimpleChat form:private User user;
private List<User> userList = new List<User>();
private Mutex userListMutex = new Mutex();




Note that we have removed the userName string and instead hold a user object, along with a list of users and a mutex for locking the list.
Create a method which will handle changes to the connected users:private void RebuildUserlist()
{
    listBoxUsers.Items.Clear();

    foreach (User u in userList)
    {
        listBoxUsers.Items.Add(u.Username);
    }
}






One which will add users:
public void AddUser(User mUser)
{
    userListMutex.WaitOne();
    mUser.ResetLastSeen();
    listBoxMessages.Items.Add(mUser.Username + " joined chat.");
    userList.Add(mUser);
    RebuildUserlist();
    userListMutex.ReleaseMutex();
}











One which will remove users:public void RemoveUser(User mUser)
{
    userListMutex.WaitOne();

    foreach (User u in userList)
    {
        if (u.UserID == mUser.UserID)
        {
            listBoxMessages.Items.Add(mUser.Username + " left chat (disconnected).");
            userList.Remove(u);
            break;
        }
    }

    RebuildUserlist();
    userListMutex.ReleaseMutex();
}











One to rename users (note that the indices of listBoxUsers and userList will match):public void RenameUser(User mUser)
{
    userListMutex.WaitOne();

    int ind = 0;

    foreach (User u in userList)
    {
        if (u.UserID == mUser.UserID)
        {
            listBoxMessages.Items.Add(u.Username + " renamed to " + mUser.Username + ".");

            listBoxUsers.Items[ind] = mUser.Username;
            u.Username = mUser.Username;
        }

        ind++;
    }

    userListMutex.ReleaseMutex();
}






















And one to handle the heartbeat:public void Heartbeat(User mUser)
{
    bool exists = false;

    foreach (User u in userList)
    {
        if (u.UserID == mUser.UserID)
        {
            u.ResetLastSeen();
            exists = true;
        }
    }

    if (!exists)
    {
        AddUser(mUser);
    }
}










This is sufficient from the perspective of a connecting client, however we must also expose this functionality to the user.
Add a button click event to allow the user to set a name:private void buttonSetUsername_Click(object sender, EventArgs e)
{
    if (textBoxUsername.Text.Length < 3)
    {
        MessageBox.Show("Cannot have a username shorter than 3 characters.");
        return;
    }

    user.ResetLastSeen();
    user.Username = textBoxUsername.Text;

    channel.RenameUser(user);
}









An event handler for closing the form cleanly (if you do not remember how event handlers work, refer to the threading tutorials):
private void FormChat_FormClosing(Object sender, FormClosingEventArgs e)
{
    channel.RemoveUser(user);
}










And a method to simultaneously send the heartbeat and test for users who have exceeded the timeout duration and should be removed:private void SendHeartbeat()
{
    while (true)
    {
        user.ResetLastSeen();
        channel.Heartbeat(user);
        TestUsersAlive();
        Thread.Sleep(1000);
    }
}

private void TestUsersAlive()
{
    bool comp = false;

    while (!comp)
    {
        comp = true;

        foreach (User u in userList)
        {
            if (u.CheckTimeout())
            {
                RemoveUser(u);
                comp = false;
                break;
            }
        }
    }
}

















Finally, modify the class constructor to take account of these changes.  After InitializeComponent(), add FormChat_FormClosing to the FormClosing delegate and create a new User object:
this.FormClosing += FormChat_FormClosing;

user = new User();
user.SeedUser();

textBoxUsername.Text = user.Username;





After the channel has been opened, start a new thread to operate on SendHeartbeat:Thread t = new Thread(SendHeartbeat);
t.IsBackground = true;
t.Start();




Now test this code:




[image: ]
Cleanly disconnect one client:
[image: ]
Then force one to exit uncleanly (from task manager, select the Processes tab, right click one of the three “SimpleChat.exe” processes running and select “end process tree)

[image: ]

Observe how the clients each wait on a heartbeat from the disconnected process but, upon not receiving one for 15 seconds, forcibly remove it from their mesh lists.
[image: ]











Exercise
Implement 0ne of the following (listed in order of least to most difficult):
· A way of allowing users to set some personal information, such as their real name and e-mail address to be delivered in the User class and potentially displayed in a form on double-clicking the user in the user list.  This will not require modifying any of the network or configuration code.
· A method of ensuring that no two users may ever have the same username - this may be more difficult than it first sounds due to the callback nature of netPeerTcp.
· A private messaging feature.  Note that netPeerTcpBinding is ONLY capable of broadcast (i.e. invoking a method will always send it to all users in the mesh).  There are two methods of achieving this, varying hugely in difficulty.
· You could, for example, create a PrivateMessage class which includes a sender, a message and an intended recipient then ignore the message after transmission at a client level if the client in question is not the recipient.  This, however, means that messages would not be truly private, but would be reasonably easy to implement.
· A more acceptable method would be to open an additional TCP connection between two users wishing to communicate privately, but this would present a significant implementation challenge.  Attempt only if you are supremely confident.
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