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Figure 1 - (Kaspersky, n.d)










1 . Introduction 
This is a brief report to give a general overview of viruses and trojans, the Cryptowall Ransomware trojan horse; providing details of the way these can infect a computer system and consequences to an infected system. 
There are many trojans that all are designed for different uses, but the most common trojan linked to ransomware is Trojan-Ransom which can modify data on your computer so that your computer doesn’t run correctly or you can no longer use specific data. This can be done by encrypting programs, files documents jpegs and full folders, where then the criminal will only restore your computer’s performance or unblock your data, after you have paid them the ransom money that they demand.




2. Viruses and Trojans
Viruses and Trojans are malicious programs which can do damage to a computer system, although a virus and a trojan are both malicious programs they are not the same.

2.1. General overview
A virus is a program designed to spread form host to host attached to a program, file or document while duplicating itself as it infects each host. “A computer virus, much like a flu virus, is designed to spread from host to host and has the ability to replicate itself. Similarly, in the same way that viruses cannot reproduce without a host, computer viruses cannot reproduce and spread without programming such as a file or document”. [1]
A Trojan is a malicious program designed to look like a legitimate program when a trojan is a malware program trying to stealth its way through without the user knowing it is a fake. 
“A Trojan horse or Trojan is a type of malware that is often disguised as legitimate software. Trojans can be employed by cyber-thieves and hackers trying to gain access to users' systems. Users are typically tricked by some form of social engineering into loading and executing Trojans on their systems. Once activated, Trojans can enable cyber-criminals to spy on you, steal your sensitive data, and gain backdoor access to your system. These actions can include:
· Deleting data
· Blocking data
· Modifying data
· Copying data
· Disrupting the performance of computers or computer networks” [2]

2.2. How viruses can infect a computer

There are many different ways a virus can infect a computer, including; email and text message attachments, Internet file downloads, infected external storage and malicious website cookies.
As defined by Malwarebytes Labs, a computer virus is “malware attached to another program (such as a document), which can replicate and spread after an initial execution on a target system where human interaction is required. Many viruses are harmful and can destroy data, slow down system resources, and log keystrokes.” [3]



3. Ransomware
Ransomware is malicious malware that can change data on a computer system to hold the user at ransom by encrypting the data with a password so the user cannot access it without paying the criminal a fee to gain access to the passkey used in the encryption to decrypt the files being held under ransom.
3.1 General overview 
“Many variations of ransomware exist. Often ransomware (and other malware) is distributed using email spam campaigns or through targeted attacks. Malware needs an attack vector to establish its presence on an endpoint. After presence is established, malware stays on the system until its task is accomplished.
After a successful exploit, ransomware drops and executes a malicious binary on the infected system. This binary then searches and encrypts valuable files, such as Microsoft Word documents, images, databases, and so on. The ransomware may also exploit system and network vulnerabilities to spread to other systems and possibly across entire organizations.
Once files are encrypted, ransomware prompts the user for a ransom to be paid within 24 to 48 hours to decrypt the files, or they will be lost forever. If a data backup is unavailable or those backups were themselves encrypted, the victim is faced with paying the ransom to recover personal files.” [4]
3.2 What can be done if a computer becomes infected
Although there is anti-malware software to remove ransomware you may not get all the encrypted files back, so it is always good practice to make backups of your files on external devices and cloud storage. If you have recently made a restore point on the computer, you can also restore to an earlier date but you must boot the computer in safe mode, run malware removal software and scan all files. 
As soon as you are aware your system is infected with ransomware it is vital the computer system is removed from the network to lower the chances of infecting other computers on the network, also scanning all systems in the network to make sure the infection has not spread like the plague.
“If CryptoWall slips past your defences and infects your computer, remove CryptoWall before you use your computer again:
1. Boot your computer into Safe Mode with Networking
2. If you have a recent and clean System Restore point, you can restore, if not:
3. Download and install a malware removal application.
4. Run malware removal app and scan all of your files
If you’re planning an enterprise-wide security strategy to protect against ransomware attacks, there are a few other items to consider on top of the end user items above.” [5]


4. The CryptoWall Trojan
CryptoWall is a ransomware Trojan malware used by cybercriminals to hold system files at ransom in order to get the user to pay for their files to be restored after the files have been encrypted with a password.
CryptoWall was first reported in 2014, but the criminals have updated the CryptoWall trojan many times since then to try and make it harder to detect and remove so they can still scam people out of their cryptocurrency like bitcoin.

4.1 The different type of files the threat targetsFigure 2 - (VARONIS, 2020) - different file types effected by CryptoWall



5. Examples of good practice 
Always make sure you have made copies of files on other external devices not connected to the computer system or the network and online storage like the cloud (Google Drive, Dropbox, OneDrive).
Install a good antivirus software and anti-malware software, such as McAfee antivirus, Kaspersky, Norton and Malwarebytes.
Scan the computer system often to ensure you have not unknowingly been infected.
Do not open attachments from unknown sources inside emails and text messages.

“You can use the Windows Group or Local Policy Editor to create Software Restriction Policies that block executables from running when they are located in specific paths. For more information on how to configure Software Restriction Policies, please see these articles from MS:
http://support.microsoft.com/kb/310791
http://technet.microsoft.com/en-us/library/cc786941(v=ws.10).aspx
The file paths that have been used by this infection and its droppers are:
C:\<random>\<random>.exe
C:\Users\<User>\AppData\Local\<random>.exe (Vista/7/8)
C:\Users\<User>\AppData\Local\<random>.exe (Vista/7/8)
C:\Documents and Settings\<User>\Application Data\<random>.exe (XP)
C:\Documents and Settings\<User>\Local Application Data\<random>.exe (XP)
%Temp%” [6]




6. Conclusion

If any of these issues occur then there is a high potential of long lasting detriments to the daily running of the company, including loss of files, loss of money, potential loss of business, a negative affect on the company’s reputation.
It is therefore vital that the company employs a good practice technique to prevent these issues from occurring. This can be done by backing up all files and data, consistently running antivirus and anti-malware software and possibly hiring a network security specialist to keep these duties running smoothly.
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