
University of Wales Trinity Saint David


Design Portfolio - Fault Tree Analysis
ACDA 5021: Level 5 Systems Engineering 




Name - Luke Brown (ID-2309075)
Course – Ordnance, Munitions and Explosives (OME)
Lecturer – Dave Holley
Submission Deadline – 20th April 2026




Table of Contents:

Section 1 – Introduction 
	
1.1- Purpose of the analysis ………………………………………………………………………………… (Page 1)
1.2- Definition of fault tree analysis ………………………………………………………………….... (Page 1)
1.3- Structure of a fault tree ……………………………………………………………………………….. (Page 2)
1.4- Logic gates and their functions ………….…………………………………………………………. (Page 2)
1.5- Application to making a hot drink ...………….………………………………………………….. (Page 3)

Section 2 – Calculation of probabilities

2.1- Input data and assumptions …………………………………………………………………………. (Page 3)
2.2- Probability conversions ………………………………………………………………………………… (Page 4)
2.3- Application of logic gates ……………………………………………………………………………… (Page 4)
2.4- Subsystem calculations ……………………………………………………………………………. (Pages 5-6)
2.5- Overall probability of success ………………………………………………………………….. (Pages 6-7)

Section 3 – Application of human factors

3.1- Introduction to human factors ……………………………………………………………………… (Page 7)
3.2- Effects of fatigue on performance ………….…………………………………………………….. (Page 7)
3.3- Adjusted probabilities under fatigue ………….……………………………………………. (Pages 7-8)
3.4- Recalculation of system success ………….…………………………………………………… (Pages 8-9)

Section 4 – Conclusions

4.1- Summary of findings ……………………………………………………………………………………. (Page 9)
4.2- Key contributors to failure ………….………………………………………………………………… (Page 9)
4.3- Impact of human factors on reliability …………………………………………………………. (Page 9)

Section 5 – References

5.1- All referenced citations ………………………………………………………………………………. (Page 10)

List of Figures and Tables:

Figures:

Figure 1 – FTA example [3] ………………………………………………………………………………………. (Page 1)
Figure 2 – FTA event symbols [4] …………………………………………………………………………….. (Page 2)
Figure 3 – FTA logic gate symbols [4] ………………………………………………………………………. (Page 2)
Figure 4 – Hot water subsystem probabilities ………………………………………………………….. (Page 5)
Figure 5 – Cup subsystem probabilities …………………………………………………………............ (Page 5)
Figure 6 – Ingredients subsystem probabilities ………………………………………………………… (Page 6)
Figure 7 – Full system probabilities …………………………………………………………………………. (Page 6)
Figure 8 – Full system fatigued probabilities ……………………………………………………………. (Page 8)


Tables:

Table 1 – Typical event probabilities ……………………………………………………………………….. (Page 3)
Table 2 – Typical successful event probabilities ………………………………………………………. (Page 4)
Table 3 – Fatigued successful event probabilities ……………………………………………….. (Pages 7-8)




i

Section 1 - Introduction:

1.1- Purpose of the analysis:

The purpose of this analysis is to evaluate the probability of successful and failed outcomes by examining individual event likelihoods. Fault tree analysis (FTA) supports the identification of critical failure points and weak subsystems, enabling reliability assessment. It also allows consideration of influencing factors, such as human performance, which may alter system effectiveness under varying conditions [1, pp. 5-18].

1.2- Definition of fault tree analysis:

Fault tree analysis (FTA) is a structured, top-down analytical method used to assess system reliability and risk. It models the pathways leading to a defined undesired event using logical relationships between failures. By assigning probabilities to basic events, FTA enables quantitative evaluation of system performance and supports decision making in engineering and safety critical applications [2, pp. 30-32]. An example FTA can be seen in Figure 1, as cited in [3]. 

[image: ]
Figure 1 - FTA example [3]

1.3- Structure of a fault tree:

As shown in Figure 1, a fault tree is composed of a hierarchical structure beginning with a top event, representing system failure. This is broken down into intermediate events, which describe contributing faults, and basic events, which are the root causes. These elements are connected through logical relationships, allowing complex system behaviours to be represented in a clear, traceable format [2, p. 32]. The symbols used to represent these events are further illustrated in Figure 2, as cited in [4].

[image: ]
Figure 2 - FTA event symbols [4]

1.4- Logic gates and their functions:

As shown in Figure 1, logic gates define how events combine within a fault tree. The AND gate requires all input events to occur for the output failure to happen, representing dependent failures. The OR gate requires only one input event to occur, representing alternative failure paths. These gates allow probabilities to be combined mathematically to evaluate overall system reliability. The symbols used to represent these gates are further illustrated in Figure 3, as cited in [4].

[image: ]
Figure 3 - FTA logic gate symbols [4]

1.5- Application to making a hot drink:

In this scenario, fault tree analysis is applied to the process of making a hot drink by modelling each required step as a system component. Events such as equipment availability, resource presence, and user actions are represented as inputs. This approach enables evaluation of the likelihood of success and identification of key factors influencing overall performance. While demonstrated here in a simple context, the same methodology can be applied to defence systems to identify critical failure points and minimise operational risk in mission-crucial environments [5].

Section 2 – Calculation of probabilities:

2.1- Input data and assumptions:

The analysis is based on the provided probabilities, as shown in Table 1, associated with each event required to successfully make a hot drink. It is assumed that all events are independent, either tea or coffee is selected, and either white sugar or sweetener is used where applicable. All components are necessary unless otherwise stated. These assumptions simplify the system and allow probabilities to be combined directly.

Table 1 - Typical event probabilities
	Event:
	Probability:

	Tea availability
	0.98

	Coffee availability
	0.98

	Chance of leaky kettle
	0.001

	Chance of water supply failure
	0.01

	Kettle reliability
	0.99

	Plug in operation reliability
	0.89

	Switch on reliability
	0.89

	Mains supply failure chance
	0.01

	Cup availability
	1

	Cup reliability
	0.99

	Milk availability
	0.95

	Milk freshness
	0.95

	Sugar availability
	0.88

	Sweetener availability
	0.99



2.2- Probability conversions:

In this analysis, the required outcome is the probability of success, therefore all calculations are based on success values. Where failure probabilities are provided, they are converted using . For example, the probability of no kettle leaks is , and a working water supply is . This approach simplifies the analysis, with overall failure probability obtainable as . An updated set of success probabilities is shown in Table 2.

Table 2 - Typical successful event probabilities
	Event:
	Probability:

	Tea availability
	0.98

	Coffee availability
	0.98

	No kettle leaks
	0.999

	Working water supply
	0.99

	Kettle reliability
	0.99

	Plug in operation reliability
	0.89

	Switch on reliability
	0.89

	Functional mains supply 
	0.99

	Cup availability
	1

	Cup reliability
	0.99

	Milk availability
	0.95

	Milk freshness
	0.95

	Sugar availability
	0.88

	Sweetener availability
	0.99




2.3- Application of logic gates:

Logic gates are used to combine event probabilities within the fault tree. For AND gates, where all conditions must be satisfied, probabilities are multiplied to determine overall success. For OR gates, where only one condition is required, the complement rule is applied using  [6, pp. 7-8]. In this system, most processes follow an AND structure, while, for example, sugar and sweetener availability are modelled using an OR gate.


2.4- Subsystem calculations:

To simplify the analysis, the system is divided into logical subsystems, allowing probabilities to be calculated in grouped stages.

The hot water subsystem combines all events required to produce heated water and follows an AND structure. The associated probabilities are shown in Figure 4, giving a final value of 0.7678.
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Figure 4 - Hot water subsystem probabilities

The cup subsystem represents the functionality and availability of the cup, also modelled using an AND relationship. The full calculation is presented in Figure 5, resulting in a probability of 0.99.
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Figure 5 - Cup subsystem probabilities

The ingredients subsystem incorporates both AND and OR logic, accounting for the selection of tea or coffee, the choice of sugar or sweetener and the milk requirements. The calculation is shown in Figure 6, with a final probability of 0.9011.
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Figure 6 - Ingredients subsystem probabilities

2.5- Overall probability of success:

The overall probability of success is determined by combining all subsystem probabilities, as illustrated in Figure 7. As each subsystem must function correctly, an AND gate is applied, and their probabilities are multiplied to determine the overall chance of success.
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Figure 7 - Full system probabilities

This results in an overall probability of success of 0.6849 (68.49%). This indicates a moderate likelihood of successfully making a hot drink. The probability of failure can also be determined as 0.3151 (31.51%), as discussed previously.

Section 3 – Application of human factors:

3.1- Introduction to human factors:

Human factors consider how human performance influences system reliability and overall outcomes. Elements such as fatigue, stress, and human error can significantly affect the likelihood of successful task completion. In engineered systems, particularly those involving user interaction, human behaviour plays a critical role in determining performance and must be considered alongside technical reliability [7].

3.2- Effects of fatigue on performance:

Fatigue significantly impacts human performance by reducing attention, slowing reaction times, and increasing the likelihood of errors. As a result, task reliability decreases, particularly for simple but essential actions [8]. In this scenario, activities such as plugging in and switching on the kettle, as well as selecting a cup, become less reliable under fatigue, increasing the probability of failure within the system.

3.3- Adjusted probabilities under fatigue:

Under fatigued conditions, plug in and switch on reliability decrease to 75% of their original values, while cup selection decreases to 90%. Plug in reliability is adjusted to , and switch on reliability is also . Cup selection reliability is reduced to . The updated set of success probabilities reflecting fatigued conditions is summarised in Table 3.

Table 3 - Fatigued successful event probabilities
	Event:
	Probability:

	Tea availability
	0.98

	Coffee availability
	0.98

	No kettle leaks
	0.999

	Working water supply
	0.99

	Kettle reliability
	0.99

	Plug in operation reliability
	0.6675

	Switch on reliability
	0.6675

	Functional mains supply 
	0.99

	Cup availability
	0.9

	Cup reliability
	0.99

	Milk availability
	0.95

	Milk freshness
	0.95

	Sugar availability
	0.88

	Sweetener availability
	0.99




3.4- Recalculation of system success:

The overall probability of success under fatigued conditions is determined by combining all subsystem probabilities, as illustrated in Figure 8. Like the typical case, an AND relationship is applied, as each subsystem must function correctly, with the adjusted values used to determine the overall probability of success.
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Figure 8 - Full system fatigued probabilities

This results in an overall probability of success of 0.3467 (34.67%). This indicates a low likelihood of successfully making a hot drink under fatigued conditions. The probability of failure can also be determined as  0.6533 (65.33%), as discussed previously.

Section 4 – Conclusions:

4.1- Summary of findings:

The fault tree analysis produced an overall probability of success of approximately 68% under normal conditions and 35% under fatigued conditions. These values were obtained by modelling the system and combining the probabilities of each subsystem. The results indicate a measurable change in system performance between the two scenarios, showing that operating conditions have a direct influence on overall success rates.

4.2- Key contributors to failure:

The primary contributors to failure within the system are associated with human-dependent actions, particularly the plug in and switch on operations within the hot water subsystem. These steps exhibit lower reliability compared to other components, making them key weak points in the overall process. This effect is further exacerbated under fatigued conditions, where the reliability of these actions is reduced. In contrast, other elements such as the availability and freshness of milk contribute less significantly to failure due to their comparatively higher probabilities. Overall, human interaction represents the most influential source of reduced reliability.

4.3- Impact of human factors on reliability:

A comparison of the results shows that the probability of success decreases from approximately 68% to 35% when fatigue is introduced, representing a substantial reduction in system reliability. This demonstrates that human performance has a critical influence on overall outcomes. From an engineering perspective, this highlights the importance of accounting for human factors during system design, particularly in applications where consistent performance and reliability are essential. This is especially relevant within the defence sector, where human error under fatigued conditions can significantly impact operational effectiveness and system safety.
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