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[bookmark: _Toc234619661]Abstract

Artificial intelligence (AI) and machine learning (ML) systems are increasingly embedded in business operations, government decision-making, and public service delivery. As these technologies become more powerful and pervasive, the need for robust governance frameworks has become pressing. This paper examines the key challenges in governing AI and ML systems, focusing on three related areas: risk management, ethical principles, and regulatory compliance.
The paper reviews current governance approaches across major regions, including the EU AI Act, sector-specific strategies in the United States, and targeted regulations in China. It also identifies persistent gaps relating to transparency, accountability, and bias mitigation. Based on this analysis, the paper offers practical recommendations for organizations and policymakers. Effective AI governance extends beyond legal compliance. It serves as a critical foundation for public trust and the fair, sustainable distribution of AI’s benefits.










[bookmark: _Toc234619662]Introduction

Over the past ten years, AI and machine learning have moved beyond research settings and into daily life. They now run recommendation algorithms on streaming services, help doctors spot diseases, assist banks in catching fraud, and are playing a growing role in decisions about hiring, loans, and criminal justice. The technological evolution has proceeded so swiftly and comprehensively that the institutional and legal structures required to govern it, have failed to keep pace.
AI governance refers to the body of rules, guidelines, and practices that determine how artificial intelligence systems are built, deployed, supervised and held accountable. Without effective governance, AI systems can cause serious harm. They can discriminate against certain groups, violate people's privacy, produce unreliable results, or be used in deceptive ways. The urgency of these risks has been underscored by several high-profile incidents, including discriminatory recruitment algorithms, facial recognition software with racial biases and the spread of AI-driven misinformation [1], [2].
This paper provides a comprehensive overview of AI governance, structured around three pillars: risk management, ethics, and compliance. It draws on current research, international frameworks, and real-world examples to explain why governance matters and what effective governance looks like in practice.



[bookmark: _Toc234619663]1. Understanding AI Governance
[bookmark: _Toc234619664]1.1 What is AI Governance?

This includes technical standards for reliability, internal usage policies, legal frameworks established by governments, and ethics grounded in human values. Effective governance ensures that AI systems are transparent, balanced, accountable and safe [3].
Governance is different from simply having rules. It is an ongoing process that involves identifying potential harms before they occur, monitoring systems after they are deployed, responding when things go wrong, and continuously improving practices based on new knowledge. It involves many different actors, including AI developers, companies that use AI, regulators, civil society groups, and the public.
Table 1 The three core pillars of AI governance and their main components
	Governance Pillar
	Core Focus
	Main Activities

	Risk Management
	Identify and reduce harm
	Risk assessments, impact testing, model monitoring

	Ethics
	Ensure fairness and accountability
	Bias audits, explainability, diversity in teams

	Compliance
	Meet legal and regulatory requirements
	GDPR alignment, audit trails, breach notification




[bookmark: _Toc234619665]1.2 Why AI Governance is Challenging    

AI learns from data, and data often carries existing social biases. If a model is built on historical hiring data that favoured men, it may learn to discriminate against women, not because it was programmed to, but because the bias was in the data [1], [2]. The same issue appears in facial recognition, which has been found to work less accurately for certain groups [1], [2]. This shows that fairness must be actively built into systems, not assumed.
Additionally, AI technology evolves faster than laws can keep up, and its global nature makes national regulations difficult to enforce [12]. By the time regulations are passed, the technology may have already moved on. A single system can be developed in one country and used in many others, which complicates accountability and oversight.
Taken together, these factors namely opacity, bias, regulatory lag, and global reach, present significant obstacles to effective AI governance.
[bookmark: _Toc234619666]2. Managing Risk in AI Systems
[bookmark: _Toc234619667]2.1 Types of Risk
One of the most vital components of AI governance is risk management. AI systems can create a wide variety of risks, grouped into several categories. Technical risks include system failures, data errors, and unexpected behaviours. Operational risks relate to how AI is used within organizations. Legal risks arise from non-compliance with data protection laws. Reputational risks occur when an AI system produces harmful outputs. Finally, societal risks include broader harms such as increased inequality, erosion of privacy, or the spread of harmful content [5].



	Category
	Scale
	Score / Value

	Technical Failures
	████████████████
	7/10


	Societal Harm / Bias
	████████████████████
	
9/10

	Legal / Compliance
	██████████████████

	8/10

	Reputational Damage
	████████████████

	7/10

	Operational Disruption
	█████████████

	6/10


Table 2 Comparison of AI risk categories

Feedback on the AI Risk Comparison
The table 2 shows that Societal Harm and Bias are rated the highest risk at 9 out of 10. Legal and Compliance risks, along with Operational Disruption, are both rated 8 out of 10, indicating they are also significant concerns. Technical Failures and Reputational Damage are rated slightly lower at 7 out of 10 but remain important. Overall, the scores suggest that five categories pose a serious level of risk and require close attention. This comparison helps prioritise which areas need the most urgent action. 
[bookmark: _Toc234619668]2.2 Risk Assessment and Mitigation
Organizations can manage AI risk through a structured process. It begins with identifying risks before deployment through comprehensive testing. The second phase is analysing the severity and likelihood of each risk. The third phase is implementing mitigation strategies, which may include technical measures such as robustness testing and model monitoring, as well as organizational measures such as human review processes and clear escalation procedures.
The European Union's AI Act, which enacted in 2024, introduces a risk-based approach to AI regulation. Under this framework, AI applications are classified into four categories: unacceptable risk (not permitted), high risk (tight requirements), limited risk (imposing transparency requirements), and minimal risk (subject to high-touch governance). This tiered approach reflects the idea that not all AI applications carry the same level of risk [6].
Table 3 The EU AI Act's four risk categories and provides examples of each.
	Risk Category
	Regulatory Approach
	Examples

	Unacceptable Risk
	not permitted entirely

	Social scoring, live biometric monitoring

	High Risk
	tight requirements + audits

	AI in hiring, healthcare devices, credit scoring

	Limited Risk
	Transparency disclosure required
	AI chat assistants, deepfake generators

	Minimal Risk
	No obligations
	Spam detection systems and AI used in video games




Overview of the EU AI Act Risk Categories
Table 3 is included to clearly explain the EU AI Act’s four risk categories [6]. It shows how different AI Applications are regulated based on their risk level, from those that are completely banned to those with no obligations. This helps the reader understand that AI regulation is not the same for every application.
[bookmark: _Toc234619669]3. Ethics in AI and Machine Learning
[bookmark: _Toc234619670]3.1 Core Ethical Principles      
Ethics refer to the principles and values that shape perceptions of right and wrong, guiding decisions in complex settings. In the AI sector, several ethical commitments have gained widespread acceptance, including fairness, transparency, accountability, privacy, and safety [7]. These principles are increasingly embedded in policies, industry standards, and governance practices that oversee AI systems from design to retirement.
[bookmark: _Toc234619671]3.2 Bias and Fairness
Bias remains one of the key ethical challenges facing AI today. Evidence indicates that facial recognition software performs less accurately for people with darker skin, and that clinical algorithms have persistently undervalued the healthcare needs of Black patients in comparison to white patients experiencing similar conditions [1], [2]. Such findings make it clear that technological systems are inherently shaped by their design choices, and that fairness must be proactively embedded and rigorously tested rather than assumed.
Addressing bias in AI systems requires development teams that are diverse in both composition and perspective [1]. This diversity helps ensure that a broad range of viewpoints informs the design and evaluation process. In addition, careful examination of training data is necessary to detect and correct underlying imbalances [2]. Ongoing monitoring of deployed systems is also essential. This allows for the identification of discriminatory outcomes and enables timely corrective action.

[bookmark: _Toc234619672]3.3 Explainability and Accountability
Explainability and accountability are closely connected. When an AI system decides with significant consequences, such as rejecting a loan application or flagging a security threat, those affected have a right to understand the reasoning behind that decision. The field of Explainable AI, or XAI, seeks to address that very challenge. It aims to develop techniques that make model outputs more interpretable. However, there is often a trade-off between interpretability and predictive accuracy. Improving one frequently comes at the expense of the other [8].
Accountability depends on organizations keeping detailed documentation of how AI systems are built, evaluated, and put into use. To support this, some experts have suggested algorithmic auditing. This involves external reviewers examining AI systems for fairness, dependability, and adherence to ethical guidelines. The approach draws clear parallels to financial auditing practices [9].
[bookmark: _Toc234619673]4. Compliance and Regulatory Frameworks
[bookmark: _Toc234619674]4.1 Global Regulatory Landscape
The regulatory landscape for AI is changing at a rapid pace. The EU AI Act, enacted in 2024, marks the world’s first comprehensive AI law and has emerged as a global point of reference. In contrast, the United States has taken a more sector-based strategy. China has focused its regulations on recommendation algorithms and deep synthesis tools. Meanwhile, the OECD Principles on AI, adopted by more than 40 countries in 2019, provide a non-mandatory framework based on inclusive growth, transparency, and accountability [3], [10].

Table 4 presents a comparison of major AI regulatory frameworks from around the world.
	Framework
	Region
	Type
	Key Focus

	EU AI Act (2024)
	European Union
	Legally binding
	Classification of AI systems by risk level 

	OECD AI Principles (2019)
	40+ countries
	Voluntary
	Transparency, accountability, human-centred AI

	UNESCO AI Ethics Rec. (2021)
	Global
	Voluntary
	Human rights, fairness, environmental sustainability

	NIST AI RMF (2023)
	United States
	Voluntary framework
	Govern, Map, Measure, Manage AI risk

	GDPR (2018)
	European Union
	Legally binding
	Data protection and automated decision rights


Overview of Global AI Regulatory Frameworks
Table 4 provides a comparison of five key AI governance frameworks. A few, like the EU AI Act and GDPR, are legally binding, while others are voluntary [3], [6], [10], [11]. The frameworks differ in their focus, ranging from risk classification to human rights and data protection. This shows that global AI regulation is still developing with no single unified approach [3], [6], [10], [11].

[bookmark: _Toc234619675]4.2 Data Governance and Model Compliance
AI governance cannot be separated from data governance. The GDPR, effective across the EU since 2018, establishes a set of individual rights concerning personal data. Among these are the rights of access, correction, and erasure. In addition, individuals have the right to receive an explanation for any automated decision that significantly affects them [11].
Model governance refers to the organizational processes that manage AI models from development to retirement. Key practices involve documenting model architecture and training datasets in detail. Regular performance assessments are conducted to monitor model behaviour over time. Maintaining version control enables teams to track changes and return to previous versions when needed. Organizations also ensure that outdated models are either removed from service or replaced with newer versions to maintain effectiveness and reliability [13].
[bookmark: _Toc234619676]5. Best Practices and Recommendations
Drawing from the analysis above, the following recommendations are proposed for organizations aiming to enhance their AI governance. Organizations should adopt a risk-based approach, implementing governance measures that are adjusted according to the level of risk associated with each AI application [14]. Applications classified as high-risk, particularly those that affect health, employment, or legal status, should be subject to the most stringent oversight.
In addition, organizations should invest in diverse and inclusive AI development teams. Including people with different backgrounds helps identify potential biases and harms that might otherwise be overlooked [14], [15].
A further recommendation is that transparency should be embedded across every phase of the AI lifecycle. Organizations are expected to provide clear and meaningful explanations of AI-driven decisions to all affected parties. Such explanations should cover the logic behind the decision, the data inputs involved, and the avenues available for challenge or correction [14].
Moreover, clear accountability structures must be established. Organizations should define roles and responsibilities for AI systems. Mechanisms for addressing harms should also be put in place, including independent review processes and channels for reporting concerns [14],[15].
Finally, compliance with relevant laws should be treated as a starting point, not a ceiling. Organizations should align their practices with recognized ethical frameworks, such as the OECD AI Principles [3] or the IEEE Ethically Aligned Design guidelines [7].
[bookmark: _Toc234619677]Conclusion

The governance of AI and machine learning systems is one of the defining challenges of our time. As AI becomes more capable and more deeply embedded in critical systems, the need for robust governance frameworks becomes ever more urgent. This paper has examined three foundational pillars: risk management, ethics, and compliance.
Effective risk management means identifying, assessing, and reducing the various harms AI can cause. Ethical principles, especially fairness, transparency, and accountability, require active effort at every stage of the AI lifecycle. Compliance with laws offers a baseline, but organizations must go further to build AI systems that earn genuine public trust [16].
Ultimately, AI governance cannot be reduced to technical or legal considerations alone. It is a broader societal project that calls for sustained collaboration across a range of disciplines, including computer science, law, ethics, sociology, and public policy. It also requires cooperation across industries, government bodies, and international borders. When governance frameworks are thoughtfully designed and effectively implemented, AI and ML have the capacity to become powerful enablers of human progress, social equity, and collective well-being [5], [10].
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Designing a Structured Cybersecurity Programme


[bookmark: _Toc233932829][bookmark: _Toc234619680]Introduction

In March 2017, the Apache Software Foundation addressed a severe security flaw within its Struts web framework by deploying an essential software patch. Equifax ranks among the largest credit agencies in the world, failed to apply that patch. Two months after the vulnerability was identified, attackers exploited it and remained undetected within Equifax’s systems for over two months. By the time the breach was discovered, the personal data of approximately 147 million people had been stolen, including sensitive information like Social Security numbers, dates of birth, addresses and credit card details [1].
The consequences were severe. Equifax faced more than $700 million in financial fines, its chief executive resigned, and the brand’s credibility was damaged [2]. Investigations by the U.S. Senate and the Government Accountability Office found that the breach was not caused by a highly advanced attack. It was driven entirely by avoidable failures in governance, accountability, patch management and monitoring [3]. 
This paper relies on the Equifax breach as a critical case study for designing a structured and proactive cybersecurity programme. The programme is organised into five key assessment areas: organisational structure and accountability, policies and procedures, governance and strategic alignment, risk management and assessment and the fifth assessment component is the compliance with incident response and protection controls. Each component is directly linked to a failure exposed by the breach and is supported by recognised frameworks and supporting evidence.





[bookmark: _Toc233932830][bookmark: _Toc234619681]1. Organisational Structure and Accountability
A central finding from the Equifax investigation was that no single person had both the authority and the responsibility to implement and enforce security standards throughout the organisation. Despite being designated Chief Security Officer, the security leader at the time lacked direct board access and had limited authority over business units [3]. This structural failing resulted in the unpatched system weakness remaining outside the scope of detection activities for several months.
The proposed governance structure is organised into three tiers, as shown in table 1 below.
[bookmark: _Toc233932831][bookmark: _Toc234619682]1.1Proposed Governance and Reporting Structure

	1 Tier
	Role / Body
	Responsibilities
	Reporting Line

	Tier 1 – Board
	Board Cybersecurity Committee
	Approve policy, review risk posture, receive incident briefings (quarterly)
	Reports to full Board

	Tier 2 – Executive
	Chief Information Security Officer (CISO)
	Own security strategy, control budget, accountable for programme outcomes
	Reports to CEO; dotted line to Board

	Tier 3 – Operational
	Security Architecture Lead
	Network and infrastructure protection design
	Reports to CISO

	Tier 3 – Operational
	Secure Development Lead
	Software development lifecycle security
	Reports to CISO

	Tier 3 – Operational
	Security Operations Lead
	Monitoring, detection, incident response
	Reports to CISO

	Tier 3 – Operational
	Risk and Compliance Lead
	Regulatory requirements, audits, vendor risk
	Reports to CISO


Table 1:Proposed Three-Tier Cybersecurity Governance Structure

The programme creates a three-level security leadership structure so that everyone knows who is responsible at each level.
Tier 1 Board Level: A dedicated Board Cybersecurity Committee meets every three months to review the organisation's risk position, approve key policies, and receive updates on any incidents. This ensures that cybersecurity is seen as a business risk at the highest level, not just a technical issue left for IT.
Tier 2 Executive Level: The organisation appoints a Chief Information Security Officer (CISO) who reports straight to the CEO and has a formal connection to the Board Committee. The CISO leads the security strategy, oversees the security budget, and takes personal responsibility for the programme's success.
Tier 3 Operational Level: Four team leads report to the CISO. One handles network and infrastructure security. One manages software development. One runs monitoring and incident response. One deals with regulations, audits, and vendor risks.
This structure gives every security task a clear owner, so risks are not missed between teams. Research shows that organisations with board-level oversight detect breaches faster [4]. The CISO role provides one accountable leader, something Equifax critically lacked.
[bookmark: _Toc233932832][bookmark: _Toc234619683]2. Policies and Procedures
The Equifax breach was directly caused by the lack of an enforced patch management policy. A well-known critical vulnerability remained unpatched for more than two months. The organization had no documented process to ensure patches were applied within a defined timeframe, nor any escalation mechanism when deadlines were missed [1].
Reasons Behind the Proposed Policies

The following policies are proposed to prevent this type of failure. They also serve two additional purposes.
First, they assign clear ownership for each patch. This prevents confusion over who is responsible and ensures that delays can be traced back to specific individuals [13]. A breakdown in the Three Lines of Defence was evident at Equifax, where the First Line did not apply the patch, the Second Line could not enforce compliance, and the Third Line did not audit critical systems in time [13].
Second, they create a clear record of all patching activities. This supports audits and shows that the organisation is meeting its regulatory duties [14]. As outlined in NIST SP 800-40, organisations should form a dedicated patch group with defined roles to manage updates, test fixes, and keep a full audit trail [14].
Together, these measures close the gaps seen at Equifax and build a stronger security foundation going forward.


[bookmark: _Toc233932833][bookmark: _Toc234619684]2.1 Vulnerability and Patch Management Policy
To maintain security baselines, automated vulnerability assessments must be executed across all systems at least once a week. Critical patches must be deployed within 72 hours, while high-severity updates must be implemented within 14 days. Any patch delayed beyond these timelines requires written approval from the CISO, with compensating controls documented and reviewed. Compliance with patch timelines is tracked monthly and reported to the Board Committee. This policy directly maps to CIS Controls v8, specifically addressing the requirements of Control 7 [5].

[bookmark: _Toc233932834][bookmark: _Toc234619685]2.2 Secure Software Development Lifecycle (SSDLC) Policy
Every software development project must adhere to a Secure Software Development Lifecycle (SSDLC). Security requirements must be established during the design phase, and both static and dynamic code analysis are required prior to any deployment. Internet-facing applications require penetration testing before each major release. All developers must complete annual security awareness training. ​This policy reflects NIST SP 800-218 standards. [6].

[bookmark: _Toc233932835][bookmark: _Toc234619686]2.3 Asset Visibility and Data Protection Policy
A comprehensive and current registry of all IT resources must be maintained continuously. To ensure accuracy, this inventory requires formal review and verification every three months. All private personal data must be locked and hidden using strong security systems. This protection applies both when the data is stored on a computer and when it is being sent over the internet. Data must be classified by sensitivity level, and access must follow the principle of least privilege. Yearly checks must be conducted to ensure all rules are followed. The results will be given directly to the Chief Information Security Officer (CISO) [7].

[bookmark: _Toc233932836][bookmark: _Toc234619687]3. Governance and Strategic Alignment
​Successful cybersecurity governance must connect directly to organizational goals. In the case of Equifax, security operations were restricted to an administrative role with limited executive oversight [8].
This programme implements the NIST Cybersecurity Framework 2.0 (CSF 2.0) as its main governance system. The framework serves to translate technical security tasks into strategic business achievements, specifically targeting long-term durability, consumer trust, and continuous operations [8].
[bookmark: _Toc233932837][bookmark: _Toc234619688]3.1 Alignment to NIST CSF 2.0
CSF 2.0 breaks cybersecurity down into six key functional categories, and every category connects directly real program tasks. The core functions consist of Govern, Identify, Protect, Detect, Respond, and Recover [8]. 
Govern handles board oversight, CISO ownership, policy management, annual strategy check‑ins, and budget approvals. It makes sure security choices always take the business picture into account [8].
Under Identify, key tasks include quarterly asset checks, data classification, vendor risk reviews, and dependency mapping. Protection is only possible after these assets have been clearly identified [8].
The Protect function covers patch management policies, Secure Software Development Lifecycle Controls (SSDLC), Multi-factor Authentication (MFA) enforcement, encryption standards, and access management. These measures reduce the attack surface before any incident takes place [8].
The Detect function provides for ongoing monitoring supported by Security Information and Event Management (SIEM) capabilities, automated vulnerability scanning, and endpoint detection and response (EDR). These tools are built to reduce dwell time, a key weakness that was exposed during the Equifax breach [8].
The Respond function involves a documented response plan, defined escalation paths, breach notification processes, and a dedicated team on standby.
And the sixth key function is Recover, which consists of business continuity and disaster recovery planning, recovery time objectives established for all critical systems, and regular testing through yearly exercises [8].
By mapping every control to a CSF 2.0 function, the programme ensures that nothing is implemented without a clear strategic purpose. Business continuity is specifically supported through the Recover function, while customer trust is maintained through Protect and Respond. This cycle-based approach also prevents the programme from becoming static, requiring regular review and improvement [8].

[bookmark: _Toc233932838][bookmark: _Toc234619689]4. Risk Management and Assessment
Equifax lacked a proper risk management system that could identify a publicly known, unpatched gap as a major threat. A regular and structured risk assessment would have caught the Apache Struts issue well before it was exploited. The section below outlines a high-level risk register, built on the weaknesses revealed by the breach, and uses a Likelihood and Impact approach based on ISO/IEC 27005 [9]. Risks are colour-coded by priority: P1 (critical, red) and P2 (high, amber).

[bookmark: _Toc233932839][bookmark: _Toc234619690]4.1 Risk Register
Table 2 below shows the key risks facing the organisation, along with their likelihood, impact, priority and mitigation measures. P1 risks are the most critical and require urgent action, while P2 risks are also important but less urgent [1],[4].
	Risk
	Likelihood
	Impact
	Priority
	Mitigation

	Unpatched internet-facing systems
	High
	Critical
	P1
	Automated patch mgmt + weekly scans

	Credential theft / privilege escalation
	High
	Critical
	P1
	MFA, PAM, least-privilege policy

	Poor network segmentation
	Medium
	High
	P2
	Network splitting, zero-trust model

	Third-party / supply chain exposure
	Medium
	High
	P2
	Vendor risk assessments + contracts

	Long dwell time / poor detection
	High
	Critical
	P1
	SIEM + EDR + 24/7 SOC monitoring

	Unencrypted sensitive data
	Medium
	Critical
	P1
	AES-256 at rest, TLS 1.3 in transit


Table 2: Risk Register with Prioritisation and Mitigations

[bookmark: _Toc233932840][bookmark: _Toc234619691]4.2 Risk Prioritisation and Mitigation Approach
Priority 1 risks combine high likelihood and critical impact. Unpatched systems exposed to the internet are Priority 1, as this was the attack vector used at Equifax and remains a common yet preventable risk. Prolonged dwell time from poor detection is also Priority 1, for 78 days of unnoticed access drastically increased the breach's impact. Effective monitoring could have halted the attack within hours [1], [4].
Weak network splitting is a Priority 2 risk. While it did not cause the breach, it enabled the attacker to move across systems and access excessive data. Research indicates that effective splitting can reduce breach impact by up to 80% by containing lateral movement [10].
All Priority 1 risks are given to named owners who must create a fix plan within 30 days of identification. The CISO reviews the risk status every month, and the Board Committee reviews it every three months. This regular review process keeps the risk register up to date as threats change.

[bookmark: _Toc233932841][bookmark: _Toc234619692]5. Compliance, Incident Response, and Protection Controls
[bookmark: _Toc233932842][bookmark: _Toc234619693]5.1 Regulatory Alignment and Breach Notification
Equifax waited more than a month after discovering the breach before notifying regulators and the public, a delay that significantly increased its regulatory fines [2]. This programme addresses that failure by mandating clear regulatory coordination upfront.
In the United States, the programme follows the Gramm-Leach-Bliley Act and the FTC Safeguards Rule. These laws require financial companies to keep customer data safe and to tell people if their information is exposed. For work involving EU residents, the programme also follows the GDPR. This rule requires reporting a breach to authorities within 72 hours of finding it [11].
The Breach Notification Protocol sets out a clear timeline. Within 24 hours of finding a breach, the team must contain it and carry out an early assessment. Within 48 hours, legal and communications staff are brought in. Within 72 hours, regulators are told about the breach. And within seven days, affected customers are informed if the law requires it. Every notification is checked by legal advisors before it goes out.

[bookmark: _Toc233932843][bookmark: _Toc234619694]5.2 Incident Response and Disaster Recovery
An Incident Response Plan (IRP) is developed in line with NIST SP 800-61, which defines six phases: preparation, detection, containment, eradication, recovery, and lessons learned [12]. Each phase has defined roles, timelines, and decision authority. The Security Operations team maintains a 24-hour Security Operations Centre (SOC) to monitor for threats in real time, seven days a week.
A Disaster Recovery Plan (DRP) ensures business continuity following a major incident. Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO) are defined for all critical systems based on business impact analysis. The plans are tested yearly through drills and practice runs. The Board Committee gets a report on the results. The team then uses what they learned to respond more effectively.

[bookmark: _Toc233932844][bookmark: _Toc234619695]5.3 Technical Safeguards and Justification
Below are five technical controls that work together as part of a layered defence. Their goal is to catch threats faster and limit any damage to the organisation:
Continuous Monitoring via SIEM: A Security Information and Event Management system collects log data from all systems as it happens. It sends out alerts when it detects anything suspicious. This directly addresses the 78-day dwell time at Equifax. Studies show that organisations using SIEM reduce average attacker dwell time from over 200 days to under 30 days [4].
Automated Vulnerability Scanning: All company systems are scanned weekly. If a serious issue is found, a work order automatically sent to the person who can fix it. The work order has a deadline and is tracked. Everything is recorded so it can be reviewed later [5].
Endpoint Detection and Response (EDR): EDR tools monitor all devices for signs of attack. They watch for attackers moving across the network or gaining more control, which are the same tactics used in the Equifax breach. EDR can quickly cut off an infected device to keep the damage from spreading [10]. EDR solutions maintain continuous endpoints activity, use behavioural analytics to detect threats and enable rapid forensic reviews through centralised dashboards [10].
Encryption: All personal and financial data is encrypted. AES-256 is used when the data is stored, and Transport Layer Security (TLS )1.3 is used when the data is being sent. This means that even if someone steals the data, they cannot read or use it without the right keys [7]. AES-256 is a trusted encryption standard used to protect sensitive data. TLS 1.3 ensures secure communication by using perfect forward secrecy and removing outdated cryptographic algorithms [7].
Strong Authentication: All important accounts and remote access require multi-factor authentication (MFA). Privileged Access Management (PAM) tools ensure users have only the access they need and record everything done with that access [6]. MFA requires three factors including password, token or app and biometrics. PAM tools enforce least privilege, auto-rotate credentials and log all privileged activity [6]. 
All these controls work as a team to protect the system. There is no single layer is responsible for everything. NIST CSF 2.0 and CIS Controls v8 both say this is the best way to defend against modern attacks [5], [8]. Each control either stops a breach, catches it sooner, or reduces the damage.
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The 2017 Equifax breach happened because of basic, preventable failures. A known flaw was left unpatched. No senior leader was accountable for security. Monitoring tools were not in place to detect an intruder. And no policies existed to enforce basic security standards. This programme addresses each of these failures directly.
The five parts of this programme work as a single connected system. Clear accountability ensures that security rules are followed. Policies are guided by a framework that links security to business goals. Risk management prioritises the most serious threats and tracks them closely. Response and compliance controls enable the organisation to act quickly, notify the right people, and recover with minimal damage when a breach occurs.
Cybersecurity is a recurring process, not a single event. It requires ongoing effort, regular testing, and strong leadership. The programme described in this paper provides a structured, evidence-based foundation for that long-term commitment [8], [12].
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