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[bookmark: _Toc159581188]Introduction
Within this assignment we shall be covering two aspects as per the assignment brief, the research and the practical. The research will entail the different types of hypervisors, IP addresses and the network I created as well as the troubleshooting techniques used.
[bookmark: _Toc159581189]Types of Hypervisors
A hypervisor is a special piece of software that allows us to be able to run a virtual machine in addition to the physical one in front of us which can do things like run multiple servers on a single machine, test new configurations without affecting the physical machine, isolate resources between the host machine and the virtual machine and even test out new security measurements. [1] There really are two main ones, type 1 hypervisor and type 2 hypervisor. Type 1 hypervisors run on the physical hardware of the host whereas a type 2 hypervisor runs as its own separate layer on top of the host’s operating system. [2]
[bookmark: _Toc159581190]Type 1 Hypervisors
A type 1 hypervisor (sometimes called a “bare metal” hypervisor) is a type of hypervisor that runs on the physical hardware of the host machine. This means that when using a type 1 hypervisor, it must also simultaneously perform and control the system’s resource allocation as well as the scheduling. [1] In order for the host machine to be effective, the host machine would need to be rather strong and capable for it to be able to run both machine and hypervisor. A type 1 hypervisor is extremely resource intensive. 
[bookmark: _Toc159581191]Pros and Cons
Pros:
1. High performance capabilities and efficiency – type 1 hypervisors usually perform a lot better than a type 2 hypervisor. The hypervisor utilises the physical hardware of the machine rather than utilising the operating system and then telling that to use the hardware (this is what would happen in a type 2 hypervisor).  [3]
2. Scalability – type 1 hypervisors offer flexibility for VM’s. As long as your hardware can handle it, you can greatly increase the workload of your VM with the use of a type 1. This is due to the lack of restrictions because it uses its own operating system.
3. Resource allocation – because type 1 hypervisors support resource allocation, it means that it can provide its own needs with the required resources from the host machine if and when it needs it.  [3]
Cons: 
1. Complexity – because type 1 hypervisors are more complex to set up and run, it may require some technical support from more qualified professionals than your average technician to ensure that the VM is kept up and running smoothly.  [4]
2. Cost – also, because it runs directly onto the hardware of a host machine rather than using the OS of an existing machine, the hardware required to host the VM needs to be efficient and strong meaning that it could be rather costly depending on the size of your VM. Hiring expert technicians can also increase costs greater than that of an average technician. Licenses can also be expensive as well as the cost of the management program required. This could cost in the thousands alone. [5]
3. May not support all hardware – as said above, the hypervisor would need dedicated hardware for it to be able to run efficiently. But it will also need to have the correct hardware as without it, it might not run efficiently. For example, if we take a look at the requirements for the SD-WAN gateway on a standard hypervisor, the CPU will need to be able to support these instruction sets: “AES-NI, SSSE3, SSE4, RDTSC, RDSEED, RDRAND, AVX/AVX2/AVX512”. If your CPU could not enable these then your VM would simply not be able to run on that host with that specific CPU installed. [6]

[bookmark: _Toc159581192]Type 2 Hypervisors
A type 2 hypervisor (also known as a “hosted” hypervisor) runs the VM on top of the operating system on the host machine, rather than directly on the hardware like a type 1 does. This means that it does not have its own operating system like type 1 but instead must share their operating system with that of the host machine. [7]
[bookmark: _Toc159581193]Pros and Cons
Pros:
1. Easy installation - Installing your hypervisor is a lot easier than installing a type 1. Usually, the software will take you through the process and because of this, anyone with a basic understanding of computing would be able to apply to the host. [8]
2. Compatibility – depending on your OS, there are a wide variety of type 2 hypervisors that will be able to accommodate your operating system on your host machine, whether its macOS, Windows or Linux. Type 1 hypervisors cannot do this due to the fact it uses is own operating system. [9]
3. More cost-effective - The cost of type 2s are usually much lower than that of a type 1 hypervisor. In some cases, they can be free such as Oracle VirtualBox. [10] Plus because the software is usually very easy to use and install a virtual machine with, it means that no special expertise is required making it more cost effective for the owner.
Cons:
1. Less efficient – due to the extra layer that sits between the hypervisor and the hardware, type 2 hypervisors are simply less efficient than a type 1. The type 2 hypervisor will have to communicate with the operating system of the host machine in order for it to be able to achieve tasks like allocating resources. This would then cause the efficiency of the VM to slow.[11]
2. Sharing resources – type 2 hypervisors share its resources with the host machine. This means that if you were to prioritise allocating the resources to the host rather than the hypervisor, the performance of the hypervisor will decrease. When using a type 2 hypervisor, it is essential that you allocate a suitable number of resources so that both the hypervisor and the host machine can run efficiently. However, using a type 2 hypervisor is more suited for personal use than use within a business environment because of this lack of dedicated performance. [12] 
3. Security risk and point of failure – If the operating system of the host were to be attacked or get infected with some sort of malware, it would directly affect the hypervisor too. This is because type 2 hypervisors are simply not as isolated as a type 1. There is also the risk that the hypervisor could simply be shut down if the host operating system needed to perform an essential task, such as an update or reboot. This would then mean that the hypervisor that sits upon that OS would also need to be shut down and would not be able to come back on until those essentials had been taken care of, therefore creating a point of failure within the system.  [13]




[bookmark: _Toc159581194]Hypervisor Options
When deciding what kind of hypervisor you wish to use, it really comes down to what you’ll be using it for and what kind of hardware you have available. If you were to use a type 1 hypervisor, example hypervisors you could use are ESXI, KVM (a Kernel-based VM) or Xen. 
An example of the minimum hardware requirements to use ESXI 7.0 would be [14]:
	CPU
	Processors
	RAM
	Storage/ boot requirements

	Minimum of two cores
	Supports a range of 64-bit processors
	Minimum of 8GB physical RAM
	Requires a boot disk of 32GB minimum



Some examples of type 2 hypervisors you could use would be VMware Workstation and Oracle VirtualBox.
[bookmark: _Toc159581195]My Chosen Hypervisor
When choosing what hypervisor to use, I had to consider what I needed it for and how I would run it. Because this was to be used for only my assignment, I ruled out using a type 1 hypervisor from the start as I would only need it temporarily and would be using it on a personal machine. Plus, I do not have the dedicated resources to set up a type 1 hypervisor so type 2 became the only option. Then I considered what hypervisor I should use and I decided to go with Oracle VirtualBox. 
[bookmark: _Toc159581196]IP Addressing
IP addresses are the unique identifier within each end of a network. It ensures that the data is sent to the correct destination as well the identifier of the of the source of the data. The IP address also helps the routers and switches when it comes to pathing, as it helps to direct where the data needs to go and guides the routers and switches to make the correct decisions based on the data destination. [15]
When we send data from one computer to another over the internet, these are the steps that are taken in order for a successful transmission:
· Data generation is the start point. This is where the user will create the data, whether that’s text or files etc, and will then send the data off to a user.
· Then comes the packetization step. Packetization is the method in which the data being sent from the sender is broken down into smaller data units known as data packets. These packets contain the actual data that would have been broken down into the packets and also metadata such as headings, titles and even information about the packets source and destination.  [16]
· Routing is then used to be able to determine the most efficient path to send the data from the sender to the destination, based on the header found within each of the data packets. Routing tables are then used to be able to store specific routes that the data packets could take to reach their destination. [17]
· Transmission is the next step and this is how the data is physically actually sent to the destination. This can be done via fibre optic cables, wirelessly and even satellites.
· Reassembly is the next stage of the process and is the point where the packets are then reassembled into their original data that the user had initially sent.
· Delivery is the final stage where the reassembled data is then delivered to the desired recipient.
We also have two types of IP addresses, private and public. Public IPs are used to identify a device connected directly to the internet, such as a router and a private IP is used to identify a device that’s connected within a local network. As the name suggests, a private IP is only accessible within the local network and cannot be accessed from outside however a public IP can be accessed from anywhere, even outside the local networks. [18]
[bookmark: _Toc159581197]IPv4 and IPv6
IPV4 is the main protocol we use today to identify devices within our network and across the internet. To be displayed, the IP address will have four number separated by decimal points, with each of the numbers ranging from 0-255. [19] However the computer will have this written in 32-bit binary. An example IPv4 would look like this:
192.168.0.1 (11000000.10101000.00000000.00000001)
Because each number within the IP address has the range of 0-255, the amount of possible unique IP addresses available is around the 4.3 billion mark. [19] However, because the first use of IPv4 was in 1980 [20] we are starting to run out of unique available IP addresses to use. So, we then introduced IPv6.
IPv6 is the new way we use IP addresses and is a simpler and more efficient way of routing. It uses 128-bit addressing meaning that the number of unique addresses is three hundred and forty duodecillion (340,000,000,000,000,000,000,000,000,000,000,000,000). [21] IPv6 addresses are written in 8 groups of 4 hexadecimal digits. An example of how this would look would be like this:
2003:0cb8:85a3:0500:0000:8a2e:0370:7334
[bookmark: _Toc159581198]MAC Addressing
MAC addresses (Media Access Control address) are the unique identifier used within the NIC card of computer. It assigns each device connected within the network with one of the MAC addresses in the hexadecimal format containing 12 digits. [22] 
The network will then use this unique address to allow different devices on the same network to be able to communicate with each other and to ensure that any data packets sent arrive at the correct destination. [22] We can also use MAC addresses in the case of troubleshooting. We can take a look at the MAC address table (the table where all the MAC addresses on the network are displayed) and see where the fault originates from.
[bookmark: _Toc159581199]My network
After installing VirtualBox, this is the topology I used and then applied this to my network design in accord to the brief:
[image: A diagram of a computer network
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Figure 1: Topology contains two domains (which are connected) and two PCs that are connected to the corresponding domain.

[bookmark: _Toc159581200]Troubleshooting
[bookmark: _Toc159581201]Researching Techniques for Troubleshooting
During my research into troubleshooting techniques, I came across IP addressing conflicts. These conflicts are usually brought about when a device is trying to use an IP address that’s already in use within the network. The main cause of these conflicts is during static IP addressing where a technician has manually assigned a device an IP address that’s already in use. [23] One of the main ways to combat this when manually configuring IP addresses is to document and record what IP addresses are currently being used and if you assign a new one, make sure to document that too. 
Also, using a DHCP server will help with this issue as it will automatically assign these IP addresses to any new device that’s connected to the network. The only time where a DHCP server should not be used is for management services because if the DHCP server goes down, it could cause chaos within your network.
[bookmark: _Toc159581202]Techniques and Tests Used Within My Network
During my topology set-up, I experienced a connectivity issue where I could not ping between the client and the server. After doing some research I found that Windows Firewall simply blocks pings to defend against any potential ping attacks. [24] To combat this, I simply went into the firewall on both sides and enabled the ping. [25]
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Figure 2: Cannot ping SW domain due to the firewall restrictions.
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Figure 3: Enabling the ping going through the Windows Firewall (client side)
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Figure 4: Enabling the ping going through the Windows Firewall (server side)
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Figure 5: Client-server ping successful.

During the testing stage, I also needed to verify connectivity by using a ping test. During testing, if an echo request gets timed out it usually means that there is an issue present causing the connection error. [26] Within my own testing, I carried out these ping tests to ensure my devices were connected.
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Figure 6: Pinging from both sides (London)
[image: ]
Figure 7: Pinging from both sides (Swansea)
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Figure 8: Pinging server-to-server on both sides of the network.


[bookmark: _Toc159581203]Conclusion
As covered above, your needs will determine which type of hypervisor is best suited for you whether it is type 1 or type 2. We covered the pros and cons of both as well as some of the available options for both. We also covered my topology as well as some research on troubleshooting.
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Figure 9: Renaming the devices to have the correct names.
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Figure 10: Ipconfig (London side)
[image: A screenshot of a computer

Description automatically generated]
Figure 11: Ipconfig (Swansea side)
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Figure 12: Virtual machine setup.
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Figure 13: Changed the names (Swansea side).
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Figure 14: Changed the names ( London side).
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Figure 15: Setting up a new adapter for server-to-server.
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Figure 16: Changing the IPs in the new adapters for both servers.
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