1.Basic Configuration
a. a. Configure hostname on all devices as per the Addressing table
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b. Disable DNS Lookup
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c. Configure all devices IP addresses shown in the tables and network topology
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2.a.  Configure EIGRP with AS 12 on RA, RB & RC. Advertise directly connected Networks.
Disable automatic summarization. Use the Network IDs and Wild-card masks
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b. Set Router ID, 1.1.1.1 on RA, 2.2.2.2 on RB and 3.3.3.3 on RC.
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C. Set LAN interfaces to Passive.
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3 a. Configure VLANs as shown in the table [image: A screenshot of a computer
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b. Set Switch Interfaces appropriately as Trunk and Access ports as per the scenario enabling a successful and feasible network connectivity.
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c. On switches SA and SB, configure Rapid PVST+ as spanning tree mode [image: A black text on a white background
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d. Configure PortFast and BPDU Guard on the interfaces connected to PCs. Shutdown all unused ports.
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4. a. On SM1, configure a PAgP EtherChannel on interfaces connected to SM2. Use group 1 and desirable mode
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b. On SM2, configure an PAgP EtherChannel on interfaces connected to SM1. Use group 1 and desirable mode.
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5. Configure HSRP on RB and RC. Group: 1, Virtual IP address: 172.16.0.3. Make RB as the Active router with priority 110
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Appendix

Tue Nov 14 11:19:14 2023   Router2   Router>enable
Tue Nov 14 11:19:17 2023   Router2   Router#configure terminal
Tue Nov 14 11:19:22 2023   Router2   Router(config)#hostname RA
Tue Nov 14 11:19:24 2023   Router2   RA(config)#exit
Tue Nov 14 11:19:39 2023   Switch0   Switch>enable
Tue Nov 14 11:19:42 2023   Switch0   Switch#configure terminal
Tue Nov 14 11:19:46 2023   Switch0   Switch(config)#hostname SA
Tue Nov 14 11:19:48 2023   Switch0   SA(config)#eit
Tue Nov 14 11:19:53 2023   Switch0   SA(config)#exit
Tue Nov 14 11:20:05 2023   Switch1   Switch>enable 
Tue Nov 14 11:20:09 2023   Switch1   Switch#configure terminal
Tue Nov 14 11:20:15 2023   Switch1   Switch(config)#hostname RA
Tue Nov 14 11:20:17 2023   Switch1   RA(config)#exit
Tue Nov 14 11:24:28 2023   Switch1   RA>enable
Tue Nov 14 11:24:31 2023   Switch1   RA#configure terminal
Tue Nov 14 11:24:36 2023   Switch1   RA(config)#hostaname SB
Tue Nov 14 11:24:42 2023   Switch1   RA(config)#hostname SB
Tue Nov 14 11:24:44 2023   Switch1   SB(config)#exit
Tue Nov 14 11:25:15 2023   Router3   Router>exit
Tue Nov 14 11:25:19 2023   Router3   Router>enable
Tue Nov 14 11:25:22 2023   Router3   Router#configure terminal
Tue Nov 14 11:25:28 2023   Router3   Router(config)#hostname RB
Tue Nov 14 11:25:30 2023   Router3   RB(config)#exit
Tue Nov 14 11:26:11 2023   Router2   RA>enable
Tue Nov 14 11:26:16 2023   Router2   RA#configure terminal
Tue Nov 14 11:26:41 2023   Router2   RA(config)#no ip domain-lookup
Tue Nov 14 11:31:57 2023   Router4   Router>enable 
Tue Nov 14 11:32:01 2023   Router4   Router#configure terminal
Tue Nov 14 11:32:07 2023   Router4   Router(config)#hostname RC
Tue Nov 14 11:32:09 2023   Router4   RC(config)#exit
Tue Nov 14 11:32:36 2023   Router4   RC#interface Se 2/0
Tue Nov 14 11:32:40 2023   Router4   RC#enable
Tue Nov 14 11:32:43 2023   Router4   RC#configure terminal
Tue Nov 14 11:32:54 2023   Router4   RC(config)#interface serial 2/0
Tue Nov 14 11:33:25 2023   Router4   RC(config-if)#ip address 10.0.23.2 255.255.255.0
Tue Nov 14 11:33:30 2023   Router4   RC(config-if)#no shutdown
Tue Nov 14 11:33:48 2023   Router4   RC(config-if)#exit
Tue Nov 14 11:34:10 2023   Router4   RC(config)#interface gigabitEthernet 6/0
Tue Nov 14 11:34:29 2023   Router4   RC(config-if)#ip address 172.16.0.2 255.255.255.0
Tue Nov 14 11:34:35 2023   Router4   RC(config-if)#no shutdown
Tue Nov 14 11:37:43 2023   Router2   RA>enable
Tue Nov 14 11:37:46 2023   Router2   RA#configure terminal
Tue Nov 14 11:38:06 2023   Router2   RA(config)#router eigrp 12
Tue Nov 14 11:40:13 2023   Router2   RA(config-router)#network 10.0.0.1 255.240.0.0
Tue Nov 14 11:41:13 2023   Router2   RA(config-router)#network 192.168.1.1 255.240.0.0
Tue Nov 14 11:41:31 2023   Router2   RA(config-router)#network 192.168.1.1 255.240.0.0
Tue Nov 14 11:42:28 2023   Router2   RA(config-router)#network 10.0.23.0255.255.255.252
Tue Nov 14 11:42:34 2023   Router2   RA(config-router)#network 10.0.23.0 255.255.255.252
Tue Nov 14 11:42:47 2023   Router2   RA(config-router)#network 10.0.0.1 255.255.255.252
Tue Nov 14 11:44:31 2023   Router2   RA(config-router)#eigrp router-id 1.1.1.1
Tue Nov 14 11:46:18 2023   Router2   RA(config-router)#passive-interface  gigabitEthernet 2/0
Tue Nov 14 11:48:29 2023   Switch0   SA>enable 
Tue Nov 14 11:48:33 2023   Switch0   SA#configure terminal
Tue Nov 14 11:48:41 2023   Switch0   SA(config)#vlan 10
Tue Nov 14 11:48:49 2023   Switch0   SA(config-vlan)#name VLAN 10
Tue Nov 14 11:48:53 2023   Switch0   SA(config-vlan)#name VLAN10
Tue Nov 14 11:49:00 2023   Switch0   SA(config-vlan)#exit
Tue Nov 14 11:49:08 2023   Switch0   SA(config)#vlan 20
Tue Nov 14 11:49:12 2023   Switch0   SA(config-vlan)#name VLAN20
Tue Nov 14 11:49:14 2023   Switch0   SA(config-vlan)#exit
Tue Nov 14 11:50:36 2023   Switch0   SA(config)#interface fastEthernet 3/1 - 0
Tue Nov 14 11:50:40 2023   Switch0   SA(config)#interface fastEthernet 3/1 -0
Tue Nov 14 11:50:42 2023   Switch0   SA(config)#interface fastEthernet 3/1-0
Tue Nov 14 11:50:43 2023   Switch0   SA(config)#interface fastEthernet 3/1
Tue Nov 14 11:50:50 2023   Switch0   SA(config-if)#switchport mode access
Tue Nov 14 11:51:10 2023   Switch0   SA(config-if)#switchport access vlan 10
Tue Nov 14 11:51:20 2023   Switch0   SA(config-if)#write memory
Tue Nov 14 11:52:01 2023   Switch0   SA(config-if)#exit
Tue Nov 14 11:52:05 2023   Switch0   SA(config)#write memory
Tue Nov 14 11:53:42 2023   Router2   RA(config-router)#exit
Tue Nov 14 11:53:47 2023   Router2   RA(config)#router eigrp 12
Tue Nov 14 11:54:05 2023   Router2   RA(config-router)#no auto-summary
Tue Nov 14 11:54:18 2023   Router2   RA(config-router)#network 10.0.0.1 255.240.0.0
Tue Nov 14 11:56:17 2023   Router2   RA(config-router)#exit
Tue Nov 14 11:56:22 2023   Router2   RA(config)#exit
Tue Nov 14 11:56:24 2023   Router2   RA#clear
Tue Nov 14 11:56:27 2023   Router2   RA#enable
Tue Nov 14 11:56:32 2023   Router2   RA#configure terminal 
Tue Nov 14 11:56:46 2023   Router2   RA(config)#interface gigabitEthernet 6/0
Tue Nov 14 11:57:03 2023   Router2   RA(config-if)#switchport mode trunk
Tue Nov 14 11:57:47 2023   Router2   RA(config-if)#switchport mode trunk
Tue Nov 14 11:58:38 2023   Switch0   SA(config)#interface fastEthernet 0/1
Tue Nov 14 11:58:48 2023   Switch0   SA(config-if)#switchport mode trunk
Tue Nov 14 11:59:14 2023   Switch0   SA(config-if)#switchport trunk allowed vlan all
Tue Nov 14 12:00:15 2023   Switch0   SA(config-if)#exity
Tue Nov 14 12:00:17 2023   Switch0   SA(config-if)#exit
Tue Nov 14 12:00:49 2023   Switch0   SA(config)#spanning-tree mode rapid-pvst
Tue Nov 14 12:01:16 2023   Switch0   SA(config)#spanning-tree vlan 10,20 priority 4096
Tue Nov 14 12:01:29 2023   Switch0   SA(config)#write memory
Tue Nov 14 12:02:43 2023   Switch1   SB>enable
Tue Nov 14 12:02:46 2023   Switch1   SB#configure terminal 
Tue Nov 14 12:03:07 2023   Switch1   SB(config)#interface range fastEthernet 2/1
Tue Nov 14 12:03:19 2023   Switch1   SB(config-if-range)#spanning treep
Tue Nov 14 12:03:31 2023   Switch1   SB(config-if-range)#spanning tree portfast 
Tue Nov 14 12:03:38 2023   Switch1   SB(config-if-range)#spanning-tree portfast 
Tue Nov 14 12:04:07 2023   Switch1   SB(config-if-range)#spanning-tree bpduguard enable
Tue Nov 14 12:04:16 2023   Switch1   SB(config-if-range)#shutdown
Tue Nov 14 12:04:22 2023   Switch1   SB(config-if-range)#write memory
Tue Nov 14 12:04:25 2023   Switch1   SB(config-if-range)#exit
Tue Nov 14 12:04:28 2023   Switch1   SB(config)#write memory
Tue Nov 14 12:05:55 2023   Switch2   Switch>enable 
Tue Nov 14 12:06:27 2023   Switch2   Switch#configure terminal 
Tue Nov 14 12:06:38 2023   Switch2   Switch(config)#hostname SM1
Tue Nov 14 12:07:18 2023   Switch2   SM1(config)#interface range fastEthernet 1/1
Tue Nov 14 12:07:39 2023   Switch2   SM1(config-if-range)#channel-group 1 mode desirable
Tue Nov 14 12:07:49 2023   Switch2   SM1(config-if-range)#exit
Tue Nov 14 12:08:41 2023   Switch3   Switch>enable
Tue Nov 14 12:08:44 2023   Switch3   Switch#configure terminal 
Tue Nov 14 12:08:51 2023   Switch3   Switch(config)#hostname S2
Tue Nov 14 12:09:18 2023   Switch3   S2(config)#interface fastEthernet 0/1
Tue Nov 14 12:09:50 2023   Switch3   S2(config-if)#channel-group mode desirable
Tue Nov 14 12:09:58 2023   Switch3   S2(config-if)#channel-group 1 mode desirable
Tue Nov 14 12:10:02 2023   Switch3   S2(config-if)#exit
Tue Nov 14 12:11:17 2023   Router3   RB>enable
Tue Nov 14 12:11:21 2023   Router3   RB#configure terminal 
Tue Nov 14 12:12:33 2023   Router3   RB(config)#interface serial 2/0
Tue Nov 14 12:13:24 2023   Router3   RB(config-if)#standby 1 ip 10.0.12.0 
Tue Nov 14 12:13:43 2023   Router3   RB(config-if)#standby 1 ip 10.0.12.0 
Tue Nov 14 12:14:18 2023   Router3   RB(config-if)#standby 1 ip 169.254.179.57
Tue Nov 14 12:14:37 2023   Router3   RB(config-if)#exit
Tue Nov 14 12:14:44 2023   Router3   RB(config)#interface  gigabitEthernet 6/0
Tue Nov 14 12:15:20 2023   Router3   RB(config-if)#tandby 1 ip 172.16.0.1
Tue Nov 14 12:15:26 2023   Router3   RB(config-if)#standby 1 ip 172.16.0.1
Tue Nov 14 12:15:51 2023   Router3   RB(config-if)#standby 1 ip 172.16.0.253
Tue Nov 14 12:16:05 2023   Router3   RB(config-if)#standby 1 priority 110
Tue Nov 14 12:16:19 2023   Router3   RB(config-if)#standby 1 preempt
Tue Nov 14 12:18:00 2023   Router2   RA>enable
Tue Nov 14 12:18:03 2023   Router2   RA#configure terminal
Tue Nov 14 12:18:55 2023   Router2   RA(config)#ip dhcp excluded-address 192.168.1.1 192.168.1.10
Tue Nov 14 12:19:29 2023   Router2   RA(config)#ip dhcp pool RVlan10
Tue Nov 14 12:19:49 2023   Router2   RA(dhcp-config)#network 192.168.1.0 255.255.255.0
Tue Nov 14 12:20:04 2023   Router2   RA(dhcp-config)#default-router 192.168.1.1
Tue Nov 14 12:20:23 2023   Router2   RA(dhcp-config)#dns-server 172.16.0.264
Tue Nov 14 12:20:28 2023   Router2   RA(dhcp-config)#dns-server 172.16.0.254
Tue Nov 14 12:20:42 2023   Router2   RA(dhcp-config)#exit
Tue Nov 14 12:21:21 2023   Router2   RA(config)#ip dhcp excluded-address 192.168.2.1 192.168.2.10
Tue Nov 14 12:21:36 2023   Router2   RA(config)#ip dhcp pool RVlan20
Tue Nov 14 12:22:01 2023   Router2   RA(dhcp-config)#network 192.168.2.0 255.255.255.0
Tue Nov 14 12:22:25 2023   Router2   RA(dhcp-config)#default-router 192.168.2.1
Tue Nov 14 12:22:45 2023   Router2   RA(dhcp-config)#dns-server 172.16.0.254
Tue Nov 14 12:32:42 2023   Router2   RA(dhcp-config)#exit
Tue Nov 14 12:33:15 2023   Router2   RA(config)#interface gigabitEthernet 6/0
Tue Nov 14 12:33:31 2023   Router2   RA(config-if)#interface gigabitEthernet 6/0.10
Tue Nov 14 12:33:52 2023   Router2   RA(config-subif)#encapsulation dot1Q 10
Tue Nov 14 12:34:39 2023   Router2   RA(config-subif)#ip address 192.168.1.1 255.255.255.0
Tue Nov 14 12:34:59 2023   Router2   RA(config-subif)#exit
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switch#configure terminal

Enter configuration commands, one per line.
Switch (config) #hostname SB

SB (config) #exit

sB

£SYS-5-CONFIG_I: Configured from console by

SB#

End with CNTL/Z.

console
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RA>enable
RAfconfigure terminal

Enter configuration commands, one per line.
RA (config) #no ip domain-lookup

RA (config)

End with CNTL/Z.
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Router>enable
Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) hostname RC

RC (config) #exit

RCH

£SYS-5-CONFIG_I: Configured from console by console

RC#interface §
RCfinterface Ser
RCfinterface Ser
RC#interface Se 2/0

% Invalid input detected at '~' marker.

RCenable

RC#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
RC (config) #inter

RC (config) #interface s

RC (config) #interface serial 2/0

RC (config) #interface serial 2/0

RC(config-if) #ip address 10.0.23.2 255.255.255.0

RC (config-if) #no shutdown

SLINK-5-CHANGED: Interface Serial2/0, changed state to down
RC (config-if) #exit

RC (config) #interface g

RC (config) #interface gigabitEthernet 6/0

RC(config-if) #ip address 172.16.0.2 255.255.255.0

RC (config-if) #no shutdown

RC (config-1if) #
SLINK-5-CHANGED: Interface GigabitEthernet6/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet6/0,

RC (config-if) #]

changed state to up
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RA>enable
RAfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
RA (config) #router eigrp 12

RA (config-router) fnetwork 10.0.0.1 255.240.0.0

RA (config-router) fnetwork 192.168.1.1 255.240.0.0

RA (config-router) fnetwork 192.168.1.1 255.240.0.0

RA (config-router) fnetwork 10.0.23.0255.255.255.252

% Invalid input detected at '~' marker.

RA (config-router) #network 10.0.23.0 255.255.255.252
RA (config-router) fnetwork 10.0.0.1 255.255.255.252
RA (config-router) #]
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Enter configuration commands, one per line. End with CNTL/Z.
RA (config) #router eigrp 12

RA (config-router) fnetwork 10.0.0.1 255.240.0.0

RA (config-router) fnetwork 192.168.1.1 255.240.0.0

RA (config-router) fnetwork 192.168.1.1 255.240.0.0

RA (config-router) fnetwork 10.0.23.0255.255.255.252

% Invalid input detected at '~' marker.

RA (config-router) #network 10.0.23.0 255.255.255.252
RA (config-router) fnetwork 10.0.0.1 255.255.255.252
RA (config-router) feigrp router-id 1.1.1.1

RA (config-router) #
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RA(config) #router eigrp 12
RA (config-router) #no auto-summary

RA (config-router) fnetwork 10.0.0.1 255.240.0.0
RA (config-router) #]
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RA (config- routsr)#passlvs interface gigabitEthernet 2/0
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sa>enable
Satconfigure terminal

Enter configuration commands, one per line. End with CNTL
SA(config) #vlan 10

SA(config-vlan) fname VLAN 10

% Invalid input detected at '~' marker.

SA(config-vlan) #name VLAN1O
SA(config-vlan) fexit

SA(config) #vlan 20

SA(config-vlan) #name VLAN20
SA(config-vlan) #exit

SA(config) #interface f

SA(config) #interface fastEthernet 3/1 - 0

% Invalid input detected at '~' marker.

Sh(config)#interface fastEthernet 3/1 -0

% Invalid input detected at '~' marker.

Sh(config)#interface fastEthernet 3/1-0

% Invalid input detected at '~' marker.

SA(config) #interface fastEthernet 3/1
SA(config-if) #switchport mode access
SA(config-if) #switchport access vlan 10
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SA(config) 4

SA(config) éinterface £

SA(config) #interface fastEthernet 0/1
SA(config-if) éswitchport mode trunk
SA(config-if) éswitchport trunk allowed vlan all
SA(config-if) 4|
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SA(config-if) #exit
SA(config) #spanning-tree mode rapid-pvst
SA(config) #spanning-tree vlan 10,20 priority 4096




image17.png
SB (config-if-range) #spanning-tree portfast

$Warning: portfast should only be enabled on ports connected to a single
host. Connecting hubs, concentrators, switches, bridges, etc... to this
interface when portfast is enabled, can cause temporary bridging loops.
Use with CAUTION

sPortfast has been configured on FastEthernet2/1 but will only
have effect when the interface is in a non-trunking mode.

SB (config-if-range) #spanning-tree bpduguard enable

SB (config-if-range) #shutdown

SB (config-if-range) #
SLINK-5-CHANGED: Interface FastEthernet2/1, changed state to administratively down

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet2/1, changed state to down
SB (config-if-range) fwrite memory

% Invalid input detected at '~' marker.

SB (config-if-range) fexit
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Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) fhostname SM1

SM1 (config) #interface range f

SM1 (config) #interface range fastEthernet 1/1

SM1 (config-if-range) fchannel-group 1 mode desirable

SM1 (config-if-range)

Creating a port-channel interface Port-channel 1

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/l, changed state to down
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/l, changed state to up

SM1 (config-if-range) fexit
SM1 (config) #
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52 (config-if) #channel-group 1 mode desirable
52 (config-1if) #
Creating a port-channel interface Port-channel 1

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to down

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to up

52 (config-if) #exit
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RB (config-if) #standby
% Warning: address is
RB (config-if) #standby
% Warning: address is
RB (config-if) #standby
RB (config-if) #standby

1 ip 172.16.0.1
not within a subnet on this interface
1 ip 172.16.0.253

not within a subnet on this interface
1 priority 110

1 preempt
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RA>enable
RAfconfigure terminal

Enter configuration commands, one per line.
RA (config) #ip dhcp excluded-address 192.168
RA (config) #ip dhcp pool RVlanl0

RA (dhcp-config) #network 192.168.1.0 255.255
RA (dhcp-config) #default-router 192.168.1.1
RA (dhcp-config) #dns-server 172.16.0.264

% Invalid input detected at '~' marker.

RA (dhcp-config) #dns-server 172.16.0.254

RA (dhcp-config) #exit

RA (config) #ip dhcp excluded-address 192.168
RA (config) #ip dhcp pool RV1an20

RA (dhcp-config) #network 192.168.2.0 255.255
RA (dhcp-config) #default-router 192.168.2.1
RA (dhcp-config) #dns-server 172.16.0.254

RA (dhcp-config)

End with CNTL/Z.
1.1 192.168.1.10

.255.0

2.1 192.168.2.10

.255.0
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Router>enable
Router#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fhostname RA

RA (config) #

RA (config) #interface giga

RA(config) #interface gigabitEthernet 8/0
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Switch>enable
switch#config terminal

Enter configuration commands, one per line.
switch(config) fhostname SA

SA(config) #exit

SA#

£SYS-5-CONFIG_I: Configured from console by

End with CNTL/Z.

console
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Kouterscon
Router#config

Router#configure t

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) hostname RC

RC (config) #exit

RCH
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Router>enable
Router#conf

Router#configure te

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) hostanme RB

% Invalid input detected at '~' marker.

Router (config)

Router (config) fexit

Router#

£SYS-5-CONFIG_I: Configured from console by console
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Switch>enable
switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) fhostname SM1

SM1 (config) #exit

SM1#

£SYS-5-CONFIG_I: Configured from console by console

SML|





