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Abstract
Cloud computing has become more popular among large firms and SMEs during the last few years. Most companies employ cloud solutions to stay at the top of the competitive market. Due to the multitude of challenges that businesses face when migrating to cloud services, this paper outlines the clear concepts of cloud computing and possible solutions to these problems. The article has various ideas that solve these challenges. For instance, the paper addresses both the deployment and service models that are most common in cloud computing.
Moreover, the paper presents possible solutions for the London Bike company case study when deploying SaaS and migrating to the hybrid model. The research uses data from several computer science journals. Cloud computing proves to have many advantages to SME companies, such as reduced costs and increased scalability. 
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[bookmark: _Toc39929068]1.0 Introduction
The advancement of the internet has significantly led to ubiquitous computing methods that promote most businesses today. Cloud computing is an emerging field in the computing world that has become the norm of large and small companies when delivering their enterprise applications. Here, companies tend to get a preferable solution when launching innovations or when improving their infrastructure. Typically, when customers are using cloud services, their requests are fulfilled automatically rather than manually. The primary advantage to the customers is that they do not need to pay for its installation, infrastructure, or maintenance necessarily. The use of cloud computing in companies gives them an upper advantage in the competitive market.
Today, SME businesses are significant because they provide employment and value to their customers. SME managers can easily control their customer interactions in contrast to big companies. For example, SME managers can assess the quality of the products and correct any concerns from customers. However, the main barrier that hinders the growth of SME is their failure to incorporate cloud computing in their daily businesses. In London Bikes case, its interests in implementing cloud computing to the company can significantly improve customer and staff satisfaction. It will also increase the chances of the business attaining its objective on improving company sales. Thus, the London Bike case has a more significant opportunity to level the playing field with its competitors. 
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1.1 [bookmark: _Toc39929069]Cloud Computing Overview
 
1.1.0 [bookmark: _Toc39929070]What is Cloud Computing?
[bookmark: _Hlk38965725]In compliance with NIST, "cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources that can be rapidly provisioned and released with minimal management effort or service provider interaction” (Mell and Grance, 2011, p.2). Typically, the term also refers to several data centres which users get online. Cloud computing makes IT operations in a company fast while also decreasing its cost. On the contrary, users only pay for the services they get. Most SME businesses that incorporate cloud computing in their business see tremendous benefits in this technology.
[bookmark: _Toc39929071]1.1.2   Virtualization and Cloud Computing
Virtualization is defined as a “technology that has the capability of logically separating the physical resources of a server and use them as different isolated machines called Virtual Machines (VM)” (Rashid and Chaturvedi, 2018, p.1131). Cloud computing portrays virtualization as the central pillar that provides essential solutions to the security challenges we face today. For instance, it promotes the integrity of virtual machines and cloud components. Moreover, virtualized machines in the cloud can be upscaled or done effectively based on consumer needs.
[bookmark: _Toc39929072]1.1.3   Types of Virtualization
   Storage Virtualization
Client Virtualization
Server Virtualization
 Virtualization Types










Figure 1, Types of Virtualization (Rashid and Chaturvedi, 2018, p. 1133)
(a) [bookmark: _Toc39929073]Server Virtualization
Here, only one server performs the task that might have been performed by multiple servers. For instance, server virtualization permits the movement of the essential resources from a single server to various environments. In the cloud, multiple small physical servers are combined to form a large physical server. The hypervisor layer allows a server to host multiple operating systems and applications remotely (Rashid and Chaturvedi, 2018, p.1333). Server virtualization is mostly ordinary in the cloud. It is beneficial in that it ensures that the hardware is utilized to its optimum level.
(b) [bookmark: _Toc39929074]Client Virtualization
Client Virtualization allows the system administrator to update client devices such as mobile phones and laptops (Rashid and Chaturvedi, 2018, p.1134). Moreover, the client machines are virtually monitored to prevent cyberattacks. Today, client virtualization proves to have a significant impact on the IT sector. Thus, it is high time for companies to embrace this virtualized and automated alternative.
(c) [bookmark: _Toc39929075]Storage Virtualization
In storage visualization, various physical storages are pooled together from several storage devices, then displayed as a single storage device (Malhotra et al. 2014, p.2). It also relies on software to find out the available storage space from different physical devices. After that, it combines the total capacity and uses, thus allowing organizations to use in the virtual environment with the aid of Virtual machines.
[bookmark: _Toc39929076][bookmark: _Hlk38961510]1.1.4   Characteristics and Benefits of Cloud Computing
(a) [bookmark: _Toc39929077]On-demand Self-service
The most striking thing in cloud computing is that its resources can be availed without physically meeting the service provider (Malhotra et al. 2014, p.2). For instance, the London Bike Company can add necessary computing resources without interacting with their cloud service provider. These resources that are added can either be their storage space or database instances. Moreover, the web self-service portal can be essential to the London Bike Company when accessing their cloud accounts. Here, they can view their daily usage on the cloud and also their cloud services.
(b) [bookmark: _Toc39929078]Broad Network Access
The most striking thing about cloud computing is that their services can be accessed via different user platforms. For example, the public cloud can be accessed via the internet while the private cloud can only be permitted through the Local area network (Malhotra et al. 2014, p.2). It is important to note that network latency and bandwidth are essential in cloud computing. The primary reason is that they portray the quality of service offered by the network. Since the London Bike company has time-sensitive applications, they ought to prefer networks with better bandwidth multi-tenancy. 
(c) [bookmark: _Toc39929079]Resource Pooling
The computing resources that are sit multi-tenant cloud are made to support several clients at a time via the multi-tenant model while also maintaining security (Malhotra et al. 2014, p.2).  Moreover, these resources are dynamic in that they can be assigned according to the user needs. On the contrary, users have an idea of where the provided resources are located. However, due to high levels of abstraction, users can specify the state or data centre they wish to access their services. Resource pooling will be beneficial to the London Bike company since they will fully utilize cloud resources. 
(d) [bookmark: _Toc39929080]Rapid Elasticity and Scalability
When the London Bike company employs cloud computing, they will be able to provision their resources, and easily remove the less essential resources. Therefore, the elasticity characteristic allows companies to shift with the customer demands at a lower cost. Scalability works hand in hand with elasticity in that companies can increase their resources without worrying about the cloud’s capacity (Malhotra et al. 2014, p.2). However, the just-in-time service enables an organization to perform sudden tasks because of elasticity. On the other hand, the human-machine interface allows a company to perform a planned task due to scalability.
(e) [bookmark: _Toc39929081]Measured Service
In cloud computing, resources can be measured to provide transparency between the consumer and the service provider. It is often metered so that consumers can pay a specific fee for the services they have gained (Malhotra et al. 2014, p.2). The measured service is beneficial to the organization because payment varies with resource consumption. Typically, virtual server instances are often monitored and measured by the service provider.
[bookmark: _Toc39929082] 1.1.5   Cloud Computing Architecture
The cloud computing architecture outlines the various components present in cloud computing, which vary in terms of software capabilities and applications. Usually, they are often made to support cloud resources in solving business challenges. Moreover, the cloud architecture is aimed at ensuring that each client has the highest bandwidth with minimal interruptions when accessing vital data and applications (Jadeja and Modi, 2012, p.878). Today, cloud computing is grouped into the front end and back end. 
[image: Cognizance and Ameliorate of Quality of Service Using Aggregated ...]
Figure 2. Cloud Computing Architecture (Kalluri et al. 2016, p.85)
(a) [bookmark: _Toc39929083]Front End
The front-end part is always visible to the user. Its essential pieces entail the user interface and the network necessary for accessing the cloud (Jadeja and Modi, 2012, p.878). One ought to note that there are different user interfaces in cloud computing. For instance, one can use not only web browsers but also Google docs. The front-end is an essential part of cloud computing that links the end-user with the cloud computing infrastructure.
(b) [bookmark: _Toc39929084]Back End
on the other hand, the bank end part is essential to the service provider (Jadeja and Modi, 2012, p.878). They consist of multiple servers, virtual machines, data storage facilities, programs, and computers. Therefore, this architecture accredits front-end architecture. The primary reason is because of its ability to provide a security mechanism and regulate traffic.
[bookmark: _Toc39929085][bookmark: _Hlk38976846]1.1.6   Cloud Computing categories
When classifying cloud computing, computer scientists tend to group them based on service or location. Classification is crucial since it allows an organization to pick the level of cloud computing they want. 
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Figure 3, Cloud Computing Map (Jadeja and Modi, 2012, p.879)




(A) [bookmark: _Toc39929086]Service Models
In the business world, accessibility and connection are essential for attaining the company's objective. Cloud computing avails this opportunity by allowing businesses to operate efficiently. However, some business falls because of the failure to use the right service model in cloud computing. London Bike managers ought to have a clear concept of the three main service models to pick the right service model for their business.
[image: ]
Figure 4, Service Models of Cloud Computing (Jathanna, and Jagli, 2017, p.31)
(i) [bookmark: _Toc39929087]Platform as a Service (PaaS)
The PaaS avails a good computing platform for businesses with the aid of cloud infrastructure (Buyya et al. 2010, p.17). Moreover, all the necessary applications are always deployed on it. Therefore, this means that companies will not undergo the costs of buying or installing the hardware or software required (Jadeja and Modi, 2012, p.878). Usually, third-party vendors are responsible for availing a platform where organizations can run or develop applications. On the contrary, PaaS has increased scalability and simplifies application management. 
(ii) [bookmark: _Toc39929088]Infrastructure as a Service
In IaaS, companies get the hardware as a service. Therefore, they do not need to buy the required storage, network resources, or servers (Jadeja and Modi, 2012, p.878). However, they are charged for the duration they took when utilizing the service. The IaaS also avails the same capabilities, just like a traditional data centre without the client managing it physically. Thus, clients access their storage and servers directly through the cloud. 
(iii) [bookmark: _Toc39929089]Software as a Service
The SaaS is using a single application over customer browsers with the aid of multi-tenant architecture. Therefore, this means that the client can use the service without installing or running the application on their system (Jadeja and Modi, 2012, p.878). The software provider maintains the application, thus eliminating costs on the client's side (Pazowski and Pastuszak, 2013, p.856). However, the client only pays a specific fee for the application, depending on his or her subscription. The Salesforce portrays an excellent example of a SaaS that offers CRM services.
Table 1. Cloud computing control services
[image: ]
Table 1, Control Services of Cloud Computing (Pazowski and Pastuszak, 2013, p.856)






(B) [bookmark: _Toc39929090]Deployment Models
In deployment models, we check where the infrastructure is located and a suitable environment for the business. Here, each model is adapted to the different organization needs, thus making it easier to choose the best model for any organization. One ought to note that these models have different values and costs. For an organization to make better decisions, they ought to understand the characteristics of each model.
(i) [bookmark: _Toc39929091]Public Cloud
The public cloud model is essential for clients who prefer using computing resources via a subscription (Jadeja and Modi, 2012, p.879). It can be contrasted to services which we usually pay for the amount we consume. In a business setting, it minimizes the costs they would have underwent if they designed the same model. Moreover, its infrastructure is used by the public, and it can be operated by the government or an organization (Pazowski and Pastuszak, 2013, p.856). Most public clouds are used for sharing files, developing and testing applications, and e-mail services. However, when compared to other cloud models, it has minimal security, thus making it prone to cyberattacks. To solve this problem, cloud vendors and clients ought to implement specific validations and know their responsibilities.
(ii) [bookmark: _Toc39929092]Private Cloud
The private cloud functions only within the internal environment of an organization (Kacharava, 2015, p.12). Therefore, its infrastructure can only be managed by the company or the service provider (Jadeja and Modi, 2012, p.879). Moreover, its services are only used by the users in a company. Its infrastructure is also expensive to maintain in contrast to public clouds. However, it has top security features, thus minimizing the chances of external attacks.
(iii) [bookmark: _Toc39929093]Hybrid Cloud
Here, both the public and private cloud are interlinked (Kacharava, 2015, p.12). Most organizations employ the hybrid model when scaling up their IT systems. For instance, they can support public clouds by adding the space available in the private cloud. In most occasions, when a company wants to add computing resources in their web applications, they can attach these essential resources through the public clouds.
(iv) [bookmark: _Toc39929094]Community Cloud
When multiple organizations want to share their computing resources to the community, this model is essential (Jadeja and Modi, 2012, p.879). For instance, most universities performing the same research can use the community cloud model. On the contrary, for one to access this model, they ought to be from the same community. It is often hosted by an organization within the community or by third-party providers.
[bookmark: _Toc39929095]1.1.7   Security Concerns
[bookmark: _Hlk39079017]The Security aspect is among the most significant issues when using a cloud computing service. Cloud computing providers often strive to maintain data security for their clients (Jathanna, R. and Jagli, 2017, p.5). However, their specific incidents that make aspiring users avoid cloud computing services. For instance, hackers and unauthorized employees can access crucial data for the London Bike Company. Employees tend to access data accidentally or intentionally while hackers use sophisticated techniques such as network channel eavesdropping (Kacharava, 2015, p.33).
 When safeguarding data, the security aspect entails data authentication and protection. In data protection, client information is often encrypted by the user or the cloud service provider (Jathanna, R. and Jagli, 2017, p5). Typically, when accessing data, supervision is critical for ensuring that only authorized users can access them. Although user authentication is the most common way of safeguarding data, service providers also view the access logs.
Service providers ought to have a contingency plan for preventing data breaches. In the case of an incident, liability ensures that the client has the most minimal impact on his or her daily business(Jathanna, R. and Jagli, 2017, p5). However, the London Bike company ought to also have a contingency plan if the cloud service provider fails to provide enough security to their data.

[bookmark: _Toc39929096]1.1.8   Migration Strategies in Cloud Computing
1. [bookmark: _Toc39929097]Rehosting
Here, an organization redeploys the appropriate application for its business to the cloud hardware while also configuring it. The rehosting strategy gives the company an easy time when migrating to the cloud (Ahmad et al. 2018, p.3). However, it is disadvantageous to the IaaS platform due to its poor scalability and elasticity. The rehosting migration strategy is beneficial to large organizations because it saves on cost.
2. [bookmark: _Toc39929098]Re-platforming
In this strategy, companies tend to run their applications with the aid of the cloud provider’s infrastructure (Ahmad et al. 2018, p.3). It is advantages since clients can make a few adjustments on the applications which will benefit their business. Moreover, its backward compatibility enables the company to reuse natural resources. However, the PaaS market is in a developing state that fails to avail of familiar capabilities that other platforms offer. Moreover, not every infrastructure in the company can be found in the cloud.
3. [bookmark: _Toc39929099]Re-purchasing
The re-purchasing migration strategy usually discards the application platform. Therefore, an organization can purchase existing software and use it to run their services. Today, the business needs to change frequently (Ahmad et al. 2018, p.3). Therefore, re-purchasing saves the cost of hiring a development team. During migration, it is often manifested in the SaaS platform. London Bike company is suited for the SaaRRefactoringhererrefactoringchasing will their best migration strategy.
4. [bookmark: _Toc39929100]Refactoring
The refactoring migration strategy involves re-creating an application by looking at its architecture (Ahmad et al. 2018, p.3). It uses the original feature of the cloud in the PaaS platform. The primary thing that motives companies to use this migration strategy is the need to scale up and add new features. Achieving this in the existing application is always tricky.  Moreover, refactoring makes the client entirely dependant on the service provider. In the long run, if conflicts arise between the service provider and the client overpricing or policies, it can lead to business fallout.
5. [bookmark: _Toc39929101]Retiring
Retiring allows the company to understand their IT portfolio. In doing so, they can discover applications that are no longer in use and retire them. Thus, retiring allows a company to devote their IT resources where they are in demand. Moreover, it saves on the costs that would have preferably been used to maintain those applications.











[bookmark: _Toc39929102] 2.0 Case Study
[bookmark: _Toc39929103]2.1.0   Data Collection

	What is the Size of the Company?
	150 employees

	Which cloud service is suitable?
	Software as a Service

	What is the most suitable deployment model?
	Hybrid Cloud



Business Objectives
· To effectively migrate to cloud computing with the right service model and Deployment Model
· To safeguard customers and company’s data 
· To have a high Return on Investment (ROI) after using cloud computing services.

2.1.1 [bookmark: _Toc39929104]  Why Software as a Service (SaaS)
[bookmark: _Hlk39060513]Today, most businesses are shifting to cloud computing from using the traditional IT system. The SaaS is an excellent service model that gives managers a chance to lower their costs. For instance, when the London Bike company employs this model, it will eliminate the costs of purchasing both hardware and software for their DBMS (Kadam et al., 2014, p.304). Moreover, there will save time during their daily operations since SaaS handles the upgrades. Cloud DBMS is far much different from the traditional DBMS because of its scalable and can handle a vast amount of data. On the contrary, the SaaS model can be used with the hybrid deployment model. Thus, London Bike limited can incorporate other applications to other cloud platforms and their data centre. 
[bookmark: _Toc39929105]2.1.2   Implementation Process of SaaS for London Bikes
When implementing the SaaS, it done not necessarily mean the company will reengineer the legacy system. The only thing London Bike company ought to do is transferring their local data to the cloud database. However, during its implementation, the London Bike company ought to focus on its business requirements. They will be able to choose a SaaS platform that is more flexible and scalable. Moreover, having a suitable configuration bandwidth can enable the company to avail of multiple services at a time.
Moreover, the London Bike Company ought to focus on its data security. The company should check the security measures when before storing data in the cloud. Most service providers design software that is full of security vulnerabilities. Thus, the magnitude of data breaches can have devastating consequences for the company. Most SME companies assume that it is the service providers' task to maintain security(Rupra et al. 2016, p4). However, London Bike company managers should include the security aspect of their business goals.
[bookmark: _Toc39929106]2.1.3   SaaS Data Backup Solution
Most organizations assume that SaaS service providers often back up their data (Sen and Tiwari, 2017, p.69). However, some service providers fail to back this information. Moreover, during normal operations, an employee may accidentally erase crucial data. Therefore, the London Bike company should implement an efficient backup data solution. They can do that by working with other cloud backup service providers to automatically backup the company's information concurrently. It is more advantageous than manually exporting data from SaaS.
[bookmark: _Toc39929107][bookmark: _Hlk39066230]2.1.4   Why Use Hybrid Cloud as a Deployment Model
The hybrid model will allow the London Bike company to mix their mobile solutions along with the cloud services. Therefore, as an SME company, there will be no need to migrate the whole IT infrastructure to the cloud. London Bike company will easily use the cloud as a supplement for the business environment. The hybrid model will also benefit the company regarding security. For instance, crucial information can be managed internally by the company (Kacharava, 2015, p.12). The hybrid model allows will also allow the company to have a high ROI due to its class IT capabilities.
[bookmark: _Toc39929108]2.1.5    Hybrid Migration Strategy
London Bike company ought to map its business goals and align them with the hybrid cloud objectives. For instance, this can be done by clearly foreseeing where the business will be in the future (Bi and Wang, 2012, p.679). In doing so, the company will determine the necessary needs for its success. In turn, they will prioritize various areas that ought to be migrated to the cloud. Timing is also an essential aspect of hybrid migration.
Moreover, the company should gather several experts from different business fields before migrating. For instance, when they involve employees in decision making, they will quickly find current issues and implement robust solutions. During application assessment, the company should consult the security team to help them understand which security needs are vital(Hajjat et al. 2010, p.244). Typically, most businesses collapse because of failure to fill in the business needs.
In every business, there is a skill gap among the employees. The new London bike company detects these skills gaps, the more they are likely to develop a suitable strategy to deal with it. Possible solutions can be training these employees or hiring more skilled personnel’. Moreover, the London company must not move any critical applications to the cloud during the initial stage of migration before training them effectively.







[bookmark: _Toc39929109]3.0 Conclusion
In conclusion, companies that use cloud computing have an upper advantage in the competitive market. Today, cloud computing has enabled companies to have computing power and data storage platforms without having to involve themselves physically. Cloud computing is interlinked with virtualization since it promotes the integrity of virtual machines and cloud components. On the contrary, virtualization scales up cloud computing by making IT services more comfortable to manage and less costly to operate.
The architecture of cloud computing is often designed to support essential cloud resources in solving business problems.  In cloud computing architecture, the front-end part is often visible to the user, while the service provider usually manages the back-end part. Using the right service model allows the company to operate efficiently. The SaaS model is the most appropriate for the London Bike Company. The primary reason is that it eliminates the costs of purchasing and maintaining hardware. On the other hand, the hybrid model is the most suitable model for the company. SaaS can efficiently work for hand in hand with the hybrid model.

During SaaS implementation, the London bike company must focus on their business requirements. In doing so, they will quickly identify the most scalable and flexible SaaS platform. Security is a critical aspect when using SaaS. Therefore, the company must fully assess software vulnerabilities before re-purchasing. On the other hand, the hybrid migration strategy must align with the employee and business needs. London company should migrate to cloud computing to fully enjoy its advantages.
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