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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

IPv4 was invented in the 1970’s and has since been the major internet protocol used. However, as the use of computers and the internet in general became more popular, the Internet Engineering Task Force predicted that the IP addresses available for use would not become depleted but eventually exhausted.

To combat this IPv6 was developed in 1998 to address the inevitable IPv4 exhaustion and whilst it is used, IPv4 is still the more popular choice. IPv6 addresses consist of 8 groups of 4 hexadecimal characters separated by colons whereas its predecessor is made up of 3 groups of 1-3 digit numbers separated by full stops. Below is a look at some of the features of IPv6.

Available addresses
Looking at why IPv6 was created it is no surprise that the most obvious benefit of the IPv6 is its address space. It has a theoretical address space of 3.4 x 1038, meaning it is potentially capable of supporting 340 trillion trillion addresses. Even if we consider that there will be reserved addresses like with IPv4, it still leaves a substantial amount of addresses for public use.

Efficient routing
The scale of available addresses means that large address allocations can be given to companies and internet service providers. This allows for a single prefix to be used thus increasing the efficiency of the routing. In addition to this being efficient it is also a simplified process.

Header format
IPv6 offers a simplified IP header format compared to its predecessor and has a fixed size. It has an Extension Header which hosts the optional and non-essential, meaning the Header overhead is minimised.

Security
IPv6 has Internet Protocol Security (IPSec) built into it, unlike IPv4 where is was optional. When IPv4 was developed security was not a consideration, an issue that has been addressed in the development of IPv6. As it is not optional it means that IPSec is applied to all packets, meaning potentially harmful packets (such as those carrying malware) will be blocked.

Data flows
Rather than broadcast, IPv6 supports multicast allowing for packets which are bandwidth intensive to be sent to multiple destinations at the same time. This in turn saves on bandwidth. 

Auto configuration
When connected with an IPv6 network, IPv6 hosts have the ability to automatically configure themselves using ICMPv6 messages.

This is done by it allocating an IP address when an IPv6 network adaptor card is triggered. This is on the basis of a standard prefix attached to its MAC address.

IPv6 address structure
As briefly touched on the IPv6 address structure is made up of 8 groups of 4 hexadecimal characters separated by colons and is 128 bits long. They are split into two parts, a network compartment and a node compartment. The first 64 bits of an IPv6 address is used for the network component and is used for routing. The remaining 64 bits are the node compartment and the section is used to identify the interface address.

The network node can be further separated to a block of 48 bits and a block of 16 bits. In this scenario the 48 bits would be used for global network addresses and the remaining 16 bits would be used for subnets within a network. These 16 bits would be controlled by network administrators.

Types of IPv6 addresses
There are 3 types of IPv6 addresses. These are global unicast addresses, link local addresses and unique local addresses. 

	Global unicast – these are the equivalent of the IPv4 public addresses. These addresses are routable on the internet. Their prefix group (they start with) 2001:
	Link local – This is one of the two internal address types available in IPv6 and cannot be routed by the internet. These are used within an internal network and they are self-assigned. Their prefix group (they start with) fe80:
	Unique local – This is the second internal address type available in IPv6 and like its counterpart the link local address it is not routed on the internet. These addresses are equivalent to the IPv4 addresses 10.0.0.0/8, 172.16.0.0/12 and 192.168.0.0/16

Whilst there are a lot of benefits to converting to IPv6 it has not been widely adopted. The fact that IPv4 is still widely used is a major drawback of using IPv6. The two addresses are not capable of communicating with each other directly meaning that gateway equipment is required to facilitate it. In addition, to switch from IPv4 to IPv6 it would require a lot of technical skill as well as effort and time. 

One of the reasons they have likely not been adopted more is because they are difficult to read and they are not memorable.
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	A
	172.16.0.0
	255.255.255.240
	172.16.0.1
	172.16.0.16
	172.16.0.17

	B
	172.16.0.18
	255.255.255.240
	172.16.0.19
	172.16.7.226
	172.16.7.227

	C
	172.16.7.230
	255.255.255.240
	172.16.7.231
	172.16.7.236
	172.16.7.237

	D
	172.16.7.238
	255.255.255.240
	172.16.7.239
	172.16.8.226
	172.16.8.227

	E
	172.16.8.229
	255.255.255.240
	172.16.8.230
	172.16.9.33
	172.16.9.34

	F
	172.16.9.35
	255.255.255.240
	172.16.9.36
	172.16.9.215
	172.16.9.216
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