Network and Security Essentials (ACCA4024)

Lab 4: Design and Configure Home Network (Basic configurations in networking devices)


CISCO






	Device
	Interface
	IP Address
	Subnet Mask
	Default Gateway

	PC-PT
	NIC
	192.168.0.102/24
	255.255.255.0
	192.168.0.1

	PC-PT
	NIC
	192.168.0.103/24
	255.255.255.0
	192.168.0.1

	Laptop
	WiFI
	192.168.0.101
	255.255.255.0
	192.168.0.1

	Laptop 2
	WiFI
	192.168.0.100
	255.255.255.0
	192.168.0.1
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Above is the IP’s from all the Network interface cards and all are setup as DHCP
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Description automatically generated]
DHCP has been setup on the WRT300N Wireless-N Broadband Router
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Description automatically generated]
Overview of the WiFi Settings. As you can see this is setup as Default and settings would need to be change if used as this pose a security issue due to SSID broadcast and no Wifi Password
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Description automatically generated]
Above is the Physical layout of the Home Network design
This would give the End-User an overview of the environment layout in a physical – layout
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Description automatically generated] 
 Ipconfig /all Router from 102
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Description automatically generated] 
Ping Route from 102 to /103 with all packets received
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Laptop 1 Pinged and had an reply from 192.168.0.103
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