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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


[bookmark: _Toc26305471]Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  



Contents

Part 1:	Understanding IPv4 and IPv6 addressing (word count 1000)	1
1.1	Introduction	1
1.2	IPv6 – Address Space	1
1.3	IPv6 – Simplified Header	2
1.4	IPv6 – End to End Connectivity	2
1.5	IPv6 – Traffic Priority (QOS)	2
1.6	IPv6 – Broadcast/Multicast/Anycast	2
1.7	IPv6 – Security	2
1.8	IPv6 - Conclusion	3
1.9 References	3
Part 2:	Subnetting and VLSM	3



1.1 [bookmark: _Toc26305472]Introduction

[bookmark: _GoBack]In this report, the author will look to detail and expand upon the features of IPv6, it will be with a view to comparing against its predecessor IPv4. The author will also look to provide greater detail regarding the structure of IPv6, its additional functionalities, and its improved security over its predecessor.

1.2 [bookmark: _Toc26305473]IPv6 – Address Space

IP Version 6 was created by the Internet Engineering Task Force (IETF)[1] with the aim of dealing with the known and anticipated issue of address exhaustion within the IP Version 4 address scope. IP Version 4 is a 32-bit numeric address space with its bits separated by dots(.), which means it is limited to roughly just over 4 billion addresses. When adopted this was deemed more than enough for future requirements. Due to the expansion of the internet, along with the increase in devices that utilizes the internet and networks in general IP requirements has since far surpassed this number. IP Version 6 utilizes an alphanumeric 128-bit address space with its bits, these bits are separated by a colon. This 128bit address space allows for approximately 340 undecillion addresses[2]. Both IP Version 4 and 6 have areas of these address range that are reserved[3] for various special uses such as private network address ranges, internet address ranges, which are split up and delegated out to the authorities within various regions around the globe. This is done so that the address ranges can be kept maintained and audited. 

1.3 [bookmark: _Toc26305474]IPv6 – Simplified Header

One of the key features for IP Version 6 over IP Version 4 is its simplified header[4]. By this we mean that any unnecessary information and/or options which would normally be presented within an IP version 4 header, is now located at the end of an IPv6 header. The advantage of this is that when comparing the size of a header within IP Version 6 in relation to its overall address packet, it has a significant less percentage size in comparison to IP Version 4. This optional and/or information now being at the end of the header in conjunction with the fact that IP Version 6 only requires the first part of the header to allow for routing decisions to be made, which in turn allows for an efficient and quicker forwarding/routing of packets. 

1.4 [bookmark: _Toc26305475]IPv6 – End to End Connectivity

Due to the 128-bit address space that IP Version 6 has in comparison to the 32-bit address space in IP Version 4, IP Version 6 now allows for every single device to have a unique IP address. This removes the requirement for Network Address Translation (NAT)[5] or other translating methods. This means that every host/device can have direct reach to other devices and therefore improving the speed within the communication process (allowing for devices such as organizational Firewalls etc.). Due to its large IP address scheme this also allows for smooth transition of devices within environments as the lack of NAT means devices can roam with the same IP address and avoiding the use of Network address translation.

1.5 [bookmark: _Toc26305476]IPv6 – Traffic Priority (QOS)

Within IP Version 4 there are methods to allow for a Quality of Service transport of information, this is done by have 6 bits used for the DSCP (Differential Service Code Point) and 2 bits ECN (Explicit Congestion Notification). But due to the way this is implemented IP Version 4 requires that this functionality within the packet must have an End to End support. IP Version 6 on the other hand now has a traffic “Class” and “Flow” label[6] within the packet, this in turn can be read and efficiently dealt with by routers and does not require any specific End to End support. This in turn allows for an efficient process when the data packet is being routed and prioritized within a network by routing devices.

1.6 [bookmark: _Toc26305477]IPv6 – Broadcast/Multicast/Anycast

IP Version 6 utilizes a function known as Multicast versus the Broadcast function within IP Version 4. Broadcast is essentially a One to All transmission method, the downside to this method is that is bandwidth is wasted with unnecessary data being sent to destinations that are not required and in turn causing a slow process. Multicast[7] on the other hand is a One to Many transmission method, this allows for data to be efficiently sent across a large network, with improved bandwidth efficiency and much greater traffic control and speed. IP Version 6 also has a feature called Anycast. Anycast allows for packets of data to be routed to multiple addresses with the same Anycast address assignment, and in turn able to send the data to the nearest destination.

1.7 [bookmark: _Toc26305478]IPv6 – Security

IP Version 6 was originally designed with IPsec (Internet Protocol Security)[8] as a mandatory part of all implementations of IP Version 6. In its simplest form IPsec is a network layer secure protocol suite that encrypts packets of data utilizing cryptographic keys, that are sent of the IP network for authentication in a host to host environment. IPsec was useful even in IP Version 4 environments, and therefore it was re-engineered to allow for its successful use in that environment. While a very useful feature for both IP Version 4 and 6, due to the nature of mixed device environments and some environments/devices not being able to support the cryptography algorithms the mandatory requirement element within IP Version 6 was downgraded to a recommendation.

1.8 [bookmark: _Toc26305479]IPv6 - Conclusion
The new features implemented in IP Version 6 improve upon IP Version 4 in numerous ways. The Increased address space allows for many more addresses, this avoids the use of NAT and enables a direct host to host connection across the internet (minus Firewalls etc.). The improvements in the design of the simplified header also allow for a more efficient read/routing process of data packets across the network. Including Improved QoS flags within IP Version 6 (Control and Flow) improved traffic management. Lastly the built-in implementation of IPsec allows for encryption inbuilt within the network layer.
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[bookmark: _Toc26305481]Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0/21
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0/23
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0/24
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0/26
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64/27
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96/29
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	R1–R2 Serial Links
	172.16.13.104/30
	255.255.255.252
	172.16.13.105
	172.168.13.106
	172.16.13.107

	R2-R3 Serial Links
	172.16.13.108/30
	255.255.255.252
	172.16.13.109
	172.168.13.110
	172.16.13.111
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