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Introduction

This report demonstrates the deployment and interconnection configuration
process for two different networks in a virtualised environment. This work is a
continuation of courseworkl, and the goal is to achieve a cross-network site
connection and service configuration, including domain confroller settings,
site-to-site VPN, DHCP service, and other content. This project was completed
through a collaborative effort between Windows and Debian systems, resulfing in
the construction of an interconnected network environment. At the same time, in
order to facilitate the reading, | put all the photos in the appendix, and give the
corresponding number to facilitate the search.

My practice and results

In the whole process of network architecture and implementation, | set
courseworkl configured winserver2022 and win10 as Swansea network, and
debian and ubuntu as Cardiff network. | build the Swansea network and Cardiff
network separately.

The first step in the setup of the Swansea network was the installation of the
Routing and Remote Access Service (RRAS) (Figure 1.1.1). The activation of this
service is a prerequisite to enable subsequent VPN tunnel establishment. Once the
configuration was complete, | added new rules to the Windows Firewall via code
to allow ICMPv4 and ICMPvé inbound and outbound fraffic, thus ensuring that
connectivity between hosts could be quickly verified via the Ping command
during the testing phase.

| then configured the Site-to-Site VPN connection. The Demand-Dial interface was
created through the RRAS console, the PPTP protocol was aftempted to be
selected, and the Interface was created with the connection type set to
‘Persistent’ (Figure 1.2).

After the VPN connection was established, | proceeded to create a new Active
Directory forest and domain in Windows Server, named yueliaonghan.acca (Figure
1.3.1). This is the core of the entire network authentication system. Configuring the
domain controller not only supports centralised account management, but also
facilitates uniform privilege assignment. Afterwards, | checked whether the forest
and the domain were successfully configured through PowerShell (Figure 1.3.2),
which facilitates the subsequent deployment of DNS and user system integration.

In the DNS configuration, | added forward A records (Figure 1.4) and reverse PTR
records (Figure 1.5) to the address ranges of 192.168.1.0/24 and 192.168.2.0/24,
respectively. A records are used for resolving hostnames to IP addresses, while PTR
records are used for reverse resolution of hosthames.In many authentication
scenarios, especially in certain authentication or logging systems, reverse
resolution is a basic requirement for stable system operation. In order to ensure



accuracy, | mefticulously checked the correspondence between the name and
address of each host during configuration, and conducted forward and reverse
resolution tests after configuration.

After that, | created domain user accounts in bulk through PowerShell scripts
based on the users_list_updated.xlsx file provided by my teacher (Figure 1.6.1).
Using a script not only improves efficiency, but also avoids errors that may occurin
manual operations. I've set up automatic generation of SAM account names
(using the format ‘First letter. Surname’ format), and specified the default
password, email address, and account number for each user, and then checked
the list of the created account information through PowerShell to confirm the
accuracy of the code at the end(Figure 1.6.2).

In terms of hard disk configuration, considering that the system already has a D
drive, | configured the second mount disk to be an E drive (Figure 1.7.1) and
created a folder named ‘SwanseaFiles’ for future file sharing. During the mounting
process, | initialized, partitioned and formatted the disc using Disk Management
(NTFS format), then manually changed the disc letter and set the sharing
parameters and access controls (Figure 1.7.2).

On the Swansea network, | configured the address from 192.168.1.10 to
192.168.1.20, setting options such as the default lease time, default gateway with
DNS server addresses (Figure 1.8). With this setup, clients in the network can
automatically obtain the required IP and related configuration when they join the
network, avoiding manual configuration again.

Once the configuration was complete, | joined ClientS1, which is win10, to the
yuelianghan.acca domain. During this process, to ensure that the domain
controller can be discovered, | first set the DNS of this client fo the domain
controller IP (Figure 1.9.1). The domain was then joined using the ‘Change Settings’
option in System Properties (Figure 1.9.2). Once joined, | logged on using one of
the test user accounts created earlier (Figure 1.10) to verify that the domain
authentication was working.

After completing the deployment of the Swansea network, | turned my focus to
the configuration of the Cardiff network. This network uses the Debian operating
system, which is quite different from Windows Server in terms of architecture and
tools. The configuration process therefore required a suitably adapted approach
to ensure smooth collaboration between the two systems.

Firstly, | configured firewall rules in Debian via iptables to allow ICMP traffic and
enabled IPv4 packet forwarding to support VPNs and internal routing (as shown in
Figures 2.1.1 and 2.1.2). Meanwhile, when | tried to install and configure PPTP in
Debian (Figure 2.2.1), | found that | could not effectively penetrate the network to



establish a tunnel due to the NAT and Host-only network restrictions in the VM
settings. So after discussing and frying with my classmates, | switched to
WireGuard protocol, which is lightweight, efficient, encrypted and secure, and
better adapted to cross-platform virtual environments. | reconfigured the
corresponding public and private keys on the Windows Server and Debian server
respectively (as shown in Figure 2.2.2), and set up a fixed IP segment and port
mapping to ensure stable communication between the two sides. Therefore, after
debugging the VM setting and network setting, | finally achieved connection
between the two servers.

Considering that Debian itself doesn't have the capability of a Windows domain
controller, | didn't create a subdomain car.yuelionghan.acca in Cardiff's network,
but chose to join its devices directly to the main domain. During the join process, |
used the Samba and Realm tools to configure the Debian client for domain
joining (as shown in Figures 2.3.1 and 2.3.2) to ensure that it can interact with the
AD domain properly.

The DHCP service was similarly deployed in the Cardiff network. | chose to use the
isc-dhcp-server tools and defined the address from 192.168.56.100 to
192.168.56.110 by editing the /etc/dhcp/dhcpd.conf file (Figure 2.4). In addition to
the basic address range seftings, | configured the router, broadcast address, and
DNS server options to ensure that the network parameters were automatically
configured completely.

Once configured, | connected ClientC1 to the network to ensure that it obtained
its IP from DHCP and was able to successfully resolve domain names. To fest
network connectivity, | attempted to Ping the servers in the Swansea network from
ClientC1, and domain controller login interfaces (Figure 2.5).

At this point, the Swansea and Cardiff networks were successfully intferconnected
in the virtual environment, and could ping each other (Figure 3).

Following this, | began experimenting with creating shared disks by setting the
E:\SwanseaFiles folder | had added earlier as a shared directory and configuring
the access permissions so that specific users within the domain, such as those
defined in users_list.xIsx, had full confrol (Figure 4.1), while other network users have
read-only access (Figure 4.2). A New Text Document.ixt file was added to it
(Figure 4.3).

| then fried to find the folder in the Debian client on the Cardiff network, but
probably because | was not finding the name of the corresponding system, | was
not successful in finding the SwanseaFiles folder. To simulate the goal of this task, |
used the Guest Additions provided by VirtualBox. By creating the SwanseaFile
folder on the host and sharing it, | managed to see the /media/sf_SwanseaFiles



folder appearing on debian and read the New Text Document.ixt file inside it,
whose content was consistent with the original file (Figure 4.4).

Reflection and Evaluation

During the implementation of this project, several real-world problems were
encountered, such as the limitations of virtualised network environments on PPTP
VPNs, and the compatibility between the linux systems and Windows domain
controllers. By using a more modern VPN protocol, WireGuard, and reasonably
adjusting the architecture and permission settings, cross-platform interconnection
was achieved.The practice enhanced my understanding of network services,
identity management, DNS/DHCP configuration, security privilege assignment,
etc., and | learnt to flexibly cope with the challenges brought by operating system
differences.



Appendix

ning] - Oracl

E Routing and Remote Access
File Action View Help
e HE

% Server Status

= share CWVBL 5 WiN- UNZTIZ7VBON (local)

3 This PC
8% CD Drive (D3)

|_j’ Network

Oitems

& Routing and Remote Access

Routing and Remote Access t

Welcome to Routing and Remote Access

Routing and Remote Access provides secure remote access to private networks.
Use Routing and remote access to configure the following:

* A secure connection between two private networks.

* A Virtual Private Network (WPN) gateway.

* A Dial-up remote access server.

h,Managenr
titors

ts
Competitol
Competit
Managers

ptitors

ITF-8 with BOJ

* Network address translation (NAT).

* LAN routing.

= A basic firewall.

To add a Routing and Remote Access server, on the Action menu, click Add Server.

Done

£ Type here to search

B Routing and Remote Access
File Action View Help

o2 rmXE G B

=3 i 2 S 0T =0 il F3 A8 G Rinkt ol

111

E Routing and Remote Access
% Server Status
v E) WIN-UN3TIZ7VBON (local)
> B IPvd
s B IPvE
B Metwork Interfaces

E Ports
E Remote Access Clients ()

25 Remnote Access Logging & Policies

Routing and Remote Access Is Configured on This
Server

tree, and then on the Action menu, click Properties.

Enable DirectAccess on this Server

rich remote access experience based on Direct&ccess by enabling DirectAccess on

corporate network. To enable DirectAccess on this server, you can run the "Enable
DirectAccess" wizard by selecting the "Enable DirectAccess..." option on the action
the right or on right-clicking the machine node on the left.

Done

1.1.2

WIN-UN3TI37VBON (local)

This server has already been configured using the Routing and Remote Access Server
Setup Wizard. To make changes to the current configuration, select an item in the console

You are currently using only WPN for providing remote access to your clients. You can use

this

=server. Using Directfccess, your domain-joined clients can seamlessly connect to your

pane on




= Reouting and Remote Access

File Action View Help

e 2@ XE = HE
B Routing and Remote Access Network Interfaces
S Stat ~
% v:lr;eLN;;;WBON i LAM and Demand Dial Interfaces Type Status Connection State
v 2 oca
v & 1P EgLoopback Loopback Enabled Connected
B General Eglnternal Internal Enabled Connected
E Static Routes E?Ethemet Dedicated Enabled Connected
B DHCP Relay Agent r= | ondonVPN Demand-dial Enabled Disconnected
B IGMP
E NAT
> B IPvb
Bl Network Interfaces
E Ports

E Remote Access Clients (0}
{23 Remote Access Logging & Policies

< >
1.2
f& Active Directory Domain Services Configuration Wizard b O X
. . TARGET SERVER
Deployment Configuration i Ukt teeoon

Select the deployment operation

Domain Controller Cptions

- ) ) Add a domain contraller to an existing domain
HERA, g ) Add a new domain to an existing forest
Paths ®) Add a new forest

Review Cptions . o . . _
Specify the domain information for this operation
Prerequisites Check

Root domain name: yuelianghan.acca

More about deployment configurations

131




EX Administrator: Windows PowerShell

- O X
Timestam
13tj37vb0n.yue... static
wblnyueliang... static
5/9/2025 ¢
static

1.3.2
SrEreesm v 8 e’
'ocu \; = - Update er Data File
il & DMS Manager Rofiig
Rare File Action View Help New Host (A or AAAA)...
yste] €= = | Bz HEEEE New Alias (CNAME)...
. PC':.;_ DNS | hlaime New Mail Exchanger (MX)...
1" I 5 WIN-UN3TI37VBON I-j e New Dornain...
| Dri v || Forward Leokup Zones Ij dites N DelegatinL.
desyuelianghan. || =~
_ms. e il b lj_tcp Other New Records...
1 -, yuelianghan.acca 'j i
| Reverse Lookup Zones | =3 P ; DMNSSEC
| Trust Points ijDomalnDniones o
| Conditional Forwarders l jForestDnsZones
| E-I(same as parent folder) Refrech
E—l(same as parent folder) ExportLits.
E—Ilfsame as parent folder)
Elwin-un3tj37vbon View
[-Iwmser\rer Arrange lcons
Elwin1o ’ :
'E—Iubuntu ine up lcons
Ejdebain Properties
Help

< >«

Create a new host resource record.,

14




£ DNSManager as O x
File Action VYiew Help
e | R XE 6= Hm § 8
§5 [ENS MName Type Data Timestam
e i E_lNF_UNa-I?EVEEN . @(same as parent folder) Start of Authority (S0A) [1], win-un3tj37vb0n.yueli... static
t J_frwar o UF ones @(sameasparentfolder} Name Server (NS) win-un3tj37vbOn.yueliang... static
» |2l _msdecs.yuelianghan,
» 2] yuelianghan.acca
~ || Reverse Lookup Zones
(2] 1.168.182.in-arldr arn
21 2.168.192.in Update Server Data File
5 [ Trust Points Reload
» || Conditional Fol New Paint -UEP]E}'-'--
New Alias (CNAME]...
New Delegation...
Other New Records...
DNSSEC »
All Tasks »
View »
Delete
Refresh
Export List...
< >
Create a new pointer resou Eimpeiies
15.1
2 DNS Manager o O *
File Action View Help
e | FFEd= BHE § E@
H‘E)‘_-u EENS Name Type Data Timestam
¥, j FEIP\L—UNTTEVBEN 5 (same as parent folder) Start of Authority (SOA) [1], win-un3tj37vbOn.yuel... static
v & _‘?rwar g o u:]_ onhes Q(same as parent folder) Mame Server (M5) win-un3tj3vvbOn.yueliang...  static
> -'_'I " v
== _ms. N QWZ.W&E.E‘) Pointer (PTR) debainyuelianghan.acca
> (el yuelianghanacea || =0, 1005 19 Pointer (PTR) buntu.yueliangh
i _=| R.EVE[SE LookupZones = . L omnter ubpuniuyuelianghan.acca
[ 1.168.192.in-addr.arp,
=] 2.168.192.in-addr.arp,
» || Trust Points
» || Conditional Forwarders
< > <€ >

1.5.2




v DMS Manager

File Action View Help
@ = | Q =
£ DNS
v 5 WIN-UN3T37VBON
v || Forward Lockup Zones
_msdcs.yuelianghan,
= yuelianghan.acca
w || Reverse Lookup Zones
‘I.1f:«‘!.‘lS‘P_.ir'l—addr.arpi
= 2.168.192.in-addr.arp
| Trust Points
| Conditional Forwarders

=

Mame
E—l(same as parent folder)
E-l(zame as parent folder)
[El192.168.1.20
[El192.168.1.20

Type

Start of Authority (SOA)
Mame Server (NS)
Pointer (PTR)

Painter (PTR)

Data Timestam
[1], win-un3tj37vb0On.yueli... static
win-un3tj37vbOn.yueliang...  static
winserver.yuelianghan.acca
winll.yuelianghan.acca

_name

.Substring

New-ADUser ~

§ .job *
_.department
ConvertTo-SecureString

Where-object {

“.ToLower()

153

_.domain -

1.6.1




Select Name, S ounthal

1.6.2

€23 winServer2022 - Settings = a X
|E General Storage
i System Storage Devices Atfributes
| @ Controller: SATA Hard Disk: |SATA Port 2 w @,
| Display
| | Bl winserver2022.vdi (] solid-state Drive

ok [ '.\E,'.l VBoxGuestAdditions.iso [] Hot-pluggable

WIRRX 2 "R ol |

o S Information
i B winServer2 R
Pk e = Type (Format): Naormal (VDI)

Virtual Size:  20.00 GB

Metwork
Actual Size: 2.00 MB
' Serial Ports Details: Dynamically allocated storage
' Location; C:\Jsers\S2422998 WirtualBox VM.,
: tED Attached to: —
Shared Folders Ereypied My =

User Interface

Cancel Help

1.7.1



File Action View Help
e B HE=VE

Volume 1 Layout 1 Type 1 File System I Status 1 Capacity Free Spa... | % Free
% 6611 GB 83 %
524 MB 100 %
Completing the New Simple OMB 0%
Volume Wizard

MNew Simple Volume Wizard

You have successfully completed the New Simple Yolume
Wizard.

You selected the following settings:

Volume type: Simple Volume A
Disk selected: Disk 1

Volume size: 20462 MB

Drive letter or path: E:

File system: NTFS

Allocation unit size: Default

Volume label: SwanseaFiles

Setimsle I

To close this wizard, click Finish.

| 524 MB
, P ;Health}r (Recovery Partition)

< Back _ el |

1.7.2

Organize * Disable this netw{

L" Ethernet
yuelianghan.acca

Intel(R) PRO/1000 MT D:

Networking

Internet Protocol Version 4 (TCP/IPud) Properties

General

TH  You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IF address automatically
(®) Use the following IP address:

IF address: 192.168 . 1 . 20

Subnet mask: 55 . 255 . 255 . ©

Obtain DNS server address automatically

(@ Use the following DNS server addresses:

Preferred DNS server: 1270 .0 - 1
tereate D1 server: ]
[ validate settings upon exit Ao

1.8



Computer Name  Hardware Advanced System Protection Remote

[a Windows uses|

on the netwark]

You can change the name and the membership of this

Compiiter description computer. Changes might affect access to network resources

Full computer name: Computer name:

Workgroup: win1Oclient

Full computer name:
Touseawizardtojoinal 10cient
Netwark 1D e Windows Security

To rename this computer Computer Name/Domain Changes
workgroup, click Change;, ~ Member of

® Domain- Enter the name and password of an account with permission to
yuelianghan.acca join the domain.

() Workgroup:
WORKGROUP ‘ Administrator

anghan.acca
han.acca

L Type here to search

19.1

Computer Name  Hardware Advanced System Protection  Remote

[@ Windows uses

= onthe network

You can change the name and the membership of this

Compuiter fescphon computer. Changes might affect access to network resources.

Full computer name: Computer name

Workgroup: win 10client

Full Lt 2
To use a wizard to join a § L CORAIEY o
Network 1D win10client

Computer Name/Domain Changes

To rename this computer|

workgroup, ciick Change;  Member of 0 ‘Welcome to the yuelianghan.acca domain,
(® Domain

yuelianghan acca
(0 Workgroup:
ORKGROUP

1.9.2



School Essentials

J

o pl

Outlook PowerPoint

Change account settings

Lock 6

ign out )
OneDrive

Switch user
b.white
Documents
Pictures
Settings
Power

£ Type here to search

P Type here to search

1.10

OneNote

Microscft Edge




vboxuser@debain: ~ Q = x
vboxuser@debain: ~%
vboxuser@debain:~% su -
Password:
root@debain:~# udo apt update
sudo apt install isc-dhcp-server
-bash: udo: command not found
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:

policycoreutils selinux-utils
suggested packages

policykit-1 isc-dhcp-server-ldap ieee-data
The following NEW packages will be installed:

isc-dhcp-server policycoreutils selinux-utils
@ upgraded, 3 newly installed, @ to remove and 46 not upgraded.
Need to get 1,766 kB of archives.
After this operation, 7,818 kB of additional disk space will be used.
Do you want to continue? [Y/n] Y
Ign:1 http://deb.debian.org/debian bookworm/main amd64 isc-dhcp-server amdé64 4.4.3-P1-2
Ign:2 http://deb.debian.org/debian bookworm/main amd64 selinux-utils amd64 3.4-1+b6
Ign:3 http://deb.debian.org/debian bookworm/main amd64 policycoreutils amdé4 3.4-1
Ign:1 http://deb.debian.org/debian bookworm/main amd64 isc-dhcp-server amdé4 4.4.3-P1-2
Ign:2 http://deb.debian.org/debian bookworm/main amdé64 selinux-utils amd64 3.4-1+b6
Ign:3 http://deb.debian.org/debian bookworm/main amdé4 policycoreutils amd64 3.4-1
Ign:1 http://deb.debian.org/debian bookworm/main amdé4 isc-dhcp-server amdé4 4.4.3-P1-2
Ign:2 http://deb.debian.org/debian bookworm/main amdé4 selinux-utils amdé4 3.4-1+b6
Ign:3 http://deb.debian.org/debian bookworm/main amd64 policycoreutils amdé4 3.4-1
Exr:1 http://deb.debian.org/debian bookworm/main amd64 isc-dhcp-server amd64 4.4.3-P1-2

2.1.1
vboxuser@debain: ~ Q = x

‘boxuser@debain:~% su -
‘assword:

‘oot@debain:~# apt update
pt install strongswan -y

gn:1 http://security.debian.org/debian-security bookworm-security InRelease
gn:2 http://deb.debian.org/debian bookworm InRelease

gn:3 http://deb.debian.org/debian bookworm-updates InRelease

gn:1 http://security.debian.org/debian-security bookworm-security InRelease
gn:2 http://deb.debian.org/debian bookworm InRelease

gn:3 http://deb.debian.org/debian bookworm-updates InRelease

gn:1 http://security.debian.org/debian-security bookworm-security InRelease
gn:2 http://deb.debian.org/debian bookworm InRelease

gn:3 http://deb.debian.org/debian bookworm-updates InRelease

rr:1 http://security.debian.org/debian-security bookworm-security InRelease
Temporary failure resolving 'security.debian.org'

xr:2 http://deb.debian.org/debian bookworm InRelease
Temporary failure resolving 'deb.debian.org’

rr:3 http://deb.debian.org/debian bookworm-updates InRelease
Temporary failure resolving 'deb.debian.org'

eading package lists... Done
wilding dependency tree... Done
‘eading state information... Done

6 packages can be upgraded. Run 'apt list --upgradable' to see them.
I: Failed to fetch http://deb.debian.org/debian/dists/bookworm/InRelease Tempor

2.1.2




vboxuser@debain: ~ Q = x

Hit:1 http://deb.debian.org/debian bookworm InRelease
Hit:2 http://security.debian.org/debian-security bookworm-security InRelease
Hit:3 http://deb.debian.org/debian bookworm-updates InRelease

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

46 packages can be upgraded. Run 'apt list --upgradable' to see them.
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

iptables is already the newest version (1.8.9-2).

@ upgraded, @ newly installed, @ to remove and 46 not upgraded.
root@debain: ~# iptables -A INPUT -p icmp --icmp-type echo-request -j ACCEPT
iptables -A OUTPUT -p icmp --icmp-type echo-reply -j ACCEPT

root@debain: ~#

root@debain: ~#

root@debain: ~#

root@debain:~# iptables -A INPUT -p icmp --icmp-type echo-request -j ACCEPT
iptables -A OUTPUT -p icmp --icmp-type echo-reply -j ACCEPT

root@debain: ~# iptables -A INPUT -p icmp --icmp-type echo-request -j ACCEPT
iptables -A OUTPUT -p icmp --icmp-type echo-reply -j ACCEPT

root@debain: ~# iptables -A INPUT -p icmp --icmp-type echo-request -j ACCEPT
root@debain: ~# I |

2.1.3

vboxuser@debain: ~ Q = x

root@debain:~# sudo apt update

sudo apt install pptp-linux network-manager-pptp network-manager-pptp-gnome -y
Hit:1 http://security.debian.org/debian-security bookworm-security InRelease
Hit:2 http://deb.debian.org/debian bookworm InRelease

Hit:3 http://deb.debian.org/debian bookworm-updates InRelease

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

46 packages can be upgraded. Run 'apt list --upgradable' to see them.
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following NEW packages will be installed:
network-manager-pptp network-manager-pptp-gnome pptp-linux

@ upgraded, 3 newly installed, @ to remove and 46 not upgraded.

MNeed to get 187 kB of archives.

After this operation, 996 kB of additional disk space will be used.

Get:1 http://deb.debian.org/debian bookworm/main amdé4 pptp-linux amdé4 1.10.8-1
[55.9 kB]

Get:2 http://deb.debian.org/debian bookworm/main amdé64 network-manager-pptp amdé

4 1.2.12-1 [98.4 KB]

Get:3 http://deb.debian.org/debian bookworm/main amd64 network-manager-pptp-gnom

e amdé4 1.2.12-1 [32.4 kB]

Fetched 187 kB in @s (2,529 kB/s)

2,21



Tunnels Log

[@ debsingg & Edittunne!

Name: [aebaon

bicey: [WoQEmGel e Py PRGN ]

& Terminal May12 16:04

[interface]
[PrivateKey = +AQ7QER014Q1gGIZ6CR2YQAFMKesrSGIEMBXYpr3k=

il
LI}

|Address = 10.10.10.2/2¢

peer]

[Publickey = cQUDEXKU46v0)/ruVRSDeKr+UpMeuM/GSQEGE12VGBQ= 12168
0./24

=1 64 bytes
64 bytes
o4 bytes [Interface)
64 bytes PTivateKey = yIMaFLIQOWI1agoboUTJQ+9XQhg7hiH1IToOSPHCSHY=
64 bytes (Address = 10.10.10.1/24
@64 bytes [ListenPort = 51830
64 bytes
64 bytes | [Peer]
64 bytes PublicKey = WbQL2f7b1jInPhc/Tnwoy)/PyYPSBRTHAfvX+2GIX21=
Q64 bytes|A1lowedIPs = 10.10.10.2/24
64 bytes
(64 bytes
64 bytes
64 bytes
8864 bytes
64 bytes
Wo4 bytes
64 bytes
@64 bytes
64 bytes
64 bytes

64 bytes
64 bytes [ Help ® write out [ where Is |8 cut & execute
4] Exit & Read File @ Replace Paste & Justify

[Endpoint = 192.168.56.103:51530
lPersistentkeepalive = 25

= Add Tunnel 4

Location
Go To Line

2.2.2
vboxuser@debain: ~

Name : yuelianghan.acca
Address: 192.168.56.104

root@debain:~# realm discover yuelianghan.acca
yuelianghan.acca
type: kerberos
realm-name: YUELIANGHAN.ACCA
domain-name: yuelianghan.acca
configured: no
server-software: active-directory
client-software: sssd
required-package: sssd-tools
required-package: sssd
required-package: libnss-sss
required-package: libpam-sss
required-package: adcli
required-package: samba-common-bin

06 I @ D @ @ ke o

Q

root@debain:~# sudo realm join --user=Administrator yuelianghan.acca

Password for Administrator:
* Installing necessary packages: sssd-tools
See: journalctl REALMD_OPERATION=r21250.12168

realm: Couldn't join realm: Cannot download packages whilst offline

root@debain:~# realm list
root@debain: ~# I

231

@ O |F{F{Eia{aiefaia] x aj@i+
& CG @ hupsy/chatgpteom/c/se: 8 ]
= ChatGPT 40 ~

L3 REES L4

fed
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Activities (3 Terminal May12 18:13 =

» et vboxuser@debain: ~ Q = x
2 Network Setting up libreoffice-core (4:7.4.7-1+debl2u8) &
Setting up libreoffice-math (4:7.4.7-1+debl2ug)
% Bluetooth iS.ettj_ng up libreoffice-qtk3 (4:7.4.7-1+debl2u8)
Setting up libreoffice-draw (4:7.4.7-1+debl2ug)
!Setting up libreoffice-help-common (4:7.4.7-1+deb12u8)
@ Appearance ‘Setting up libreoffice-gnome (4:7.4.7-1+debl2u8)
setting up libreoffice-impress (4:7.4.7-1+debl2u8) +
A Notifications |Setting up libreoffice-base-core (4:7.4.7-1+deb12u8)
Setting up libreoffice-help-en-us (4:7.4.7-1+debl2us) O
Q, Search ‘Setting up python3-uno (4:7.4.7-1+debl2u8)
Setting up libreoffice-calc (4:7.4.7-1+debl2ug)
0 Multitasking Setting up libreoffice-writer (4:7.4.7-1+debl2u8)
Processing triggers for gnome-menus (3.36.0-1.1)
Processing triggers for libc-bin (2.36-9+debl2ul®@)
88 Applications  |Processing triggers for man-db (2.11.2-2)
Processing triggers for shared-mime-info (2.2-1)
W Privacy Processing triggers for mailcap (3.7@+nmul)
Processing triggers for fontconfig (2.14.1-4) o
@ Online AccountiProcessing triggers for desktop-file-utils (@.26-1)
Processing triggers for hicolor-icon-theme (8.17-2)
<& Sharing root@debain:~# sudo realm join --user=Administrator yuelianghan.acca +
realm: Already joined to this domain
root@debain: ~# I |‘
il S TR o Do o 1 )l AL
2.3.2
vboxuser@debain: ~ Q =

‘oot@debain:~# sudo systemctl restart isc-dhcp-server

udo systemctl enable isc-dhcp-server

udo systemctl status isc-dhcp-server

sc-dhcp-server.service is not a native service, redirecting to systemd-sysv-i

all.

Xecuting: /lib/systemd/systemd-sysv-install enable isc-dhcp-server
isc-dhcp-sexrver.service - LSB: DHCP server

loaded (/etc/init.d/isc-dhcp-server; generated)

active (running) since Mon 2025-85-12 18:47:21 BST; 412ms ago

Loaded:
Active:
Docs:
Tasks:
Memoxy :
CPU:
CGroup:

man:systemd-sysv-generator(8)

18:
18:
18:
18:
18:
18:

47
47:
47
47:
47
47:

1 (limit

4.0M

19ms

/system.slice/isc-dhcp-server.service

L7641 sx/sbin/dhcpd -4 -q -cf /etc/dhcp/dhcpd. cont enp@s3

19 debain systemd[1]: Starting isc-dhcp-server.service - LS5B: DH(
19 debain isc-dhcp-server[7628]: Launching IPv4 server only.

19 debain dhcpd[7641]: Wrote 1 leases to leases fTile.

19 debain dhcpd[7641]: Server starting service.

21 debain isc-dhcp-server[7628]: Starting ISC DHCPv4 server: dhcg
21 debain systemd[1]: Started isc-dhcp-server.service - LSB: DHCE

1-16/16 (END)
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debain@debain-VirtualBox: ~

: 5 realm list
uelianghan.acca

type: kerberos
realm-name: YUELIANGHAN.ACCA
domain-name: yuelianghan.acca
configured: kerberos-member
server-software: active-directory
client-software: sssd
required-package:
required-package:
required-package:
required-package:
required-package:
required-package: samba-common-bin
login-formats: %U@yuelianghan.acca
login-policy: allow-realm-logins

: 5 sudo realm join --user=Administrator yuelianghan.acc

sudo] password for debain:
ealm: Already joined to this domain

e |
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a= SwanseaFiles (E)) Properties

Al cod Tho

Permissions for E

Share Pemissions

GI"OIJD or user names:

a j brown {j brown @yuelianghan.acca)
o.zavala (o.zavala@yuelianghan.acca)

a k.campbell (k.campbell@yuelianghan.acca)

a h.nelson {h.nelson@yuelianghan.acca)

2 | alvarado { alvarado@vuelianghan.acca)

esi

& s.clark (s.clafk@yuelianghan acca)
EH DEBAIN (YUELIANGHAN\DEBAINS)

< >
i Add.. | | Remove
Permissions for b.white Alow Deny
Full Control O
Change O
Read [
| ok || Cancel | Boply
| Close [ Cancsl Apoply
4.1
E IS t‘ }Q
mol Tl
Permissions for E
Share Permissions
Group or user names:
a n.nolan {n.nolan@yuelianghan acca) ~

CDEBAIN-VIRTUALE (YUELIANGHAN\DEBAIN-VIRTUALH

4.2

2 Admiristrator i
< >
| Add. ] | Remaove |
Pemmissions for
DEBAIN-VIRTUALB Allow Deny
Full Cortrol O (|
Change Il Il
Read O
[ ok ][ Camcd || gl



VM VirtualBox
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