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3000 words on the following topics:

Transmission Control Protocol — how it operates and endeavours to
guarantee delivery of data. What is the three way handshake and the
so-called “Two Generals Problem”.

The Transmission Control Protocol (TCP) is one of the two main Transport layer protocols of the Open
Systems Interconnection Model (0SI). The main function of the Transport layer is the transfer of data
between two nodes (devices) on a network and lies between the session layer (where a connection is
established) and the network layer (which defines how packets are sent from one node to another)
[2]. The purpose of the Transmission Control Protocol (TCP) is to provide reliable, in-order, byte-
stream transmission service for networked applications [1]. The protocol endeavours to achieve this
by first establishing a connection between the nodes in a process called the “three-way handshake”,
in which the terms and conditions of the pending exchange are negotiated. The data packets transfer
is then meticulously executed by labelling and sequencing them, and by closely monitoring the
overall process to ensure no data loss occurs. At the start of a transmission, the first three exchanges
between a client and a server are critical for establishing the details for how the rest of the data
exchange will be completed (there is no data sent at this stage, just ‘meta-data’ called a header. The
initial client request is labelled SYN - the client sends a request for data exchange detailing certain
parameters/options they are able to support for the exchange such as the source and the destination
port numbers, the initial sequence number (ISN) for labelling the sequence of packets, the window
size (the size of packets the receiving party can handle determined by its cache-size), maximum
segments size (MSS, the maximum length of the data field), the maximum transmission unit (MTU),
etc. The initial response from the server (SYN-ACK) acknowledges the client’s request and advertises
in turn the terms and conditions for the exchange the server is able to offer. The final confirmation of
the conditions for the exchange come from the client (ACK) and are followed by the actual data
transfer. Any irregularities in the exchange are monitored via mechanisms such as packets sequence
numbers and checksums (the meaning behind the term ‘in-order’), until the end of the transmission
is reached and a FIN flag is sent. At any point of time during the exchange, a request for a reset (RST)
can also be sent, usually to indicate that something has gone wrong, meaning that if the whole
process is to continue, then it must be restarted first, and re-negotiated [3][4]. Despite all the
facilities for error checking that TCP offers to ensure that the data is delivered reliably, there is still a
possibility that some of it may get lost. This challenge is demonstrated by the so called ‘two-generals
problem’ [9]- a simplified example of a Byzantine failure on consensus in synchronous systems [8]. In
this example, a communication problem is presented in which two generals from the same attacking
army are trying to coordinate an attack, while being separated in two valleys by the opposing forces.
The only mode of communication is by sending messengers, who could be captured, resulting in the
message not reaching its destination. The paradox is that there is no straight-forward way of deciding
how both sides can be 100% confident that the communication was successful and resulting in both
sides attacking simultaneously. Similarly, TCP cannot guarantee 100% failure-free transmission, and
these challenges must be acknowledged when considering the expectations of data transmission in
fault-tolerant systems.




The impact of the maximum transmission unit (MTU) size on the
transfer of data. You should consider associated factors such as size of
the protocol data unit (PDU)

The Protocol Data Unit is the generic name for the data unit (message, packet, segment, frame) that
is passed through the different layers of the OSI model [2]. Each layer will add and remove
information from the PDU respectively.

As discussed earlier, when a device (node) on the network is requesting a connection through TCP, it
advertises its window size to indicate the maximum data packet size it can handle; It also has a
maximum segment size (MSS) to indicate the maximum size for the data part of a packet (minus the
header) [1]. A network channel, on the other hand, has a MTU — Maximum Transmission Unit,
determined by the bandwidth of data flow it can transfer.

One of the problems in network data transmission is that multiple messages (PDUs) will be travelling
at the same time through the same network links, which may lead to collision, congestion and errors.
Considering the potential variations in the connection channels between one node and another, a
transmission over a network is ultimately a black-box process [5]. Instead of relying on data-link
switched to repeat buffer feedback to indicate congestion, TCP has end-to-end flow-control
mechanisms to ensure that the data transmission is fault-tolerant [10].

During transmission the source device/server on a network will be gradually increasing the packets
window in a drive for efficiency (faster transfer), until the network becomes congested, and a packet
is lost/dropped. While the User Datagram Protocol (UDP) protocol trades off error-handling for ‘best-
effort’ but faster mode of transport, TCP endeavours to prevent data loss and guarantees the
delivery of data with an in-built congestion control and congestion avoidance mechanisms [2]. TCP’s
active queue management prevents some of the negative consequences of queue overflows and the
reliance on buffer overflow as the only measure of congestion [5]. What needs to be considered is
how critical is the data in transit and how sensitive is an application to a data loss.




Synchronicity and asynchronicity in network protocols. Consider the
sort of applications you might use with each. Consider I/O dispatch

models.
What is synchronicity and asynchronicity?

Traditionally, almost all input/output requests within a single-core fetch-decode-execute systems are
synchronous in nature — operations are performed sequentially, with the application standing idle
while the input and output are ongoing, waiting for a confirmation if they were successful or not
{von Neuman’s architecture). Less common are the synchronous I/0O requests-those that can be still
in progress while the application thread continues, i.e. they will run in parallel [14]. The hardware
limitations and the demand for more processing power forced the industry to seek different system
architecture solutions such as multi-core processing, parallel computing, distributed, and
interconnected/network-based systems [10]. Both of these models are still present in a higher-level
systems architecture where devices and applications need to communicate and transfer data over a
network, albeit in a different ratio [15]. The elements typically present in such systems are multiple
processes, inter-process communication, disjoint address spaces and collective goal, therefore how
all these come together is critical for their overall performance (and achieving this common goal) [8].
Network Protocols define the rules of how applications communicate with each other, and these are
normally implemented through sockets as interfaces for exchanging information [16]. An application
may require that the rules of communication to be synchronous, because the sequence of exchanged
messages is important, or it is critical that they are all received. In such cases, protocols that provide
more reliable exchange of data are suitable, such as SDCL at the data-link layer, TCP at the transport
layer, or SOAP at the application layer. Among the characteristics of synchronous protocols are: use
of external synchronous clocks, use of synchronous processes in a lock-step approach, use of
bounded-delay channels, message order between the client and the server are the same, messages
are only sent when the receiving party is ready to receive them [8]. Applications that would require
such communication model focus on reliability and durability, for example banking systems, process-
control industrial systems, medical systems. On the opposing end of the spectrum, we find
applications that require quick-response and fast-performance, where speed is more important than
reliability and checking the data integrity [8]. These systems are usually real-time, such as gaming or
streaming services, data tends to flow in one direction at a time (half-duplex) and among the
protocols used are UDP at the transport layer, IMAP or POP3 at the application layer.

Most of the time there are no purely synchronous versus purely asynchronous applications, but
instead are the result of a careful consideration on challenges such as the degree of synchronisation,
the network topology and how are the processes connected, what is the level of knowledge between
processes, how are failures and time synchronisation handled, how is the system availability, mutual
exclusion and leader election handled, as well as the system’s replica management.




Interoperability for networked application and how it is best achieved.

Defining interoperability can prove to be a challenging task. At a high-level it can be interpreted as
having two or more diverse systems communicating, sharing resources and working together to
achieve a common goal [7]. Within the context of networked applications interoperability can be
seen as the implementation of loosely coupled systems approach — the outsider has the perception
of interacting with a singular system with a high degree of external interoperability, while internally
the individual system elements, different sub-systems, or separate entities are kept private and
isolated from one another and data, resources and communication are exchanged through interfaces
[11]. At application development interoperability can be seen in the concepts of encapsulation and
inheritance in object-oriented programming (OOP) where entities private attributes are only visible
or accessible to the rest of the overall system through public methods; and the Liskov principle of
being able to replace any sub-class with its base class without any change of behaviour [13].

Interoperability can be also defined within different contexts and levels of abstraction —are we
purely concerned with technical interoperability (at infrastructure and protocol level), or syntactic
interoperability (data formats encoding), or semantic interoperability (understanding the information
that is exchanged), or organisational interoperability (the ability to effectively communicate and
share resources to achieve a common goal at organisational level) [12].

The net-centric approach interprets interoperability as “software applications and internet-based
information services that are distributed over a globally-spread environment comprised of
interoperable computing and communication components that aim to achieve optimal use of
resources” [p.2, 11]. However, if some of the challenges that face interoperability are that system
parameters change frequently and are difficult to predict, that systems must remain operational at
multiple organisational levels, and that exchanges are complex and often use proprietary, custom
interfaces, where do we draw the line on system boundaries and how can we ensure consistent and
reliable behaviour? Measuring and achieving interoperability can prove therefore equally
challenging. Cloud computing can be seen as a practical implementation of interoperability — services
are scalable, resilient, accessible, and on-demand. It appears logical therefore to measure the level of
system interoperability through the following parameters: how easy is to add new elements; can the
order of the elements be changed; how easy is to change the structure/the names of the elements;
can elements be omitted? [11]. It would also appear that the exact challenges described above have
driven the current interoperability solutions towards the use of application programming interfaces
(AP1s)? After all, they are described as self-contained, modular packages that provide useful and
independent functionality that when combined together allow software application to be
constructed as interoperable, standard-based services with well-defined interfaces and layers, and
making better use of operational and technical standards [11]. That is, until even better solution is
found in this apparent continuum of pendulum-like sway of changes from centralisation to de-
centralisation and back.
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