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1) For Sound Password Principle, there are a few aspects to cover. The main ways passwords are cracked are because of easy to guess passwords, like “12345” or “qwerty”, security questions with easy answers, such as a child’s or a pet’s name, using the same or a similar password on multiple accounts or what is known as social engineering, the act of manipulating a person into handing over their passwords and other sensitive information, this is most often done by pretending to be a staff member or official and convincing a user to share the information for security purposes, akin to a scam call. 
There are various methods to protect against these, some of which are remarkably simple, one of the simplest is to simply use a Strong and Long Passphrase, not a word but a random collection of letters, numbers and other symbols to increase the number of viable options that your password could be and thus make it impossible to be brute-forced using something like a dictionary attack, where common words and phrases are tried in hopes of breaking in, this method succeeds more than one might think simply due to how common some passwords are.
Another method of protection would be to use what is known as Two-Factor Authentication, something that is common these days and is also very simple in its concept. Referred to as 2FA, it is simply the use of another type of authentication, such as sending a user a one-time use code through a text or e-mail to prove who they are. This helps by making it so that just gaining the password is no longer enough for an attacker to have access to an account.
Yet another simple concept for strong password security is to use a unique password for every account, as this means that losing one password doesn’t compromise the rest of them.

In today’s modern age, most people are aware of these, and yet accounts are still hacked for a very explainable reason. That being that most people are lazy when it comes to online security, seeing a lot of the methods to secure passwords as annoying and time-consuming. Thus, a focus needs to be given to the ease of these methods, 2FA is likely one of the least annoying methods that can be used and are likely why it has become so popular, especially as most people own a smartphone these days. 
Another aspect to consider which seems somewhat paradoxical in its nature is to keep your systems as offline as possible. By “Offline” I simply mean disconnected from the internet and functioning off an internal network, this helps reduce the number of chances an external attacker has to gain entry into your system.
No system is perfect but implementing any of these actions should help to make your systems more secure.
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