Volodymyr Kovalenko		Learning in the digital era
Introduction: 
 I have been asked by security chief of Che-Si to design and create the framework and provide possible explanations towards the attacks and vulnerabilities that could happen towards the framework.
Vulnerabilities and threats of framework
One of the attacks that could happen on the framework would be the Dos or DDos attack, so basically what it does is shutdown the system or overloads to the point where it just doesn’t function. This is quite bad from the framework, as if the framework will go down, it would not be able to operate, and that can bring problems to security chief of Che-Si. Another potential attack, that’s possible to happen on the framework would be the malware attack which is the most common and one of the worst to ever experience due to the fact that the malware attack actually steals the personal information from the person. Considering that multiple people would be on framework, that mean that them and others could have been impacted by this attack and lose their credentials which would cause a lot of problems. Both these attacks can be executed on every platform, so it is very important to defend the framework from these threats. 
Moving the framework, has to be secured and private, as if it is public then one of the possible vulnerability can kick in, which will be public interruption or wireless network interruption, which basically means that people outside of the business area would be using it too, and due to massive use of the IP addresses and data, the framework will be much slower for the people. The other vulnerability that should be consider, is the outdated software, the software that is outdated is a serious cause, as it is less secure than the up to the date one, which exposes the framework to all different threats. Finally, the vulnerability that can be explored by others if not treated correctly, will be the weak firewall and the use of the free antivirus, under business circumstances, the fully paid antivirus membership is the must, as it offers more protection for the framework and the user, also the antivirus has to up to date as well, for its maximum affection. 

Solutions for the network
To avoid all of the above threats and vulnerabilities, as mentioned previously all of the software and hardware drivers has to be up to date, otherwise it would be too slow and not really secure or reliable, the other things that I would recommend to do, is to get someone exploit the system, and then based on the feedback cover all of the threats that could arise this way, when the attack will happen the framework will be already secured from the threats. Also, strengthen the wireless network router and the provider, in order to maximise the impact in door of the framework, as if it will be accessed outside it will slow down the framework and also the attack could come from wireless router as well, so strengthening it, is really important.




An example of the attack, using the Ubuntu 
I’ll be using the man-in-the-middle attack which basically allows to intervene the connection between different users, and pretty much see and access everything that they do 
So firstly, I would use this command 
[image: ]
To connect myself Using the -I part to the other host which would be -t and the IP address, after you typed the command it will start collecting different data 
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After that I have started, linking my IP address to the Ip address of the host, so that I could see what he’s doing 
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After that I launched the command, and it started doing the same thing, but sharing the resources with me 
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Finally, I would use the Driftnet to monitor, the device and the command ulrsnarf to displayed it in the command prompt, as the result it will look like this 
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This is one of the attacks that could happen on the system, and as it shows, it can monitor all of the activity that the user does, which can be used against the security chief of Che-Si as an example, and that’s how you can monitor the activity of the user through the framework, if it doesn’t get taken care off. 





chief
Digital signatures importance of them
The possible importance of the digital signatures is very significant, due to the fact, that the computer is not able to copy them, this is very important if you sign a contact or something, if for example  the framework has been created and designed, and then the chief of Che-Si signs it, then it shows that it has been approved and it is the legit contract that states that this person owns this framework, however with the all of the possible digital attacks that are happening it is possible that they could hack into the system, but if they try and take the rights of this framework to themselves by for example copying the contract, then they will not be able to get far, as the computer cannot recognise or fake the signatures, which make the contract very secured. The way that this can be used or implemented into the framework, is by storing all of the contracts within the system, but thanks to the digital signatures the chief won’t have to worry about them too much, as previously mentioned there will be secured. 

Upgraded/updated version of the framework
The way that the framework could be updated to its best performance, mitigating it’s flaws such as staffs personal data, and the way that the person can do that is by improving the security and strength of the system, by getting a better firewall as ana example, in order to secure the staff from the hackers and scammers. Privation of the email, so the email of the user would be private, which would help with phishers and scammers trying to trick the person. Furthermore, protecting the data of the customers now, coming from the business prospective in order to keep the framework upgraded, the client’s data would be encrypted and the way to decrypted would be up to the stuff that use framework. 
Another way to upgrade and keep the customers/client’s data and the staff data is by creating a backup that would be filled with honeypot, what it does is lures the hacker in and then traps him there keeping the data safe, just like that it would help keeping framework safe, as even if it doesn’t get accessed by others if it does crash, the staff would be able to recover the proper version without wasting too much time recovering it. 

Conclusion 
In the conclusion, these are the vulnerabilities and threats that the security chief of Che-Si needs to watch out for, as these would be the most common and the most dangerous once, and the ways to prevent it would be based around ways that I have told, and showed.
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