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[bookmark: _Toc235526820]Abstract
Artificial Intelligence (AI) and Machine Learning (ML) are increasingly being adopted across sectors such as healthcare, finance and the public sector to improve decision-making, efficiency and analysis of data. While these technologies can provide organisational benefits, they also introduce security, ethical and governance challenges that extend beyond traditional controls. AI systems present risks including model theft, prompt injection, data poisoning, privacy breaches and regulatory non-compliance, highlighting the need for effective governance of AI and ML systems. This research examines the governance of AI and ML systems by exploring key security risks, ethical considerations and regulatory requirements, including the General Data Protection Regulation (GDPR) and the European Union Artificial Intelligence Act (EU AI Act). It also evaluates recognise governance frameworks including ISO/IEC 42001, ISO/IEC 27001, NIST Artificial Intelligence Risk Management Framework (NI AI RMF) and NIST Cybersecurity Framework 2.0. The paper concludes with recommendation for organisations that are seeking to implement AI and ML technologies securely, ethically and in compliance with the evolving regulatory requirements.
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I. 
II. [bookmark: _Toc235526822]Introduction
This research paper investigates the rapidly increasing adoption of Artificial Intelligence (AI) and Machine Learning (ML) in organisations and how they rely on AI for data-driven decision-making and efficiency. Across sectors such as finance, healthcare and the public sector, AI technologies are increasingly being integrated into organisations to analyse large volumes of data, identify patterns and support business decision-making.
Despite the benefits that AI brings to organisations and businesses. AI introduces security and governance challenges to data and the need for governance that cannot be addressed through technical protection alone and require a robust governance, risk and organisational oversight.
AI systems introduce risks including data poisoning, model manipulation, privacy breaches and non-compliance. These highlighted risks demonstrate the need for robust AI governance to ensure that AI systems are secure, transparent in their decision- and can be held accountable with evolving legislation such as the General Data Protection Regulation (GDPR). [1] [2]
This paper examines the governance of AI and Machine Learning systems by exploring the security risks, regulatory and ethical challenges, and governance frameworks that support secure and responsible AI adoption. It concludes by evaluating the current approaches and presenting recommendations for organisations that are implementing AI technologies into their business model.



III. [bookmark: _Toc235526823]AI Governance and Machine Learning
AI has become an important part of modern businesses and organisations by supporting decision-making, efficiency and automating tasks. Many organisations now use AI systems to analyse large datasets and identify any trends and provide insights that would be time consuming for humans to produce. Machine Learning (ML), which is a subset of AI, allows these systems to learn from the historical data and improve their performance over time with little to no programming for every possible scenario.
As organisations are becoming more reliant on these technologies, the importance of governing these systems has grown. AI governance refers to the policies and processes that control AI systems to ensure that they are developed, deployed and managed in an ethical and responsible manner.
Rather than focusing on the technical aspects of AI, governance establishes the accountability and manages organisational risks to ensure that the AI systems remain transparent, trustworthy and compliant with legal requirements. [3]
AI systems are continuously learning from data which means that their behaviour and outputs can change over time. While this provides a business benefit, it also introduces new risks that require ongoing oversight. Poor quality data and the lack of governance can lead to inaccurate results, biased decision-making or security vulnerabilities that can affect both the organisation and their customers. This alone demonstrates that AI governance extends beyond the technical security controls by ensuring that AI and ML systems remain reliable throughout their lifecycle.
Effective AI governance requires an ethical and transparent collaboration between senior leadership and cybersecurity professionals to ensure that AI systems remain secure and aligned with organisational objective and legislation such as the EU AI act. [4]


IV. [bookmark: _Toc235526824]The Security Risks in AI Systems
A. [bookmark: _Toc235526825]Data Poisoning
One of the biggest security risks affecting AI systems is data poisoning. The AI and ML models heavily rely on the quality of data that is supplied during training. If attackers or even members of staff supply or manipulate data that could be considered malicious into the training dataset, the model may learn incorrect patterns and produce inaccurate results. Unlike tradition cyber-attacks that target the vulnerabilities in software, data poisoning attacks focus on corrupting the information that the AI systems depend on. [5] 
For businesses and organisations operating in sectors such as finance, data poisoning can have long lasting consequences. An AI model that was designed to assess financial risk or fraudulent transactions could start making incorrect decisions if it’s training data has been poisoned. This could result in financial loss to the business and reduced customer trust by the name image being damaged. Therefore, organisations should implement strong data validation and governance procedures and monitoring to ensure the integrity of the data given to the model.
B. [bookmark: _Toc235526826]Prompt Injections
As AI has been widely adopted, the increasing use has introduced new security risks. One of the most common risks being prompt injection. Prompt injection occurs when an attacker prompts the AI with a set of crafted instructions that can manipulate the behaviour of the AI or in some case, bypass its safety controls. 
C. [bookmark: _Toc235526827]Model Theft
AI models take a lot of time, investment and financial resources. Model theft occurs when attackers gain unauthorised access to the trained AI model and they either copy or extract its functionality for either their own benefit or for financial gain. Stolen models can be sold to competitors to use to their own advantage to avoid the cost of developing a similar system themselves. [6]
For organisations developing their own proprietary AI or ML to assist with decision-making, model theft can result in the loss of the intellectual property and potentially a competitive advantage. Financial organisations may also face increased risks if attackers are able to analyse weaknesses from previously stolen models that can then be exploited into their model. Protecting AI models require strong access controls, encryption, continuous monitoring and a strong secure cloud environment to prevent any unauthorised access.


D. [bookmark: _Toc235526828]Privacy Leakages
AI and ML systems are consistently processing large quantities of data; this could be personal data of customers or confidential information for the business. If this information is not adequately protected by the organisation, the organisation could experience privacy breaches or accidental data leakage by outsider attackers or insider threats. This risk has increased due to the widespread adoption of AI tools such as ChatGPT, Google Gemini and Microsoft Co-Pilot where employees may unknowingly upload sensitive organisational data. With these tools being open to the public, they are out of the organisations control with little to no way to remove the data. [7]
Privacy breaches can result in a long legal and financial consequence that can have the knock-on effect of reputational damage. This goes particularly for organisations operating under the regulations such as GDPR. To reduce this risk for the organisation, they should establish a clear AI usage, policies, restrict the use of unauthorised AI applications and classify the difference between sensitive information to ensure that employed receive the appropriate security awareness training.
E. [bookmark: _Toc235526829]Adversarial Machine Learning
Adversarial Machine Learning involves deliberately manipulating the input data to influence and change the behaviour of an AI model. Rather than changing the AI model itself, the attackers introduce modifications to the data being analysed, causing the AI to produce misleading or incorrect outputs while appearing to function as intended. [8]
This form of attack can affect businesses and organisations that heavily rely on AI for decision-making, cybersecurity monitoring, fraud detection and other forms of analysis. Even small changes to the inputted data for the AI to train on may result in reduced model accuracy or incorrect forecasts. Organisations can reduce the risk of these attacks by monitoring the model’s performance and implementing secure development practices throughout the model’s lifecycle.
F. [bookmark: _Toc235526830]Shadow AI
Shadow AI is the use of AI tolls without the approval or knowledge of the business or organisations IT or security team’s permission. For example, the in-house AI may need privileged access so employees may use publicly available AI such as ChatGPT, Google Gemini or Grok. By doing this, the free tools are not governed and are outside of the business’ control and will lack the security that is in place. [9] 
The use of unauthorised AI applications increases the chance of confidential information being shared with third parties, creating risks with data protection and compliance. Organisations should establish acceptable use policies of AI tools that are made for the in-house model and a separate acceptable use policy of AI tools that are accessible to the public and educate employees about the potential risks with using unauthorised AI tools.
V. [bookmark: _Toc235526831]The Ethical and Regulatory Challenges
With the increasing adoption of AI, it has introduced a wide array of ethical and regulatory challenges that businesses and organisations must consider carefully when adopting. While these systems provide a business benefit, they also possess the potential to make decisions that are hard to understand, inconsistent or unfair choices if they are not appropriately governed. Organisations must ensure that AI systems are not only secure but also that they are transparent, compliant and accountable with the current legislation.
As the technologies are becoming more involved in business processes and decision-making, organisations have the responsibility to assure that the AI system operates fairly and does not negatively impact employees, customers or any stakeholders. 
Effective AI governance requires organisations to balance and innovate with the ethical responsibility while maintaining compliance with evolving regulations such as GDPR and the EU AI act. [10] [1] [2]
A. [bookmark: _Toc235526832]Algorithmic Bias
The main ethical concern that surrounds AI is algorithmic bias. AI and ML systems rely on historical data to identify patterns and make predictions. If the datasets that are supplied to the training model contain any biased or inaccurate information, the system may learn these biases and continue to make unfair decisions. [11] This can affect sectors such as healthcare, finance and recruitment where AI systems can influence decisions that would affect the individuals. 
For businesses and organisations, biased AI systems may result in reputational damage, legal consequences if the decisions made cannot be explained or justified and discrimination. To reduce this risk, organisations should regularly test the AI and ML models for bias, validate the training dataset that the models are learning from and ensure that the data supplied is diverse through the models’ development. Organisations should also investigate any potential human oversight to identify any biased outputs before any impact business decisions are made.
B. [bookmark: _Toc235526833]Transparency
Transparency is a key component of effective AI governance as businesses and organisations should be able to understand how AI and ML systems make their decisions. [12] Unlike traditional software packages, some AI models operate as a separate entity, making their reasoning difficult to explain. This lack of transparency can reduce the trust in AI systems and make it problematic for organisations to justify any important business decision-making to their customers, stakeholders or regulators.
Implementing techniques to improve transparency by providing a better visibility into how AI and ML models generate their outputs. By ensuring decisions that are made by the model can be explained and reviews, organisations can better position themselves to identify errors, comply with regulatory requirements and demonstrate accountability which in turn will help with their reputations with stakeholders and customers.
C. [bookmark: _Toc235526834]Accountability
As businesses and organisations are becoming more reliant on AI technologies, accountability remains one of the most major governance principles. Although AI systems can automate decision-making, responsibility for those decisions should always remain with the organisation itself instead of solely remaining with the AI model itself.[13] Senior management, software developers and system owners bust ensure that the AI systems are designed, monitored and maintained responsibly throughout its lifecycle. 
Clear governance structures must define who is responsible for the AI’s development, deployment and monitor any incidents. By establishing clear accountability, organisations can respond more effectively to any security incidents that occur. With accountability being established the organisation is there for react more appropriately with regulatory investigations and system failures while maintaining confidence in the use of AI technologies.
D. [bookmark: _Toc235526835]GDPR
The General Protection Regulation (GDPR) establishes the legal requirements for businesses and organisations that process personal data within the European Union, while the United Kingdom follows with their own version called United Kingdom General Data Protection Regulation (UK GDPR). [1] [2]
As AI systems are frequently relying on large  datasets that could contain personal information, organisations must ensure that the personal data is collected, processed and stored in accordance with the GDPR principles, including lawfulness, fairness, transparency and data minimisations.
Failure to comply with GDPR can result in significant financial penalties and reputational damage to the company. Organisations implementing AI technologies therefore conduct Data Protection Impact Assessments (DPIAs), implement security controls and sure that any individual rights are protected throughout the model’s lifecycle. Integrating GDPR into the governance of AI enables the organisation to reduce and privacy risk while also demonstrating compliance with regulatory requirements.

E. [bookmark: _Toc235526836]EU AI Act
The European Union Artificial Intelligence Act (EU AI Act) is the world’s first legal framework designed to regulate the use of AI systems. This legislation introduce a risk-based approach by classifying AI systems according to the level of risk they present to individuals and society. High-risk AI systems include those used within the financial services, healthcare and critical infrastructure are subject to stricter governance requirements. [10]
The EU AI Act requires organisations to implement a risk management process and maintain appropriate documentation, ensure human oversight and to continuously monitor AI systems after its deployment. As businesses and organisations are increasingly adopting AI technologies, compliance with the EU AI Act will become an important component of AI governance, particularly for organisations and businesses operating within European Markets.
F. [bookmark: _Toc235526837]Human Oversight
Although AI systems can automate tasks, they should not operate without human oversight[14]. Human oversight ensures that any AI-generated decisions are reviewed, challenged and then correct where needed, reducing the likelihood of incorrect or potentially damaging outcomes. Maintaining the human involvement is important when the AI systems are being used to support decisions that could affect employees or the organisations operations.
Rather than replacing human decision-making, AI should be viewed as a tool that assists and supports employees by providing insights, recommendations and suggestions. Organisations should therefore establish governance processes that define when the need for human intervention is required, ensuring that AI systems remain aligned with the business objectives, ethical principles and regulatory obligations.


VI. [bookmark: _Toc235526838]
 AI Governance Frameworks
As AI continues to become more adopted into organisational processes, recognised governance frameworks provide organisations with a structured guidance for managing AI responsibly and securely. These frameworks support the organisation by establishing the principles, risks management process and compliance requirements throughout the AI model’s lifecycle.
There are several governance frameworks that are available, each focusing on different aspects of AI governance. The National Institute of Standards and Technology (NIST) AI Risk Management Framework provides guidance for assessing, identifying and managing AI-related risks while also supporting trustworthy AI systems. In comparison, ISO/IEC 42001 introduces an AI Management System that enables organisations to create a formal governance process and demonstrate continuous improvement. There are other existing information security frameworks, such as ISO/IEC 27001 and the NIST Cybersecurity Framework 2.0.  [15] [16]
Rather than relying on one framework and sticking with it, organisation should consider the idea of combing aspects of governance stands that align with their business obligations and business objectives 
VII. [bookmark: _Toc235526839]
 Evaluation of AI Governance Frameworks


	Framework
	Primary Focus
	Strengths
	Limitations

	NIST AI RMF
	AI risk management
	Flexible, risk-based, practical
	Not certifiable

	ISO/IEC 42001
	AI management system
	Formal governance, certifiable
	Is a newer standard and due to it being newer, there are few examples showing its implementation

	ISO/IEC 27001
	Information security management
	Well established security controls
	Not AI specific but is an industry standard

	NIST CSF 2.0
	Cyber security governance
	Broad organisation wide security framework
	Supports AI but not directly, more for general cyber security instead of AI first


Figure 1
Each AI governance framework provides organisations valuable guidance, however no single framework fully addresses every governance challenge associated with AI technologies. The NIST AI Risk Management Framework (NIST AI RMF) offers a more flexible and practical approach to managing potential AI-related risks. This makes it particularly suitable for organisations seeking to integrate AI governance into their existing risk management process. However, because it is guidance rather than a certifiable standard, implementation varies between businesses.
ISO/IEC 42001 has a more structured approach by introducing an Artificial Intelligence Management System (AIMS) that is certifiable for organisation. Unlike the NIST AI RMF, it establishes formal governance processes, responsibilities and continuous improvement throughout the AI model’s lifecycle. However, as the standard was only recently introduced at the end of 2023, there are fewer implementation case studies and examples of best practices when implementing available to learn from.
Although ISO/IEC 27001 was developed for information security management instead of AI governance, it provides a strong foundation for protecting AI tools and the data they process. Although limited in the fact that it does not specifically address AI-specific challenges such as model bias or AI lifecycle governance, it has controls that relate to risk management, access control, incident response and is continually being improved to make it highly relevant to consider.
NIST Cybersecurity Framework (CSF) 2.0 supports organisations by providing an extensive governance framework built around governing, identifying, protecting, detecting, responding and recovering. However, as the framework is cybersecurity focused on cybersecurity governance, it does strengthen the cybersecurity around the AI systems.
Overall, no individual framework provides the complete packs when it comes to governance, ethical and security challenges associated with AI. NIST AI RMF provides a guidance for managing AI risks, while ISO/IEC 42001 introduces a certifiable and structured governance model. ISO/IEC 27001 and NIST CSF 2.0 strengthen the wide security and governance environment that supports AI systems but were not designed specifically for AI governance. Therefore, businesses and organisations would benefit from combining these frameworks rather than relying on one standard. By doing this, it creates a layered approach which would provide a stronger governance, improve regulatory compliance and enable the organisation to manage AI risks throughout the model’s lifecycle.



VIII. [bookmark: _Toc235526840]Recommendations
Businesses and organisations should adopt a layered AI governance approach that combines the recognised governance frameworks. Rather than relying on a single framework, business and organisations should combine ISO/IEC 42001, NIST AI RMF and existing security standards such as ISO/IEC 27001 and NIST CSF 2.0 to provide thorough governance throughout the AI model’s lifecycle.
Clear governance structures should define who is responsible for the AI system and ensure accountability, transparency and human oversight. Businesses and organisations should also implement a regular AI risk assessments to monitor any potential model security threats, bias and establish an acceptable use policy to reduce the potential of Shadow AI and data leakage. 
Finally, continuous employee awareness training should be provided to help encourage staff to be aware of how to be responsible with the use of AI technologies while supporting compliance with GDPR and the EU AI Act.


IX. [bookmark: _Toc235526841]Conclusion
AI provides organisations with a wide array of opportunities to improve decision-making, efficiency and innovation, but it also introduces new challenges such as new security, ethical and regulatory challenges. This research has shown that risks such as data poisoning, model theft, adversarial attacks, privacy breaches and Shadow AI require governance that extends beyond technical controls.
Effective AI governance relies on a clear business or organisational accountability, transparency, compliance, human oversight and the adoption of governance frameworks. As AI continuously evolves, business and organisations should implement a multilayer governance approach that combines security, risk management and ethical principles throughout the model’s lifecycle.
By doing this, businesses and organisations can adopt AI technologies responsibly while maintaining trust with the stake holders and public, protecting sensitive information and supporting long-term business resilience.
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[bookmark: _Toc235526844]Introduction
As the newly appointed Chief Information Security Officer (CISO) at Aegis FinTech Innovations Ltd, the startup company founded in London that is currently developing an AI-Powered financial analytics platform. This Proposal and Implementation Plan for the executive board outlines the strategic approach to establish the new unit. 
The proposal is based upon a research paper that will be referenced throughout the plan to help demonstrate the plan moving forward with its data driven approach.
Aegis FinTech is looking into expand its services into the European Union but must address the increasing cybersecurity threats, including ransomware while ensuring compliance with GDPR and Digitall Operational Resilience Act (DORA). 
This proposal presents several work streams that collectively strengthen governance, technical security, regulatory compliance and organisation wide resilience. 
This proposal has also considered that the UK Government reports that the proportion of financial institutions that have experienced ransomware attacks has increased from 35% in 2021 to 65% in 2024. 






[bookmark: _Toc235526845]
Work-Stream 1: Organizational Design & Resourcing

Figure 2


[bookmark: _Toc233128588][bookmark: _Toc235526846]Chief Information Security Officer
· Policy ownership
· Risk assessment oversight
· Incident coordination
[bookmark: _Toc235526847]Security Operations Manager
· Manage the Security Operations
· Monitor security events and coordinate incident response
· Oversee threat detection
· Produce security reports and metrics
[bookmark: _Toc235526848]Cloud Security Architect
· Design and maintain secure cloud infrastructure
· Implement Zero Trust and cloud security controls
· Review cloud configurations to prevent misconfigurations
· Ensure cloud environments comply with GDPR and DORA

[bookmark: _Toc235526849]Dev Sec Ops Engineer
· Integrate security throughout lifecycle of the software’s development
· Automate security testing within CI/CD pipelines
· Manage vulnerability remediation before deployment
· Support application development
[bookmark: _Toc235526850]Security Analyst
· Monitor SIEM alerts and investigate flagged security incidents
· Perform routine vulnerability assessments
· Analyse threat intelligences
· Escalate incidents to the Security Operations Manager
[bookmark: _Toc235526851]Governance Lead
· Develop and maintain security policies
· Ensure compliance with GDPR, DORA and ISO standards are maintained
· Conduct internal audits
· Report governance metrics to senior management
[bookmark: _Toc235526852]Data Protection Officer
· Ensure GDPR compliance
· Conduct Data Protection Impact Assessments (DPIAs)
[bookmark: _Toc235526853]Security Awareness Officer
· Deliver security and awareness campaigns
· Conduct phishing campaigns regularly to see staffing level
· Develop training material
· Promote positive security work culture


[bookmark: _Toc235526854]Work-Stream 2: Policy Framework Development

[bookmark: _Toc235526855]Policy 1 – AI Governance & Acceptable Use Policy
· Define approved AI usage throughout workplace
· Limit AI usage depending on role
· Protect confidential data
· Ensure compliance with GDPR and EU AI Act

[bookmark: _Toc235526856]Policy  2 – Information Security Policy
· Access control
· Password standards
· MFA
· Data classification
· Encryption

[bookmark: _Toc235526857]Policy 3 – Incident Response Policy
· Reporting procedures
· Escalation
· Investigation
· Recovery
· Lessons learned


[bookmark: _Toc235526858]Work-Stream 3: Regulatory Compliance Strategy 
Figure 3
Objective - GDPR  and DORA compliance before EU market expansion
Objective 2 – EU AI Act compliance once EU market expansion
Milestone owner – Governance Lead and Data Protection Officer


[bookmark: _Toc235526859]Work-Stream 4: Technical Standards & Architecture
· Security Frameworks
· Zero Trust 
· Cloud 
· MFA [20]
· SIEM
· EDR
· CPSM
· Backups 
The proposed technical architecture adopts a layered security model base on Zero Trust principles supported by NIST CSF 2.0 and ISO/IEC 27001. Multi-Factor Authentication (MFA), Security Information and Event Management (SIEM), Endpoint Detection and Response (EDR), Cloud Security Posture Management (CSPM) and resilient back-up solution work in tandem to reduce a cyber risk, improve detection and support regulatory compliance.




[bookmark: _Toc235526860]Work-Stream 5: Strategic Risk Assessment
	Threat
	Likelihood
	Impact
	Mitigation

	Cloud Misconfiguration
	High
	Critical
	CPSM

	AI Prompt Injection
	Medium
	High
	AI Governance

	Supply Chain
	Medium
	Critical
	Vendor Assessment

	SQL Injection Attacks
	Medium
	Medium
	Prepared statements & input validation

	Insider Threats
	Medium
	Medium
	Monitor

	Human Error
	High
	Medium
	Monitor and train

	Poor Judgement
	High
	Medium
	Monitor and evaluate


Figure 4


[bookmark: _Toc235526861]Work-Stream 6: Incident Response & Business Continuity

Figure 5

	Stage
	Purpose

	Preparation
	Policies, backups, training and monitoring

	Detection
	Identify and report security incidents

	Containment
	Limit the spread of the attack

	Investigation
	Determine root cause and impact

	Remediation
	Remove the threat and restore services

	Lessons learned
	Update policies and improve for future response


Figure 6


[bookmark: _Toc235526862]Work-Stream 7: Governance & Strategic Roadmap

[bookmark: _Toc233128616][bookmark: _Toc235526863]Security Culture Objectives
· Shared responsibility
· Positive reporting culture
· Risk awareness
[bookmark: _Toc233128617][bookmark: _Toc235526864]Training Programme
· Annual training
· New starter induction
· Role-specific training
[bookmark: _Toc233128618][bookmark: _Toc235526865]Awareness Activities
· Security newsletters
· Posters
· Workshops
· Simulations
[bookmark: _Toc233128619][bookmark: _Toc235526866]Reporting Culture
· Anonymous reporting options
· Non-retaliation policy
· Recognition for reporting

Figure 7
[bookmark: _Toc233128586][bookmark: _Toc235526867]
Governance & Responsibilities
[bookmark: _Toc233128587][bookmark: _Toc235526868]Executive Management – Board and CEO
· Approve policy
· Provide resources
· Review risk reports
[bookmark: _Toc233128589][bookmark: _Toc235526869]Human Resources
· Background screening
· Employee onboarding/offboarding
· Disciplinary processes
[bookmark: _Toc233128590][bookmark: _Toc235526870]Facilities Management
· Building security controls
· Access control systems
· CCTV management
[bookmark: _Toc233128591][bookmark: _Toc235526871]Employees
· Follow security procedures
· Report suspicious activity
· Complete mandatory training

[bookmark: _Toc233128629][bookmark: _Toc235526872]Key Performance Indicators (KPIs)
· Security training completion rate
· Phishing simulation success rate
· Number of physical security incidents
· Insider threat investigations
· Visitor compliance rate
· Vulnerabilities reported and resolved
· GDPR/DORA compliance
· Privileged access revies






[bookmark: _Toc235526873]Acronym Glossary for Data Security & Compliance Assignment

	Acronym
	Stands For
	Definition & Context

	AI
	Artificial Intelligence
	The simulation of human intelligence processes by machines. In this context, it refers to the systems and data that need to be governed and secured.

	ML
	Machine Learning
	A subset of AI that enables systems to learn patterns from data and improve their performance without being explicitly programmed for every scenario.

	CISO
	Chief Information Security Officer
	The executive-level role responsible for an organization's entire security posture. The student assumes this role in the case study.

	CSPM
	Cloud Security Posture Management
	Tools that automatically identify and remediate misconfigurations and compliance risks in cloud environments (e.g., AWS, Azure, GCP).

	DPO
	Data Protection Officer
	A role mandated by GDPR for organizations that process large amounts of personal data; responsible for overseeing data protection strategy.

	DORA
	Digital Operational Resilience Act
	A key EU regulation that ensures the financial sector can withstand ICT-related disruptions. It is a core compliance requirement in the scenario.

	DevSecOps
	Development, Security, and Operations
	A culture and practice of integrating security tools and processes into the DevOps lifecycle from the outset.

	GDPR
	General Data Protection Regulation
	The comprehensive EU data privacy law that regulates the collection and processing of personal data of individuals within the EU.

	ICT
	Information and Communications Technology
	A broader term that encompasses all technologies for the communication of information, including IT. Used in regulatory contexts like DORA.

	NIST CSF
	National Institute of Standards and Technology Cybersecurity Framework
	A voluntary framework consisting of standards, guidelines, and best practices to manage cybersecurity risk. Version 2.0 is the most recent.

	SIEM
	Security Information and Event Management
	A solution that provides a holistic view of an organization's security by aggregating and analyzing log data from various sources in real-time.

	ZTNA
	Zero Trust Network Access
	A security framework that provides secure remote access based on the principle of "never trust, always verify." It is a core modern architecture to implement.
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