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[bookmark: _Toc509499064]Explanation of the term “critical system”.
Generally, there are four categories of critical systems defined by Hinchey and colleagues with different criticalities of systems categorised by their implication for failure:
· Safety critical systems are arguably most critical as they are defined as those that on failure potentially lead to deaths and serious injuries. 
· Less severe are mission critical systems whose failure means that “overall system or project objectives may not be met” [1]. This could be because of “loss of critical infrastructure” [1] or like security critical systems, the loss of sensitive data. 
· Business critical systems will lead to economic costs such as loss of business or damage to reputation on failure.
· As previously stated, security critical systems “may lead to loss of sensitive data through theft or accidental loss” [1].
[bookmark: _Toc509499065]Categorisation of heart monitoring device software in one or more of the above types, providing appropriate arguments for the categories.
If a cardiac system is to be categorised in terms of its criticality it is best to approach it in terms of its Quality of Service (QoS) requirements and derive the implication for each of the QoS requirements being failed [2]. If the implications of one QoS requirement not being met are catastrophic then the system can confidently be categorised as a hard real-time system and more likely to be safety critical whereas if there is room for some requirements to not be met, it can be categorised as a soft real-time system and is more likely to be one of the other three categories of criticality. 

It is worth examining the reliability and safety QoS requirements. Reliability is the measure of the availability of a system or how much time the system is running in continuous periods and can be measured specifically as Mean Time Between Failure (MTBF), it is the probability of failure. MTBF can be increased either by building redundancy or providing reduced functionality in case of failure.

While high MTBF makes a system more reliable, that reliability may not always be safe. In other words, a safe system that fails frequently may do so in a way that does not pose danger. When assessing safety, the system can be categorised by its risks and hazards. 

According to Leveson[3] a risk can be defined as the probability of an accident happening combined with the severity of the accident’s consequences whereas a hazard is defined as “a state or set of conditions of a system (or an object) that, together with other conditions in the environment of the system (or object) will inevitably leads to an accident (loss event)”[3].

Finally, we come to the analysis of the cardiac monitoring system itself. The use case will decide which category of criticality it belongs to. Generally, if the cardiac system is part of a life support device like a pacemaker, then it is most likely to be a safety critical system due to the consequence of QoS not being met.

However, if the device monitors the patient externally such as an electrocardiogram (ECG) or echocardiogram then the consequences of failure are not immediately life threatening. See figure 1 for a general analysis of both a pace maker component and an ECG.

	Device Name:
	Pacemaker Component
	Electrocardiogram

	QoS Requirement: Reliability
	Intermittent MTBF unacceptable.
	Some intermittent MTBF acceptable.

	QoS Requirement: Safety: Risk
	Internal electrocution due to short leading to cardiac arrest (CA).
	Negligible.

	QoS Requirement: Safety: Hazard
	Interference from electronic / magnetic devices leading to arrhythmia / CA.
	Negligible.

	Criticality
	Safety Critical.
	Mission Critical.


Figure 1 General analysis of cardiac monitor QoS by worst case.
[bookmark: _Toc509499066]Review the paper Safety Critical Systems: Challenges and Directions by John C. Knight and consider the implications of building such critical systems on the design and development of this device with appropriate.
Knight explains that it is not only the software that runs a device such as a cardiac monitor that need be treated as safety-critical, but also the software that is used to design and manufacture safety critical systems such as the compiler. This can be taken further to also classify not only software, but also the hardware that supports the device and any non-tangible systems such as business processes.

On a similar theme, Knight also discusses the concept of devices such as pacemakers interacting with the environment around them. This presents two issues. Cardiac monitors will need sufficient bandwidth (the last mile problem) to communicate with other devices and whereas historically safety critical devices could rely on the fact that they did not share resources with each other (physical separation) those devices will need “Techniques that provide high levels of assurance of non-interference” [4].

Just as communication between devices is important, communication between disciplines involved such as software and systems engineering also has the potential to cause failures. He proposes that system models must be developed “so that properties of the entire systems can be analysed” [4]. He goes on to explain that these system models must account for software components properly while also being detailed enough to capture critical characteristics of the software, that difficulty is experienced specifying what the software must do because techniques for specification analysis lack the capacity to integrate the whole system.

[bookmark: _Toc509499067]Explanation of the term device driver and description of how a serial driver such as that for a UART/USB device might work. 
General Data Streaming[5] defines a device as “any hardware that performs data movement, typically, between a peripheral and main memory”. Consequently, a device driver is defined as “the lowest level software that controls a device. A device and either an input channel or an output channel specify a stream endpoint, either a source or a sink.”

A UART is a Universal asynchronous receiver-transmitter, it facilitates conversion of parallel data to serial data an example of which is the precursor to the USB up until the 90’s: The RS-232 serial port. Related to the UART is the USART which also provides synchronous communications. The main difference between asynchronous and synchronous communication is that while synchronous communication requires a clock line to provide timing for communication controlled by one of the devices, an asynchronous port does away with the line as both end devices use their own clocks at a pre-established frequency with a small margin of accuracy of a few percent. [6] Universal Serial Bus (USB) provides a connection between a host and a device where the device responds to communication from the host. Each transfer via USB is composed of a transfer of three packets called token, data and handshake with each packet starting with a packet ID (PID). 

The token can be one of several types stated by the PID. For example, the SETUP type as the name implies initiates transfer, whereas the IN and OUT types declare that the host wishes to read data from the device or send data to the device respectively. The recipient of the data packet sends a handshake token although if there is no data packet the device will send the handshake. The PID will generally indicate either ACK for successful transfer, a NAK for no data on an IN or a busy device status on and OUT transaction which means the host may retry transfer later.

[bookmark: _Toc509499068]Consideration of how interrupts and/or DMA might play a role in such a driver. 
Direct memory access (DMA) is defined by Oracle as data transfers to and from memory of other devices without the involvement of the CPU[7]. In contrast, Oracle defines interrupts as [8] a signal sent to a CPU that stops the CPU’s current task to respond to a device.  



[bookmark: _Toc509499069]Design of mainboard software using Real-Time UML diagrams from the point where the user has already set the washing mode and pressed start. 
Use case - Wash and dry cycle breakdown. (Prerequisite: user has set washing machine mode to wash and dry cycle and pressed the start button after ensuring the door is closed. No affordance has been made for checking that the door is closed as the hardware specification does not accommodate for this sensory input.):
1. Signal sent from Interface module (slave) to mainboard (master) via RS485.
2. Load program from EEPROM
3. Wash cycle start:
a. Engage door lock.
b. Heat water.
c. Water temperature > Max: Stop heater.
d. Open valve.
e. Fill drum with water.
f. Water level > Max: Stop pump.
g. Close valve.
h. Spin drum.
i. Drum speed > Max: Decrease motor power.
j. Drum speed < Min: Increase motor power.
k. Stop drum.
l. Wash cycle end.
4. Dry cycle start:
a. Open valve.
b. Pump water out from drum.
c. Close valve.
d. Spin drum.
e. Drum speed > Max: Decrease motor power.
f. Drum speed < Min: Increase motor power.
g. Dry cycle end.
h. Disengage door lock.
i. Sound buzzer.



[bookmark: _Toc509499070]Design of mainboard software using Real-Time UML diagrams from the point where the user has already set the washing mode and pressed start continued. 
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Figure 2 Sequence Diagram from Wash/ Dry cycle Use Case.
												


[bookmark: _Toc509499071]The main principles and concepts of RTOS.
A Real Time Operating Systems (RTOS) Comparison [9] identifies the metrics Latency, Jitter and Worst Case Response Time (WCRT) for evaluating RTOS which mostly focus on interrupt handling performance.

Latency is the difference in time between when an interrupt is generated and when the interrupt handler generates responds. In an RTOS this needs to ideally be quicker than the clock speed. Jitter, as the name implies, is derived from calculating the variance between multiple latency measurements. The worst case is of course the largest difference between measurements. Finally, WCRT can be calculated based on the “inverse of the maximum frequency obtained” [9].

Comparison of Contemporary Real Time Operating Systems [10] also identifies the following as key features of an RTOS. Synchronization, Interrupt Handling, Real-Time Support Levels, Fast Task Pre-emption (FST) and Memory Management. 

Synchronization facilitates sharing mutually exclusive resources and handling inter-task communication. Interrupt Handling is elaborated on as “Interrupt is handled using Interrupt Service Routine (ISR).” [10] and “Interrupt latency is zero.” [10]. Real-Time Priority Levels are said to be priority set by the programmer which cannot be changed by the OS. FST ideally ensures that there is a minimum delay for a low priority task execution which is pre-empted when a task is both critical and high priority. 

Lastly, Memory Management is identified as consisting of two types which should be familiar to programmers. There is Static on which memory is allocated at compile time and conversely, dynamic which is allocated at run time. Like most software the provide a stack and a heap and are used for “context switching dynamic allocation” [10].

[bookmark: _Toc509499072]The benefits of Windows CE regarding the main principles and concepts of RTOS.
A Real Time Operating Systems (RTOS) Comparison [9] makes the following observations regarding Windows CE. The RTOS has a “variable clock tick” [9] which is designed to mitigate “overhead that the clock tick could cause in the operating system.” [9]. It elaborates that like an asymmetric core processor adapts its allocation of cores, the RTOS can adapt the frequency of clock interrupts to save energy or increase computing power.

 Even in worst case scenarios, the RTOS frequencies had low jitter up to 50KHz-1Mhz.  With “a worst-case response time of Windows CE which is 20µs (1/50KHz).” [9]. When overloading the system, the GUI informed the user that one of the 2445 programs running would need to be closed before starting a new one. Regardless, the RTOS is so robust that in the worst case of overloading it merely stopped answering request for a few seconds before continuing operations.

Comparison of Contemporary Real Time Operating Systems[10] further elaborates that the RTOS can operate on as little as one megabyte of memory. While it does not examine the RTOS in great detail, it does note that its “deterministic interrupt latency” [10] makes it very suitable as an RTOS.
[bookmark: _Toc509499073]The benefits of VxWorks regarding the main principles and concepts of RTOS. 
Again, A Real Time Operating Systems (RTOS) Comparison [9] makes the following observations regarding VxWorks. The kernel allows groups of tasks with similar function to be contained in a Run Time Process (RTP). Each of these RTP’s is “structured to isolate tasks from each other to protect the system in the case one of them fails.” [9]
By assigning 400 tasks under a “ping flood” at 260KHz it was found that the RTOS could handle the load sufficiently. The worst response time was 3,85µs which was acknowledged as satisfactory and this was also the case with jitter in the system being low and predictable. 
Comparison of Contemporary Real Time Operating Systems [10] goes on to elaborate that VxWorks’s biggest strength is the speed with which it responds to interrupts using round-robin scheduling algorithms with pre-emption. It verifies what the previous paper declared about the kernel adding that this resulted in the “highest performance, determinism and flexibility” [10].
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