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Layers of protection analysis (LOPA), is used within many different industries, as a risk assessment and in order to prevent initiating events that may cause an accident, additionally they may also be in place to mitigate events following an accident (Nolan, 2019).  It is the layers of protection analysis that first outlines what can fail in order for an accident to occur. Considered within the LOPA are also human factors. Human factors cover a great range, depending on how much detail the LOPA is carried out with. It was found by Baybutt (2003) that if LOPA exercises are not carried out in enough detail, it could be easy to miss critical human factors. This is due to the long list of possible human factors and it highlights the importance of having an industry and LOPA experienced team when carrying out the assessment. 
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Figure 1: A typical LOPA diagram

Each LOPA is different, depending on the system that they have been carried out on, different LOPAs can then be used in order to loosely compare the amount of risk present in different units/facilities.
Process design is the first element in LOPA and an example could be that of the overhead receiver of a distillation column. If the overhead receiver is designed incorrectly and vapour flow rate of the column is too high, then multiple outcomes including overpressure in the column and the overheads condenser being overfilled could result. This may cause liquid to enter the flare system if no further layers or human factors prevent a process safety failure occurring. If good process design were carried out however, the vapour flow rate of the column would be matched to the overhead condenser and further downstream vessels. The human factor in this instance would be the design process which will be carried out by humans and could include; experience of the designer, limitations of simulators and expected service and conditions of the unit.
Basic process control systems are the second layer of protection. Control loops or logic within a distributed control system are designed in order to control process parameters that can lead to the initiating event. A control loop could consist of a control valve for feed to the unit, linked to a level sensor in the overhead condenser. This allows the operator to control the amount of feed entering the unit and therefore the amount of overhead vapours entering the overhead receiver vessel. This is an oversimplified explanation as control system design for safe operation is a very large subject (HSE, 2003). If this control system lacks the correct interlocks or logic then the operator could easily overfill the overhead receiver. 
Critical alarms are designed to alert the operator when the system is nearing pre-defined limits, prior to a process safety failure. A critical alarm could be the overhead receiver being at 80%, which would allow the operator long enough to respond and bring the level down or shut the unit down. The human factors are that a human determines the alarm set point, alongside this, the operator must respond to the alarm, if not then the unsafe situation will proceed and a process safety failure could occur if other layers do not prevent it. Alarms and operator intervention ensure smooth and safe operation of the unit, if this layer was not included then there could be more unnecessary shutdowns due to other layers taking over and shutting the unit or section down. Many systems have multiple alarms and so it is important that they are managed and responded to correctly (Exida, 2009). 
The safety instrumented function layer depends on automated instrumentation that is designed to prevent the process safety failure from occurring, with no input during the time of the event. This could consist of a separate level transmitter that is linked to the valve controlling the feed to the unit or the flow out of the overhead receiver, or both. When this instrument detects for instance, 90% where the operator hasn’t responded to the 80% alarm and allowed the vessel level to increase 10%, the instrument will take over and shut down the necessary elements of the unit. The SIL rating system is applied to this section of LOPA and this determines the likelihood of a safety-instrumented system carrying out its job (OHS body of knowledge, 2019). Many factors apply, one of which is preventative maintenance such as calibration. If a safety instrument or shut-down-loop is not calibrated enough or correctly, it may not shut the unit down when required, resulting in a process safety failure. 
The physical protection layer in this case would normally be a process safety valve or (PSV) which allows the excess vapour or liquid in the overhead receiver to exit to a relief vessel, in this case a flare drum which allows vapours to be burnt off at flare and the liquids to be safely pumped away. Normally two or more are on a vessel in order to allow one to be taken off for testing. If both have been isolated or the spare not brought into service when the other is removed for testing, the layer of protection is removed and fails via a human factor. 
Post release physical protection is plant and landscape design to minimise the effects of a process safety failure. For example the flare system is designed a long way from the process units or storage facilities. The landscape of a process unit features drains, deluge systems and construction that contain releases of hydrocarbons. If the flare system was located next to a process unit then that could be a failure of this layer. 
A plant emergency response plan could be pre-determined actions and roles for staff on-site during an emergency. Non-essential personnel could leave the refinery, trained personnel could form a fire-fighting squad and relevant plant personnel could work on remote and safe isolations of the unit to remove heat and pressure where safe to do so as well as taking actions such as putting on deluge systems. Failure to have a plan in place or to carry out individual requirements could be seen as a human factor and this could occur due to shock or lack of training. 
A community response plan layer could include the community knowing when the site alarm is tested so they can tell if a genuine alarm is sounded. It could include knowing to keep windows and doors closed in the event of a chemical release or the involvement of local fire and rescue teams. It could also include notification to the local hospitals that casualties will be arriving with them. Depending on the size of the event and the community, the plan could encompass many different actions but the key is that a plan exists and the correct authorities are involved. Much like the plant emergency response plan, if it is not in place, planned correctly or implemented correctly then this layer could fail. 
[image: ]Human factors exist at each layer, they are summarised in figure 2 below.










Figure 2: Human Factors

Failure of all layers of protection appears unrealistic and farfetched but it can and does occur, with catastrophic consequences. It is vital that organisations carry out this exercise in order to protect their employees as well as the wider community. 
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A considerable amount of incidents have occurred in process facilities where a major contributing factor has been operator error (HSE, 2015). In order to minimise this, the HSE along with the facility operator, work on putting safe working practices (SWP) in place for as many items of work as possible. Having a SWP allows training to occur, practice, improvement and guidance whilst the activity is being carried out. 
The main function of SWP is to ensure that jobs get carried out the same, safe, correct way, each time. It could be argued that the operator may just not read the SWP or may not have any knowledge of it, it is therefore a requirement in the contract of employees that the onus is on them to be familiar with and to follow SWP across the refinery.
A written procedure allows the operator to know what to expect, what equipment will be worked on, what criteria needs to be satisfied prior to work commencing.  An experienced operator can use this in order to train others. This results in trained and knowledgeable employees carrying out tasks that they are familiar with rather than for the first time with no preparation. 
If the employee knows what to expect due to the SWP document, they are therefore able to correctly carry out a loss prevention self-analysis (LPSA) which is a type of personal risk assessment. If anything unsafe is detected, the job can be stopped and all practicable risk is removed before the work is carried out. 
An example of a SWP and one that happens regularly at the refinery would be the swapping of a PSV for maintenance. A written procedure exists for this job, as part of the procedure; an approval form must be signed by the shift team leader prior to the work being carried out. This step ensures that operators don’t work in isolation and isolate valves without discussing with other team members. This form also verifies that the correct PSV is being isolated for removal and the PSV movement book ensures that the spare PSV is put online to protect the process. Metal blair ties are applied to valves in order to lock them open or closed and prevent another operator isolating a valve that is ensuring the integrity of a safety system. 
SWP work on many levels, they prevent small accidents such as someone hitting their hand due to using the wrong tool, all the way to preventing an over-pressure event and explosion from both PSVs being isolated at the same time. It is an important and valid function of everyday refinery life and must be adhered to. It can only fail when the SWP is not followed or the SWP procedure is not correctly designed from the outset. 

The permit to work system is a vital part of everyday operations at the refinery; it ensures that all members of staff work safely and correctly. Two thirds of all accidents that occur in the industry are maintenance related (Gould, 2006). 
The permit to work systems main function is to control what work occurs when, ensure correct PPE is worn, equipment is correctly isolated and prepared for maintenance and operators are aware and involved if necessary, from the start of work. 
A key function mentioned is control; too many permits or too many items of work being carried out on the same unit could become dangerous. It would be easy for operations to lose track of what work is occurring where, potentially dangerous crossovers and loss of control. The permit to work system allows operations to see exactly how many people are working on what items and where on the unit. Should the number of workers or jobs exceed a sensible amount then they can stop any further jobs going ahead. The permit to work system also allows operations to know how many people are working on a unit and where during an emergency situation.
An example of a permit to work would be a permit for maintenance to be carried out on a turbine. Prior to the permit being issued by operations, the turbine must have been de-pressured, vented and isolated from all energy sources. Only once this has occurred can the permit be issued. The area check must also be carried out to ensure that prior to issue, the area is safe and all isolations are still in place, the isolations are actually checked for a third and final time when the equipment is handed over to maintenance. 
At the time of issue, the PPE required for the job will be confirmed and discussed with the maintenance personnel. If an operator is required to assist with the job then they will be notified. This illustrates the value of the permit to work where, if the operator was not notified of the maintenance, he may be late and the maintenance staff may be tempted to cut corners instead of waiting. 
Once all of the criteria have been satisfied, the maintenance can then go ahead, thanks to the permit to work system; operations have full knowledge of the work and what it entails. If permit to work did not exist, operations may not know that the turbine was out of service for maintenance and may agree to a different trade working on the spare motor related to the turbine which could cause process issues if either were required. Another eventuality could be that if a permit to work was not required, miscommunication could lead the maintenance staff to work on a turbine that could pressure up and run at any time, therefore potentially causing hand injuries amongst others. 
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