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This report covers operating systems, including key functions of an operating system, Windows OS CLI commands and Linux OS CLI commands. Use of Windows and Linux OS scripts will be demonstrated, including screenshots demonstrating the various Batch and Bash commands that cover areas such as network management, task scheduling, process management within Windows and Linux operating systems. I will create various Bash and Batch scripts that demonstrate the core understanding of Variables, IF statements, Arrays, Functions etc., which will be accompanied with brief explanations of the syntax used.
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Memory and process management are key functions of an operating system. The process handled by the CPU which processes data/information or programs per core, the operating system decides the order of things. Programs need to be loaded into RAM to run efficiently as it allocates the space for them. The operating system manages the random-access memory to prevent programs from crashing. This is supported by an article that says the primary function of an operating system is resource management, the OS is responsible for managing the CPUs usage on tasks and sends memory to processes and operates switching between RAM and disk storage [1]
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Device management is a key function of operating systems today, this is how the OS communicates with the hardware and controls which are plugged into the motherboard of a computer system. There are a few core components that make this work such as device drivers, interrupt handlers and I/O controller. Device drivers use specialised programs to allow the OS to communicate to hardware devices. [1]
I/O device management is an integral part of safe and efficient use of computing systems, there are several key functions such as resource and process handling, allocation and deallocation, process scheduling and error handling. [2]
File and directory management is one of the key functions of an operating system, it dictates where data is stored and who can see it. Network file systems draw comparisons with multiprocessors as both provide a form view of storage across the operating system, such information allows for cache consistency by nullifying stale cached copies [3]. RAID which stands for redundant array of disks, separates a stripe of data into a data block and a parity block, the OR of the corresponding bits of data it stores on a separate disk, this means if data is lost from one disk the data still exists on the other disk. [3]
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Using system performance monitoring metrics, we can see how hardware resources are being distributed efficiently across the software that requires it, we can monitor key hardware resources such as the CPU and RAM. As noted in [4], most modern CPUs contain performance monitoring units that monitor performance in real time. To achieve this PMU’s use several registers called hardware performance counters (HPCs). It can be inferred that performance monitoring plays a key role in distinguishing the performance and relationship between your hardware components and software you are using. 
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System security is often overlooked when considering the key functions of an operating system. This could be the most important of all as it acts as a primary defence protecting data, hardware and software from malicious attacks. As mentioned in [5] that there are many critical apps from organisations such as NASA use operating systems for its real-time performance, safety and security monitoring. Despite the shortcomings of operating systems, they offer new opportunities to tackle testing barriers through its multi-tasking mechanism. You can infer from this article that the landscape of system security within OS is important not just for data protection but for maintaining system performance. 
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I have used the tasklist command here which displays a list of processes that are currently running on your local or remote computer. The command I have used here filters on system processes that are currently running. [6]
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In this example I have used the | clip command to copy the DOS prompt for tasklist to my clipboard, as mentioned in [7] they save this command is useful as it saves time going through editing, copying and then pasting process. 
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The sfc command with the /scannow switch scans the system files and repairs problematic files.

[bookmark: _Toc226399584]File and Directory Management
[image: ]
The dir command with the /s/w/o/p switch displays all directories one at a time, sorts into alphabetical order, in wide format and pauses after each screen.
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The dir command with | more switch displays the current list of files and folders but one screen at a time. 
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The xcopy command copies files and directories which also includes subdirectories. In this example I have copied files from my source folder to the backup folder. As mentioned in [8] where he says you can use this command to copy files from C drive to a flash drive labelled D and runs the command from a bat file.
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 The ipconfig command with /all switch displays the TCP/IP configuration for all adapters. 
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The ipconfig command with the /displaydns displays the contents of the DNS client resolver cache. 
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The netstat command with the -e and -s switch displays ethernet statistics and displays statistics by protocol.
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The net user command with the /add switch adds a user account, if it is supplied with a username and password.
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The net user command with the /delete switch deletes a user account, provided it is given a username to delete.
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I have used the Schtasks which queries scheduled tasks, using the Findstr to filter on tasks that are “Running” which is a useful tool of drilling down into your system tasks. As the output is rather large, I could have used PAUSE command which stops the execution of a Batch file until a key is pressed. [9]
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Perf is a performance analysis tool for Linux, I have used the -F subcommand which will sample CPUs at 50% and show top symbols. 
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The iostat command shows CPU statistics and I/O statistics for devices, partitions and network filesystems. The -c subcommand displays the CPU utilization report and -d the device utilization report.
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The htop –s command can sort htop interface by a column. Here I have sorted by state.
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The ls -lh command lists files in long format with human-readable file sizes. 
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Mkdir -p makes a nested directory. 
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Find / -name “bug” finds any files on the system named “bug”. As stated in [10]  it can help find files using a variety of filters and parameters and negates the use of ls as it can provide long listings as well.
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The ping command with the subcommand -n outputs numeric values only, and the -c subcommand stops the ping after sending and receiving a count back, in this example I have chosen 3. The ping command is one of the simpler network commands, response times will depend on the number of routers the requests need to reach and if your network is congested. [11]
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This command shows you exactly what DNS servers your computer is talking to and what protocols are active. As stated by [12], it’s a system utility and its usage is simple and displays similar behaviour to other DNS toolkits. 
[bookmark: _Toc226399592]User management
[image: ]
[image: ]
This command grabs the first column of the users as it is a quite a long file.
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The sudo command allows a permitted user to execute a command as the superuser or another user. In this instance we have added a user called “testuser2”.
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The su command allows a user to temporarily become another user.
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With the crontab command you can schedule a command to run later and here I have used the -l subcommand to list the crontab entries. As stated in [12] this command verifies your permissions first regarding your cron settings and then presents you with a text editor so you can make changes. 
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I have created a file called Car Showcase, it creates an array of sports cars. Arrays in Batch are created by setting as variables using the set command then calling the variables by typing %variable% but as these are arrays, we index with []. As shown above, I have changed the colour of the screen depending on each car using the color command. McLarney [8] says that we can’t define variables in the same way we do in most languages, in Batch we usually set a variable to a value and it’s up to the programmer to determine the data type.
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Here I have created a Batch script called DiceRollGame. We prompt the user using the set /p variable name command which saves user input to variable. We assign variable totalScore to the number 0 and remove spaces from = operator. 
We clear the previous input using the cls command. Using the echo command to display a message to the screen. As mentioned in [13]  we declare a for loop using the for /L %%i with the (lowerlimit, Increment, Upperlimit) do ( then exit loop using exit command.
Calling a function using  :functionName” which is the same syntax we use to declare the function. We use %%i:!die! so Batch file knows to use delayed expansion which tells the script to read the variable each time as Batch handles loops by reading the entire loop at once. We use set /a whenever we are performing arithmetic, a specific dynamic variable %RANDOM” that returns a random number and we use %% to cut number down to 1-6.
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We name our Batch file using the title command. We prompt the user using the echo command, we save the input to a variable using the set /p variable name command. The goto command is used to jump to sections of the script and contained within our if statement which is written like if %phone% == 1 goto android. I could’ve used an IF NOT statement as Torres [13] has where he creates a hard drive setup boot disk which assesses whether a file exists and uses goto command to jump to sections.
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This Batch script prompts the user using the read -p age which saves the answer to the variable age. We use #!/bin/Bash at the top of the file to tell the kernel that this is a Bash script we are running. 
We use IF statements in Bash like if [ %variable name to declare variable, -gt which means greater than "16" which is a number the user could input and then close bracket ] then the output. As Henry-Stocker states [15] you don’t have to put quotes around variables; however, quoting variables within the IF statement can prevent errors.
We use the echo command to output text to the console enclosing text within double quotations, the sleep command is used to pause the terminal, and you can declare how long this is for example here I have chosen 2 seconds. You write if else statements as you would in other programming languages but remember to close if by writing in reverse as fi. We create a function by writing the function name followed by brackets and curly brackets, we create arrays using arrays=("array1" "array2"). Functions help structure your scripts and avoid repetition of your code making scripts more maintainable [15].
We write for loops using the same format for I in variable name; do and end with done. As mentioned in [16] Bash incorporates the ability to loop through data, which can be useful given you are Batch naming or copying and you can also include nested conditional statements within a loop making them more complex. Case statements can be written by using the case followed by variable name and in, for the statements we are evaluating against we use the | syntax which is the or operator. You can close case arguments by using ;; and close the case statement by writing it in reverse like esac. 
[bookmark: _Toc226399596]
Conclusion
I have examined the key functions of operating systems such as process management, memory management, and security monitoring metrics. Task manager can be used to view memory and CPU usage across programs that your machine is using. OS’s can manage the CPU usage on tasks and sends required memory to processes. You can monitor your hard disk activity and search through your device list using device manager. File and directory management is important, this dictates where data is stored, RAID is vital in computing for improving data reliability.
Batch commands are powerful as they include performance metrics, file scanning and repairs. Batch houses useful directory management commands which are useful for organising your computer system's file structure and don't have to use file manager for this. Network troubleshooting commands which show network statistics and test connectivity which is important to roles such as network administrators as well as adding users and managing passwords.
The Bash scripting language contains performance management tools which are useful if you want to dive deeper into your system's hardware and performance metrics, the htop command provides a useful task manager like view. The find command allows you to search for specific files on your system useful if your system has multiple directories and or subdirectories. You can use commands in Bash to create system task files that can run automated tasks and speed up the process of mundane tasks.
The Batch and Bash scripting languages share similarities with modern programming languages today. These languages can automate system configuration processes and reduce human error but the negative security implications of this should be considered as well. Overall, effective scripts are key to maintaining a stable OS environment.
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Appendix 1 – Tutorial Activity
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[bookmark: _Toc226399600]Appendix 3 – Online Certified Course 
Windows PowerShell Course (LinkedIn Learning)
Learning PowerShell 
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
image2.png
ol

Pertormance

==

P

[
1047237 68 @)

Disk0 (C)
550 (NVMe)

5144 R 200 Kbpr

=)
k) UM Graphics
o

CPU

[r——
4%  153GHz

Procsses Thesds  Handies
247 3644 120359

Uptime

3:22:12:31

s ot
Sodts:

Cors:
Logialprocesors:
Vetuaetion

U cache

e

proeves

2060

0
"
frabd
s
asme

B Runnowtsk

13th Gen Intel(R) Core(TM) i7-13620H





image3.png
Tesk Manager
Performance B R newtask
s Memory oG
Memory
—— T
Disk 0 (C)
550 00
o
Wii
Wit
L SR 0xbps
o
Inel UKD Gaphics
ba o
nuse Compresed) [ TT— 0wt
99GB (660 MB) 135GB o wed &n
fomlador:  SoDMM
Commited Cacd

10.7/252 GB  13.7 GB
Paged ool Non-paged pool
555MB 570 MB

Hardare rservec: 307 M8





image4.png
Device Manager

File Acion View Help

= ) B

~ & Chr15tlan0
> i Audio inputs and outputs
i Audio Processing Objects (APOs)
P Batteries
1| Biometric devices
@ Bluetooth
@ cameras
3 computer
Disk drives
@ Display adapters
B Firmware
Human Interface Devices
E= Keyboards
L1 Memory technology devices
B Mice and other pointing devices
[ Monitors
7 Network adapters
= Print queues
I Processors
B9 Security devices
[3 Sensors
¥ Software components
B Software devices
i Sound, video and game controllers
Sai Storage controllers
3 System devices
O Universal Serial Bus controllers
O Universal Serial Bus devices
O USB Connector Managers





image5.png
= Disk Management

File Action View Help
e mEE =XV EED

Volume Layout Type File System Status Capacity I Free Sp... I % Free
- pa Simple Basic Healthy (E.. 260 MB 260 MB 100 %
== (Disk 0 partition 4) ~ Simple Basic Healthy (R. 1.95GB 1.95 GB 100 %
== Windows-SSD (C:) ~ Simple Basic NTFS (BitLo.. Healthy (B.. 951.65 GB 859.58 GB 90 %

= Disk 0
Basic
953.85 GB
Online

260 MB

Windows-SSD (C:)
951,65 GB NTFS (BitLocker Encrypted)

Healthy (EFI System P | | Healthy (Boot, Page File, Crash Dump, Basic Data Partition!

1.95GB
Healthy (Recovery Partition)

B Unallocated Bl Primary partition





image6.png
() Resource Monitor

File Monitor Help
Overview CPU Memory Disk Network
CcPU M 1% CPU Usage [™ 65% Maximum Frequency A > Views |
Image PID Descripti.. ~ Status Threads CPU  Averag
Secure System 236 Suspen. - 0 000
ShellExperienceHostexe 6020  Window.. Suspen 20 0 000
LockApp.exe 18952 LockAp..  Suspen. 13 0 000
SystemSettings.exe 14040  Settings  Suspen. a7 0 000
backgroundTaskHostexe 13316 Backgro.. Suspen. iF] 0 000
[] perfmon.exe 13560  Resourc.. Running 18 0 056
System 4 NTKer..  Running 331 0 045 60 Seconds 0%
[] System Interrupts - Deferre..  Running - 0 038
dwmexe 8388 Desktop. Running 20 0 031
Disk M 8 KB/sec Disk I/0 M 3% Highest Active Time A
Image PID File Read (. Write.. Total(. /OPri. Respo.
OneDrive.exe 8484 CAPr 188 0 188 Normal 46
swchostexe (LocalServiceNetwor.. 3212 CAWL 0 73 73 Normal 28 ]
svchostexe (LocalServiceNetwor.. 3212 CAWL 0 105 105 Normal 28
swchostexe (LocalServiceNetwor.. 3212 CAWL 0 11 111 Normal 27
swchostexe (LocalServiceNetwor... 3212 CAWL. 0 11 111 Normal 27
ShelHostexe 18816 CAWL 341 0 341 Normal 27
Registry 280 CAWL. 0 3316 3316 Normal 27
System 4 WL 0 178 178 Normal 26
svchostexe (LocalServiceNetwor... 3212 CAWL 0 100 100 Normal 26
Network M 3 Kbps Network /O M 0% Network tiization 2 Memory 100 Hard Faults/sec -
\mage PD Address  Send (Bsed) Receive 8. Towl e || || | ENSEENEEENENEEE—




image7.png
Privacy & security > Windows Security

Windows Security is your home to view and manage the security and health of your device.

Protection areas

@

Virus & threat protection
No actions needed.

Account protection
No actions needed.

Firewall & network protection
No actions needed.

App & browser control
No actions needed.

Device security
No actions needed.

Device performance & health
Reports on the health of your device.

Family options
Manage how your family uses their devices.

Open Windows Security




image8.png
C:\Users\Administrator>tasklist /fi "USERNAME ne NT AUTHORITY\SYSTEM" /fi "STATUS eq running”

Inage Name PID Session Name Session#  Mem Usage
dum.exe 1044 Console 1 62,180 K
sihost.exe 3688 Console 1 30,756 K
svchost .exe 3376 Console 1 3,748k
taskhostu.exe 4908 Console 1 13332k
ctfmon.exe 4372 Console 1 20,636 K
explorer. exe 1926 Console 1 93,740 K
TextInputHost .exe 5436 Console 1 43,280 K
StartMenuExperienceHost.e 5468 Console 1 56,212 K
SearchApp. exe 5748 Console 1 170,532 K
RuntimeBroker.exe 5888 Console 1 32,780
AzureArcSysTray.exe 7688 Console 1 12,456 K
svchost .exe 1466 Console 1 23,264 K
dllhost.exe 728 Console 1 14,816«
ShellexperienceHost . exe 3144 Console 1 54,928 K
RuntimeBroker.exe 5826 Console 1 23,804 K
cnd.exe 5464 Console 1 4,812 K
conhost .exe 5828 Console 1 2,802k

C:\Users\Administrator>tasklist /fi "USERNAME ne NT AUTHORITY\SYSTEM" /fi "STATUS eq NOT RESPONDING™
INFO: No tasks are running which match the specified criteria.
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“:\Users\soac-azure>tasklist | clip

“:\Users\soac-azure>_
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C:\Users\soac-azure>sfc /scannow
Beginning system scan. This process will take some time.

Beginning verification phase of system scan.
Verification 100% complete.

Windows Resource Protection found corrupt files and successfully repaired them.
For online repairs, details are included in the CBS log file located at
windir\Logs\CBS\CBS.log. For example C:\Windows\Logs\CBS\CBS.log. For offline
repairs, details are included in the log file provided by the /OFFLOGFILE flag.

C:\Users\soac-azure>,
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C:\Users\Administrator>dir /s/u/o/p
Volume in drive C has no label.
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C:\Users\soac-azure>dir | more
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\Users\soac-azure>xcopy C:\Source\* C:\backup\* /E
\Source\xcopy example.txt
| File(s) copied
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C:\Users\soac-azure>ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . . . . : JMGWL4Azure
Primary Dns Suffix . . . . . . . :

Node Type . . . . . . . . . . . . : Hybrid

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : xzpuulb4golunpnrn2s33kugsd.zx.internal.cloudapp.net

Ethernet adapter Ethernet 4:

Connection-specific DNS Suffix .
Description . . . . . . . . . . .
Physical Address. . . . . . . . .
DHCP Enabled. . . . . . . . . . .
Autoconfiguration Enabled . . . .
Link-local IPv6 Address . . . . .
IPv4 Address. . . . . . . . . . .
Subnet Mask . . . . . . . .. ..
Lease Obtained. . . . . . . . . .
Lease Expires . . . . . . . . . .
Default Gateway . . . . . . . . .
DHCP Server . . . . . . . . . . .
DHCPv6 IAID . . . . . . . . . . .
DHCPv6 Client DUID. . . . . . . .
DNS Servers . . . . . . . . ...
NetBIOS over Tcpip. . . . . . . .

Xxzpuulb4golunpnrn2s33kugsd.zx.internal.cloudapp.net
Microsoft Hyper-V Network Adapter #3
7C-ED-8D-3B-2A-12

Yes

Yes

fe80: :blbf:d734:5f99:a58e%8 (Preferred)
192.168.100.107 (Preferred)

255.255.254.0

Sunday, March 8, 2026 7:05:88 PM
Thursday, April 15, 2162 1:50:45 AM
192.168.100.1

168.63.129.16

159182221
©0-01-00-01-2D-44-D8-51-00-22-48-C8-31-03
168.63.129.16

Enabled
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“:\Users\Administrator>ipconfig /displaydns
tindows TP Configuration

geo.prod.do.dsp.mp.microsoft.com

Record Name . geo.prod.do.dsp.mp.microsoft.com

Record Type . 5
Time To Live . . .. : 65

Data Length . 8

Section . - ... : Answer

CNAME Record . . . . : geo.prod.do.dsp.trafficmanager.net
Record Name . . . . . : geo.prod.do.dsp.trafficmanager.net
Record Type . 5

Time To Live . . .. : 65

Data Length . . . . . : 8

Section . Answer

CNAME Record

array612.prod.do.dsp.mp.microsoft .com

Record Name . . . . . : array612.prod.do.dsp.mp.microsoft.com
Record Type . . . . . :1

Time To Live 65

Data Length . a

Section . . . . . .. : Ansuer

A (Host) Record . . . : 72.145.35.107

fe3cr.delivery.mp.microsoft. com

Record Name . . . . . : fe3cr.delivery.mp.microsoft.com
Record Type . 5

Time To Live .. i6s

Data Length . . . . . : 8

Section . - ... : Answer

CNAME Record

fe3.delivery.mp.microsoft.com
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C:\Users\Administratorsnetstat -e -s
Interface Statistics

Received
Bytes 3660597332
Unicast packets 2049336
Non-unicast packets 2
Discards °
Errors °
Unknoun protocols °

Ipv4 Statistics
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Received Header Errors

Received Address Errors
Datagrams Forwarded

Unknoun Protocols Received
Received Packets Discarded
Received Packets Delivered
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Routing Discards

Discarded Output Packets

Output Packet No Route
Reassembly Required

Reassembly Successful

Reassembly Failures

Datagrams Successfully Fragmented
Datagrams Failing Fragmentation
Fragnents Created

IpPv6 Statistics

Packets Received
Received Header Errors
Received Address Errors
Datagrams Forwarded
Unknoun Protocols Received
Received Packets Discarded
Received Packets Delivered
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24044144

738186

23
738232
93381

ppocooy

372196
a04

°

0




image20.png
C:\Users\soac-azure>net user testuserl w624gdw /add
The command completed successfully.

C:\Users\soac-azure>,
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C:\Users\soac-azure>net user testuserl w624gdw /add
The command completed successfully.

C:\Users\soac-azure>net user

Jser accounts for \\JMGWL4Azure

DefaultAccount Guest soac-azure
testuserl WDAGUtilityAccount
The command completed successfully.

C:\Users\soac-azure>_
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C:\Users\soac-azure>net user testuserl /delete
The command completed successfully.

C:\Users\soac-azure>net user

User accounts for \\JIMGWL4Azure

DefaultAccount Guest soac-azure
WDAGUtilityAccount
The command completed successfully.

C:\Users\soac-azure>,
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C:\Users\Administratorsschtasks /query /v | Findstr "not responding”

WIN-5GDQO6P67VS MicrosoftedgeUpdateTaskMachineCore 16/63/2026 12:58:24  Running Interactive/Background 15/@
3/2026 13:33:54 267609 N/A C:\Program Files (x86)\Microsoft\EdgeUpdate\Micros N/A
Keeps your Microsoft software up to date. If this task is disabled or stopped, y Enabled Disab
led Stop On Battery Hode SYSTEM
Disabled 72:00:00 Scheduling data is not available in this format.
At logon time [ N/A N/A N/A
N/A N/A N/A N/A
N/A
°
72:00:00 Scheduling data is not available in this format.
Daily 12:58:24  €9/63/2026 N/A Every 1 day(s)
N/A Disabled Disabled Disabled
Disabled
WIN-5GDQOEP67VS  MicrosoftEdgeUpdateTaskMachineUA 15/63/2026 14:28:24  Ready Interactive/Background 15/@
3/2026 13:33:54 ® N/A C:\Program Files (x86)\Microsoft\EdgeUpdate\Micros N/A
Keeps your Microsoft software up to date. If this task is disabled or stopped, y Enabled Disab
led Stop On Battery Hode SYSTEM
Disabled 72:00:00 Scheduling data is not available in this format.
Daily 12:28:24  €9/63/2026 N/A Every 1 day(s)
N/A 1 Hour(s), @ Minute(s) None 24 Hour(s), @ Minute(s)
Disabled
WIN-5GDQO6P67VS Server Initial Configuration Task N/A Disabled Interactive/Background 69/0
3/2026 12:17:52 © $(@%systemroot®\ %windir%\system32\srvinitconfig.exe /disableconfig N/A
$(@%systemroot%\system32\SrvInitConfig. exe,-101) Disabled Disab
led Stop On Battery Hode, No Start On Batteries SYSTEM
Disabled 72:00:00 Scheduling data is not available in this format.
At system start up [ N/A N/A N/A
N/A N/A N/A N/A
N/A
WIN-5GDQOSP67VS .NET Framework NGEN v4.8.30319 N/A Ready Interactive/Background 36/1
1/1999 00:00:00 267611 N/A COM handler N/A
N/A Enabled Disab
led Stop On Battery Hode, No Start On Batteries SYSTEM
Disabled 02:00:00 Scheduling data is not available in this format.
On demand only [ N/A N/A N/A
N/A N/A N/A N/A
N/A
WIN-5GDQOSP67VS .NET Framework NGEN v4.8.30319 64 N/A Ready Interactive/Background 36/1

171090 BA-O0 B3 267011 N/A cOM handler N/A
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christian-evans@christian-evans-VirtualBox:/home/testdir$ sudo perf top -F SBI
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christian-evans@christian-evans-VirtualBox:~/project/task3$ iostat -c -d

Linux 6.17.0-19-generic (christian-evans-VirtualBox)
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christian-evans@christian-evans-VirtualBox:~$ htop -s STATEI
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Main I/0
USER PRI NI VIRT 5/ % MEM% Command

2 christian- 0 20140 R . 0.1 0:00.79 htop -s STATE
1 root 20 0 23396 14512 9468 S 0.0 0.4 0:01.99 /sbin/init splash
287 root 19 | 51172 18036 16412 5 0.0 0.5 0:00.36 /usr/lib/systemd/systemd-journald
360 root 20 O 30696 8656 4916 5 0.0 0.2 0:00.15 /usr/lib/systemd/systemd-udevd
777 systemd-oo 20 0 17572 7648 6732 5 0.0 0.2 0:00.67 /usr/lib/systemd/systemd-oomd
782 systemd-re 20 0 21596 13140 10788 S 0.0 0.3 0:00.13 /usr/lib/systemd/systemd-resolved
792 systemd-ti 20 0 91060 7864 6884 5 0.0 0.2 0:00.05 /usr/lib/systemd/systemd-timesyncd
839 systemd-ti 20 0 91060 7864 6884 S 0.0 0.2 0:00.00 /usr/lib/systemd/systemd-timesyncd
940 avahi 20 O 8680 4540 46088 5 0.0 0.1 0:00.11 avahi-daemon: running [christian-evans-VirtualBox. loc
941 messagebus 20 0 12252 7444 4572 5 0.0 0.2 0:00.86 @dbus-daemon --system --address=systemd: --nofork --n
944 gnome-remo 20 0 500M 16444 13928 5 0.0 0.4 0:00.07 /usr/libexec/gnome-remote-desktop-daemon --system
947 polkitd 20 O 390M 12404 8248 5 0.0 0.3 0:00.33 /usr/lib/polkit-1/polkitd --no-debug
951 root 20 O 314M 7408 6668 S 0.0 0.2 0:00.02 /usr/libexec/power-profiles-daemon
961 root 20 O 314M 7872 6948 5 0.0 0.2 0:00.05 /usr/libexec/accounts-daemon
962 root 20 0 18100 2896 2652 S 0.0 0.1 0:00.01 /usr/sbin/cron -f -P
968 root 20 O 314M 7408 6668 S 0.0 0.2 0:00.00 /usr/libexec/power-profiles-daemon
969 root 20 O 314M 7408 6668 S 0.0 0.2 0:00.00 /usr/libexec/power-profiles-daemon
972 root 20 O 310M 6836 6256 S 0.0 0.2 0:00.02 /usr/libexec/switcheroo-control
974 root 20 0O 314M 7408 6668 S 0.0 0.2 0:00.00 /usr/libexec/power-profiles-daemon
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christian-evans@christian-evans-VirtualBox:~$ 1s -1lh

total 40K
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bash: cd: home: No such file or directory
christian-evans@christian-evans-VirtualBox:~$ mkdir -p project/task3/file
christian-evans@christian-evans-VirtualBox:~$ l




image31.png
christian-evans@christian-evans-VirtualBox:~$ sudo find / -name "bug"
[sudo] password for christian-evans:

find: ‘/run/user/1000/gvfs’: Permission denied

find: ‘/run/user/1000/doc’: Permission denied

Jusr/share/bug

/snap/core22/2339/usr/share/bug

/snap/core22/2292/usr/share/bug

/snap/gnome-42-2204/247 /usr/share/bug
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christian-evans@christian-evans-VirtualBox:~$ ping -n -c 3 google.com
PING google.com (142.251.29.101) 56(84) bytes of data.

64 bytes from 142.251.29.101: icmp_seg=1 tt1=255 time=21.8 ms

64 bytes from 142.251.29.101: icmp_seg=2 ttl=255 time=22.4 ms

64 bytes from 142.251.29.101: icmp_seg=3 ttl=255 time=21.1 ms

--- google.com ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 3984ms
rtt min/avg/max/mdev = 21.099/21.769/22.412/0.536 ms
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christian-evans@christian-evans-VirtualBox:~$ resolvectl status
Global
Protocols: -LLMNR -mDNS -DNSOverTLS DNSSEC=no/unsupported
resolv.conf mode: stub

Link 2 (enp0Os3)
Current Scopes: DNS
Protocols: +DefaultRoute -LLMNR -mDNS -DNSOverTLS DNSSEC=no/unsupported
Current DNS Server: 194.168.4.100
DNS Servers: 194.168.4.100 194.168.8.100
DNS Domain: cable.virginm.net
christian-evans@christian-evans-VirtualBox:~$ I
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christian-evans@christian-evans-VirtualBox:~$ cut -d: -f1 /etc/passwd
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whoopsie
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christian-evans@christian-evans-VirtualBox:~$ sudo adduser testuser2
info: Adding user ‘testuser2' ...
info: Selecting UID/GID from range 1000 to 59999 ...
info: Adding new group ‘testuser2' (1002) ...
info: Adding new user ‘testuser2' (1002) with group ‘testuser2 (1002)' ...
info: Creating home directory '/home/testuser2' ...
info: Copying files from '/etc/skel' ...
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for testuser2
Enter the new value, or press ENTER for the default
Full Name []: testuser2
Room Number []: 2
Work Phone []: NA
Home Phone []: NA
Other []: NA
Is the information correct? [Y/n] y
info: Adding new user ‘testuser2' to supplemental / extra groups ‘users' ...
info: Adding user ‘testuser2' to group ‘users' ...
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christian-evans@christian-evans-VirtualBox:~$ su testuser2

Password:
testuser2@christian-evans-VirtualBox:/home/christian-evans$
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christian-evans@christian-evans-VirtualBox:~$ crontab -e
no crontab for christian-evans - using an empty one
crontab: installing new crontab
christian-evans@christian-evans-VirtualBox:~$ crontab -1
® 12 * * 1 /home/user/backup.sh

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for
minute (m), hour (h), day of month (dom), month (mon),
and day of week (dow) or use '*' in these fields (for 'any').

Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

Output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redirected).

For example, you can run a backup of all your user accounts
at 5 a.m every week with:
O 5 * * 1 tar -zcf /var/backups/home.tgz /home/

For more information see the manual pages of crontab(5) and cron(8)

HFHRHRAFFAFRARAEFIFIFRFREFRERFRTFRTRFRRERERRRSRSRSRSS®

m h dom mon dow command
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echo off

title Car Showcase

set sportsCar[@]= Bugatti
set sportsCar[1]= Lamborghini
set sportsCar[2]= Porsche

echo sportsCar[@]=%sportsCar[0]%
color 4F

pause >nul

echo sportsCar[1]=%sportsCar[1]%
color 86

pause >nul

echo sportsCar[2]=%sportsCar[2]%
color 89

pause >nul
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sportsCar[@]= Bugatti
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sportsCar[@]= Bugatti
sportsCar[1]= Lamborghini
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sportsCar[@]= Bugatti
sportsCar[1]= Lamborghini
sportsCar[2]= Porsche
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7 DiceRollGame - Notepad
File Edit Format View Help

lBecho off
setlocal enabledelayedexpansion

title DiceRollGame
color 90

set /p rolls="How many dice do you want to roll?"
set totalScore=@

cls
echo Rolling %rolls% dice...
€Cho —--- - s

for /L %%i in (1, 1, %rolls%) do (
call :RollDice

echo Roll %%i:!die!

)

echo -------mmmeem e
echo Your total score is %totalScore%
pause >nul

exit

:RollDice

set /a die=(%RANDOM% %% 6) + 1
set /a totalScore+=die

goto :eof
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How many dice do you want to roll?
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Rolling 3 dice...

Your total score is 9
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7] User Input - Notepad
File Edit Format View Help

lBecho off

title User Input

echo What Phone do you currently own?
echo.

echo Choose 1 for Android

echo Choose 2 for Apple

1 goto android
if %phone% == 2 goto apple

:android

color 02

echo What type of Android Phone do you own?
echo 1 for Google Pixel

echo 2 for Samsung Galaxy

set /p type=
if %type% 1 goto pxl
if %type% == 2 goto samsung

ipx1
color 74
echo --
echo Nice choice
pause >nul

exit

isamsung
color @1
echo
echo Great choice
pause >nul

exit

:apple
color 80

echo Android is better but good choice
pause >nul

exit
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hat Phone do you currently own?

hoose 1 for Android
hoose 2 for Apple

hat type of Android Phone do you own?
1 for Google Pixel
for Samsung Galaxy

ice choice
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hat Phone do you currently own?

hoose 1 for Android
hoose 2 for Apple

hat type of Android Phone do you own?
1 for Google Pixel
for Samsung Galaxy

Freat choice
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#!/bin/

read -p "Enter your age?" age

if [ $age -gt "16"

"You are eligible to start driving."
sleep 2

read -p "Have you passed your Theory Test?" test
else
sleep 2

"You are not eligible to start driving."

suggestion() {
order=("Theory Test" "Driving Test")

for 1 in "${order[1]}";do
sleep 2I

nn

"I would complete things in this order as shown below:"

nn

"${order[0]} then ${order[1]}."
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done

}

if [ $Sage -gt "16" ]
‘ thenl]
case Stest inf]

Yes | yes)
sleep ZI
echo ""
echo "If you've had enough practice, you can now book your driving test :)"

35

No | no)
sleep 2

echo
echo "You need to pass your theory test & driving test before you can start driving."
suggestion

35
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*)

sleep 2

echo "

echo "Please enter yes or no."
esac
fi
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Enter your age?iG

You are not eligible to start driving.
christian-evans@christian-evans-VirtualBox:~$
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You are not eligible to start driving.
christian-evans@christian-evans-VirtualBox:~$ ./myscript2.sh
Enter your age?23

You are eligible to start driving.

Have you passed your Theory Test?Yes

If you've had enough practice, you can now book your driving test :)
christian-evans@christian-evans-VirtualBox:~$
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Enter your age?23

You are eligible to start driving.

Have you passed your Theory Test?No

You need to pass your theory test & driving test before you can start driving.
I would complete things in this order as shown below:

Theory Test then Driving Test.
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chrisfian-evans@christi;n-evans-VirtualBox:~$ ./myscript2.sh
Enter your age?23

You are eligible to start driving.
Have you passed your Theory Test?eqefegw

Please enter yes or no.
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Types of Operating Systems

Operating systems are used by Millions each day, among the most common of these is
Windows, Linux, MacOS which are used by computer systems and other OSs used on
phones such as Android and I0S. The source code used to maintain operating systems
like Linux and Windows is in the range of millions of lines of code. [1]. There are many
debates over which is the best operating system, | believe Windows is used for
business use but is also a solid option for gaming, Linux is open source and free which
is more for computer enthusiasts but there are many different distributions of Linux as
‘well such as Ubuntu, or Linux mint.

MacOS is also a solid OS with many using this with the popular MacBook laptops. [2]
mentions that there has been a rise in the use of Linux for consumer and network
infrastructure apps, however developers working in industrial automation are more
conservative in their choice of OS. In this article [3] they categorised different types of
Operating systems such as Single-user single-tasking OS which is commonly used with
personal computers, Multiprocessing operating systems that utilises 2 or more CPU's
‘which allows several to run many applications simultaneously, multi-programming
operating systems and multi-tasking operating systems.

As Feder [4] mentions, Windows is still one of the leading operating systems which is
known for its user-friendliness and those with limited technical knowledge, MacOS is
also a strong favourite down to Apple’s ecosystem in which users can work between
their mobile device and laptop or computer seamlessly, and Android OS is certainly
leading the market when it comes to flexibility and works “seamlessly with Google’s
cloud-based productivity suites.”.
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1. Whatis an Operating system

An operating system is system software that manages the computer’s hardware and
software components

2. What does it do?

Used to run and manage the computer’s software, itis responsible for managing
storage, resources, processes, file management.

Operating system can be broken into layers

e Userinterface

« System services

o Kemel

« Hardware Abstraction Layer
« Hardware

Core of the operating system is the Kemel, manages the memory and CPU

Q. What are the 5 most used Operating systems today?

Windows
MacOS
Linux
108
Chrome0S
Android
« Operating systems will incorporate Al to tailor the experience to the user
Q. Whatis the Linux Operating System?

Itis a free open-source system thatis based on Unix, created by Linus Torvalds in 1991.
Operating as a kernel to manage hardware resources. Android phones and numerous
devices like smart TVs use Linux.
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Operating System functions

e Processor management - Controls CPU allocation
¢ Memory management - Manages primary and secondary memory

o File management - rganizes, stores, retrieves, and protects files through file systems

(e.g., FAT32, extd), handling operations like create, read, write, and delete, along
with access control and permissions.

e Device management - Coordinates communication with hardware devices
via device drivers, using buffering, spooling, and interrupt handling to manage
input/output efficiently.

e Userinterface (UI) - Provides an accessible interface—either command-line
(CLI) or graphical (GUI)—for users to interact with the system.

e Boot process

e Error detection and handling

e Job accounting and performance monitoring

e Security & Access control

The Shell is the outermost part of the O, it is the OS User interface, the GUI or CLI, that
allows a user to interact with & manage the system.

The kernel is the innermost part of the Operating System.
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For more information on tools see the command-line reference in the online help.

C:\Users\soac-azure\test2>echo “Hello lorld"
“Hello World"

C:\Users\soac-azure\test2>,

Color - 0E

e Uispiays, sets, on rescves winaous environaent variaies.

SETLOCAL  Begine docalization of environaent changes in 8 batch file.

s Displays on configures services (background processes).

SGHTASKS  Schedules comands and prograns o run on a computer.

surer Shifts the position of replaceable parameters in batch files

SWTOOm  Alloss proper local or remote shutdoun of machine.

SoRr’ Sorts. nput.

STaRT Starts 3 separate window to run a specified program or comand.

suBsT Assoclates o path with 3 drive letter.

SYSTENINFO  Displays machine specific properties and configuration.

TASKLIST  Displays a1l currently running tasks including services.

TASKCILL K11 on stop a ruaning process on spplication.

o Displays on sets the systen tise

e Sets the window title for & CHD.EXE session.

Tree. Graphically displays the directory structure of a drive o
path.

Tvee Displays the contents of a text file.

VeR Displays the Windows version.

VeRzF Telis Windows uhether to verify that your files are uritten
correctly to a disk.

o Displays a disk volume label and serial nusber.

xcoev Coptes files and directory trees

wirc. Displays WII information inside interactive command shell.

For more information on tools see the command-line reference in the online help.

C:\Users\soac-azure\test2>echo “Hello World™
“hello horla®

Ci\Users\soac-szure\test2>colon 26

Ci\Users\soac-azure\test2>color
Ci\Users\sosc-azuretestarcolon 26
Ci\Users\sose-szuretestarcolor FF
Ci\users\sosc-azureltest2>color

Ci\Users\soac-szure\test2>color 76

Ci\Users\sosc-azure\test2> color
C:\Users\soac-azure\test2>colon OF

Ci\Users\soac-azure\testar.
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1450ac@INGHLAAZUN

~$ touch file.txt

1450ac@INGHLAAZUre:~$ echo "Hello World™ > file.txt
1450ac@INGHLAAZUre:~$ cat File.txt
Hello wWorld

1450ac@INGHLAAZUre t~$ nano File2.txt
14s0ac@INGHLAAZUre:~$ 15 -1

29639 'file 2 ' 29616 file.txt
1450ac@INGHLAAZUre in$ o

christian-evans@christian-evans-VirtualBox:-$ s -lh
total 46K

drwxr-xr-x 2 christian-evans christian-evans 4.0K Mar Desktop
drwxr-xr-x 2 christian-evans christian-evans 4.6K Mar Documents
drwxr-xr-x 2 christian-evans christian-evans 4.6K Mar Downloads
-rw-rw-r-- 1 christian-evans christian-evans 12 Mar 20 20:25 file.txt
drwxr-xr-x 2 christian-evans christian-evans 4.6K Mar 9 17:31 ‘usic
drwxr-xr-x 2 christian-evans christian-evans 4.0K Mar 9 Pictures
drwxr-xr-x 2 christian-evans christian-evans 4.0K Mar 9 Public
drwx- 6 christian-evans christian-evans 4.6K Mar 23 snap
drwxr-xr-x 2 christian-evans christian-evans 4.0K Mar 9 17:31 Terplotes
drwxr-xr-x 2 christian-evans christian-evans 4.6K Mar 9 17:31 Vidcos

christian-evans@christian-evans-VirtualBox:-$ [|

bash: cd: home: No such file or directory
christian-evans@christian-evans-VirtualBox
christian-evans@christian-evans-VirtualBox

$ mkdir -p project/task3/file

1 |
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echo Successful

Christian

23

Successful :)

Press any key to continue .

3 Goto - Notepsd

e gt fomat
echo ofr
Stragain
echo Hi

pause

goto :stragain
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Variables

christian-evans@christian-evans-VirtualBox:-$ bash test.sh
dello there
christian-evans@christian-evans-VirtualBox
christian-evans@christian-evans-VirtualBox:
4ello there

ool

oW
christian-evans@christian-evans-VirtualBox:-$ chmod +x test.sh
christian-evans@christian-evans-VirtualBox:-$

ﬂ'/bm/bash

echo "Hello there"
sleep 3]

echo "cool"

sleep 3]

echo "wow"

$ nano test.sh
$ bash test.sh

christian-evans@christian-evans-VirtualBox:-$ ./variables.sh
Hello, my name is Chris.
I'm 23 years old.
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Windows PowerShell Syntax b

Argument
Verb Noun Name String
get-service —name “xnetx"

H_J —
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PS C:\> gci

Directory: C:\

LastWriteTime

3/8/2016
4/11/2016
4/13/2016

4/8/2016

12/16/2015
7/10/2015
4/14/2016
4/14/2016

3/7/2016

3/7/2016
4/11/2016

4/8/2016

4/8/2016

OO NNOCORANOR

Length Name

Autodesk
dsc

DscDiagnostics

inetpub
Intel
PerfLogs

Program Files
Program Files (x86)

Scripts
SWSETUP
Users
windows
windows.old

ma 193 active

Linked [ Learning
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Learning PowerShell
Functions & 7296 R 63395 +‘ I

:= Contents
| Administrator: Windg

PS C:\> fTunction a

>>> { 22 209 active
>>> $add =[int] (2+2)

>>> write-output "$add”

>>> }

PS C:\> add

4

PS C:\>
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B Administrator: Windows PowerShell ISE -
File Edit View Tools Debug Add-ons Help

el zcaxrxlo9c|(»mE| = 8 Boo ad.

Untitled1.ps1* X #) || commands X

1 Get-Service -Name |

: o | Modues: | Al v
o T - <o =

aw ALG Name:
asa ApplDSve

aws Appinfo A
ass AppMgmt

Add-AppvCiientConnectionGroup
Add-AppvCiientPackage
Add-AppvPublishingServer
Add-AppxPackage
Add-AppxProvisionedPackage
Add-AppxVolume
Add-BCDataCacheExtension
Add-BitsFile
Add-CertificateEnrolimentPolicyServer
Add-ClusteriSCSiTargetServerRole

s AppReadiness

ass AppVClient

asa AppXSve

asa AudioEndpointBuilder

:\Users\Administrator> Get-Service -Name Audiosrv ~ || | Add-Computer
Add-Content
DisplayName AdG-DnsClientDonServerAddress
Windows Aud Add-DnsClientNrptRule

Add-DtcClusterTMMapping
Add-EtwTraceProvider
Add-History
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Learning PowerShell

Contents P S 7296 R 63395 +
Grid view

Status | Name DisplayName
Stopped  SharedAccess Internet Connection Sharing (ICS)
Stopped  IEEtwCollectorService Internet Explorer ETW Collector Service
Stopped NetTcpPortSharing Net.Tep Port Sharing Service
Running Netlogon Netlogon
Stopped napagent Network Access Protection Agent
Running Netman Network Connections
Stopped NcaSve Network Connectivity Assistant
Running netprofm Network List Service
Running NlaSvc Network Location Awareness
Running nsi Network Store Interface Service

Running  Imhosts TCP/IP NetBIOS Helper
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= Contents

File Edit View Tools Debug Add-ons Help

Learning PowerShel
Running PowerShell remotely

& 729 R 63,409

-, = g x'9 e« 8 Eoolao 82 249 active
Exercise_file_chp02v06.ps1* X :
1
2
4 9 - i &
3 Name webserver |select-object * |out-Gridview
4

5 Name dcdsc, webserver

WCUDCI vVEI
webserver
webserver
webserver
webserver

webserver
webserver
webserver
webserver

d
7 Name dcdsc, webserver

M ITOULUDL
msiserver
napagent
iphlpsvc
Ncasvc
Netlogon
netprofm
RasAuto
RasMan

Format-Table machinename, name

sort-oObject -property machinena
SLUppEU >
Stopped
Stopped
Running
Stopped
Running
Running
Stopped
Stopped
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PS C:\Users\Administrator> Get-Command -module "az.*"

CommandType Name Version Source

Alias Add-AdlAnalyticsDataSource 1.1.0 Az .DatalakeAnalytics
Alias Add-AdlAnalyticsFirewallRule 1.1.8 Az.DatalakeAnalytics
Alias Add-AdlStoreFirewallRule a5 ) Az .DatalakeStore

Alias Add-AdlStoreItemContent ER . Az.DatalLakeStore

Alias Add-AdlStoreTrustedIdProvider 57 Az .DatalakeStore

Alias Add-AdlStoreVirtualNetworkRule 1.5.2 Az .DatalakeStore

Alias Add-ASRReplicationProtectedItemDisk 75l Az.RecoveryServices
Alias Add-AzAccount 5.3.3 Az.Accounts

Alias Add-AzApplicationGatewayBackendHttpSettings 7.25.1 Az .Network

Alias Add-AzIotHubDCL 2.8.1 Az.IotHub

Alias Add-AzIotHubEHCG 2.8.1 Az.IotHub

Alias Add-AzIotHubMsgEnrich 2.8.1 Az.IotHub

Alias Approve-AnfReplication 1.0.0 Az .NetAppFiles

Alias Clear-AzSynapseSqlAdvancedThreatProtectionSetting 3.2.4 Az.Synapse

Alias Clear-AzSynapseSqlPoolAdvancedThreatProtectionS... 3.2.4 Az.Synapse

Alias Clear-AzSynapseSqlPoolVulnerabilityAssessmentSe. 3.2.4 Az .Synapse

Alias Clear-AzSynapseSqlVulnerabilityAssessmentSetting 3.2.4 Az.Synapse

Alias Convert-AnfFilesAccountToCmk 1.0.0 Az .NetAppFiles

Alias Disable-AzStorageSoftDelete 9.6.0 Az.Storage

Alias Disable-AzSynapseSqlAdvancedThreatProtection £)-£24) Az .Synapse

Alias Edit-ASRRecoveryPlan 7.11.1 Az .RecoveryServices
Alias Edit-ASRRP 7.11.1 Az.RecoveryServices
Alias Enable-AdlStoreKeyVault 1.5.2 Az .DatalakeStore

Alias Enable-AzStorageSoftDelete 9.6.0 Az.Storage

Alias Enable-AzSynapseSqlAdvancedThreatProtection 3.2.4 Az .Synapse

Alias Export-AdlStoreChildItemProperties 57 Az.DatalakeStore

Alias Export-AdlStoreItem 22522 Az .DatalakeStore, - -
Alias Export-AzAsInstancelog 1.2.0 Az.AnalysisServi%(glvate Windows
Alias Export-AzDatalakeStoreChildItemProperties 1.5.2 Az .DatalakeStord30 10 Settings to activate Windows
Alias Export-AzRedisEnterpriseCacheDatabase 1.6.0 Az .RedisEnterpriseCache
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