NOS Worksheets 1-5

by George Searle

FILE 2092_GEORGE_SEARLE_NOS_WORKSHEETS_1-
5 100686_1936660944 DOCX (15.34M)
TIME SUBMITTED  11-FEB-2018 06:12PM (UT C+0000) WORD COUNT 15685

SUBMISSION ID 83057495 CHARACTER COUNT 105187



Network Services

Worksheets 1-5

George Searle — Computer Networks & Cyber security (P148812)
Network Services (M5X01050)

UWTSD School of Applied Computing

Dr. Tim Bashford

Submitted: 11/02/18




Contents

Section 1: Facilitating a Virtualised Remote Network Infrastructure utilising Type 1

Hypervisor software, and the RRAS (Routing and Remote Access Service) ...................3
L.1. Verifying Network CONnNECHONS ...........coovoiriiieieceie e e 3
1.2. Enabling the Routing and Remote Access Service on a Server.........ococ.oeeveeevieeeieerenne 9
1.3. Add Routing Protocols on the Server and Add Two Routing Interfaces to the Routing
Protocol 0N the SEIVET.......cceoieiiiiet ettt ettt ettt ee et enebe e et e b e 11
1.4. Learning about Local Arca Network ROUting ..........cooooeveiveiceiceiceceeeeeeece e 13
1.5. Type 1 Hypervisor and Routing Observational Tasks.........c..ccocoovevveeviecieececceecen, 14

1.5.1.  The benefits of Type 1 Hypervisor software services and available products .. 14
1.5.2.  The role of Routers in Network Architecture and types available..................... 15
1.53. Routing Protocol types, usage and benefits................. cvereneinirnenn 13
1.5.4.  The purpose of Routing Tables and the mformann the3 prox lde ............. e 16
1.5.5. The purpose and significates of a subnet mask in the Routing Table.... ...... e 16

Section 2: Routing and Remote Access Services in Windows Server: ARP, Managing

TCP/IP & ICMP Operations using Packet Filtering.............. PSSP PRU SRS
2.1. Using the ARP Protocol to obtain Ph}-SlcalfLoglcal Network Node information ........ 17
2.2. Permitted TCP and ICMP Operations...........cccovevveierierieeeerieeieeeeiiesesiesieaseseere e eseseeens 18
2.3. Restricting ICMP Operations Using IP Packet Filtering with the Windows 2012 R2
Server Routing and Remote ACCESS SEIVICE ....viiuiiieiieeie e eee et eeeeiee e e esesseesne e san e e enens 24
2.4. Restricting TCP Operations Using IP Packet Filtering with the Windows 2012 R2
Server Routing and Remote AcCCess SErviCe........ooioiiiiiieeieee e 26
2.5. Allowing only Cardiff to FTP to Swansea Server while blocking all other traffic from
Cardiff and the Lab netwWork............ccooi oo 29
2.6. ARP, Packet Filtering and Server Roles Observation Tasks..............ccccoeiviivininnnnn. 30

26,1, ARP PIOCESS.....ccoiviiiiiiiiiietiis ittt sttt et s snsne et ensnessanenes S0
2,62, Packet FIEIING ......cocooviviiiiiiiiiciii st eensn s senns 31
2.63. Contradictory fIHETS ..o 31
2.6.4.  Server Roles and SErvices...........cocovvviviiiiioeiii e . | |

Section 3: TCP/IP Configuration using DHCP (D\ namic Host Control Pmtocol) w32
3.1. Understanding Different TCP/IP Configurations ..............coccoeuievieeeveerevereeeceseseesenenns 32
3.2, Installing the DHOCP SEIVET .......coocueeveiceicei ettt eaeeteeee e ens st et nae s e eeanas 34
3.3. Authorising the DHCP SEIVET ......ccveoveiceieiceeieetee et e ens et e e e ae e 34
34, DHOCP SCOPES. ... oo 35
3.5. Configuring DHCP 1€Servations ...............oooiiiieeeeee e 40
3.6. DHCP Observational TASKS .........c..cccieiiiiieiueiieiieieier ettt eeee st ere e enenae e 42

3.6.1.  Role of the DHCP SEIVer.........cccoioiiviiiriiiiiiirciiiier et snsnenieissnnssssn s 42
3.6.2. Troubleshooting DHCP ....... 5458868034008 06 1480 1A 1484 BE 8414804 1REES BRBANEBREREBAEIITBEORISIIRSI BT DD
3.63. The DHCP Lease Process .........ccoooviviiiiiiriciiicieine e ienansnsnsn e 43
3.64. DHCP Relay AENt......c.ooiuiiiiiiiiiiiieie et n e 43

Section 4: Name Resolution using the Domain Name System (DNS)..............ccccooveninn, 45
4.1. Understanding DNS operation; Planning and deploying DNS............cc.coccvevncrnn 45
4.2, Storing and Maintaining DNS Data.........c..coeevieiiiiiieeee et e et e e 52
4.3 DNS APPHCALION......ocviceietieeeieeteetee ettt et eet et est e e e s e s eaeetesrs e s entensesseenaesnesneeaeas 68
4.4. DNS Observational Tasks.........cccoooieiiiiiieie ettt eve e 73




441 Resolving a Name to IP address ............ccooeviveninine e 1O

442  Recursive Query and Iterative Query processes ................................................ 73
443 ROOLHINES ....oocvicieticeeceeeee ettt ettt e e ee et et e ere e entens e ene e te s e sneeaees 74
L O 11T o) | OSSR 74
L T B )\ N T SRS 75

Section 5: Evaluation of clustering strategies for hosting a 3-tier web development

SIVSTRINN ...ttt ettt h bttt sttt ae e a e eh e R ettt e aseae b b e b e n e an e 78
S L INETOAUCTION. ..ot ettt e s et e s cae e en e seeeen e e et 78
5.2, Web ATCHIIECIUIE ...o.oov ettt e e e st s e neean et 78

5.2.1. Physical Tiers and Distributed Deployment of Applications ....... v 10
5.2.2. Logical Web Application Tiers............ccooouiiiiiioiiicee et 79

5.3. Application CIUSIETING ... .......ocociiiiiie ittt 80
5.4, Failover CIUSLEIING........c.vvioviiiieriiiieiet ettt ere et ssien e senieneseenensenses O1
5.4.1. Cluster Topologies.........cccovvevievieriiiieiriinrierieneinn TP P SO PIUTPRREPURPUPPOPPIROOTE 1 |
5.4.2. Failover Cluster and Network Load Balanclng 34384848048 1OEIAERE $EBEEEEEAE A0S 1HEBREGR 1R 1RO

5.5. Tools and TechnOlOIES ............cooviiiiiiiie e, .83
5.6, DISCUSSION ... oo 84
5.7, CONCIUSION ...c.oecece ettt et et ee et eae e en s eneeeene e e e et 85
REFEICIICES ...ttt ettt ee e ee et ee e es s emeee e snn e e e 85




Section 1: Facilitating a Virtualised Remote Network Infrastructure
utilising Type 1 Hypervisor software, and the RRAS (Routing and
Remote Access Service)

1.1. Verifying Network Connections

e s Vo Mt Lianapir - a

-----

Fig. 1. System Center 2012 R2 Virtual Machine Manager interface

System Center 2012 R2 Virtual Machine Manager is a Virtual Machine (VM) management
software Based on Microsoft Virtual Server and Hyper-V [1].

Fig. 1. shows the three VMs Cardiff, Swansea and Lab-01-01 that arc part of the Network
Services Group 3 private cloud on the tesla.soac.smu.ac.uk cluster. This is the environment that
will be used for the tasks presented in this report.
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Fig. 6. The virtual network connectivity between servers and client

Fig. 2-3. show the Cardiff server’s hardware configuration and Network Adapter properties.
Cardiff’s Network Adapter 1 (Fig. 2) is connected to the VM network of Network Services
Group 3 Network 1 and will act as a virtual cable connecting Cardiff’s Network Adapter 1 to
the Lab’s Network Adapter 1 (Fig. 5). Cardiff’s Network Adapter 2 (Fig. 3) is connected to the
VM network of Network Services Group 3 Network 2. It will act as a virtual cable connecting
Cardiff’s Network Adapter 2 to Swansea server’s Network Adapter 1 (Fig. 4). The network
connectivity of the Lab, Cardiff and Swansea can be visualised in Fig. 6.
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Fig. 9. The ipconfig /all command showing Cardiff’s network adapter settings for Net\\'or]{
Adapter 1 (Lab Gateway) and 2 (Swanseca Gateway).
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Fig. 13. The ipconfig /all command showing the Lab’s network adapter settings for Network
Adapter 1 (Cardiff connection).

For the Lab, Cardiff and Swansea to be able to communicate with each other they require
Internet Protocol (IP) addresses. IPv4 addresses have an address structure length of 32-bits
expressed as four numbers separated by dots [2]. To facilitate communication between the Lab,
Cardiff and Swansea each adapter must be assigned a unique IP address (in this case IPv4).
The IPv4 address acts as a unique identifier for a device on the Internet and local intranet. In
this casc. local intranct as the Lab. Cardiff and Swansca arc interconnected local arca networks
(LANS) [3]. [4]. The IPv4 addressing scheme can be seen in Fig. 6.

1.2. Enabling the Routing and Remote Access Service on a Server
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Fig. 14. The server manager dashboard on the Cardiff server




S Virtual Machine Viewer - Cardiff on server babbage.soac.smu.ac.uk - b4
File  Action

@3 cer-Alt-Del BN Full Screen

Server Manager

= Add Roles and Features Wizard

Select one or more roles to install on the selected server.

Roles Description
~|  Remste Access provides ceamless
[ oNs Server connectvity through Directéccess,
[] Fax Server VPN, and Web Application Proxy,
- » [H] File and Storage Services (1 of 12 installed) DirectAccess provides sn Ahuays On
= and Always Managed experience. L
[ Hyper-v RAS providac tracitional VPN

[] Metwark Policy and Access Services services, including site-to-site

[ Print and Document Services {beon ce or doudbased)
connectivity. Web Application Prosy
enables the publishing of selected
HTTP- and HTTPS-based

o Routing (lnstalls applications fram your corporate

B = network to client devices outside of Hide
Web Application Proxy _
the corporate network. Routing
[ Remote Deskiop Services provides traditionsl routing
[ Volume Activation Services capabilities, including NAT and other

connectivity options. RAS and
Routing can be deployed in single-
[J Windaws Deplayment Services | tenant or multi-tenant mode.

] Web Server {IIS) (10 of 43 installed)

[ Windows Server Essentials Experience

+ Previous | Newt > 1all Cancel

Fig. 15. The Routing server role installed on Cardiff

Fig. 14. shows the server manager dashboard that is used to add new roles and features on
Windows Server 2012 R2 running on the Cardiff server. Fig. 15. shows that the Routing role
(part of Remote Access) has been installed. The Routing role is needed to allow the Cardiff
server to act as a router to route network traffic between the 192.168.0.0/24 network and
192.168.1.0/24 network (Fig. 6).
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1.3. Add Routing Protocols on the Server and Add Two Routing Interfaces to
the Routing Protocol on the Server

Ra Server Manager -0 X

Routing and Remote Access HEI“ I-r& Manage  Tools

B Local Ser) & Routing and Remote Access | carpiF ocat

[ Server Status
i Ailsenver | £ CARDIFF (local) Configure the Routing and Remote Access
3 File and Server
o iis To set up Routing and Remote Access, on the Action menu, click

|| ©Cenfigure and Enable Routing and Remote Access.
g‘-l Remote A

Completing the Routing and Remote Access
Server Setup Wizard

You have successfuly completed the Routing and Remote Hide
Access Sarver Setup wizard,

Summary ol selections:

LAN routing ~

Hiter you close this wizand, corfigure the selecied services
inthe Routing and Remate Access conscle

To close this wizard, cick Finish,

|(m\|m][c-m|.

Fig. 16. Setting up LAN routing on the Cardiff server
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Fig. 17. Routing Information Protocol Version 2 (RIPv2) being configured on Network
Adapter 2 (connection to Swansea server)

11




) Server Status
4 [y CARDIFF (local)
B Network Interfaces

Routing and Remote Access [= o |
File Action View Help
e o XBae Bm
Z Routing and Remate Access |

Interface i Updstemode  Responses sent

23 Swanzea Gateway Network 2 Pesiadic 21

= = ‘ i 2
o vay Network Periodic a
g File BN Remete Access Logging|| = Ltb Oatewey Networ eiodi
e us <3 P
S| H Genenal
G Ren B suatic Routes
= AP |
b H 1Py New Interface...

Show Meighbors..

View

Delete
Refresh

< I

Add a new RIP

Export List..,

Properties

Help B8] Windows Server 2012R2

Fig. 18. RIPv2 configured on both Network Adapter 1 (connection to Lab) and 2 (connection
to Swansea)

Fig. 16-18. shows the process of configuring RIPv2 on both Network Adapters on the Cardiff
server (right click “RIP’ in the panel to add a new interface). RIPv2 is a distance-vector routing
protocol that uses router hop count as its metric, with a maximum hop count of 15 [5], [6].
RIPv2 sends out routing table updates every 30 seconds and supports variable-length subnet
mask (VLSM) which is an added improvement over RIPvl [6], [7]. RIPv2 is a widely
supported and easy to configure routing protocol making it suited to small networks [6]. [8].
However, the protocol does not scale well for large networks due to a slow convergence time
[6]. [8]. It should be noted that a routing protocol is required for there to be communication
between the Lab and Swansea as they are on different networks (Fig. 6). RIPv2 is not the only
routing protocol that can be used. there are many others including static routes, Enhanced
Interior Gateway Routing Protocol (EIGRP) and Open Shortest Path First (OSPF).
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Fig. 19. Ping successful from Lab client to Swansea server
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Fig. 20. Ping successful from Swansea server to Lab client
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Fig. 21. Ping successful from Cardiff server to both Swansea and Lab

Fig. 19-21. shows the use of the Ping network utility and demonstrates how there is successful
communication between the Lab, Cardiff and Swansca (seen by 0% loss).

1.4. Learning about Local Area Network Routing
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Fig. 22. The route print command showing Cardiff"s Routing Table

Fig. 22. shows information about IP networks and how they are reachable (directly or indirectly)
[9]. For example in the routing table, the network destination 192.168.0.0 can be seen as an
active route. This shows that the 192.168.0.0/24 network is reachable (which includes the
192.168.0.1 address of Swansea) by the CardifT server via the Network Adapter interface
assigned with the IPv4 address of 192.168.0.254 (directly connected). The 192.168.1.0 network
is also an active route and the same theory applies allowing the Lab client to be reached by
Cardiff. The address 127.0.0.0 is a loopback network address, 127.0.0.1 is a localhost loopback
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address, 224.0.0.0 is a multicast address and 255.255.255.255 a limited broadcast address [9].
[10]. The interface addresses of 192.168.0.254 and 192.168.1.254 with the subnet mask
255.255.255.255 are host routes that allow for more efficient processing of packets that are
directed to Cardiff (router) [11].

1.5. Type 1 Hypervisors and Routing Observational Tasks

1.5.1. The benefits of Type | Hypervisor software services and available products
A Hypervisor is software that manages multiple virtual machines and allows multiple
Operating Systems (OSs) to share the same hardware. It controls, allocates and
virtualises hardware resources for every virtual system [12].
There are Type 1 Hypervisors that run directly on a system’s hardware and Type 2 that
run on a host’s OS (Fig. 23). The host OS can then provide virtualisation services e.g.
I/O device support and memory management [13].

Type 1 Hypervisor Type 2 Hypervisor

= B
Operating Operating || || Operating Operating Operating || |=| Operating
system system — SyStem system system —
I 15 = I
Application Application Application Application Application

Hypervisor | I Hypervisor

Host hardware | I Operating system

| Host hardware

Fig. 23. The difference between Type 1 and Type 2 Hypervisors [13]

The benefits of Type 1 Hypervisors include better performance and flexibility as they
run dircctly on the hardware and have less overhead [14], [15]. Another advantage is
that if a single VM crashes it will not affect any of the other VMs running on the
hypervisor [16].

There are a number of Type 1 Hypervisors available detailed below [12], [17], [18]:

VMware ESX and ESXi — Offers advanced features and saleability but requires
higher cost licensing. VMware is the market leader in Type 1 hypervisors. Their
vSphere/ESXi product is available in a free edition and 5 commercial editions.
Microsoft Hyper-V — Lacks many advanced features offered by VMware ESX
and ESXi e.g. fault tolerance and power distribution management. Available
free (no GUI & virtualisation rights) and in 4 commercial editions, Microsoft is
aggressively improving Hyper-V to catch up with vSphere and releasing their
own utilities.\

Citrix XenServer — Linux based, lacks a lot of features that ESX/ESXi has.
Management and administration are more difficult than Hyper-V and
ESX/ESXi. Citrix is lagging behind in developing and improving their product
compared to Microsoft and VMware.
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e Qracle VM - Based on the open source Xen project. Lacks many advanced
features in other Type 1 Hypervisors. Free, however support and updates will
cost.

1.5.2. The role of Routers in Network Architecture and types available
A router is a layer 3 networking device that is responsible for forwarding packets from
network to network. from the source to final destination. A router connects multiple
networks together. This means that the multiple interfaces on a router will belong to a
different IP network. The two primary functions of a router are to determine the best
path to send a packet and then forward packets towards their destination. A router uses
a routing table to determine the best path to a destination network [19].

There are many different types of routers available [20]-[22]:

e Consumer routers — Used in the home or by small businesses. They normally
act as a wireless access point, switch, Dynamic Host Configuration Protocol
(DHCP) server and modem.

e Enterprise routers — Used by medium to large businesses. They allow for
advanced device configurations and support many routing protocols. Interfaces
are also customisable using interface cards (for Cisco routers) [23].

e  Wireless routers — Instead of using wires to transmit packets. wireless routers
use radio waves (transmitted via one or more antennae). Wireless routers would
form a wireless local area network (WLAN) as opposed to LAN.

e Core routers — Forwards packets within a network, but no between networks.

e [Edge routers — Is a router located at the edge of a network and used to connect
to external networks e.g. wide area networks (WANSs) and the Internet.

* Bridge routers — Is a device that acts as both a router and bridge.

e Virtual router — Is software that replicates the functionality of hardware-based
layer 3 routers. Virtual routing is a form of Network Function Virtualisation
(NFV) [24]. Hyper-V uses network virtualisation and can perform virtual
routing as seen in section 1.3..

1.5.3. Routing Protocol types, usage and benefits
Routing protocols are used to allow the exchange of routing information between
routers. The purpose of dynamic routing protocols is to discover remote networks,
maintain up-to-date routing information. choose the best path to destination networks
and find a new best path if the current patli-Bégomes unavailable. Dynamic routing
protocols are made up of data structures, routing protocol messages and an algorithm
for calculation of the best path [19].
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Fig. 23. Dynamic routing protocol classification [11]

There are many classifications of different dynamic routing protocols as seen in Fig.
23, with RIPv2, EIGRP, OSPF, Intermediate System to Intermediate System (IS-IS)
and Border Gateway Protocol (BGP) used commonly today [11].

There are a number of advantages and disadvantages associated with dynamic routing
protocols [19]:

Advantages: Disadvantages:

Appropriate in all topologies where More complex to implement.
multiple routers arc required.
Normally independent of network size. | Less secure by default — addition
configurations are required (o secure.
Automatically changes topology to Route depends on the current topology.
reroute traffic if possible.

Can be resource heavy on CPU, RAM
and link bandwidth.

. The purpose of Routing Tables and the information they provide

The purpose of the routing table is to store route information about directly connected
and remote networks. The routing table contains IPv4 and [Pv6 network addresses and
next hop address associations [19]. In Windows routing table the subnet mask is given
and the Gateway column is the next hop address with ‘on-link” meaning directly
connected [25]. The network address and next hop address (Gateway) tells the router
how to optimally reach a particular destination [19]. The metric column shows a route’s
preference if there are multiple routes to a destination. For example, the shortest route
will have the lowest metric and be the preferred route [9].

The purpose and significates of a subnet mask in the Routing Table

A subnet mask is a 32-bit number that normally accompanies an IP address. Its purpose
is to divide an IP address into the network address and host address. For example,
192.168.1.0 with the subnet mask 255.255.255.0 means that 192.168.1 is the network
portion of the address and .0 is the host portion of the address. The host part of the
address can then be assigned to devices (.1-.254) except for .0 which is reserved as the
network address and .2535 reserved as the broadcast address. Subnetting can be used to
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further divide the host part of the address into different subnets. For example,
192.168.1.0 with subnet mask 255.255.255.252 allows 2 hosts to be assigned
192.168.1.1 and 192.168.1.2. This means that 192.168.1.4 255.255.255.252 would now
be a different subnet and not part of the 192.168.1.0/30 network.

The subnet mask is significant in the routing table as the mask determines the network
address of its connected interface [26]. The subnet mask will also highlight how many
hosts will be part of that subnet. It is worth noting that the subnet mask 255.255.255.255
that accompanies the 192.168.0.254 and 192.168.1.254 interface addresses make them
host routes [9].

Section 2: Routing and Remote Access Services in Windows Server:
ARP, Managing TCP/IP & ICMP Operations using Packet Filtering

2.1. Using the ARP Protocol to obtain Physical/Logical Network Node
information

-

Administrator: Command Prompt
b.3. 96001

n. A1l wights reserved

Fig. 24, Cardiff’s Address Resolution Protocol (ARP) table

Fig. 24. shows Cardiff’s Address Resolution Protocol (ARP) table which maps logical IP
addresses to physical Media Access Control (MAC) addresses of network interfaces. In the
table, the Lab’s IP address 192.168.1.1 can be seen mapped to the MAC address 00-15-5d-86-
03-f1. Swansea’s IP address 192.168.0.1 is mapped to the MAC address 00-15-5d-86-03-f4,
The IP address starting with 224.0.0 are multicast addresses [27] and the MAC address ff-ff-
fE-ff-ff-fY is a broadcast [28].
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2.2. Permitted TCP and ICMP Operations
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Fig. 25. Adding the Web Server (IIS) role to Swansea server
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Fig. 26. Adding the File Transfer Protocol (FTP) service to the Web Server (IIS) Role

Fig. 26-27. show the Web Server (IIS) role with File Transfer Protocol (FTP) service being
added to the Swansea server. This is because the Swansea server will act as an FTP server that
Cardiff and the Lab will connect to.
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Fi'g. 27. Adding a new user to Local Users

Fig. 27. shows the user “ftpuser’ with password ‘P@sswOrd” being added to the Users folder
of Local Users and Groups. This will be used as the username and password to access to
Swansea FTP server.

B Desitop L] Internet | ion Services (1IS) M

& Downlozds <
2 Recent plac ':e _ﬂ_:] » SWANSEA »
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™ This PC
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L Application Pools
bl Sites FTP site name:

Add FTP Site

test

Content Directory
Phyysical path:
Cihinetpub\ftproot

Fig. 28. Adding a new FTP site
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Fig. 29. Setting FTP port binding and Secure Socket Layer (SSL) settings
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[ Wiite
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Fig. 30. Setting FTP authentication and authorisation information

Fig. 28-30. shows the process of setting up an FTP site on Swansea. Fig. 29. shows that port
21 is used as the binding. This is because port 21 is a well-known port number that is assigned
to FTP (Control Channel) which will listen for incoming client connections [29], [30].
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Fig. 31. Adding an FTP banner message

Fig. 31. shows the creation of a banner message that will display when a user connects to the
FTP service. Banners can be used to display legal disclaimers against unauthorised access.

1 Virtual Maching Vigwer - Swanses on server babbagesosc.smu.ac.uk
File  Action
@3 Ctri-Alt-Del S Full Screen

ftproot
Home Share View

* T | » ThisPC » Local Disk(C) » imetpub » ftproot
[ Favomtes e
[l Desktop | tastftpdownload
& Downlosds

Fig. 32. Creating a test testftpdownload.txt file on Swansea to be download by Cardiff
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Fig. 33. Creating an FTP downloads folder on Cardiff
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Fig. 34. Creating a test testftpuploads.txt file on Cardiff to upload to Swansea
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arting.

Fig. 35. Connecting to the Swansea FTP server from Cardiff to download and upload the .txt
files
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Fig. 36. The testftpdownload.txt file as successfully been download from Swansea to Cardifl
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Fig. 37. The testfipuploads.txt file has been successfully uploaded to Swansea from CardifT
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Fig. 38. fipfilesupload folder permissions

Fig. 32-34. shows the process of creating test .txt files to test the ability to download and upload
files to and from the FTP service on the Swansea server. Fig. 35. shows that the Cardiff server
can successfully access the FTP service on Swansea (using username ‘Swansea\ftpuser’ and
password “P(@sswOrd’). The ‘led c:\ftpdownloads™ command is used to set the local directory
to the fipdownloads folder (Fig. 33). The “get testfipdownload.txt™ is used to download the
testftpdownload.txt file (Fig. 32) from Swansea into the ftpdownloads folder on Cardiff. The
testftpuploads.txt file is uploaded to Swansea using a similar process. First, the local directory
of the Cardiff server is changed to the location where testfipuploads.ixt is saved (led
c:\ftpupload). The “put testftpuploads.txt’ command is then used to upload the file to Swansea
from Cardiff. Fig. 36-37. show that the respective files have in fact been downloaded and
uploaded successfully. It is worth noting the "ACCESS IS DENIED’ (Fig. 35) when first trying
to upload. This is because the folder permissions of ftpfileupload need to be changed on Cardiff
(Fig. 38).
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2.3. Restricting ICMP Operations Using [P Packet Filtering with the Windows
2012 R2 Server Routing and Remote Access Service
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Fig. 39. Network Adapter 1 (connection to Lab) Routing and Remote Access properties
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Fig. 40. Adding an inbound Filter to the adapter
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Fig. 39-41. shows the process of configuring an inbound Internet Control Message Protocol
(ICMP) filter that will block all ICMP (ping) packets to the destination 192.168.0.1 (Swansea
server) from the source 192.168.1.1 (Lab client). ICMP filtering is a useful practice as the
ICMP poses security risks. For example. ICMP flood Denial of service (DoS) attacks exploit
ICMP vulnerabilities and incorrect network configurations [31]. Fig. 42. shows that the ICMP
ping to Swansea from the Lab fails and has been successfully blocked. Note the ping to
192.168.0.254 (Network Adapter 2 —connection to Swansea) shows that ICMP is still working
correctly.




2.4. Restricting TCP Operations Using IP Packet Filtering with the Windows
2012 R2 Server Routing and Remote Access Service
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Fig. 43, Configuring an outbound filter to block TCP traffic to port 21
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Fig. 44. Outbound filter blocking TCP traffic to port 20 and 21 from any source to any
destination
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Fig. 45. FTP connection to Swansea from the Lab fails as it is succes;full)-' blocked
Fig. 43-44. show the configuration of an outbound filter to block every network (Lab and

Cardiff) from accessing the FTP service running on the Swansea server. The FTP service uses
the TCP protocol over port 20/21 [29] which is why destination ports 20 and 21 are blocked.
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Port 21 is the FTP (Control Channel) which will listen for incoming client connections, filtering
only port 21 should be sufficient to block the FTP service [30]. Fig. 44-45. shows the attempts
to access the FTP service on the Swansea server from Cardiff and the Lab which are blocked
(as it fails to connect). Blocking the FTP service is useful to control who can and cannot access
the FTP service which is an important security consideration [31].
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Fig. 46. Configuring an inbound filter to block FTP connections from the Lab, but allow access
from Cardiff
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Fig. 47. FTP connection to Swansea from the Lab fails

Fig. 46-47. shows the configuration and evidence of an inbound filter to block FTP connections
from the Lab, but allow the Cardiff server to access the FTP service. Note how the inbound
filter is applied to Network Adapter 1 (connection to Lab) which is why a source address is not
needed as all FTP connection attempts through that adapter will be blocked. Cardiff is able to
access the FTP service because its connection attempt will be sent out of Network Adapter 2
(connection to Swansea) which has no filter.
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Fig. 48. Configuring an outbound filter to block access to the FTP service from only Cardiff
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Fig. 49. Access to the FTP services from CardifT is blocked
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Fig. 50. The FTP service can successfully be accessed from the Lab

Fig. 48-50. shows the configuration and evidence of an outbound filter on Network Adapter 2
(connection to Swansea) to block FTP attempts from only the Cardiff server, allowing the Lab
to connect. The 192.168.0.254 source address is significant as that will be the source address
when connecting to the FTP service from Cardiff.
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2.5. Allowing only Cardiff to FTP to Swansea Server while blocking all other
traffic from Cardiff and the Lab network
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Fig. 52. Configuring an outbound filter to drop all packets that are not FTP connections
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Fig. 53. FTP access is successful on Cardiff with ICMP ping packets blocked
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Fig. 51. shows the configuration of an inbound filter on Network Adapter 1 (connection to Lab)
that will block all FTP connections entering through that adapter (Lab). Fig. 52. shows the
configuration of an outbound filter on Network Adapter 2 (connection to Swansea) that will
drop all packets (block) that are not for TCP port 21. These two filters work together so that
only FTP traffic from Cardiff can be successfully received by Swansea. Fig. 53. shows how
the CardifT server can FTP to Swansea but is unable to send ICMP packets. Fig. 54. shows how
FTP attempts and ICMP packets are both blocked. This is an example of a good security policy
by only allowing the traffic that is required to Swansea.

2.6. ARP, Packet Filtering and Server Roles Observation Tasks

2.6.1. ARP Process
A n ARP cache is checked

ARP entry is added E “ B ARP request is sent

IP packet is sent [ \

Fig. 5. The ARP Process [32]

The Address Resolution Protocol (ARP) is a process that is used by a host on a LAN to
resolve logical IPv4 addresses to physical Media Access Control (MAC) addresses [33].
This is a necessary process as the underlying ethernet hardware communicates using
MAC addresses [34]. The ARP process stores the IPv4 and MAC mappings in an ARP
cache (table) [33].
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The ARP process is comprised of a number steps (Fig. 55) [32], [33]:

. A host will check its ARP cache for an entry for the destination IP address or
gateway (next-hop) address in the case where the destination IP address is located
on a remote network. If there is an entry ARP skips to step 6 in Fig. 55.

. If no entry is found an ARP Request frame is broadcast out of the appropriate
interface. The ARP frame contains the MAC address and IP address of the
interface sending the ARP request as well as the destination or gateway IP address.

. All local hosts will receive and process the broadcast ARP frame. The receiving
hosts will check to sce if the requested IP address (destination/gatcway) matches
their own IP address. If there is a match the host updates its ARP cache with the
address mapping of the sender of the ARP request.

. If there is not a match, the ARP request is dropped.

. The (matching) receiving host sends an ARP Reply containing its requested MAC
address and sends it directly back to the sender of the ARP request.

. When the ARP reply is received by the sender, it updates its ARP cache with the
address mapping.

. Both hosts involved in the ARP request and reply now have up-to-date address
mappings in their ARP caches.

. ARP now sends the IP packet to the destination address or gateway by addressing
it to the resolved MAC address in its cache.

Packet Filtering

Packet filtering is a technique used to control network access by allowing or disallowing
the flow of specific types of IP traffic [35]. [36]. Packet filtering is normally conducted
on a router (which Cardiff is acting as). In our context packet filtering is termed IP
packet filtering as we are filtering traffic based on source and destination IP address.
Packet filtering is a security measure and can be used in networks as a first-line of
defence to block specific inbound packets from reaching a protected network. The
benefit of this is that it can be used to reduce the load on an application firewall or proxy
[37]. Other advantages include application independence, high performance and
scalability. Disadvantages include lack of security as packet filtering is not application
aware and offers no monitoring above the network layer [38]. Outbound filtering can
be used to limit the number of users accessing a service e.g. mail server or the Internet
[37].

Contradictory filters

Contradictory filters can occur as inbound and outbound filters can be configured for
each interface (adapter) [35]. For example, Network Adapter 1 (connection to Lab)
could have an inbound filter that allows traffic but the outbound filter on Network
Adapter 2 (connection to Swansea) might not allow the same traffic to be sent. This
would mean that traffic would not pass across the Cardiff router.

Server Roles and Services

There are many roles and services that can be configured on Windows Server 2012 R2
[39]. For example, there are many Active Directory services that can be used to
automate network management of user data, security and distributed resources [40].
[41]. Active Directory can also control access for users based on security policy [42].
When using Active Directory machines would be connected to a domain where
information is stored in a central location [43]. Such features would be advantageous
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in a local and remote context to control access and manage user data. A global
administrator would also be able to oversee everything that happens in the domain [43].
There are many Networking services such as Dynamic Host Configuration Protocol
(DHCP) to automate IP address assignment to clients and Domain Name System (DNS)
to map domain names to IP addresses [44]. These services will be explored in sections
3 and 4.

Other roles include an Application Server for running custom server-based business
applications [39]. The Failover Clustering service can be used to increase the
availability of applications and other services e.g. local web server [45]. The File and
Storage Services could be used to provide centralised network storage for local users
[46]. The Remote Desktop Service could also be especially useful to allow remote
access ¢.g. virtual desktop infrastructure (VDI) and session-based desktops [47].

Section 3: TCP/IP Configuration using DHCP (Dynamic Host Control
Protocol)

3.1. Understanding Different TCP/IP Configurations

Internet Protocol Version 4 (TCP/IPv4) Properties -

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
() Use the following IP address:

IP address | - - - l

Subnet mask: | . . . |

Default gateway | - - - ‘

(® Obtain DNS server address automatically

() Use the following DNS server addresses:

Preferred DNS server: | - - - l
Alternate DMNS server | . . . l
Validate settings upon exit

[ ok || cancel |

Fig. 56. Configuring Automatic Private IP Addresses (APIPA) on the Lab and Cardiff before
setting up a DHCP server
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o Administrator. Command Prompt

s2ipconnf iy /release
ognized as an internal or external command,
operable program or hatch file.

s\Administrator>ipconfig /release

Jindows IP Configuration

[Ethernet adapter DHCP test:

Connection—specific DNS Suffix

Link-local IPuv6 fAddress . - . Fe f183:6621:9599:f24ax23
Autoconf iguration [Pv4 Addxr - 4.242 .74

Subnet Mask . . . . . . . . . . 255.255.8.8

Default Gateway . . . . . . . .

Ethernet adapter Cardiff Gatewy:

Connection—specific DNS Suffix

Link—=local IPué Address = = feBB::58d6:-3a49:22a7:fc54x12
IPv4 Address. . . - - 0 N P

Subnet Mask . . . : s 255.255.255.8

Default Gateway . . - 192.168.8.254

Fig. 57. The ipconfig /release command on the Lab machine

c ) Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.%968@1
(c> 2813 Microsoft Corporation. All rights reserved.

CinlUserssAdministrator>ipeconfiyg Arenew

Windows IP Configuration

fin e » occurred while renewing interface DHCP test : unable to contact your DH
CP server. Request has timed out.

Fig. 58. ipconfig /renew on Lab

EM C:\Windows\system32\cmd.exe o= |- = @
C:s\Useprssadmin>ping 192.168.1.25%4 -

Pinging 192. 165 l.254 with 32 f data:
Reply from H me =1ms
Reply From 2. . 54: 2 2 time{lms =
Reply from 168.1. : = time<{ims
Reply from 2. -1.254: ] 2 time<lims

: for 192.168.1.254:
:ts: Sent = 4, Received 4, Lost
Approximate wround trip tim in milli-secon
Minimum = Bms,. Maximnum = ims, Average =

C:\Use dmin?ping 192.168.8.254

Pinging 192.168.8.25%4 with 32 bytes of data:
i it failed. General failure.
fdl]Pd. General failu
General failur
transnit failed. General failure.

cs for 192.168.0.254:
Sent = 4, Received = B, Lost = 4 {188x loss).

Fig. 59. ng from Lab to Cardiff

Fig. 56. shows the configuration of the Lab and Cardiff network adapters to automatically
obtain private IP address (APIPA) before setting up the DHCP server. This is a test to show
that APIPA will fail without the DHCP server. Fig. 57. shows the use of ipconfig /release
command to make sure the previous static IP address is erased. Fig. 58. shows the ipconfig
/renew command to try and obtain a new IP address automatically from a DHCP server. There
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is no DHCP server at this stage causing the process to fail and time out. Fig. 59. shows that
pings from the Lab to the different adapters on Cardiff fails. This is because as the APIPA
process failed the Lab network adapter no longer has a default gateway and can no longer
contact Cardiff (default gateway) or remote networks (Swansea).

3.2. Installing the DHCP Server

& Add Roles and Features Wizard

Select server roles

Salect one or more roles to install on the selacted sarver.

Description

I>]

BP,

Fig. 60. Installing the DHCP server role on Cardiff

Dynamic Host Configuration
Protacel (DHCP) Server enables you
Ia centrally configure_mai nd

DESTINATION SERVER
Carch?

®

Add features that are required for DHCP Server?

The follewing tocls are required to manage this feature, but do nat
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[Taals] DHCP Server Teols

[ Include management tools (f applicable)

|'Add Features | | Cancel

Fig. 60. shows the installation of the DHCP server role and related management tools on the

Cardiff server.
3.3. Authorising the DHCP Server
R T ) Bk STIDICUT 10015 s —
b DHCP = | -9
B e acion view rep v o [ search administe. £ |
«=%|@E = BE 8 = -
1 @ DHCP Contants of DHCP Manage Authorized Servers 2] = = [
BE || b 5 cardff 5 cardf
= Huthorized DHCP servers: v
» Neme [PAsiess | Aghorze.., | ) =
3
- Authorize DHCP Server | 2| X |
Type the name or IP address of the DHCP server you want o autherize.
Hame or IP address:
[E2isenzse
To 2dd a computerta the DH
The followsg DHCF zarver vall ba authonzed. Enter any necessary
eomecticns below and click OK.
< " E) JI =: Nams: |M
53 IP address 192.168. 0 . 254
iﬁ Rernote Access Management B0xd3 -
) Resource Monitar (oK ]| ond |
L Routing and Remste fczes: = T

Fig. 61. Authorising the Cardiff DHCP server

34




¥ DHCP
File Action View Help

= E = @=L

@ DHCP Contents of DHCP Status Actions

4§ cordiffwtred)| § cardiff.nwtraders.msft '3
T DHCP E
b '3 P More Actions

Fig. 62. Confirmation of successful authorisation

Fig. 61. shows the Windows Active Directory (AD) Domain authorisation for the Cardiff
DHCP server. This is because Windows AD Domains protect against rogue DHCP servers that
may be added to the network. This is a precaution as DHCP clients are not concerned about
which DHCP server offer they respond to [48]. The green tick in Fig. 62. shows that the Cardiff
server has been successfully authorised.

Note: This step is only completed after adding the servers/client to a domain and configuring
Active Directory.

3.4. DHCP Scopes

New Scope Wizard

IP Address
You define the scope address range by identifying a set of consecutive IP addresses. i

Configuration settings for DHCP Server
Enterthe range of addresses that the scope distributes.

Start IP address: [ 192.168. 0 . 1|

End IP address: 192 . 168 . 0 .254

—Corfiguration settings that propagate to DHCP Client

Length: | 24 _%I

Subnet mask: |255.255,255‘ 0

| <Back | Net> | | Cancel

Fig. 63. Configuring a DHCP scope for the Swansea network

35




Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the IP address range that you want to exclude. I you want to exclude a single
address, type an address in Start IP address only.

Start IP address: End IP address:

Excluded address range:

192.168.0.200t0 192.168.0.254 Remove

Subnet delay in milli second:

Fig. 64. Configuring an IP address exclusion range

Lease Duration
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at foced
locations, longer lease durations are more appropnate.

Set the duration for scope leases when distributed by this server.

Limited to:

Hours: Minutes:

Days:

Fig. 65. Setting Lease Duration
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New Scope Wizard

Router (Default Gateway)

You can specify the routers, or default gateways, to be distrbuted by this scope.

S

IP address:

192.168.0.254

To add an IP address for a router used by clients, enter the address below.

| <Back | Net> || Cancel
Fig. 66. Specifying the Default Gateway
& DHCP ==
File Action View Help
s 2E 6= @E®
% DHCP Contents of Scope Actions
4 § cerdiffnvtreders msft i} Address Pool Scope [192.168.0.015.. =
a Pt (@ Address Leases e
1) Scope [192.168.00] Swansea DHCP Scope | 4 peservations More Actions 4
Ly Address Pool | Scope Options
& Addres; Leases ' Policies
4 Reservations -
Scope Options

i Palicies
4 [ Scope [192.168.1.0] Lab DHCP Scope
i Address Pool
& Address Leases
5| Recenvations
. Seope Options
4 Policies
73 Server Options
ol Policies
b 0 Fitters
b B IV

Fig. 67. Scopes for the Swansea and Lab network added to DHCP server

Fig. 63-66. shows the step-by-step process of configuring a DHCP scope (right clicking IPv4
and selecting ‘New Scope’ in the DHCP Administration Tools window). A scope is a range of
IP addresses that are valid to be leased to DHCP clients within the network that the range is
part of [49]. A scope must be set for DHCP to work. Fig. 64. shows an excluded address range
for IP addresses that will not be distributed by the server. This is useful as these excluded
addresses can be used as static addresses for Web servers, Print servers etc. where you do not
want the IP address to possibly change if a DHCP lease expires [50]. Fig. 65. shows that the
lease duration is set to 8 days. This is the length of time a DHCP client will have the IP address
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it has been assigned. A client must renew the lease before it expires, or it will be assigned a
new IP address from the scope. Fig. 66. shows the default gateway address that the DHCP
scope will be distributed from.

IMPORTANT: A new scope will be now be made for the Lab network using the IP address
range 192.168.1.1-192.168.1.254, exclusion range 192.168.1.200-192.168.1.254. lease
duration of 8 days and default gateway address 192.168.1.254.

Two DHCP scopes will now be visible in the DHCP Management Console as seen in Fig. 67.

& Network Connections S

T | # « Metwork and Internet » Network Connections v & | Search Metwork Connection -] |
Cunaniza_x_ Dicahla thic astwnk dmica 0 +his R i connection_» =~ 0 i il
¥ Cardiff Gateway Network 2 Properties ILI Internet Protocol Version 4 (TCP/IPv4) Properties
Networking General | Alermate Configuration

Connactusng: You can get IF sattngs assigned automatically (f your nebwork supports

B Mot TSR] ﬁmﬁ"ﬁ?ﬁiﬁsf“ o ack your network admasetrator

L Conligure.. 1 @) Obtan an [P address sutamaticaly

This connection uzes the felowing Rems!

¥ & Cliert for Microset Networka
o gﬁea«d Piinder Shasing for Mecrosofl Metworks

() Use the following 1# address:

¥ JS00S Packet Schaduer
O - Mcrsoft Network Adapter Mutiplexor Frotocol
¥ - Link Layer Topatogy Discevery Mapper 1O Driver

¥ i Link-Layer Topology Discovery Responder

¥ - irgamer Protocal Varsion 6 (TCP/IPYE) (8 Obtain DNE server aderess autcematicaly Hide
¥ - intemet Protocal Varsion 4 (TCPAPvd) (3 Use the following DS server addresses:
Instal... Uninsta Propetties ! NG 5

Descrption

Tranamrision Control Protocel finbemed Frolocol. The defoul
wice anea network protocod that provides communicatan
Beross drvana nemonneciad networks Valoate sethings upon ext Advanced...

[ ok |[ cewsl T J[Cema ]

Fig. 68. Configuring APIPA on Lab (also configured on Swansea)
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while »els i 3 Interface 1 : The sy
e [ile

rdiff connection Metwork 1:

nnection-s
Li ¥

This

Fig. 69. Using the ipconfig /release and ipconfig /renew commands on the La

Administrator: Command Prompt

dapter C

onnection
1 aZ:8déex13

ipconf iy srenew

Fig. 70. Using the ipconfig /release and ipconfig /renew commands on Swansea

Fig. 68-70. show the final steps conducted on the DHCP clients (Swansea and the Lab) to
configure and verify the success of DHCP address allocations. Firstly, the APIPA option is
selected on the network adapter connected to Cardiff on both Swansea and the Lab (Fig. 68).
The ipconfig /release and ipconfig /renew commands are then used on both Swansea and the
Lab (Fig. 69-70). A ping test is then connected on both the Lab and Swansea to verify
connectivity.




3.5. Configuring DHCP reservations

i

File Action View Help
% nm = BHE
7 DHCP

Fl i cardiff nwtraders. msft
a2 [ P

i Addres: Pool
& Address Leases
d| Reservations

7. Scope Options
4| Policies
4 Scope [192.168.1.0] Lab DHCP Scope
i Address Pool
& Address Leases
& Reservations
* Scope Options
o Policies
-4 Server Options
dl Policies
b [ Fikers
b @I

Fig. 71. Converting the Swansea server’s lease into a reservation

4[] Scope [182.168.0.0] Swansea DHCP Scope

s [192,166.0.1] Swenseanviradersm:

|[ Clieet 10 Addrese Narme
£ 192.168.0.1

DHCP

Lease Expiration

Swanses.nwiraders.. Reservation [active)

DHCP

§,, Lesse converted successfully to reservation

[ 1]

Type
None

- g X
Actions
Address Leases =
More Actiens 13

Fig. 71. shows the easiest way to create a DHCP reservation (right click lease and select *Add
to reservation’). A DHCP reservation means that a client will always have the same reserved
IP address [50]. It is important to use reservations on any clients that need a permanent IP
address assignment (e.g. Print servers, File servers, Web servers etc.) [50]. These clients require
a permanent IP address to avoid possible connection problems that may occur when using an
unreserved address that could change [51]. Such clients could also be assigned IP addresses
statically using an IP address in the DHCP exclusion range.

g

s Address Pool
& Address Leases
4 (8] Reservations

| [192.168.0.7] Sy m

A reservation ensures that a DHCP client is abways assigned the same IP address.

To add a reservation, an the Action menu, click New Reservation.

Mote: An exclusion prevents 3 DHCP client from ever obtaining an address from a

" Seape Options
J Policies
4 [ 7] Scope [182.188.1.0] Lab DHCP Scope
i Address Pool
& Addres; Leases
4 (5] Reservations
Scope Options
o Palicies
5 Server Options
4| Policies
v ¥ Filters
b I

specifi

For mig

Provade information for a reserved chent.

Feservation name: Lao-01-01
IP addreas 192.7€2. 1 . 3
MAC addvess: 001554 260341
Descnpiicn:
[~ Supparted bypes

& Both

" DHCP

 BOOTP

Fig. 72. Creating a new reservation for the Lab

= DHCP - %

File Action View Help

9 2@ & HE *

3\'}_ DHCP _ Actions

4 J‘ ;ldlxmudm.msﬂ 0 sarvations PS—— =
4 [ Scope [192.168.0.0] Swansea DHCP Scope More Actions ]

40




B Command Prompt

h-0r
Lah-81-81 >ip

Interface

f
‘ ate . o 2 .« 8 Hedia dizconnected
i
!

An ervor occureed while vele udo-Tnterface 1 : The

l=ten cann . e File

1:

nwtrade

Fig. 73. ipconfig /release and /renew on the Lab

Fig. 72. shows the manual configuration of a reservation for the Lab using its MAC address. A
MAC address is unique to a machine allowing the DHCP server to identify the client it is
reserving the IP address for. Fig. 73. shows that the IP address of the Lab is the reserved IP

address of 192.168.1.1 after ipconfig /release and /renew

i DHCP
File Action View Help

=5 A 7 |

B oHCP

. 9
New Reservation |_-
Prowide information for & ressnved client

o e IP address
FReservation name. Lab-01-0

P address 192,168, 1

a [ cardiffnwtraders.meft
4 b
4

Address Leasas

4 Reservations

= [192,168.0.7] Swansea.nwiradersm:
Scope Options

— addiess from s
MAC address: 00-15-5d-85-03 1 L ocl.

Policies Descnption: s Help
27 Scope [182.168.1.0] Lab DHCP Scope
\ Add Suppoted types
Actdres; Leases  Both
4 5 Resewvations " DHCP
Scope Options riBo0T
Policies s
Server ( ns
Palicies Add Clase |

(¥ Filters

Fig. 74. Testing a new, different IP address reservation on the Lab

=8| x
Actions
Reservations -
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BB Command Prompt = ]

erface Loophack Pscudo—Interface 1 : The sy

ction Metwork 1:

1-E511-429D-a612

i Hedia dizsconnected

Interface 1 * Th

Hetwork 1:

Bet zpecific Fix

Fig. 75. ipconfig /release and /renew on the Lab to confirm new reservation

Fig. 74-75. shows another example of a different reservation (192.168.1.5) on the Lab
machine,

3.6. DHCP Observational Tasks

3.6.1. Role of the DHCP Server

Dynamic Host Configuration Protocol (DHCP) is a client/server protocol that
automatically assigns IPv4 addresses and other information such as subnet mask and
default gateway to IP hosts on a network [52]. The DHCP server will also ensure that
all assigned IP addresses arc unique [33]. In the author’s presented network, the Cardiff
server acts as the DHCP server to provide the Lab and Swansea server Network
Interface Cards (NICs) with IPv4 addresses, subnet mask and default gateway
configuration information.

3.6.2. Troubleshooting DHCP
If the DHCP server cannot be contacted while the Lab and Swansea are configured to
obtain their IP address automatically. The Lab and Swansea will not have an IP address
configured or have the IP address 0.0.0.0 and as result network connectivity will be lost
[53]. For this reason, it may be worth considering clustering DHCP servers to provide
high availability. This means that when a failure is detected the DHCP service will
quickly be restarted on a reserve server [54].
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3.6.3. The DHCP Lease Process

DHCP
Client

Server

L 4
(T

DHCPDiscover

DHCPOffer

DHCPRequest

DHCPAck

Fig. 76. The DHCP 4 stage process [55]

The DHCP lease process is comprised of 4 stages (Fig. 76.) [33]:

1.

When a configured DHCP device (client) boots or connects to the network it
will broadcast a DHCP discover (DHCPDISCOVER) message to identify any
available DHCP servers on the network.

A DHCP server will then reply with a DHCP offer (DHCPOFFER) message.
offering a lcase to the client. The DHCP offer contains the IPv4 address and
subnet mask as well as the default gateway and DNS address that will be
assigned. The duration of the lease will also be included.

The client then sends a DHCP request (DHCPREQUEST) message that
identifies the specific DHCP server and lease offer that the client is accepting.
A client may also request an address it has been allocated before by the DHCP
server. Note a client may receive multiple DHCP offers if there are multiple
DHCP servers on the LAN, meaning the client will have to choose which offer
to accept.

The DHCP server will then send a DHCP acknowledgment (DHCPACK)
message to acknowledge to the client that the lease has been finalised. If the
DHCP offer is no longer valid or available for the client, the DHCP server will
reply with a negative acknowledgment (DHCPNAK) message. If this occurs the
DHCP process must start again with a new DHCPDISCOVER message. When
a client has a lease, it must renew it before the lease expires with another
DHCPREQUEST message.

3.6.4. DHCP Relay Agent

Client &

DHCP
Client B Subnet 2

DHCP

Ssubnet 1 Server 1

DHCF

Router
{with DHCP/BOOTP
relay enabled)

DHCP
Client C

Fig. 77. DHCP Relay Agent on a router
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A DHCP Relay Agent is a Bootstrap Protocol (BOOTP) that relays DHCP messages
between DHCP clients and DHCP servers on different IP networks [56]. DHCP is a
broadcast based protocol meaning DHCP messages will not normally pass through
routers [56]. A DHCP Relay Agent on a router will receive DHCP broadcast messages
(the DHCP protocol allows every message to be broadcast in certain specific cases [57])
on the network/subnet. The relay agent will then forward them to the stated IP address
on a different network/subnet [56]. The advantage of having relay agent forwarding on
a router is that a single DHCP server will be able to support many networks/subnets
[58]. This will eliminate the need to have a DHCP server on every subnet in an
internetwork [59]. Low management overhead is also an advantage as a single DHCP
server is simpler to manage [58]. Fig. 77. shows how Client B and C on Subnet 2 can
obtain a DHCP address lease from the DHCP Server 1 on Subnet 1.

Remote network Local network
(to DHCP server) (to DHCP server)
192 168.1.1 192 16801
Lab Cardiff Swansea
Remote DHCP client Router + Relay DHCP Server
Agent

Fig. 78. An example topology of how a relay agent would work in the author’s
network (if the DHCP server was configured on Swansea)

A relay agent can be configured in Windows Server 2012 R2 under the Routing and
Remote Access Microsoft Management Console (MMC) under IPv4 [56]. A relay agent
is not needed in the author’s presented network. This is because the DHCP service is
running on Cardiff which is acting as the router and is directly connected to both the
192.168.0.0/24 and 192.168.1.0/24 networks. This means that the DHCP service will
send and receive DHCP messages through the corresponding local interfaces to
Swansea and the Lab. Note it is also not possible to configure a DHCP relay agent on
a machine that is running the DHCP service (which Cardiff is) [56]. The author’s
network could be modified by making Swansea the DHCP server and configuring a
DHCP relay agent on the router Cardiff. This would forward DHCP messages to and
from the remote network (Lab), see Fig. 78.




Section 4: Name Resolution using the Domain Name System (DNS)

4.1. Understanding DNS operation; Planning and deploying DNS

c e DESTINATION SERVER
ﬁ Select server roles Carditt nutradernmatt
¥ U
i A Select ane or more rales to install an the selected server
WA Descriptian
18 of “a|  Active Directory Domain Services
L {AD D5) stores information about
= objects on the network and makec
ug Fi thiz information available 1o users
i rociory Lighbweiaht Divecton Servieds and netwerk administrators, AD DS
Lo R T : uses domain controllers to give
4 r [ Active Directory Rights Management Senvices network users access 1o permitted
[ Application Server - resources anywhere on the network Hide
< b P through a single logon process.
] DNS Server (Ir
[ Fax Server
[®] File and Starage Senvices (2 of 12 installed)
] Hyper-v

] Netwark Policy and Access Services.
[ Print and Document Services

[®] Remote Access (2 of 3 installed)
] Remote Desktop Services

< Previous |

| Manage  Help

¢ Domain Controllers (1) Tasks
E Filer o D) 5 |
[H Overview CARDIFF
T Name B Domain Contr...  Site Tpe Add to group-
Domain Controllers CARDAFF ? ) = Delete
i Dynamic Access Cantrol » Mave_.
Propertics
I Authentication » ropertic:
2 Domain Controllers
Global Search

Pre-create a Read-only domai...

Mew

Search under this node

Properties

o | " 3
CARDIFF ~
Domain controller type:  Global Catalog DNS name:  Cardiff.mwtraders.msft
Managed by: Site: Defauit-First-Site-Name
Modified: 18/01/2018 11:04 Q5 Windows Server 2012 R2 Standard
Desanipbion:
| Summary _.

Fig. 80. Cardiff assumes the role as Domain Controller
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] Aetive Directory Users and Com|[ Mame Type Description
b= Saved Queries 2, Administeater User Built-in aceount for administering the computer/domain
4 [ mwtraders.msft £ Mllowed RODC Passwor,.  Security Group., Members in this group can have their passwards replicated to all read-anly domain contrellers in the d...
b & Buikin 82, Cent Publishars Security Greup.. Members of this group are permittad te publish centificates to the directery
& [ Computers 82 Cloneable Domain Cont.. Security Group... Members of this group that are domain controliers may be cloned,
& Domain Controllers B Denicd RODE Passmvord .. Security Growp..  Members in this greup cannet have their passwerds replicated b any read-gnly domain contrallers in L.
b ] ForeignSecurityPrincipal)| ga ogep Agministrators  Security Group..  Members who have administrotive aceess to the DHCP Service
¥ L Managed Service Accout| ga pyiep (jsers Security Group... Members who have view-only access to the DHCP service
§iLisers 2 DrsAdmins Security Group.. DNS Administrators Group
B DnsUipdsteProny Sacurity Group... DNS clitnts whi sre peamitbed o garfonms dynamic updates on behall of same sther chents fsuch 55 Do
2 Domain Admins Security Group... Designated administrators of the demain
82 Domain Computers Security Group... All workstations and servers jeined to the domain
&% Domain Controllers Secunty Group..  All domain contrellers in the domain
8% Domain Guests Security Group.. Al domain guests
82 Domain Users Security Group..  All domain users
82, Enterprise Admins Security Group.. Designated admini of the entery

52 Enterprise Read-only Do., Security Group., Members of this group are Read-Only Domain Contrellers in the enterprize
82 Group Pelicy Creater 0. Security Group... Members in this group can medify group pelicy for the domein

!. Guest User Built-in account for guest sccess to the computer/domain

52 Protected Users Securnty Group... Members of this group are sfforded | p againzt urity th See..
82 RAS and 145 Servers Security Group... Servers in this group can access remote access properties of users

82 Reod-only Domain Cont... Security Group...  Members of this group are Read-Only Domain Controllers in the domain

82 Schema Admins Security Group...  Designated administrators of the schema

£2 WinRMPRemoteWMIUser.., Security Group.. Members of this group can access WM resources over management protocals (such as WS-Managem...

Fig. 82. Active Directory Users

Fig. 79-82. shows Active Directory (AD) successfully set up with nwtraders.msft as the Fully
Qualified Domain Name (FQDN) for the forest (a single instance of AD at the highest level
which groups domain trees) [60]. The process of configuring AD is conducted through a wizard
after the Cardiff server is promoted to a domain controller via a notification in the Server
Manager. After a restart, the administrative account should be used to log in (to allow
configurations to be made).

Active Directory (AD) is a centralised Windows OS directory service that is used to automate
and streamline network management of user data, security (e.g. authentication and
authorisation) and distributed resources (see section 2.6.4.) [61], [62].
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% Remote settings
W) Advanced system settings

System Properties

Windo
Wi

See ale

Action Center

Windows Update

Computer Name | Harchwars | Advanced | Remate

=]

Windows uses the folowing information Lo identfy your compuler

o the network

Computer deseription: | Swanses

Far excamole: IS Production Server’ or
“Aocourting Serves”

Swarmea nvtraders maf

rewtraders msft

Full computer name:
Domain:

r2012R2

To rename: this computer o change s domain or
warkggroup, click Change.

[ Creoge.. |

name and the herehp of thee

You
compuier, Changes might affest acoess to network resources.

Computer name:

WENEY

Full computer name:
Swansea nwtraders.msft

8 items

Fig. 83. Adding Swansea server to the domain

Control Panel Home

B Device Manager
HY Remote settings
H System protection

1D.

System Properties
Computer Name | Hardware | Advanced | System Protestien | Remate|

To use @ wizard o join 2 domain or workgroup, clck
Network

Te rename this computer or change &9 domain or
workgroup. chok Changa.

(=

* Windews uses the fellowng infomation 1o identy your computer
" onthe nstwork.

H Advanced system settings Computer descrption:
For sxample:- "Kitchen Computer™ or “Mary's
Computer™
Full compuler name: Lab-01-01 FC rvtraders.msit
Domain: mefraders mefl

| Metwok D |

Apcky

play

Domain:

Seealso
Actian Carter
Windows Update

Performance Information and
Took

Fig. 84. Adding the Lab to

nmwtraders.msft

Windews activation

W& You must activate today. Activate Windows now
Product ID: 00371-177-0000061-85462

Change product key

the domain

ou can changa the name and the membershep of the

ter. Changas might fect decess to network rescurses.
i

Computer name:
Lab-01-01FC

Full compader name-
1Lk 01-01-PC rwtracers maft

47




B Active Directory Users and Computers |;J£-_

File Action View Help

e 2P 0Bk Bm teETE%
] Active Directory Users and Com || Mame Type Description |
| Saved Queries & LAE-01-01-PC Computer
4 ) mwtraders.msft (& SWANSEA Computer
1 Builtin
Computers

21 Domain Controllers
| FersignSecurityPrincipal
B Manzged Service Accour
Users

Fig. 85 Swansea and Lab added to the nwtraders.msft domain

L] Active Directory Users and Computers [ =& ]
File Action View Help
DEd= BminExTa

Jsers and Com .Namq ) Type DC Type Site Description
s Saved Queries & CARDIFF Computer 6L Default-First-Site-MName
2 33 motradersmadt
| Builtin
Computers
=1 Domain Contrallers
p [ ForeignSecurityPrincipal
Managed Service Accour
1 Users

Fig. 86. Cardiff acting as the Domain Controller

¥

Fig. 83-84. shows the process of adding Swansea and the Lab to the nwtraders.msft domain.
Fig. 85-86. shows that Swansea and the Lab are successfully part of the nwtraders.msft forest
and now under the jurisdiction of the AD scrvice running on Cardiff (Fig. 86).

R System

T (1B » Control Panel b Systemn and Security b Syctem v & Search Control Panel o

Control Panel Home 8im "
View basic information abaut your computer

&' Device Manager Windews edition
& Remote sattings Windows Server 2012 B2 Standard
B Advanced system sentings © 2013 Microsoft Corporation. All rights - Windows Server2012 R2
reserved, -
System
Processor: IntelfR) Xeon(R) CPU E5-2640 0 @ 2.50GHz .50 GHz

Imstalied memony (RAM): 200 GB
System type: 64-bit Operating System, x62-based processor
Pen and Touch Mo Pen of Touzh Input is svailable fior this Display

Computer name, domain, and workgroup settings

Computer name: Cardiff ¥ Change setting
Full computer name: Cardiff mviraders.msht

Computer description: Cardiff

Domain: mwtraders.msft

Administrator: Command Prompt

crozoft W B.3.9600]
2813 Mic . ALl rights

Action Center

Windews Update

Fig. 87. Cardiff server Ho
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= System

4 1B v Control Panel + Systemn and Security ¥ System v & | ses

Control Panel Home e T .
View basic information about your computer

Vindows edition

B¢ Rernote settings

5 Advanced system settings

indows Server 2012 R2 Standand

© 2012 Microsoft Corporation. All rights reserved.

@ Windows Server2012R2

System
Precesser
nstalled memory (RAM)
Systemn type:

Pen and Touch:

Intel{R) Xeon(R) CPU E5-2640 0 @ 2.50GHz 2.50 GHz
2.00GB

E4-hit Operating System, x54

ased processar

No Pen or Touch Input is available for this Display

Camputer name, domain, and workgroup settings

Computer na Swansea
| computer name S

Computer description: Swanses

Domain e,

u i yEtE

Swansca server Host Name

Administrator: Command Prompt

hostnane

and FQDN

Fystem
Rating
Processon
Installed memany (RAM]:
Syaterm type:

Pen and Touch:

Full computer name:
Computer deseription:
Do

Wi te

Computes name, domain, and wor

Intel(R) Xeon(R) CPU E5-2640 0 @ 250GHz 250 GHz

200 GB

6.t Dpersting System
o Pen or Touch Input is availsbie fo

Display

roup settings

Lab-01-01-PC.rwtraders msft

Ftraders mstt

A1L rights ve

Lok-UL @13

Fig. 89. Lab client Host Name and FQDN

Fig. 87-89. shows confirmation of Host Names and FQDNs.

=3
y= [/ + Contrel Panel » All Control Fanel lteme rem 3 F
Ca) (™ tred B . trol P » Sy 2
Control Panel Home
View basic information about your computer
w Windows edition
y
% Symem protection
% Advanced system settings

& Change settng
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Features

Select server roles

Before You Begin

Installation Type

Select one or maore roles to install on the selected server

Roles

] Active Directory Certificote Services
| Active Directory Domain Services
Active Directory Faderation Services
Active Directory Lightweight Dwrectory Senaces
Active Directory Rights Management Services
Application Senver

[>]

DESTINATION SERVER
Semnseanwtradesmaft

Description

Domain Name System (DNS) Server
provides name resalution for TCP/IP
networks. DNS Server is easier to
manage when it is installed on the
same sarver 2; Actve Directary
Domain Services., If you select the
Active Dirsctory Domain Services
role, you can install and configure

=

File Action View

CEIET R

& ohs

4 [ SWANSEA
b ] Forward Locld
- 1 Reverse Looky
b [ Trust Points
& ] Conditional f
& [ Global Logs

b @ Swanseanwirade

(o] e [~ [

Mumber of secords before forward quesies tme out: | 10 J
The sarver FQDN will not ba avalable f the approprists reverse
configured, -

= DNS Server and Active Directory
Dormain Services to wark together.
Hide
[ Network Policy and Access Services B
[ Print and Document Services
Remote Access
emote Desktop Services =
<Previous | | Next> | Install
Fig. 90. Installing the DNS server on the Swansca server
- — || =
SWANSEA Properties [ x|
[ Debugl Eventloggng | Moritoring
| Interfaces Forwarders. Advanced RogtHnts |
Forwarcers ane DNS servers that this server can use b resehve DNS
wqueries for records that this server cannot resclve.
IF Address Server FQDN
192.168.0.254 cancff nwtraders.msft
IP addresses of forwarding servers:

[#]Use roat hints if no forwarders are svalable Bl [ addes Server FODN Vabdated [ oot |
Note: If conditional forwarders are defined for a given doman, tl | {0 192.158.0.25+ P T ——— w
be used instead of server kevel forwarders. To aealte or view cof
forwarders, navigate to the Conditional Forwarders node in the 5 =
tree. Do

Fig. 91. Configuring a DNS Forwarder on Swansea
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2 z - o] x
: CARDIFF Properties [2] = Jjeaer '
File  Action  Vief
4| 2] | [ Devgtooon [ Eventloggng | Montong | Secmty
oS | Itefsces |  Fowardsm |  Advanced |  FRoothes
': 2 CARDIFF net ressive quedies for 2ones that do not exist on the lscal ON;
| Roet hints f DNS
3 sarvnr. Thay am only ussd  forwarders e not configurad or fad to
> E Forward respond
b ] Reverse U
p 1 Trust Poi Hame servers:
© [ Conditio Server Fully Gualfied Domain Hame FQDN) 1P Address ~
b (1) Global L, oot servers nel [182.112.35.4)
npot-servers.net. 128.63253]
| roct-servers.net 1192.3614817
|.rack servers.net. [192.52.128.20]
K roct-servers nel 1193.0.14.129)
| root-servers.net. 1193.7.83.42) H
moetesrvere et [202.1227.33]
swansaa niviradens msft. 1192.168.2.5] 153
. = Edit Name Server Record -
= e | [T | [Comionss Enter & sarver name and one or more [P addresses. Both are required 1o idantify the name server.
Server fully quakfed doman name (FQDN):
Resoive
1P Acchesses of th NS record:
ok [ [comel ][ st | [l (5 acess vadaind
«Chick here to add an IF Address>
€3 1z.168.2.5 The server wilh thes TP address is not ...
3 192.163.0.1 The server with this [ addressis ot ...
on
Fig. 92. Configuring a Root Hint on Cardiff
e DNS Manager (=L

File Action View Help

en2mXECozHm @@

& DNS Narme
a| ] capoice | T —
Y] Configure a DMNS Server...
3 Create Defsult Application Directory Partitions...
b Hew Zone..
:_ .15] Set Aging/Scavenging for All Zones..

Scavenge Stale Resource Records

Update Server Data Files

Clear Cache

Launch nslockup

Al Tasks v
View »
Delete

Refrech

Export List...

Propedies

Help

Fig. 93. Clear Cache

Fig. 90. shows the installation of the DNS server on the Swansea server (the DNS Server was
installed on Cardiff when the AD Domain Services were installed). A forwarder is configured
on Swansea pointing to the Cardiff server as seen in Fig. 91. A forwarder is used to resolve
DNS queries that the server cannot resolve (e.g. the server is non-authoritative for the domain
requested) [63]. A root hint is configured on Cardiff pointing to Swansea server as seen in Fig.
92 (it fails to validate in this example as Swansea is non-authoritative for the Cardiff zone). A
root hint is used to resolve DNS queries for zones that do not exist on the local DNS server
[63]. Fig. 93. shows the option to clear the DNS server cache, it is important to be able to
control and clear the cache when troubleshooting DNS and connectivity issues (e.g. DNS
entries in the cache may become out of date) [64]. [65].

IMPORTANT: The DNS Server should be made a client of itself. This is done by setting the
interfaces’ IP address as the DNS server address in the IPv4 properties of the NICs. This is
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important as the DC must look at itself for DNS, without this configuration AD will not

function correctly [66]-[68].
4.2. Storing and Maintaining DNS Data

Welcome to the New Zone

1 Wizard
-
This wizard helps you create a new zone for your DNS
A zone translates DNS names to related data, such as IP
addresses or network senvices,

To continue, dick Next.

<k

[4 Fone Type
L} Tha DS server supports varkaus types of 2ones and storage.
Select the type of 20ne you want to create:

) primary zone
Creates a copy of a zone that can be updated drectly on this server.

(®) Secondary zone
Creates o copy of & zone that exists This optien helos L
hnmubadnfwmmu;mdmwldﬁfuﬂmlsm

() Stwb zone

mamufammmmsewum Start of Authority

and possibly glue Host (&) records. A server containing a stub zone is not.
auttwritative for that zone.

[] Store the zane in Active Directory (avadable onky iF DNS server is a writeable domain
controler)

| cBak || mMet> | | conea |

Fig. 95. Zone Type

Zone Name
What s the name of the new zone?

The zone name specifies the portion of the DNS namespace for whach this server s
authoritative. 1t might be your erganization’s domain name (for exampie, migosoft.com)
or & portion of the doman name (for example, newzone. meTosaft.com). The zone name i
not the name of the DS server.

Zone name:

e |

|<aad= ‘I Maxt = ||Clrm|

Fig. 96. Zone Name

Fig. 94. Creating a new Secondary Forward Lookup Zone on Swansea
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Master DNS Servers
The secondary zone & coped from one or mare DS servers,

Specify the DNS servers from which you want to copy the zone. Servers are
contacted in the order shown.

Delete

Dawn

[ <Bak [ memt> | [ concd

Fig. 97. Master DNS Servers

] Completing the New Zone Wizard

a‘ You have sucoessfully completed the Bew Zone Wirard, You
& specified the folowing settings:
Mame:  nwiraders.msft [~
Type:  Secondary
Lockup type: Forward
Filz nams: mwtraders.msft.dns v |

Mote: You shouid now add recoeds to the zone or enaure
that records are updated dynamscally. You can then verify
rame resolution using nslookup,

To dose this wizand and create the new 2one, didk Finich,

| <Bak || Fnsh | | cCancd |

Fig. 98. Completing Zone creation

Zone Type K
o The DA sarver supports vanous types of zones and storage.

Salext the type of zone you want bo creale:

@ Primary zone
Crestes a copy of a zone that can be updated directly on this server,

() Secondary zone
Creates & copy of & Zone that sxsts on another server, This opton helps balance
th of primary servers and tolerance.

() Stub zone

Creates a copy of a 7one contarneng only Mame Server (4S), Start of Authanity
{504). and possibly gue Host (&) reconds. A server containing a stub zone is not
sutharitatve for that zone.

[+ Stere the zane n Active Drectory (avadeble only if OGS server & 8 writeeble domain
controler)

| <Back || Mext> | | Cancd |

Fig. 99. Creating a new Primary Forward Lookup Zone on Cardiff
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[l acti T Scope
fou can select how you want DS data replcated throughout your network, g

you
() To slDNS sar & ! Hhis forest: rwvtraders.msft
(®) To alBNS ser dk e thes domain: rwitraders.msft

O To alldomain controllers: i this domain (far Windowe 2000 compatibity):
rwiraders.msft

() To & domain controllers spesified in the scope of this drectary partibon:

[ <pack [ mem> | [ caal |

Fig. 100. Active Directory Zone Replication Scope

[l zone Mame
| Winat s the name of the new zone?

The zone name specifies the porton of the DNS namespace for whith this server is
authoritative. Tt might be your wmmﬁdummﬂwcxm microsaft.com)
o & portion hdmﬂ\nune(fwmda newzone.mirasoft.com). The zone nams is
not the name of the DNE cerves,

Fone name:
fuetraders. wsft ‘

| <pask || mem> | | conen

Fig. 101. Zone Name

Dynamic Update i
= You can specify that this DNS zone accepls seare, nonseaure, or no dynamic
updates,
Crynamicupdates enable DS chent computers to register mddyrmldyq)datﬂha
Mmﬂsuﬂha“m changes ac
Select the type of dynamic updates you want to alow:
(®) asow only secure dynamic updates (recommended for Actve Directory)
This option s avalable only for Active Directory-integrated zones.
() v both nonsecure and secure dynamic updates.
Dynamic updates of resource records are accepled from any dient.
& This option is & significant security vulnerabdity because updates can be
accepled From untrusted sources.
Do ot allow, dynamiz upcates
these records manually.

aenn this 2ene. You w

[ <pak [ Mext> | [ caum

Fig. 102. Dynamic Updatc
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Completing the New Zone Wizard

-
You have successfully completed the New Zone Wizard, You
i spadfied the fellowing sattings:
Name:  niwvtraders.msft ~

Type:  Active Directory-Intagrated Primary
Lockp type: Forward

-

Hate: You should now add records to the zone or ensure.
thal records are updated dynamcally. You can then venify
ROME 1 nslociop.

To dose this wizerd and ceats the naw 2one, didk Fnish,

[ <Bak [ mah | [ coned

Fig. 103. Completing Zone creation

Genaral St of Athorty (S08) | Nama Servers
H WINS 2oz Trorafers Security

Azone tranefer sends 2 copy of the 2one tothe servers thet request 3 copy.
[V Mlow z0ne transfers:
() To any scrver
(@) Oriyta servers ksted on the Name Servers tab
() Oy 1o the folowing servers
IP Address Seover FGDN

Edt

To specily secondary senvers 15 be notfied of

[ok | [ el | ooy [ e |

Fig. 104. Allowing zone transfer of nwtraders.msft from Cardiff to Swansea
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msft Properti [z] xJ DNS Manager -6 x

WINS Zore Trangfen | Securty
H General Start of Authorty (SOA) Name Servers

T add name sarves to the ket, chokc Add

Type Data Timestamp

Start of Authority (5. [11], cardiff.nwtradersmsf...  static

Hame sarvers.
Mame Server (NS} cardiff.nwiraders.msft, static
Server Fully Cuaified Domain Name (FQDN) IF Address
cand® nraders msf. (152 162.2.254)[1...
swansea mdraders ek N92.168.0.1]
Entter a server name and one or more 1P addresses. Both are required to identify the name server.
Server fully qualfied domain name (FGON):
warsen.mitraders.msft. | Resalve
IP Addresses of this NS record:
[P Address Valdated Delete
oﬁﬂdﬂ here to 2dd an 1P Addrezs -
192.168.0.1 oK Up
T = =
" represants an [P address retieved as the resuk of a DNS query and may Down

rot mprasant actual raserde sored on this sanver

[ox [ e [ ooy ][ e ]

o] Ceman |

Fig. 105. Adding Swansea to the Name Servers list

.*_F_.*‘F.‘.i?f! e :
= "||E| XC oz Bm § A6

2 s Name Type Dats Timestamp
4 [ SWANSEA (2 sites
4 ] Forward Loekup Zones 3 wp
4Gl 'Yf"m_dﬁ""m‘h: 2 _udp
E = <Aftes 2 DomainDnsZones
P ?’ ep . ForestDnsZones
b E _udp (7] (same as parent folder) Start of Authority (504] (28], cardiffnwiraders.msf...  static
= :’“{"‘:;‘f;‘z“”“ 5] (same as parent folder) Name Server (NS) swansenwhradersmst,  static
.8 ;m;u-“:e;‘hp ‘Z;’:’ [ | (zame a5 parent folder) Name Server (M5) cardiff.matraders.msit. static
R e [7](zame 2= parent folder) Host (4) 182.168.2.254 static
o [7](same 25 parent folder) Host (4) 182.168.0.254 static
> [ Global Logs [7](same 25 parent folder) Host (4) 182.168.1.254 static
[ carditt Host (&) 192.168.0.254 static
'l caraite Host [A) 192.168.2.254 static
acardllf Host [A) 192.168.1.254 static
[]swansea Host [4) 192.168.0.1 static

Fig. 106. Confirmation of the nwtraders.msft forward lookup zone transfer from the Cardiff
Primary DNS server to Swansea Secondary DNS server

Fig. 94-106. shows a step-by-step guide on how to set up a primary and secondary forward
lookup zone (with transfer) for the nwiraders.msft namespace. The forward lookup zone
supports the query process that resolves host names to IP addresses [69]. See 4.4.5. DNS Zones
for information on Primary and Secondary zones.
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Zone Type
n The DNS server supports various types of zones and storage.

Sedect the type of 2008 you want to ceate:

O Primary 2one
Creates a copy of a zone that can be updated drectly on this server.
@) Secondary zone
Creates a copy of a zone that exists ther server. Ths option helos b
the processing load of primary servers and provides fault toberance,
O Stub 20ne

Creates 3 copy of 3 20ne containing only Name Server (NS), Start of Authority
(504), and possibly ghue Host (A) records. A server containing a stub zone is not.
aulhoritative fer that zone.

[_] Store the zone in Active Drectory (avalable anty if DNS server s a writeable doman
controler)

[ ceok [ memt> | [ conca |

Fig. 107. Creating a new Secondary Reverse Lookup Zone on Swansea

Reverse Lookup Zone Name
] A reverse lovkup zone banslabes IP addresses inte DNS names.
(Choose whether you want to create a reverse logkup zone for [Py addresses or [Py
addresses.

[Cepos [ memts | [ coned |

Fig. 108. IPv4 Reverse Lookup Zone

Reverse Lookup Zone Name
A reverse lookup zone translales IP addresses into DNS names.

To identify the reverse lookup 20ne, type the network ID or the name of the zone,
(®) Network IDx:

IlSZ 158 0 .
The network 1D i the portion of the [P addresses that belongs to this zone. Enter the
network 1D inits normal {not reversed) orcer,
I yau use & 2era in the network I, it vl appear in the zone name. For example,
network 1D 10 would oreate zone 1.in-addr.arpa, and network I 10.0 woud aeate
zone 0, 10.in-addr.arpa.

) Reverse lokup zone name:
0,169 192.in-acdr 2rp2

| emsdk | mem> || cones

Fig. 109. Reverse Lookup Zone Network ID
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Master DNS Servers
The secondary zone is copled from one or more DS servers.
Speaify the DNS servers from which you want to copy the 2one. Servers are
contacted in the order shown,
Master Servers:
[P Address Server FOON Validated [ Deete
up
Dawr
| cBak || met> | [ conca |

Fig. 110. Master DNS Servers

- Completing the New Zone Wizard

You have suczassfily complated the New Zone Wizard. Yeu
spedfed

‘the followng settings:
Name:  0,168.192.m-addr. arpa |~
Type:  Secondary

Lockup tipe: Reverse

File name: 0.168. 192.in-addr arpa.drs |

Mgte: You should now add records ko the zone or ensure:
that records are updated dnamically. You can then verify
using nslocip.

To dase this wizard and creats the naw zone, did: Fnish.

[ <gack [ mnsn | [ cancat

Fig. 111. Completing Zone creation

File Acticn View Help

e a@Em FAS

& Ds

4 § SWANSEA

4[] Forward Lookup Zones
4[] nwtraders.msft

@ Zone Not Loaded by DNS Server

» B e The DNS senver enceuntered a problem while sttempting te load the zene. The transfer of zone data from the master server failed.
b E e Carrect the problem then either press FS, o on the Action men, click Refresh,

b ) _udp

b ] DomainDnsZones For mare infarmation about troubleshooting BHS zone prablems, see Help.

b [ ForestDnsZones
4 2] Reverse Lookup Zanes
0162192 in-addr.arpa
& ] Trust Points
1 Conditional Forwarders
b (1) GlobalLegs

Fig. 112. Zone Not Loaded




Zone Type
The B4 server supports various types of zones and storage.

Salect the type of zone you want to reate:

(®) Primary zone
Creates a copy of & zone that can be updated drectly on this server.

() Secondary zone
Creates 8 copy of 8 zone on server, This eouon
the processing load of primary servers and provides fadt tolerance,
) Stub zone

Creates a copy of a zone contaning only Mame Server (NS), Start of Authonty
, and possibly ghue Host (A) recorcs. A server containing a stub zane ks net
suthoritative for that zone,

[w] Stare the zone in Active Diractory (avalabis onky If DNS server s a writsable domain
controller)

[caadc ‘Im!l>||w‘

Fig. 113. Creating a new Primary Reverse Lookup Zone on Cardiff

Active Directory Zone Replication Scope =

o You can select how you want DNS data replicated throughout your network. '“.

Salect how you want zone data replicated:

(O To alDNS & k facest: ders.maft

@) To all DNS ser mtraders.msft

) To all domain controllers n this domain (for Windows 2000 compatibiity):

wiraders. mstt

() T sl domain controllars spacifiad in the seaps of this & y par

[ <ok || memts | [ coed |

Fig. 114. Active Directory Zone Replication Scope

Reverse Lookup Zone Name
A reverse loskup zone transiates IP addrasses into DNS names.
ct ¥ou want to create & cup zone for ildresses or [Pve
addresses,
@ IPv4Reverse Locku Zone
O 1Pv6 Reverse Locku Zone
[ cpak [ mext> | [ coum

Fig. 115. IPv4 Reverse Lookup Zone

59




Reverse Lookup Zone Name
A reverse lookup zone translates IF addresses into DINS names,

T dentify th
@) Network ID:

IS?IGS!].

Thhe network 1D 5 the portion of the [P addresses that belngs to ths zone. Enter the
network 19 in ts normal fnot reversed) crcer.

ok 1D or th of the 2ome.

lookup z0ne, type th

I you use a zero in the network ID, it vl appear in the zone name. For example,
network 1D 10 would areabe zone 10.in-addr.arpa, and network 1D 10.0 would aeate
zone 0, 10.in-addr.arpa.

) Reverse lockup zone name:

1,183 152.in-acdr, 2rp2

| ek || mMex> | | concal

Fig. 116. Reverse Lookup Zone Network ID

Dynamic Update

‘to register and dynamicaly update their
changes ooaur.

You can speafy that this DNS zone accepls secure, nonsecure, or
updates,

resource records with 8 DNS server whenever
Select the type of dynamic updates you want to sbow:

(®) Alow only seare dynamic updates (recommended for Active Directory)
This option i avalable only for Active Directory-integrated zones.

) Alove both nonsecure and secure dynamic updates
Dymamic updates of resource records are accepted from any dient.

& ‘This opton is a sgnificant seaunity vulnerabity because updates can be
accepted from untrusted sources.
() D net alw dynamic updates
Dynamic accepted by this zone. You must update:
these records manusly,

mespace to be divided into zones. Each 2one stores information abeut one or more

Zone.

| eBak Cancel

[ et

Fig. 117. Dynamic Update

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
spedfied the following settings:

Hame:

0,158, 192.in-addr. apa
Type:  Active Directory-Integrated Primary.
Loskup type:

Reverse

Hote: You shoukd nov add records to the zone or ensure
that records are upcated dynamically. You can than verify
name reschition using nslockun.

To dase this wizard and reate the new zone, dick Finish.

Mespace to be divided inte zones. Each 2one steres information sbeut one of mare

Zone.

[ema [ Poon | [ cowe

Fig. 118. Completing Zone creation
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p ] Trust Points
p [ Conditional Forwarders
b ({3 Global Logs

File Action View Help
o M XDcz He i 08
2 DNs Narme Type Data Timestamp
4 i 5‘_‘\‘&”55& i (same a5 parent folder) Start of Authority (SOA) [12], cardiff.nwiraders.msf... static
4 [1] Forward Lockup Zones El (same 25 parent folder) Name Server (NS) swansea.nwiraders.msft. static
=
i_ | nwiraders.msft ﬂ (same a5 parent folder) MName Server (NS) cardiff.nwiraders.msft. static
4« B fiﬂ\'!l'“ |-°°‘°‘_"F' Zones £]192.168.0.1 Pointer (PTR) swansea.nwiraders.msft. ctatic
{1 0.168.192in-addr.arpa | £]192.168.0.254 Pointer (BTR) cardiff.nwiraders msft. static

Fig. 119. Confirmation of 0.168.192.in-addr.arpa reverse lookup zone transfer from the Cardiff
Primary DNS server to the Swansea Secondary DNS server

Fig. 107-119. shows a step-by-step guide on how to set up a primary and secondary reverse
lookup zone for the 192.168.0.0/24 network. A reverse lookup zone contains pointer resource

records that map IP addresses to FQDNs [70].

Note: Zone transfer will also need to be configured.

Zone Type
The DS serves supports vanious types of zones and storage.

Select the type of zone you want to create:

() Primary zene
Creates a copy of a zone that canbe updaled drectly on thia server.

() Secondary 20ne
Creates a copy of a zone that easts on another server, Ths ophion helps balance
the rocessing bad of primar y servers and provades faul toler.

ance.
) Shub 2008

Creates 8 copy of a zone containing only Name Server (NS), Start of Authority
{504), and possibly giue Host (A) recards. A server containing a shub zone is not
authoritatve for that rone.

[ Store the zane in Active Diectory (avalable only if DNS server is a wiitceble demain
controler)

Status
ptegrated Pr... Running
ftegrated Pr.. Running

[<Bak | Mext> | [ conal |

DNSSEC Status
Not Signed
Mot Signed

Key Master

Fig. 120. Creating an addition Primary Forward Lookup Zone on CardifT to only look after the
swanseaserver.nwiraders.msft domain (an example domain, therefore, contains no hosts)

Zone Name

3 ‘What is the name of the new zane?

The zane name specfies the portion of the DNS namespace for which this server i
suthoritative, It might be your organizaton's domain name (for exampie, micrasoft. com)
or a porton of the domain name (for example, newzone.mcrosofl.com). The 2one name &
ik the name of the DNS server,

Zone name:
wanseacerver oty aders, mefi]

| cmex | mear || coms

Status
jtegrated Pr..  Running
Megrated Pr..  Runsing

Fig. 121. Zone Name

DHSSEC Status
Not Signed
Mot Signed

Key Master
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-|m A
New Zone Wizard -'nager

Dynamic Update
Yfou can spedfy that this DHS zone accepis seaure, nansearre, or no dynamic
upcates, b g Status DNSSEC Status Key Master

tegrated Pr... Running ot Signed

Dynamic s enable DNS chant computers bo ragister and dynamicaly e thei

- i s with 8 DNS server wh e ST o L ptegrated Pr.. Running Not Signed

Select the type of dynamic updates you want to allow:

) Allow anly o updates for Active Direchory)
This option is avaiable only for Actve Directory-ntegrated zones,
() Alow bath nonsecure and secure dynamic updates
Dynamic updates of resource reconds are accepted from any dient.
i This opbion is & sigraficant: security viinerabity because updates can be
accepted from untrusted sources.
() Do not aliow dynamic updates
Dynamic updates of resource records are Mot acosptad by this 2one. You must update
these records manually.

Fig. 122. Dynamic Updates

- o
New Zone Wizard -Mg&r
Completing the New Zone Wizard
Status DNSSEC Status Key Master

You bave successfilly compieted the New Zone Wizad, You tegmted Pr..  Running Mot Signed
specified the folowing settngs: tegrated Pr..  Running Nat Signed

Mame:  swanseaserver.nwiraders.msft
Type:  Active Drectory-Integrated Primary
Leokup type: Forward

Note: You shoud now acd records o the 20ne or ensure:
that records are updated dynamically. You can then verify
name resobkstion ung nsoskin

To cose ths wizard and creale the new zone, dick Frish,

[ smaoc | Fnen | [ cance

Fig. 123. Completing Zone creation

Fig. 120-123. shows a step-by-step guide on how to set up an additional primary lookup zone
for the swanseaserver.nwtraders.msft namespace. The reason for creating additional zones is
to add redundancy and load balancing to a DNS server (see 4.4.5. DNS Zones for further
information). In this example, a zone has been created to exclusively look after the
swanseaserver.nwiraders.msft namespace. This means that if the main nwtraders. msft zone
fails for some reason, hosts in the swanseaserver.nwtraders.msft domain will still be able to
resolve DNS queries within the domain.
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Mame Servers
Sacurty

A zone transler sends a copy of the 2one to the servers that request a copy.

swanseaserver.nwiraders.msft Properties

Sant of 0.

| Genem
Zone Tranefers

WINS

¥ Mow zene tranders
) To any server
(@) Oriy to servers beted on fhe Name Secvers tah
(7 Oriy ta the folowing servere
IP Address

Server FUON

To speclly secondary servers 1o be netfied of zone
updates, cick Hotfy,

Edt

]

| ok | cancel || Aee

Hee |

To 3dd name sarvers 1o the list. click Add

swanseaserver.nwiraders.msft Properties M
[ WINS [ Zone Transfers I rc ot
| Geneal | Satol Adhory (SOA) Hame

Hama sarvers:
Server Fully Cualfied Domain Name (FGDN) IP Address
cardf ndraders maft Unknown

| ad. || Es. || Remows |

“ represants an [P addrsss retnaved as the resut of a DNS
ot represent actual records stored on thia server

query and may

[ ok ][ Cocel || et

DNS Manager -8 x
Type Data Timestamp
Sart of Authority (5. [1], cardiff. wtraders.msf....  static
Mame Server (H5) cardiff.nwiraders.msft, static

To automancaly nobfy secondary servers when the zone changes, select the Automabcaly Nobfy check
bow, and then spedfy the servers.
[+ automatcally notfy:
(®) Servers kstad on the Name Servers tab
) The Folowang servers
IF Address Server FQDN ‘Vabdabed Deleb
<Chck here to 2dd ...
NS Manager = |2 x
Type Dats Timestamp
Start of Authorty (5.  [1] cardiff metraders.msfl.... static
MName Server (NS} cardiff.mwtraders.msft, static

Fig. 124. Allowing Zone transfer of swanseaserver.nwtraders. msft from Cardiff to Swansea

Enter a server nome and one or mone [P addresses. Both are required o identify the nome scrver,
Server fully quaified domain name (FQON):
swansea. rwitraders_msft H Resave |
TP Addresses of this NS record:
P Address Valicated Deigte
<Clhck here to add an IP Address >
9192.138.0.1 The server with this IP address B not .. Up
Do
[Coc | o |

Fig. 125. Adding Swansea to the Name Servers list

Fig. 124-125. show the process of implementing fault tolerance via DNS zone transfer. This
allows for all data in a zone to be copied from the primary zone to the secondary zone [71].
Any updates and changes to the primary zone will be copied to the secondary zone [72]. This
means mean that the secondary zone is an up to date copy of the primary zone and can resolve
queries if the primary zone was to fail [73]. DNS Notify is a process where the primary server
notifies the secondary server about changes to a zone. This allows the secondary server to stay
up to date and obtain the latest records [74].
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File Action YView Help

o 2 XC ez Bm § AG

2 DNS Narme

s [ CARDIFF L2 Ferward Lockup Zones

4 7] Forward Lockup Zones

[ _msdes. nwtraders.msft

4 [ mwtraders.msft

. Reverse Lookup Zones
2 Trust Points
[ Conditional Forwarders

b B _sites (ElGIebal Logs
b2 tep [ElReot Hints
b & _udp

2| Ferwarders
b (2] DomainDnsZones e

b [ ForestDnsZones
b [ swanseaserver
lal swanseaservermwtraders.ms|
a 1 Reverse Loakup Zones
b [ 0168192 in-addr arpa
& ] Trust Points
p ] Conditional Forwarders
b (L] SlobalLegs

DNS Manager

inefaces | Fowades | Advanced |  FootHrms

Ta verfy the configurstion of the server. you can pedom manugl or

automati lmsting.
Select ntestpe:
[¥] A smple quary against this DNS server
[ A recursive queny to ather DNS servers
To peadorm the test immediately, chck Test How. | TastMow
[ Pafom sutomatic testing st the folowing interval:
Tesrmens: |1 | [meses v]
Test resuts.
| Date Time Simple Guery | Reausve @
237M/28 155052 Pass Fams
[Cox J[cmead [ ey |[ Heb |

-
L]

File Action View Help

es 2 XEe=Hm i AD
2 DNS Marme

a4 § SWANSEA (EGlebal Loge

© [ Global Legs

= Forward Lockup Tones

a 1] Fonward Lockup Zones = Reverse Lookup Zones
4 & nwtraders.mift 7 Trust Points
B - " Conditional Forwarders
b @t 7] Root Hints
b L _udp

= ] |1 Forwarders
b [ domaindnszones

b [ forestdnszones
[ swanseaserver
4 7] Reverse Lookup Zones
2l 0.168.192in-addr.arpa
[ Trust Foints
b I Conditional Forwarders

Fig. 126. Verification of the Primary Cardiff DNS server

DNS Manager

Intefaces |  Forwarders | Advenced | RootHinis

Debug Legaing | Event Logaing Monitaring
To verify the configuration of the server, you can perform menud or
automatic testing.
Selecta test typa:

[ A simple quary against this DNS servar
[ A recursive guery to other DNS servers

To parform the tast immediately, dick Test Now. Test low

[T Perform automatic testing at the folowing interval:

Testiterval: |1 | [minutes
Test resdts:
Date Tirmee Smple Query  Retursive ..
23012018 15:51:40 Fass Pass
Lok [ concd || awh [ e

Fig. 127. Verification of the Secondary Swansea DNS server

g x

g x

Fig. 126-127. shows the success of simple and recursive queries on the primary Cardiff DNS
server and secondary Swansea DNS server. This verifies the configurations of the DNS servers.
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File Action Yiew Help

& Dns

4 § CARDIFF
a 1 Forward Lookup Zones
b (o] -msdes.nwtraders.msft
b ] mwtraders.msft
la] swanseasarsermtraders.
# [ Reverse Lookup Zones
5 0168.192in-addr.arpa
7 Trust Peints
1 Conditional Ferwarders
© (1 Global Legs

L

File Action View Help

s 2@ XEG HEm 0@

Intedaces Forwarders Advanced Root Hts

Select the IP addresses that wll serve DNS requests. The server can lsten
Far DNS quenes on all IF addrsses defired for this compuses. or you can
it £ o selecled IP addesses
Ligten on
) MIP addresses
(®) Ordy the followng IP addresses:

IP addmess:

[ ] Ie80: 1043 60dc- 512727
[ 152.165.0.254

[ 180 43 c58 230 883
I 1521681 254

[=1

g x

(o] [Comed ] [ ey

Fig. 128. Disabling IPv6 Intcrfaces on Cardiff

& DNS

4 [ SWANSEA

b ] Forward Lockup Zones

a [ Reverse Lookup Zones
(o] 158192 in-addr.arpa

- 1 Trust Points

p (2 Conditional Forwarders

& () Glebal Legs

DNS Manager

s 2@ XE Q= HM 8§ Ax

I ocbugrogpre | eventiogong | Monmeng |
Interfaces Forwarders Advanced Root Hints.
Selact the 1P addresses that will serve DS requests. The server can

ksten for DNS queries on all 1P addresses defined for this computer, or
you can bmit it to selected I oddresses.

Listen on:

(0) Al TP acdrassas

®) Ondy the following [P addrexses:
1P address:

[] feBe:: 7010:6257: 7ea2:ad6e
v 152.168.0.1

oK Cncel || sy [ new ]

Fig. 129. Disabling IPv6 Interfaces on Swansea

Fig. 128-129. shows a fix to the unknown default DNS server error in nslookup by only
listening for IPv4 DNS queries.
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File Action View Help

s 2@ BcEE=

miEa

£ ons
la § CARDIFF
a [ Forward Lockup Zones
b Gl msdes.matraders.msft
b ] nwtraders.msft

4[] Reverse Lookup Zones
[Z 0168.19in-addr.arpa
1] Trust Peints
=1 Conditional Forwarders

b [l Global Legs

L swanzeaserver.nwtraders.msft

Name

i '-(same 25 parent folder]
f-(same 25 parent folder]
] tsame a5 parent folder)
(=

user]

Type

Start of Authorty (5...
Mame Server (N5)
Mame Server (H5]
Host (4}

Data

[11L cardiff.nwtraders.msf...
swansea.mwtraders.msft.
cardiff.mwtraders.misft.
192.168.0.30

Timestamp
static
static
static
static

Fig. 130. Adding a test host record (userl) to swanseaserver.nwiraders.msft

File Action View Help
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L oohs
la § CaRDIFF
4[] Forward Lookup Zones
b ] _msdes matraders.meft

b o) nwtraders.msft
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4 [ Reverse Lookup Zonss
(3] 0168.192in-addr.arpa
[ Trust Points
[ Conditional Forwarders
v [ Global Legs

File Action View Help
s 2EE6E
4 § CARDIFF
4 [ Forward Lockup Zones
b G msdcs.mwtraders.msft
b [ nwtraders.msft

4 | Reverse Lookup Tones
& 0168.192in-addr.arpa
| 1168.192in-addr.arpa

& 1 Trust Peints

p [ Conditional Forwarders

[ Global Logs

(3 swanseasarver mwtraders.ms:

Name
2 _mades
(2 sites
=
= _udp

msft|| = b omainDnsZ
[ ForestDnsZones
Pl it
Eltsamt 25 parent folder)
D(ﬂme 2s parent folder)
1 zame 25 paren: felder)
[ 1 tsame 25 parent folder)
[l tsame 25 parent foldes)
Elcarditt
Elcardit
FlLab-01-01-PC
[ lswansea
[ Juserz

mEEa

Narme

1] tsame 25 parent folder)
[ ] tsame as parent feldes)
C (same 25 parent folder]
i]1921681.254
il

192.168.1.1

Start of Authority (5.
Mame Sercer (M5}
Mame Server (N5}
Host (4]

Host (4]

Host (4]

Host (A)

Host (4}

Host (4]

Host (&)

Type
Start of Authority {5...
Mame Server (NS}
Mame Server (NS)
Pointer (PTR)

Pointer (PTR)

[74], cardiff.nwtraders.msf...
cardiff.mwtraders.meft.
swansea mvtraders.mift
192.163.1.254

192.168.0.254

192.168.1.254

192.168.0.254

192.168.1.5

192.163.0.1

182.168.0.30

Fig. 131. Adding a test host record (user2) to nwtraders.msft

Data

[2], cardiff.matraders.msft....
swansea.mwtraders.msft.
cardiff.nwtraders.msft,
cardiff.nwtraders.msft
Lab-01-01-PC.wtraders....

Timestamp

static
static
static
23/01/201% 14:00:00
23/01/2012 14:00:00
static
static
23/01,/2012 17:00:00
static
static

Timestamp

static
static

Fig. 132. Addition of another reverse lookup zone for the 192.168.1.0/24 network

Fig. 130-131. shows the addition of test host records that will be used for nslookup tests and
DNS application test. Fig. 132. shows the reverse lookup zone for the 192.168.1.0/24 network.
This is needed to resolve IP addresses to FQDNs in the 192.168.1.0/24 network.
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@ Command Prompt

M1 =pe
ansea.nutraday
160.

b-B1-81-pc . nutr
1.5

bytae af

time
time=1

D nate 1o in nilld
Hinimum = Imz. ms .

Fig. 134. nslookup forward lookup tests continued
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o 6.1,

ig. 135. nslookup reverse lookup tests

Fig. 133-134. shows extensive nslookup tests on the Lab machine. The tests confirm the
successful resolution of host names to IP addresses using both the Cardiff and Swansea DNS
Server. Fig. 135. shows the successful resolution of IP addresses to FQDNs.

4.3. DNS Application

: DNS Manager [ == [
File Acticn View Help
- o = 3 Bl 3

Narre Dats Timestamp

| (zame 2z parent felder] [13L cardiffnutradersmsf..  static

] (same a5 parent folder) static

(M| a5 parent folder cardiff.mwt; static

Flusen 192.168.0.1 static

ts
1 ional Forwarders
b 1) Global Legs

Fig. 136. Changing the user] host record’s IP address
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Fig. 137. The creation of a virtual directory for a test website on the Swanseca server
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Fig. 138. Creation of a test Hypertext Markup Language (H

TML) web page in the

‘C:\Inetpub\wwwroot\test” directory specified by the virtual directory
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Fig. 139. Modifying the “C:\Inetpub\wwwroot™ folder permissions to give the Internet Guest
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Fig. 140. Setting the helloworld.html web page as the default IIS page
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Fig. 141. The website on Swansea server can successfully be accessed from the Lab using the
address ‘http://userl.swanseaserver.nwtraders.msft/helloworld.html’.
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Fig. 142, Disabling the DNS server on Cardiff
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Fig. 136-144. demonstrates a practical test of the DNS server using the Web server service.
Fig. 137. shows the directory where the website content will be stored. The site is also bound
to the userl.swanseaserver.nwtraders.msft host file which points to the Swansea server’s IP
address (192.168.0.1). The reason for this is to bind the website to a test host record that has
no NetBIOS services. If this was not done it would be hard to prove that the DNS server is
working as the NetBIOS mechanism would just resolve the name instead of the DNS server.
Fig. 141. highlights the DNS server successfully resolving userl.swanseaserver.nwiraders.msfi
to the IP address of Swansea (192.168.0.1) by displaying the web page.
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4.4. DNS Observational Tasks

4.4.1. Resolving a Name to IP address
Host name to IP address resolution is a necessity on a network using the TCP/IP
protocol to connect to resources [75].
Microsoft Windows clients will follow a number of steps when attempting to resolve a
name to an IP address [75]:

1. The client will check to see if the name queried is its own.

2. The client searches a local Hosts file (located at
*C:\Windows\System32\drivers\etc’ on Windows 10/8/7). This file contains a
list of mappings of IP addresses to host names on the local computer [76].

3. The client queries Domain Name System (DNS) servers.
4. Lastly, the NetBIOS name resolution sequence is used as a last resort.

4.42. Recursive Query and Iterative Query processes
Iterative queries

]

L

w oow

Mame Server

MNameServerl

com
Mame Server

reskit.com
Name Server

o

— Recursive query

Resalver

Fig. 145, Iterative and Recursive Queries [77]

A recursive name query is normally made from a DNS client to a DNS server. The DNS
client will send a recursive name query to a DNS server requesting a resource record.
The DNS server will either respond with the requested record or an error message
stating the record or domain name does not exist. If the DNS server does not have the
requested information, it will query other servers to get the information. If the
information cannot be found the name query fails. Recursive name queries can also be
made by DNS servers configured to use a forwarder to pass unresolved name queries
to another DNS server. [77]
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An iterative name query is when a DNS client allows a DNS server to return the best
response it can, based on its cache or zone data. When a queried DNS server does not
have a maich for the requested name it can make a referral to another DNS server
authoritative for a lower level of the domain namespace [77]. For example, in Fig. 145,
the client contacts NameServerl with a recursive query for noam.reskit.com.
NameServerl does not know the answer based on its cache and zones so contacts the
root name server of the Internet [77]. The root name server is part of the DNS
hierarchical namespace (Fig. 146) and publishes a root zone file to other DNS servers
and clients on the Internet. The root zone file contains information about where
authoritative servers for the DNS top-level domains are located e.g. .com, .edu. .org
[79]. The root name server does not know the answer so refers NameServerl to a server
authoritative for the .com domain. The referrals continue down through the various
domain levels until a server knows the answer to the iterative query. In the example,
the server authoritative for the secondary domain reskit.com is queried for
noam.reskit.com. It knows the answer and responds to NameServerl with the requested
IP address. NameServerl can now respond to the client with the IP address for
noam.reskit.com }27], [78].

Root Hints

Root hints resolve queries for zones that do not exist on the local DNS server [63]. This
process uses iterative name queries (see section 4.4.2.) [63]. Root hints use a root hints
file which contains host information nceded to resolve names outside of the
authoritative DNS domains. It contains the names and addresses of either the root DNS
servers on the Internet or the DNS servers that are authoritative for the root of the
private network [80].

Question
We have a Server called Serverl, this server will be hosted in a subdomain called
*subcontA’ with a root domain called nwtraders.msft, answer the following questions:

1. What is the exact FQDN for this host:
Serverl.subcontA.nwtraders.msft

2. Illustrate how the Domain Name System breaks up this FQDN into Host and
Domain Namespace:
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DNS uses a hierarchical namespace, using a Parent and Child Domain
structure. This allows for scalability and reuse of names (e.g. the host name
Serverl can be reused as long as it is unique within the Domain). Serverl]
identifies the host name, subcontA identifies the Child Domain (subdomain)
that Server! lives within, and nwiraders identifics the Parent Domain that
subcontA 1s part of. Nwtraders.msfi is the root domain (highest hierarchical
level of a site) with a dot separating the second-level and top-level domains.
[81]-183].

4.4.5. DNS Zones
A DNS Zone is a portion of DNS namespace that has been delegated to other servers
[81]., [84]. DNS Zones can have various purposes, this includes improved
manageability and data distribution of a Domain namespace with many subdomains.
The same zone could also be stored on multiple servers to provide load balancing and
DNS fault tolerance [81], [85].

ServerA.DNS-Zones.com

Domain: DNS-Zones.com

\

DMS-Zones.com

Subdomain:
UK.DNS-Zones.com ~
\ Zone:
* = - . = DNS-Zones.com.
UK Usa AU ETC ETC
London Manchester
Subdomain:
London. UK DNS-Zones.com

Fig. 147. An example of a single zone responsible for all subdomains in a large
enterprise [84]

Fig. 147. shows an example where the domain and zone DNS-Zones.com is hosted on
a DNS server called ServerA.DNS-Zones.com. There are likely to be many more
subdomains for multiple cities for each country. In this example, as there is only one
zone ServerA.DNS-Zones.com would have to store every DNS record of this
worldwide organisation. This would be impractical for administrators to manage and
likely put enormous strain on a single DNS server [84].
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Fig. 148. An example of using multiple zones [84]

Fig. 148. shows how the domain namespace can be split up into different zones.
ServerA still hosts the zone for DNS-Zones.com but now UkServerA UK. DNS-
Zones.com hosts the newly created zone called Uk.DNS-Zones.com. This means that
ServerA will not contain any records for the UK.DNS-Zones.com domain and
UkServerA will not contain any records for the DNS-Zones.com domain. This is
because ServerA and UkServerA are only authoritative for their respective zones [85].
ServerA will just be configured to direct all queries for the UK.DNS-Zones.com
domain to UkServerA. UkServerA will also be configured to direct all queries for the
DNS-Zones.com domain to ServerA [84]. This means the number of records stored on
a DNS server can be controlled.

The use of zones to split up a namespace will reduce bandwidth and unnecessary
queries [84] (e.g. a query for the UK subdomain will no longer need to query a server
in the US. This is because it will query a local UK server hosting a zone responsible for
the UK subdomain). Permissions can also be set on zones to allow the delegation of
control to different administrators [84].

It is possible to have multiple zones representing the same part of DNS namespace e.g.
to provide fault tolerance. There are three zone types [81]. [85]:

e Primary — This zone is where all updates arc made to records that belong to the
zone.

e Secondary — A read-only copy of the primary zone.

e Stub — A read-only copy of the primary zone that only contains records that
identify the DNS servers that are authoritative for a DNS domain name.

To successfully implement a fault tolerance DNS server, zone replication and transfer
are required [86]. This is achieved by the master DNS server copying its zone file to a
secondary DNS server [81]. Master DNS servers are often primary but can also be
secondary [81].
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Fig. 149. An ecxample of using multiple zones with fault tolerance [87]

Fig. 149. shows the use of DNS zones to provide fault tolerance. ServerA is hosting the
domain nwtraders.msft and Zone 1 (which nwtraders.msft is part of) as a Primary zone.
ServerB is also part of the nwtraders.msft namespace and is hosting Zone 2 as a
Secondary zone. ServerC is hosting the sales.nwtraders.msft domain and Zone 3 as a
Primary zone. ServerA is also configured to replicate its zone file and transfer it to
ServerB whenever resource record changes occur. This means that if ServerA fails or
becomes unavailable ServerB will have an up-to-date zone file to resolve any queries
for the nwtraders.msft domain. If ServerA and ServerB both fail. queries for the
nwiraders.msft domain will fail. However, ServerC will still be able to resolve queries
for the sales.nwiraders.msft domain as Zone 3 is only responsible for the
sales.nwtraders.msft namespace.

It is important to remember that a DNS zone should not be associated with a domain
[84]. [85]. This is because a DNS zone can contain multiple domains even with multiple
zones on the same server [84], [85]. The purpose of a zone is to delegate control and
administrative rights of different parts of the namespace (which includes moving
resource records of domains to different servers) [81]. [84]. DNS zones can also be
considered as security boundaries [84].

Factors that require awareness when considering DNZ zones include, the size of a
domain namespace and how many subdomains a zone should be responsible for. The
need for availability and level of fault tolerance required. as well as security
considerations such as zone permissions and administration rights.
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Section 5: Evaluation of clustering strategies for hosting a 3-tier web
development system

5.1. Introduction

A cluster is a group of servers and other resources that are connected via hardware, networks
and software to operate as if they were a single system [88]. There are many reasons to cluster
servers that will benefit even small businesses. These reasons include high availability, load
balancing, parallel processing, systems management and scalability [88]. High availability is a
very important aspect to consider when designing and implementing systems that require
minimal downtime. This is because the loss of access to data or a service due to (but not limited
to) computer failure and storage failure can have severe consequences to a business. Loss of
productivity. revenue. damaged customer relationships. bad publicity and lawsuits are all
possible consequences that downtime can cause [89]. Highly available systems use fault
tolerance mechanisms to minimise the impact of failures of components and services. Fault
tolerance is achieved by reducing single points of failure through the implementation of
redundancy [90].

This appraisal will focus on the high availability that failover clustering can provide to a web
application architecture, as well as a brief look at application clustering. Cluster topologies.
tools and technologies will be investigated along with various suggestions and a proposed
clustering strategy.

5.2. Web Architecture

A Web Server is a special type of file server that retrieves files from a server’s hard drive,
formats them for the web browser and sends the formatted static web content out via a network
[91]. Static web content is content that is expected to be the same by everyone that visits the
server (HTML pages, files, images, video etc.) [91], [92]. The Web Server standards were
intended for the publishing of static documents on the Internet. However, there is a limited
capability for accessing dynamic content [91].

Web application servers extend the capabilities of web servers for dynamic content by
supporting a high volume of users and highly interactive web application [91]. The application
server provides business logic which generates dyvnamic content for a client. A typical website
that provides both static and dynamic content will run web servers for the static content and
application servers to generate content dynamically.

5.2.1. Physical Tiers and Distributed Deployment of Applications

/—\h

— / A
pplication Database

Web
Server Server Server
— > >
Business
Database
Data
e

~—
Fig. 150. Distributed deployment [93]
Web servers and application servers can be brought together in the form of a distributed
deployment [93]. This is an approach where the layers of an application reside on separate

physical tiers as seen in Fig. 150. Multi-tier architectures allow for each tier to be optimised
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for its operational requirements and system resource usage [93]. Distributed deployments allow
for easier scaling up of each physical tier when processing demands increase [93]. Security can
also be enhanced as multiple tiers allow for stricter security policies [93].

Client Tier Web/App Tier Database Tier

Ii Web/App
ERsit Server Database

Fig. 151. 3-tier deployment [93]

A 3-tier deployment is a very common approach for most Web applications and services [93].
This is where the application software and database are located on separate servers as seen in
Fig. 151. [93]. The client that interacts with the system is also one of the tiers. Note a 3-tier
deployment means that the web and application tiers are hosted on one physical laver of
hardware and software. The database tier is hosted on another physical layer of hardware and
software. This means that three logical tiers (web, application and database) are implemented
on two physical tiers [94].

5.2.2. Logical Web Application Tiers

The web/application tier of the 3-tier distributed deployment model can be further broken down
into web application tiers [95]. These tiers correspond to the logical services that an application
provides.

e  Web Tier — This tier provides static content (e.g. simple HTML pages) to the client.
The web tier is normally the first contact point (front-end) between a client and a web
application [95], [96].

e Presentation Tier — The presentation tier provides dynamic content (c.g. Java servlets,
JavaServer Pages or ASP.NET files) to the client [95]-[97].

* Object Tier — The object tier provides business logic to web applications in the form of
Java objects or ASP.Net objects (e.g. application beans) [95], [96], [98], [99].
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As a 3-ticr distributed deployment is being used in this scenario with the three web application
tiers deployed on a single server (physical layer), this is called a combined tier architecture
(Fig. 152) [95]. The benefits of a combined tier architecture include ease of administration,
flexible load balancing, robust security and optimal performance [95]. The web application
tiers can be split across multiple physical layers (servers) in a multi-tier architecture [95], [96].
Such a scenario would relate to a 4 or 3-tier distributed deployment [93]. [96]. [100] which is
beyond the scope of this appraisal.

5.3. Application Clustering

The combined tier architecture can take advantage of application clustering [101]. Application
clustering allows for an application to take advantage of parallel computing and is used to
enhance scalability and high availability (especially with Java applications) [102], [103].
Application clustering can be implemented in two main ways, cither state replication or a hub-
and-spoke architecture [102]. State replication is where multiple application service instances
are running on synchronised cluster nodes to provide fail-over [102]. [104]. Hub-and-Spoke is
where one application service instance is running on a master cluster node with multiple child
nodes invoking the master node service providing improved performance [102]. Application
clustering is not always needed but can improve underperforming systems [102]. The benefits
of application clustering include load balancing which is the distribution of processing and
allows for vertical or horizontal scalability [102], [105]. [L106]. For example, multiple clients
(that are requesting the same application service) can be handled almost simultaneously by the
clustered nodes. Fail-over is also a benefit as if an application service fails or is interrupted
another instance of the application can take over [101], [102]. Note if the master cluster node
fails in a hub-and-spoke architecture all child nodes will fail. However, in a state replicate
architecture all nodes are redundant [102]. This fail-over function can be the role of load
balancers [102]. As application clustering refers to enabling parallel capabilities of an
application on one or more servers. Such capabilitics can be extended by taking advantage of
application clustering across multiple physical servers, in a strategy called application server
clustering [102], [107]. This allows for the utilisation of additional resources (e.g. CPU) while
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maintaining the simplicity of a single application server instance [101]. Note application
clustering is often deployved with multiple cluster nodes running on VMs or Java Virtual
Machines (JVMs) on a physical server, as seen in Fig. 152. This allows a single physical server
with multiple CPUs to be fully utilised to its required potential [ 108]. Clustering of JVMs also
allows for more control over Java heap size [108]. This is important to reduce Java Garbage
Collection times (an automatic process of freeing up memory resources) [108]-[111].

5.4. Failover Clustering

Application clustering is a worthy consideration, especially when deploying a Java-based web
application [105], [107]. However, it should be remembered that multiple application virtual
cluster nodes on a single physical server will not protect against hardware failure. This is the
role of a failover cluster, to make the physical server(s) highly available [112]. Note an
application server cluster (not to be confused with application clustering) is specific to web
architecture whereas a failover cluster is a more general term [101], [102], [112].

5.4.1. Cluster Topologies
There are different types of cluster topologies that can be implemented to provide different
levels of redundancy in the case of a hardware or software failure [113], [114]:

e Active-passive — In this configuration, there is an addition node brought online to
replace the role of one specific node that has failed. Every server in a cluster has its
own passive redundant server. The failed server will then become the redundant server
after repair [115]-[117]. The advantages of this configuration are that it is simple to
configure and provides the highest level of redundancy [115]. The disadvantages are
hardware costs and a very large overhead as half of all server in a cluster will be offline
most of the time [118].

e Active-active — This configuration consists of an addition node that is running a
specific application/service while also providing redundancy for another specific node.
When a failure occurs, the remaining server will take over the role of the failed service
in addition to the application that is already running on the server. The redundant server
should have enough processing power to take over the role of the failed server,
especially if the application is different to what is alrecady running on the redundant
server [115]. In active-active, both nodes in the pair will be configured to provide
redundancy to each other [117]. The advantages of this configuration are very low
overhead as all server in a cluster will be used all the time. It provides a very high level
of redundancy [115], [118]. The disadvantages include possible increased hardware
cost as every server will need to be in a pair [115]. Another consideration is that as all
servers are being used all the time there will be an increased risk of multiple failures
as the servers will likely be experiencing similar loads and wear.

e N+1 —In this configuration a single addition node is brought online to replace the role
of a node that has failed [114]. The addition node can be considered a roaming-spare
server that is ready to take over the role of any server that fails in the cluster. When the
failed server is repaired it will now become the new roaming-spare [118]. This is
possible due to the introduction of Storage Area Networks (SANs) as every server can
have access to any servers’ storage (something not possible in N-to-1 as there is no
SAN) [115]. The advantages of this configuration are flexibility as the roaming-space
can assume the role of any server in the cluster and reduced hardware costs as only one
server will be acting as a space [119]. The disadvantages are limited redundancy as
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N+1 cannot provide protection against multiple simultancous server failures. There
will also be some overhead as one server will be offline most of the time [118].

s N+M —This configuration is similar to N+1 but instead of a single roaming-space there
are multiple. This is often used in a single cluster that is managing many services [114].
The advantages of this configuration are improved redundancy. The disadvantages are
increased hardware costs and increased overhead.

e N-to-1 - This configuration is where a node is a dedicated spare which is cabled to the
storage of each server in the cluster [115]. The server will become active to replace the
failed server temporarily. When the failed server is repaired the application must be
failed back from the acting temporary. The temporary server will now resume its duty
as the standby dedicated spare. The same server will always be the spare once the failed
server is repaired and put back online [118], [120]. The advantages of this
configuration are reduced hardware costs. The disadvantages are limited redundancy,
more work for an administrator to fail applications back and some overhead [118].

e N-to-N — This configuration is a combination of active-active and N+M [114].
Multiple nodes will be running multiple application/service instances with standby
capacity to host instances from a failed node. When a server fails the services or
instances that were running on that server will be distributed across the remaining
servers. This prevents a single server from becoming overloaded. It is important to
have extra capacity on all servers [114], [115]. This configuration provides the same
advantages as active-active with even lower overhead and hardware costs as no
dedicated redundant pairs need to be formed. The disadvantages are careful planning
will be required to make sure all applications are compatible on all servers and that the
required extra capacity has been calculated [121]. Multiple failures should also be
considered due to similar loads and wear on the servers.

5.4.2. Failover Cluster and Network Load Balancing

A failover cluster is designed for applications that have large, frequently updated data states or
in-memory states that are long-running [122]. These include databases, Internet of Things (IoT)
and messaging applications which are stateful applications [122], [123].

The general principle of a Network Load Balancer (NLB) is to distribute incoming network
traffic across multiple servers and can be either a hardware or software solution [124], [125]
NLBs are designed for stateless applications which do not have long-running in-memory states
[122]. This is where every client request is treated as an independent process allowing for
requests to be independently load-balanced [122]. NLBs support Transmission Control
Protocol (TCP) and User Datagram Protocol (UDP) based services/applications and are often
used for front-end web servers, firewalls and proxy servers [122].

Most modern websites and web applications provide some level of dynamic or highly
interactive content (making them stateful) [91]. [123]. Developers are no longer limited to static
content that appears the same to every visitor (HTTP is a stateless protocol) [91], [92]. The rise
of stateful web applications makes a failover cluster suited for hosting the presentation and
object ticrs in a web deployment; providing high availability [122], [126]. NLBs primarily
provide scalability which also helps increase the availability of web services [122]. It can also
support stateful applications using a combination of various techniques (e.g. client affinity,
persistence. session sticky and state replication) [127]-[130]. However, NLBs lacks some
functionality when it comes to handling stateful applications [131]. This is because unlike a
failover cluster NLBs lacks 100% transparent failover [131]. There is also a potential risk of
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data loss if a server fails that is hosting a client’s session state [127], [131]. NLBs often cannot
detect if a service on a server has crashed meaning a user could be directed to a server that
cannot offer the service [132], [133]. For the following reasons and the complexity involved
for a network administrator, a failover cluster is an attractive approach for stateful session
dependent web applications [126]. [134]. However. it should be remembered that hardware or
software load balancers are still a vital component to a web architecture and should still be used
for scalability (just not as the primary method of failover) [124], [125]. NLBs are ideally suited
for front-end web servers which is the web tier of the 3-tier distributed deployment model [122].
Microsoft’s Internet Information Services (IIS) is a web server, not an application server [135].
However, IIS can be added as a service to the application server role to host internal and
external websites [136], [137].

It should be noted the emergence of advanced Application Delivery Controllers (ADC) that far
cxceed the capabilitics of basic hardware and software network load balancers [138], [139].
ADCs provide a very attractive alternative to failover clustering and may possible supersede
such strategies in web application deployments [138], [139].

5.5. Tools and Technologies

There are many technologies and products available for deploying web applications, as well as
a huge number of deployment methods and strategies. For example, Windows and Linux could
be used as the host OS which could then be hosted on a dedicated server box or a Type 1
Hypervisor such as Hyper-V. Then depending on the programming language platform that the
web application is developed a server environment must be chosen (application server) [140].
Java and .Net are popular platforms for building web applications and require different
application servers [141]. [142]. In the case of Microsoft’s Net framework, Windows Server
uses the Application Server Role that can take advantage of various technologies such as ISS
and Net technologies (ASP.NET) [136]. Java uses the Java Platform, Enterprise Edition (Java
EE) defined API and features [143], [144]. Java EE is available in commercial application
servers such as Oracle WebLogic Server [145] and IBM WebSphere [146]. It is hard for the
author to recommend a single set of technologies for a clustered web infrastructure due to the
varying requirements, goals and technical expertise in different enterprises.

A few suggestions and considerations include:

e If an organisation’s server infrastructure is already based on a set up using Microsoft
Hyper-V (or another virtualisation solution). It would seem sensible to integrate the
web application into the Hyper-V environment. The failover cluster would be
implemented using Hyper-V [112]. The application server installed on one or more
VMs would handle application (server) clustering of the VMs [147]. [148]. Windows
Server 2016 have also introduced a new feature to load balance VMs across nodes based
on CPU and memory utilisation [149].

e If an organisation’s server infrastructure uses dedicated hardware servers only and/or
wishes to implement dedicated hardware for the web system. Such a scenario would
allow for increased flexibility as the failover clustering and application clustering can
be handled natively by the application server software [150], [151].

e An organisation should consider the expertise and experience of network administrators
and technical staff with specific technologies and software.

e Application server software support for application clustering with multiple instances
or child nodes. Note application clustering secems far more transparent with Java using
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Oracle WebLogic and IBM WebSphere [105], [107], [151]-[153]. The concept of
application clustering is a term not used by Microsoft thus finding a similar solution is
difficult. A potential solution is using the Microsoft Message Passing Interface
Standard (MS-MPI) [154]. A multiple machine virtual High-Performance Computing
(HPC) cluster could be built which takes advantage of MPI using the Microsoft HPC
pack [155]. [156].

5.6. Discussion

Based on the presented research the author has developed the following clustering strategy for
a web application:
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Fig. 153. A generic cluster topology for a web application

Fig. 153. shows a generic vendor neutral N-to-N cluster topology for a web application using
a 3-tier distributed deployment architecture. Server 1 and Server 2 are clustered in an N-to-N
cluster configuration (can be considered active-active as there are only two servers in the
topology). The two servers then have six clustered application instances spread across them to
provide application failover. utilise the servers to their full potential and potentially provide
parallel computing capabilities. Server 3 and 4 are a separate active-active, multiple-instance
database cluster (separate database instances on each server) [157]-[159]. This provides high
availability to the back-end database used by the web application. Note database failover
clustering has not been mentioned previously but the concept of a failover cluster remains the
same no matter the service, although there are unique considerations depending on the database
setup and software [45], [159]-[162]. For example, a different software environment will be
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used such as SQL server 2017 [163] or Oracle Database 12¢ Enterprise Edition [164] with
Oracle Real Application Clusters (RAC) [162]. [165].

The N-to-N configuration was chosen for the application servers as it provides a high level of
redundancy with very low overhead. The topology is also very scalable without affecting the
level of redundancy as the application instances would be equally spread across remaining
servers in the cluster when a failure occurs. All servers would have undergone load calibration
to assess average and peak resource usage [166]. It is assumed in this example that the
application servers and database servers have an average CPU utilisation of 50% with a peak
of around 65%. This means that if a server fails the remaining server can absorb the failed
server’s workload with no performance penalty most of the time [167]. There would only be
some performance issues if a server failed during peak utilisation, which can easily be fixed by
adding more servers.

There are a number of further considerations and improvements that could be made to the
topology presented in Fig. 153. For example, NIC teaming on the application and database
servers for increased bandwidth and further fault tolerance [168], [169]. The implications of
clustering on network and application security should be investigated [170], [171]. For example,
if the databases support both internal data and externally available web applications an addition
firewall should be considered between the application servers and databases [95].

5.7. Conclusion

In conclusion, clustering has many uscs and 1s critically important for achicving the high
availability of systems. Failover clustering provides high availability and scalability to servers
while application clustering provides high availability, scalability and improved resource
efficiency at the application level. There are multiple cluster topologies providing different
levels of redundancy and levels of expertise to implement. The N-to-N topology is one of the
most attractive options for the enterprise, providing a high level of redundancy with very low
overhead.

Web applications require application servers that can run on dedicated server boxes or a Type
1 Hypervisor to provide an environment for hosting software frameworks used to develop web
applications (e.g. Java and .Net). Failover clusters primarily provide high availability while
NLBs provides scalability. The author’s suggested cluster topology provides a feasible
clustering strategy for a scalable web application, taking advantage of both failover and
application clustering.

Future recommendations include research into the deployment of a specific application server
on either a Windows or Linux server. Vendor specific features and technologies can then be
explored in detail to provide a more comprehensive clustering strategy for web applications. A
more detailed investigation of application clustering, HPCCs and cluster security should also
be explored.
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Software is a mass-noun, so can't be modified by an indefinite article.
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, Comment 2

While this is quite correct, it's effectively opinion - make sure you state explicitly who says it,
and cite it inline rather than above.
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Comment 3
Chunks of this are too close to the source for comfort. Aimto paraphrase robustly by stepping

away from the source material before writing your argument. Quoting would also be acceptable,
but far less preferable.
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Too close to source.
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Again, this is generally too close to the source material.
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RESEARCH-INFORMED LITERATURE

(

y‘ An incredible number of sources used - I've seen
fewer in a PhD thesis. The reference style is
correctly applied and consistent. There is, however,
a very heavy weighting towards web sources, many
of them of questionable credibility. You should aim
to predominantly rely on peer-reviewed work if you
can (i.e. content from academic journals).
Authoritative web sources can be acceptable,
though should be considered in context - for
example, Microsoft's TechNet would be a good
source for discussing the technical aspects of
Hyper-V... but should be taken with a pinch of salt if

8.5




being used to describe its benefits, or compare it
against competitors. So my suggestion for the next
assignment is to cut down on the number of
sources (not that the huge number you have is a
bad thing), and try to aim for a higher portion of
peer-reviewed material.

KNOWLEDGE AND UNDERSTANDING

(

y“ Some excellent knowledge and understanding

evident. You've obviously researched this work to
an extreme degree, and have evidently read around
the topics involved in minute detail. You've dropped
marks in this section, however, because in a fair few
places your work is far too close to the source
material you're intending to paraphrase.
Paraphrased work should never effectively take a
portion of another source and mix in a few
synonyms and joining words. The purpose of
paraphrasing is to combine a number of sources
(and evidently you have used a massive number of
sources) into a single, concentrated argument using
your own voice, displaying your own understanding
of the material. My suggestion is to try to step away
from the original material before writing your
narrative. Read everything you can around a topic,
walk away for a while (to get the phrasing of the last
source you read out of your head), then write your
version of the content, and cite everything you
read.

ANALYSIS

14

(

y‘ Excellent analyses and conclusions drawn. | like

your use of explicit conclusions throughout the
report. Very good synthesis of materials,
discounting the issues mentioned above.

18



PRACTICAL APPLICATION AND DEP.

(

y“ Fantastic work on the practical implementation of 40
the work. A huge amount of work has clearly gone
into the worksheets. | don't give perfect marks
easily, but | can't find meaningful fault with your
work. Extremely well done, George.

SKILLS FOR PROFESSIONAL PRAC.

(

y‘ You have a very good written style - a few very 9 5
minor grammatical errors (admittedly, being picky). A "
nicely-presented report. Great work.
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