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Securing a network should always be the top priority within a company’s operations. Verizon in 2021 did a data breach investigation and found out that 85% of breaches within networks include human activity, 36% of breaches are used with phishing attempts and 10% of breaches were using ransomware. [1]Cybercrime is always on the increase and due to this, a report was requested to be made that can assist “Batman Textiles” in improving the integral network security for his company.
[bookmark: _Toc94018308]Possible Network Security Breaches
On a network, there are many ways that networks can be breached from within, such as from inside the company with varied reasons such as employees who were placed within in the company as an actor to go in and collect information and destroy the company, hackers who get access into the company through their own ways such as brute forcing and entering that way. [2]
[bookmark: _Toc94018309]Disgruntled Employees
In the scenario above, it was stated that the users who are working at the company have been told that 2 sales heads have been withdrew from the company suddenly, all to save costs for Batman Textiles, this would cause the employees to become disgruntled.
Disgruntled employees can usually lead to sabotages towards the company because they used to work at the company, they already have access to all the files and security locations as they are registered to the network, giving them complete control on what files they would want to tarnish and delete to damage the company. Disgruntled employees can be extremely destructive towards a company because of how much damage can be done in such a little amount of time because they will have knowledge of the location of files, and they may have admin rights and have ways to create backdoors for themselves in the future to cause even more damage. [3]
[bookmark: _Toc94018310]Phishing Attempts
In the scenario above, it is stated that Alfred has complimentary free Wi-Fi for his customers on the same network as the company’s main network. This will allow for more phishing attempts to happen as if a customer uses the free Wi-Fi to download a virus without knowing it is a virus, then it can spread to the company’s network as the companies complimentary Wi-Fi and the company network Wi-Fi are the same.
The damage that phishing can cause to a network can be catastrophic and extremely concerning to the network, making it even close as a company. The damage caused can be data loss, economic loss due to data theft, reputational damage, and identity theft. All these diverse types of damage can damage individuals with their data being stolen or the company with all the money and reputation they can lose. [4]
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In the Scenario above, after Alfred had let go of the 2 Sales Heads and asked the 12 sales executives to manage the sales what he did was give all 12 of them full access to all the business applications, which can cause some heavy damage to the company in the future due to one or more of the workers being internal actors, only there for malicious intent to cause damage to the company.
Internal actors can fall into two different subsections, malicious and negligent. Some are there to purposely cause harm to the company while others are to find errors that others can abuse, having internal actors without knowing can be extremely bad as if you are giving them complete admin access to different files they can cause extreme data loss, company deletion and more on the company. Having internal actors slide into your company as workers when their purpose is to because damage can be crucial because they can work with competitor companies to damage your company in favor of them, causing huge problems for you as a business. [5]
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[bookmark: _Toc94018314]What is a threat?
Threats to networks are actions that will take advantage of network vulnerabilities with the goal to harm the company by sabotaging data that is valuable and can either be used as ransom to gain money from the company or leaked to the public to cause harm to the company in discussion.
[bookmark: _Toc94018315]Types of Threats
There are many types of threats, such as Malware threats which can be worms, viruses, Trojans, spyware or ransomware. Phishing threats which will attempt to fake someone’s identity to trick you into giving them your personal information, brute force threats where the hacker will try and make his way in with brute forcing entry with either password spam or something similar. Denial of service threats where the network will be spammed with packets causing there to be packet loss and end up in crashing the website. Data interception and theft where if the data isn’t encrypted on its transfer it could be stolen and used as ransomware and people can also be threats to networks in the fact that if they are employees then they know how and where to attack a network. [6]
[bookmark: _Toc94018316]Significance of threats to a network
Threats to networks are very significant as if they are not taken seriously and without caution then it can lead to viruses and malware and other types of threats entering the network and causing massive damage such as financial loss for the company.
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Network vulnerabilities are flaws within the network that can be found and compromised by hackers, then can result in breaches of security leading to loss of company assets such as private data or user information. 
Vulnerabilities are usually found by threats such as brute forcing where the website is tested time again in different locations to find an easy access point for the hackers to breach entry into the network without authorization to get complete control of whatever assets they want.
Vulnerabilities are usually done secretly and secure and are over before you even know they have begun the breaching process, once the vulnerability is found then an attack plan is made where they will use a threat to do what they please with the data on the network. [7]
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Network attacks are actions targeting a network that are meant to alter, destroy or steal private information for perpetrators gains. They are there to gain access to internal servers and cause damage to the network’s integral information. 
Network attacks are done to damage a company’s information for gains of either other companies or to make the first company fall apart and end up failing, this would be because the attack has some problems with the company and wants to take them down or they know they can secure information that can be sold on other dark websites for money.
There are many different type of network attacks such as DDOS, where you denial service from the network so nobody can access it causing riled up customers, Man-in-the-middle attacks which are malicious parties that are meant to attack traffic between the networks internal and external sources and steal the data, unauthorized access or brute force in which the network will be attacked with constant break in attempts until they brute force their way in to the network. SQL injection is when external parties manipulate forms by submitting codes in place of data values that will compromise the network and access sensitive data such as passwords. [8]
[bookmark: _Toc94018319]File .rekt formatted attack
The “.rekt” file format attack is also known as REKTLocker, it is a ransomware type of virus that will lock up files and encrypts files on a computer and also a network. [9] The “.rekt” format can affect operations within a company as it can lock up documents that are essential to the business and demand pay or they will stay locked with an encrypted key password. 
Rekt format removal is extremely difficult but with the correct ransomware decryption tools, finding the main location of the infection and restoring files with data recovery tools and having backups you will have many ways to protect yourself from “.rekt” and ransomware. Using data recovery tools like Windows Data Recovery by Stellar Phoenix is your best option in this case. [10]
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To secure the network even more you would want VLANS and ways to separate the free Wi-Fi from the network to stop there being security risks that could risk the integral structure of the network in the first place. Having firewalls that block certain webpages and sketchy download links can assist you, making the staff update their passwords every 3-4 months while they are working at the company, shutting or putting your computer into sleep mode to prevent anyone accessing it when you are not using the computer system. [11]
[bookmark: _Toc94018321]Guideline network structure for Batman Textiles
As an overall guideline for “Batman Textiles” there would be a list of what staff at the company should and shouldn’t do when working there. Some of the obvious sections within the entire company would be to not click on phishing links that will then get access to the company. Don’t give out personal login information to anyone that isn’t part of the company as they can then access the network and do whatever they please. Make sure every computer has an antivirus on the system so if there is a virus on the network it can be detected and easily removed before it causes too much harm. Having backups of everyone’s computer on a different network will make sure that if there is a virus that causes termination of files then you are able to recover them with the backed-up storage.
When employees are using the computer network it is advised that their login information should be different from their regular information as someone close to them could use the info to log into the network without knowing and do malicious activity inside of the network. Having a network-based website blocker can block out some websites that could be used to get viruses off, plus having anti-virus and different virus protection on each computer within the network will allow for weekly scans of the systems to identify if a virus has been located on the network somewhere.
Keeping your network safe is simple if you have set up the correct firewalling method and protection services when offering your customers free Wi-Fi, otherwise they are able to connect and be on the same connection as the workers which can lead to data stealing easily. So having the restaurant Wi-Fi be on a different connection allows for more security and safety.
Having your staff on separate servers that they only have access to stops there from being data damage if one employee does get removed from the staff team, making sure that you have backups of all the different servers that each different staff member team has is also a necessity in case one server corrupts and you lose everything.
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