
 

Create and Safeguards passwords 
 

CREATING SECURE PASSWORDS 

USE LONGER PASSWORDS 

DON'T FORCE COMPLEXITY 

AVAVOID USING A STANDALONE DICTIONARY WORD 

OID USING OBVIOUS OR REPETITIVE PASSWORDS 

DON'T USE HINTS OR SPECIFIC PROMPTS 

IMPLEMENT TWO FACTOR AUTHENTICATION 

DON'T REUSE PASSWORDS 

USE A PASSWORD STRENGTH CHECKER 

USE A PASSWORD MANAGER OR VAULT 

NEVER USE BLACKLISTED PASSWORDS 

 

 


