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1. [bookmark: _Toc145063615]Introduction

Security Information and Event Management (SIEM) systems are a vital part of today’s network and data security landscape. I have been asked to complete this project by Carmarthenshire County Council, who is the researcher’s employer and industrial partner. The purpose of this project is to review and reflect on the current SIEM solutions available, and then categorize these into which options would be best suited. The reason this project needs to be completed, is because of the Welsh Governments new “Cyber action plan for Wales” [1].  For local authorities, this means signing up and providing access to an internal Security Operating Centre (SOC), which uses the SIEM infrastructure to scan for threats and monitor network devices. The SOC systems for each local authority will feed into the Welsh Governments ‘CymruSOC’, allowing for each local authority to be monitored at the same time. The researcher for this project has been working in the IT field for 8 years and has worked on several cyber security related projects over those years. SIEM solutions are a relatively new piece of technology, with breakthroughs in machine learning and cloud technology elevating them to becoming essential for all networks to implement. The researcher is therefore excited to be using these systems, and as a result the outcome of which SIEM system comes out as the most suited. 
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[bookmark: _Toc145063617]Introduction to SIEM Systems

SIEM security tools provide real time analysis and monitoring of a network [2]. Network devices will all pass their internal event log and alert information to a SOC, allowing for easy monitoring and recording of information by the network administrators. 
A SIEM solution functions by combining two components, one being Security Information Management (SIM) and Security Event Management (SEM) [3]. The SIM component is there to deal with all long-term storage of logs, allowing for easy and thorough analysis. The second component SEM is there for real time analysis, where the system can provide notifications through the SOC of high alerts to the monitoring network administrator [4]. 
The main function of a SIEM in cybersecurity is to monitor security events from a wide variety of IT assets. Firewalls, Intrusion Detection Systems (IDS), internal software applications, servers, virtual machines, and databases would all be covered by an internal SOC system [5]. Especially for cloud system traffic. They provide threat detection solutions by identifying key threats to the network. Incident Responses are automated and can be actioned faster due to the reduced time needed to locate the threats as they happen. SIEMs also can store vast amounts of log information, which can be analysed to further improve internal cybersecurity systems and processes [6]. 
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The first detection model for an IDS was published by James Anderson in 1980, he was able to prove that audit records were able to detect computer misuse and identify threats into classifications. This then allowed the development of the Haystack model in 1988, which was a prototype model for multi-user computer systems [7].  The model is designed to run reports on anomalous events for each day’s files and internet traffic, and monitor user activity against its strict set of security restraints. The restraints are there to scan for unusual or typical ‘bad’ behaviour while a user is operating a network connected device. This can include a spike in the in printing or printing/ viewing restricted information. The model would then output this out to the relevant authorities allowing for proper investigation and questioning [8]. 
The first generation of SIEM solutions were a more modern method for log analysis, this included solutions such as QRadar (IBM) and ArcSight (Micro Focus) [9]. These solutions had basic functionality and lacked compatibility with common services. This made it difficult for organisations to rely on and transition over to them as a main source of log file management. Another limiting factor was that they required new and expensive hardware to be able to scale alongside the pre-existing network [10]. 
The second generation of SIEM solutions drastically improved the search facilities for log files, making them more viable to use by organisations for cyber security. However, they were still limited in their functionality; for example, QRadar’s non-compatibility with Windows servers. So, they were an addition to the network and only present for log file collection [11]. 
However, in 2017 there was a breakthrough in the way this data is correlated. A breakthrough in ‘machine learning’ technology was achieved, allowing for SIEM and IDS solutions to detect and analyse information on its own. This made SIEM solutions far more viable, as threats for intrusions to the network could be detected by the system, which would then notify the network administrators independently [12].
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A report completed by PeerSpot in July 2023 shows a comparison of features between QRadar and Microsoft Sentinel [13]. The report details 2 case studies from two different organisations.
QRadar – A representative of the Commercial Bank of Ethiopia was asked why they use QRadar as their lead SIEM. They implemented the SIEM in 2017. QRadar is a stable product that easily allows for proper filtering of internet traffic via the source and destination IP address. QRadar also goes one step further, allowing for this information to be outputted into a visual format (such as a graph) showing the historic information held for the user and source /destination IP address. However, one big drawback stated is that there is that they are unable to send logs for Windows servers, to which they have 100 of them on their network. This is a big compatibility issue for them, as a large section of their network is not protected by the SIEM.
Microsoft Sentinel – A representative of Inspira Enterprise was asked about why they use Microsoft Sentinel for their main SIEM. They say that they have had Sentinel for two years now. One massive advantage of Sentinel over other products is its seamless integration with other Microsoft products, such as Azure, InTune, Microsoft 365 and Defender. This means that most if not all the core services needed are protected with a few clicks on cloud dashboard. Integration with other services works as well, as there are agents that can be added to allow compatibility for both Windows, Linux, and Amazon Web Servers (AWS).  A big drawback of the solution, however, is the lack of Network Detection and Response (NDR) service when initially setup. A third-party agent such as Corelight or Vectra NDR can be added, however these may add extra to the cost of the solution and opens to more troubleshooting needed in the event of an issue. 
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[bookmark: _Toc145063621]Aim:

The aim of this dissertation is to conduct a comprehensive analysis of SIEM solutions. Evaluating key attributes of each solution, such as the incident response capabilities, compatibility with working network devices, performance and efficiency, detection accuracy and the level of detail provided. By evaluating these key aspects, the writer aims to provide valuable insights into the advantages and disadvantages of each solution, and to then make an informed decision / recommendation as to which solution best suits the local authorities network and cybersecurity strategies [14]. 

[bookmark: _Toc145063622]Objectives: 

1. Formulate a set of SIEM solutions that will be analysed: This objective is in place to provide the diverse SIEM options that I will be analysing in the report. 

2. Design and implement a test environment: A test environment will need to be developed to have a suitable and fair landscape to test each solution in.

3. Evaluate performance metrics and compatibility of each SIEM solution: This objective will be the start of the testing of each SIEM solution. Measuring its performance, data ingestion and processing times.

4. Assess Detection Accuracy: This objective is in place, to ensure that each SIEM has a level of accuracy when reporting events. A false set of events with certain levels of severity will be created to see what the output is to the SOC. The overall goal is to analyse the response capabilities of each SIEM, to see how quick and effective they are in a real security incident scenario.

5. Case Study Review of Organisations: This objective is in place to see if the findings in the previous objectives match up with what is currently being done in organisations. 

6. Provide final comparative insights and recommendations as to what solution to be used moving forward: The final part of the report will be the final findings of the report, a reflection, and a set of recommendations.
4. [bookmark: _Toc145063623]Methodology

[bookmark: _Toc145063624]4.1 	Research Methodology

[bookmark: _Toc145063625]4.1.1 Philosophy

The researcher will mainly be using the Positivist methodology. Due to the nature of what is being evaluated and that there are experiments taking place, there will be a larger focus on numerical data (volume of returned alerts, time it takes for the alert to appear etc.) to justify how accurate and effective each SIEM solution is. The researcher believes that using this method the data produced in these experiments will provide a high-quality standard of reliability and validity [15]. The researcher understands that this type of data collection can come with its own problems, such as human behaviour, bias, and inflexibility. In the dissertation, there will also be a case study review of certain organisations using the SIEM systems being tested. This will provide phenomenological data that can be used to validate what has been determined. 
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The researcher intends to use a deductive approach in this dissertation. This is because the aim of the report is to start with a hypothesis create a structured framework for evaluating SIEM solutions, against a set criterion. This is instead of the usual un-structured approach which is typical of inductive research [16]. The researcher is aware that this approach may lead to some validity issues. To overcome these issues, the researcher plans to ensure that data is collected from multiple different sources, such as the introduction to qualitative data in the form of interviews and surveys. Also, any required assumptions will be openly discussed and reflected on as part of the report, to ensure that there is limited bias with the data gathered [17]. 
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4.1.3.1 Research Wall













4.1.3.1 Strategy 1 – Experiment 

The researcher will be using the Experiment strategy to compare 2 hypotheses together. These hypotheses will be a comparison of two selected SIEM systems. These comparisons can be on any variables; however, the outcome would be to confirm if SIEM A is better at doing something that SIEM B.
4.3.3.2 Strategy 2 – Surveys – 

The researcher will be using surveys, as a verification tool for the experiments. The questions asked will be tailored to ensure the answers received coincide with what has been found in the experiments. 
4.3.3.3 Strategy 3 – Case Studies - 

The researcher will be using Case Studies as a research strategy, to get a real-world view of how each SIEM is being used. Seeing a different perspective and data set for how a SIEM performs will help validate this projects data set further. 
[bookmark: _Toc145063628]4.1.4 Risks & Limitations

4.1.4.1 Risks:

1. Lack of SIEM representation – A risk could be that the wrong SIEM solutions are selected. It is therefore essential that the researcher complete a thorough analysis of what SIEM solutions is available.
2. Stakeholder Involvement - Stakeholder involvement would be a risk to the report. As every local authority would be conducting a similar process, advise from the Welsh Government or SIEM system providers may be slow and will need chasing to ensure the right information is applied. This could delay certain parts of the report. A mitigation for this would be to ensure that any questions or support needed is entered early, and if any 2nd responses are required, that these are completed as soon as possible. 
3. Overemphasis on one data method – Due to the nature of the report, numerical and experimental data is required throughout most of the report. Having an overemphasis on one single data type can lead to validation issues. To mitigate this, other data types will need to be added to the comparative criterion, to ensure that all research methods are covered. 


4.1.4.2 Limitations:

1. Funding – As the SIEM solutions may involve a licence key or payment method to be used or function to its full potential, funding may be a limitation to what can be conducted on each SIEM system. A mitigation for this would be to contact the supplier and research partner and communicate the situation for each SIEM chosen. The suppliers may be able to offer a trial period or temporary access if needed. 
2. Test system size – As I will be making use of work-related resources as my test environment, the size of this environment is limited to what resources can be spared. Internal servers or test servers will also need to be selected carefully, to ensure that any internal data is not exposed during the testing process. 



[bookmark: _Toc145063629]4.1.5 Ethical Issues

The researcher is aware that Ethical issues also need to be considered while the report is being completed. As all practical work will be completed by the researcher only in a test virtual environment, there is no physical or mental health harm considerations that need to be followed. 

[bookmark: _Toc145063630]4.1.6 Validity, Reliability & Generalisability
4.1.6.1 Validity

In this report, all the SIEM systems that will be chosen will be tested against the same set of criteria, this is to ensure that the testing is fair and to ensure that the results are not varied depending on the functionality of each SIEM. It also provides a set of results that can be reliably compared to ensure the right option is selected. The researcher therefore believes that this is a suitable way to investigate the problem, one that provides equal and ample opportunities for each system to show their advantages and disadvantages [18]. 
4.1.6.2 Reliability

Due to the test environment being a range of internal servers on an internal network, reliability of the results could be impacted. If another researcher wanted to take the testing criteria and test the SIEM systems themselves, having a different test environment could lead to different results. This is because of a range of factors, such as server operating system versions, network routing and setup, network connection speeds and host hardware specifications [19]. 
4.1.6.3 Generalisability 

Most of the parameters needed for the testing criteria, examples being log collection, alert speed, server, and workstation compatibility. These parameters are generalised across IT disciplines, so these parameters can be reused by other researchers and organisations. If another organisation or researcher was experimenting with the same set of SIEM systems, the types of systems that they would test against (servers, firewalls, and workstations) would all be the same, the contents of an organisations network would defer in terms of manufacturers. However, would contain the same processes and network devices that would all need to be managed by the SIEM. 

[bookmark: _Toc145063631]4.1.7 Data Evaluation Methods

4.1.7.1 Data Collection

· Performance Metrics – Testing how the SIEM software interacts with the server, including CPU and Memory usage. While also testing the query processing times and storage requirements.
· Detection Accuracy – Record each event that is processed by the SIEM, to see how long it takes for the event to be processed, the alert to appear for high level events, any missing data and if there are any false positives.
· User Interactions & Feedback – Testing how effectively a user could navigate the dashboard of the SOC, to ensure all the required data can be accessed as soon as possible. There will also be some qualitative data in interviews, surveys, and feedback from users of the SIEM. To get a range of information for each SIEM, I will aim to get data from 10-20 people per SIEM solution. This will also allow me to get an idea of the vendor information, such as reputation, customer service and update requirements.  
The researcher will attempt to get all this data for each SIEM, however in the event of an issue occurring preventing data collection, the researcher will focus on what data can be collected for the SIEM and then document the limitations that are causing the data collection issues. The researcher will also confirm if there are any alternatives that can be used as a data comparison, and if not will suggest what further research is needed. 

4.1.7.2 Data Evaluation

· Performance Metrics Analysis – The researcher will analyse the information about performance metrics using descriptive statistics. As this will be mainly numerical data, it will allow for a mean, medium, mode and standard deviation of the data between SIEM systems. 
· Detection Accuracy Analysis – In order to measure the detection accuracy and efficiency of each SIEM, the time for each event will be measured and the true / false positive rates to show which events were accurate. These rates can then be compared between SIEM solution. 



Analysis Techniques: 
· Analysis of Variance (ANOVA) – The researcher will use this technique to compare numerical data between multiple SIEM solutions. This includes the means that will be calculated for performance metrics [20]. 
· Regression Analysis – For the remaining numerical data, the researcher will use regression analysis to compare relationships between variables. Regression analysis work well with a designed experiment which will be used for the development and testing of each SIEM system [21]. 

Hypotheses Testing: 
The researcher will be using an alternative hypothesis method when comparing two SIEM solutions together, this would mean an example hypothesis would be [22]: Is there a significant difference between Solution A and Solution B? 
To test these hypotheses, the researcher will be using the value 0.05 to measure if there is a significant difference between the data sets gathered for each SIEM solution. If the comparison exceeds 0.05, then the hypothesis will be correct. If it is less than this, then the hypothesis will have failed [23]. 

Data Presentation: 

The following data presentation methods will be used to show the data gathered: 

· Tables
· Bar Charts
· Line Charts
· Confusion Matrices
· Narrative Explanations
· Case Studies
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As this report will be mainly data mining to gather the necessary information for each SIEM solution. The researcher will be applying the Cluster Analysis data mining method to the data gathered about each SIEM solution, this is to ensure that all the collected variables can be grouped together and analysed to be able to see patterns and similarities in the data set. The researcher believes that this is the best data mining methodology for this project, as it provides the functionality to work with a variety of data sets from different sources, these can be grouped together to allow for better analysis. However, a requirement of using the Clustering methodology is to ensure that the data is scalable and that the data variables are complete, failure to be able to meet these requirements would result in an inefficient data set, making it difficult to come to the right conclusion [24]. To correct this, the researcher will be using the DBSCAN clustering algorithm to ensure that the data clusters are operating correctly and meeting a defined set of requirements, data that doesn’t meet these requirements will be marked as anomalies [25]. 
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[bookmark: _Toc145063634]5.1 Hardware Resources

The researcher will be using a combination of a personal and work-related laptops. The work-related laptop will provide internal access to the necessary servers and network interfaces that will make up the testing environment, both from home and in a Council office. The personal laptop will provide the word processing and research tools needed to complete the report itself. 

[bookmark: _Toc145063635]5.2 Software Resources

There will be a wide variety of software required for this project, as the purpose of the research is to test software packages against each other. For the test environment, the researcher will be using a variety of server and workstation operating systems, such as Windows Desktop (Widows 10 and 11) and Server versions (Windows Server 2019). There will also be several Linux based servers involved. Both the work and personal related laptops use Windows 11, so this will be used a lot during the project. There will also be the SIEM solutions that will be tested as part of the research project. 

[bookmark: _Toc145063636]5.3 Informational Resources

To replace some of the event data that contains user or internal service information (IP and DNS entries), the researcher plans to replace some of this data with sample data, to show the results as accurately as possible, without releasing sensitive data. The researcher will also contact SIEM users in other organisations, to get opinions and advise on how they are progressing with the use of a SIEM.
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Following the above schedule, the researcher will be able to complete all the required objectives needed for the dissertation. By the end of the report, the researcher hopes that the desired outcome is achieved, and that a suitable number of recommendations can be provided. The overall objective will be to ensure that the researcher’s employer has the necessary network solution to support the ever changing and improving Welsh Government cyber security initiative. 
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