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This report discusses the results of the research conducted after assisting with the penetration testing completed by a third-party consultant on behalf of the Skywalker organisation. It was found that the Skywalker organisation has multiple vulnerabilities that could cause harm to their network. This report will discuss an overview of cyber threats, vulnerabilities, and attacks, while also using past research from other sources to provide information on the five vulnerabilities found. A topology was created to provide a visual insight on how one of the vulnerabilities found, default login credentials, could look like within the organisation. Skywalker also run the risk of encrypted file formats, containing malware and viruses, known as rnsmrw and Evillock. The final element of the report will provide security device recommendations that Skywalker should take into consideration to improve the security of the organisations network.
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The Skywalker organisation was found to be at risk due to different vulnerabilities and encrypted file formats. Provided in this report will be a simple overview of cyber attacks before delving into the research conducted on the different vulnerabilities found within the organisation. A physical and logical topology example is provided to show how a vulnerability could look within the network. The report will provide recommendations so that the Skywalker organisation can secure their network from potential cyber threats. 
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A threat can be defined as any circumstance or event that could potentially have a negative impact on an organisation, company or individual. With regards to cyber threats this would specifically include an information system that is being used to exploit a possible vulnerability in the system through unauthorised access [1]. 
Cyber threats change constantly and there are multiple different types of threats. A few of the most common types of threats are malware, ransomware, Distributed Denial of Service (DDoS) attacks, and spam and phishing. Malware is known as malicious code or software, and it aims to infect a program with the intention to cause damage and destruction. Malware can infect a system through email files and links and possibly removable media, among other things. Ransomware is a form of malware that prevents a user from accessing their system. This malware type encrypts your files and requires you to make an online payment to gain a key to access your files. The problem is that there is no guarantee that if you pay for the key, that you will actually receive it. DDoS attacks overwhelm an online service through excessive traffic and use botnets to plant malware on infected computers. Spam and phishing are unwanted and fake emails that aim to gain sensitive information from a user by appearing as a trusted source [2]. 
Threats can have a significant impact on a network. Different threats are designed to disrupt an organisation in some manner. This could be by gaining information or by attacking the network to cause damage and disruption. A Microsoft security intelligence report showed that around 45% of malware attacks require user interaction in some way and so proper security training is important for all Skywalker members [3]. 
A definition of vulnerability in a network is a weakness that can be exploited by a cybercriminal to successfully launch an attack with the aim to achieve a certain end goal. A vulnerability can be exploited in several ways. A flaw in a system that is an unintended functionality created during the implementation of the system itself. A feature in a system is an intended functionality that is useful for a user and their experience, however, can be exploited and misused by an attacker. User error is a common vulnerability and even if a system is well built to minimise risks of cyber threats, simple mistakes by a user can undo a systems security implementations. An example of user error could simply be clicking on a fake email or having weak, easy to guess passwords [4]. 
A cyber-attack is when a cybercriminal exploits a vulnerability to disable an organisations system or steal information, data, and finances. A cybercriminal will use different methods to attack, as mentioned above, these can include malware, ransomware, DDoS, and phishing, among multiple other methods. Some examples of recent cyber-attacks involve the Russia/Ukraine conflict where Ukraine’s government and military, in the first few days had a 196% increase in cyber-attacks [5]. Another serious incident was the WannaCry ransomware attack that breached personal data, affecting organisations worldwide, including the NHS [6]. 
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Default login credentials are the password and usernames given to a user when an account is initially created and are mainly intended for testing purposes. Attackers can obtain default credentials relatively easily through basic brute force attacks and occasionally, they can be found in databases online [7]. Brute force attacks are when an attacker systematically goes through each combination of possible passwords to try and gain access to a system [8]. Identifying services and software that uses default credentials is a possible first step. This can be found through network scans that Skywalker should conduct regularly. A possible solution could be when the system forces you to change your password as soon as a new account is created. Another possible solution is enforcing the use of multi-factor authentication. This will mean that even if an attacker manages to guess a password, they will still need a second form of authentication to access your account, and this usually comes in the form of a code or personal recognition technique like a fingerprint scan [7]. 
Telnet is an outdated protocol used for sending information across a network. The issue with it is that other machines on the network can view the traffic between the machines communicating. If logins are in cleartext over unencrypted connections, then this makes it possible for others on the network to eavesdrop into the communication. By doing this, the person eavesdropping can steal information like passwords and other sensitive information. The information stolen could then be used for cyber-attacks in the future as the attacker will be able to impersonate you as they have your details. They could also destroy possibly important data from your machine and connected networks or systems and plant backdoors so that they can gain access in the future [9]. A solution for this vulnerability is to move on from Telnet to a protocol like SSH [10]. SSH or Secure Shell protocol provides secure remote login and strong authentication and encryption when communicating between devices [11]. 
Secure Socket Layer (SSL) and Transport Security Layer (TLS) are security protocols that encrypt traffic between endpoints, such as a web service and browser. The aim of the protocol is to make sure all data exchanges remain secure and confidential as SSL/TLS is used for internet traffic [12]. Information disclosure is simply when a website leak users’ sensitive information unintentionally [13]. Information disclosure is a vulnerability that exists in SSL/TLS and if exploited an attacker would be able to decrypt SSL/TLS traffic. To do this an attacker inserts unencrypted data into a secure channel and performs a man-in-the-middle (MitM) attack [14]. A MitM attack is when an attacker intercepts the unaware victim’s communication with another entity [15]. Hypertext Transfer Protocol Secure (HTTPS) uses SSL/TLS protocol [16] and so, an attacker can intervene in any redirections during HTTPS requests and create an unsecure connection that the victim is still unaware of, this is known as SSL stripping. A possible prevention method is using authentication for added security [17] and making sure that the newest TLS version is enabled, which currently is TLS 1.3 [18]. 
SSL v1 was never publicly released due to security concerns, SSL v2 was publicly released, but quickly replaced a year later, in 1996 with SSL v3 [19][20]. SSL is outdated and now it is recommended to upgrade to the newest TLS version [21]. A vulnerability known as ‘POODLE’ was discovered that allows attackers to steal confidential information when exploited [22]. ‘POODLE’ stands for Padding Oracle On Downgraded Legacy Encryption and is requires an attacker to successfully employ three stages. The initial stage is when the attacker commits a MitM attack to intercept communications. The attacker then forces the victim into switching a server into an older connection like SSL v3 by constantly dropping connections. The final step is using the POODLE attack to steal encrypted information and view it as plaintext [23]. It is recommended that SSL is disabled and configuring the system to the newest protocol like TLS 1.3 [24]. 
Rivest, Shamir, Adleman (RSA) created the RSA Algorithm which is a key encryption method used for secure transmissions of data on the internet. The algorithm factorises a large number which makes it more difficult for an attacker to break into a message. RSA has two keys, a public key that is provided to all users and includes two numbers, one of which results from two large prime numbers. A private key derives from the two prime numbers in the public key but remain private [25]. The private key generates a digital signature and can decrypt messages encrypted through the public key, which also verifies the digital signatures [26][27]. RSA implementation of less than 2048 bits is unsafe and can cause memory corruption during the computation stage. This allows an attacker to attack using a remote code execution (RCE) [28]. RCE allows attackers to execute malicious code. Vulnerabilities involved with RCE could be executing malware or taking control of a compromised machine. Possible mitigation and detection methods for RCE would be to inspect traffic, set up zero-trust security access control strategies [29] and to replace certificates that hold unsafe RSA keys with a longer key, so they can be reissued [30]. 
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Rnsmrw is a file format that has been renamed and encrypted by ransomware known as Gremit Locker [31]. This form of ransomware usually comes through attachments in a phishing email that install ransomware on the victim’s device. The ransomware disguises as ‘Microsoft Hostmanager.exe’ and uses AES encryption. Spotting the infected files is simple and the ransom is usually lower, however, this is because the attackers may send fake decryption keys, so that they can demand more money [32]. Like any ransomware attack, it can impact reputation and lead to further attacks [33]. The encrypted files are not recoverable, but the best way to recover from an attack is to create backups of non-infected files and to install up to date malware prevention software to delete the ransomware from the system [32]. 
The Evillock virus can infect a system through a victim clicking fake ads or misleading links on compromised websites. However, a Trojan horse is the usual entry method [34]. Trojan malware is malicious code that infiltrates a system after being presented as legitimate and harmless [35]. The malware is difficult to identify as it uses a complex algorithm and remains hidden while encrypting files. This makes files inaccessible, and it can also modify, copy, or steal information, as well as install more malware, further disrupting performance. A decryption key is needed to decrypt the files, making backups vital, but only restore backups after removing malware from the system. Checking your devices performance, programs, and processes regularly can help detect the malware. If you manage to detect it, then you can remove it by viewing applications, software or properties of a process and ending the tasks and deleting them, however, antivirus software is the easier method [34][35].
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Skywalker organisation topology showing each physical device and their connection to the main router. 
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Skywalker potential physical layout.
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The routers IP address, range, and subnet mask that will be used for all connecting devices. 
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The routers credentials have remained as the default after setup. These passwords will usually be something simple like password or admin. Both are weak and easy for cybercriminals to attack. 
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The routers settings all remain as default making the security of the network vulnerable. 
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The routers IP is in the 192.168.1.1/24 range, all devices on the network connect through the same gateway and subnet.  
Details of the devices connecting to the network (appendix A for all devices). All the examples show that the devices use the same gateway (192.168.1.1).
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DHCP assigns an IP address that is within range to all devices on the network automatically, this helps combat simple human errors. 
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A cybercriminal is on the same network and so can access the router using the default credentials. These could be obtained through brute force attacks. A cybercriminal would have access to all of Skywalker’s network traffic, which can allow them to commit further attacks. 
To secure their network Skywalker can make sure that default credentials like the Service Set Identifier (SSID) and the passwords are all changed immediately [36]. 
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There are many different network security devices, all with the aim of securing and protecting a network. Potential security devices that could be beneficial to Skywalker include appliances that can manage, detect, remove, and prevent possible threats. Some recommendations for Skywalkers network could be:
Firewalls that can be set up to block connections from outside the internal network. They can also be configured to block specific IPs and ports. 
An Intrusion Protection System (IPS) can monitor network traffic, detecting malware, DDoS, and other intrusion types. IPS can link with the firewalls to request devices be quarantined if they are infected. 
A Unified Threat Management (UTM) is a potentially cost-effective method as it combines firewalls, intrusion detection and prevention systems, among other features. However, due to this being one system, there is a single point of failure which means if it fails the entire network could be taken down. 
Using a Virtual Private Network (VPN) means that Skywalkers traffic goes from the VPN into the internal network, instead of accessing external sources like the internet. 
Device backup and recovery which is possible through network management tools and means if the network does encounter any issues, then the organisations files can be recovered [37]. 
Access control systems. The three main types being discretionary access controls (DAC) that assigns access based on specified rules. Role-based access controls (RBAC) that assign access based on organisational roles and mandatory access controls (MAC) that is the most secure, but also the most time consuming and high management option as it requires an administrator to create settings based on hierarchical classifications [38]. 
Simple antivirus software that can detect, quarantine, and delete malicious code from the network. Many devices have these built in, but they can also be purchased for relatively cheap [39].
A final recommendation for Skywalker to consider would be least privilege. This means that only the minimum rights necessary are granted and only for the time needed. After this necessary time, the privileges are removed [40].   
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From this report, Skywalker should conduct further research and review of their organisations network. First steps should be to check the SSID and passwords and change them from default. Incorporating multi-factor authentication for an extra layer of protection and access controls to prevent employees gaining unnecessary access will help prevent possible internal breaches. The organisation had multiple outdated properties that can be easily resolved. Moving from Telnet to SSH, disabling SSL and moving to TLS 1.3 and replacing certificates that hold unsafe RSA keys so that a certificate that holds RSA keys with 2048 bits can be reissued are all updates that are required so that the organisation can remove the major vulnerabilities found during penetration testing. Final recommendations for Skywalker would be to obtain and configure antivirus software, VPN, and firewalls throughout the organisation as these will all aid in keeping the organisation more secure. More research into all the mentioned vulnerabilities, file formats and other common cyber threats could be beneficial to improve on the findings of this report. 
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Appendix A – Topology screenshots
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Laptops
[image: Text

Description automatically generated] [image: Text

Description automatically generated]
Additional devices
[image: Text

Description automatically generated] [image: Text

Description automatically generated]
[image: Text

Description automatically generated] [image: Text

Description automatically generated]
[image: Text

Description automatically generated] [image: Text

Description automatically generated]

Appendix B – Certificates for Task 4

Cisco Introduction to Packet Tracer
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https://www.credly.com/badges/25556b5e-6846-46be-ad1f-2e0bec4f35f1/public_url

Cybersecurity Foundation
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https://paloaltonetworksacademy.net/mod/customcert/view.php?id=286909&downloadown=1

Network Security Fundamentals
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Appendix C – topology plan
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