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1.0 Introduction
I am currently a student at Swansea Institute studying B.S.c Computer Networks; Computer Networks is a broad area of study, consisting of various aspects such as Network Technology, Network Operating Systems and Network Security.  Each aspect is important to the function of networking.  However, I aim to base my final year project at a particular interest of mine, network security.   As network security is also a broad area of research, I will focus more specifically at Intrusion Detection Systems (IDS).  
The title of the project will be called:

“Intrusion Detection Systems: Enforce Greater Network Security”

1.1 The Importance of Network Security
As the Internet and other network infrastructures become larger and more complex, both the frequency and maliciousness of unauthorized intrusions increase [1].  There are numerous vulnerabilities within computer systems/networks that could essentially be exploited by hackers.  Figure 1, below, depicts the number of vulnerabilities that were identified and catalogued by CERT; a company that studies internet security vulnerabilities in the attempt to develop training and information for its improvement [2].  
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Figure 1. CERT Statistic – Vulnerabilities Identified. Obtained Online From: [3]
The figure above demonstrates that an increasing amount of security vulnerabilities emerge annually.
Furthermore, Figure 2 illustrates the statistics of the number of incidents that were reported from the year 1988 to 2003.  CERT comments that “attacks against Internet-connected systems have become so commonplace” that they ceased publishing the amount of incidents that were reported after the year 2003 [3]:
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Figure 2. CERT Statistic – Incidents Reported. Obtained Online From: [3]
Note that from 1988 to 2003, 319,992 incidents were reported; a higher number is probable considering that not all incidents are reported to CERT.  
As expected, the number of incidents reported increase annually; which coincidently correlates with the increasing amount of vulnerabilities that emerge.  Analysis concludes that network intrusion is more likely to occur with the existence of more network security vulnerabilities or “exploits”.  Therefore, it is advisable to implement various network security technologies such as Firewalls, Anti-Virus, and Anti-Spyware to reduce the vulnerability of the organisations network.

Unauthorised intrusion of business networks adversely affects companies in more than one way; the cost of the damages caused by the hacker must be considered, but more importantly it affects the credibility of the business involved.  A survey conducted by BBC News demonstrates that from the 1243 people who were questioned, 53% would stop spending at firms that suffered security breaches [4].  Moreover, the survey found that 14% of which had already been a victim of data theft as a result of intruders compromising company networks or online stores to gain access to confidential customer details [4].
An example of one such company is TJX, the parent company of TK Maxx.  In December 2006 the company realised that it had been susceptible to an attack by hackers over a number of years which resulted with the theft of more than 45 million credit card numbers [4, 5].  Lack of appropriate network security enabled unauthorised access to be gained to the systems that processed and stored information relating to customer transactions [6].  TJX’s financial reports reveal that at least 45.6 million credit and debit card numbers were stolen in 2005 and another 130,000 in 2006; leading to the approximate cost of $8.3 billion US dollars.  The PCI Security Standards Council comments that “the data theft should serve as a wake up call to retailers who risk losing money and credibility when they fail to protect sensitive customer data” [5].  Furthermore, P. Davie, founder of the database security company Secerno, expressed that “given the lax attitude of some businesses in addressing data security, and the increase in targeted attacks on data by sophisticated criminals, it was only a question of time before a major breach of this type thrust the issue into the public eye” [6].
Conclusion of my investigation on the importance of network security suggests that network security is imperative as numerous vulnerabilities exist on a computer system.  The successful breach of security may adversely affect the system or network which may result in the loss of important software, confidential information, and/or money.

As aforementioned, network security is a broad area so I will be focusing my project on the area of Intrusion Detection Systems (IDS).  Various types of IDS exist such as Network Intrusion Detection System (NIDS), Host-based Intrusion Detection System (HIDS), and Protocol-based Intrusion Detection System (PIDS).  These three examples, along with additional IDS types will be discussed within the following sections of this project proposal.  A further, detailed analysis of the various types of IDS will be conducted as part of the final project.  
2.0 Project Background
2.1 What are Intrusion Detection Systems?
Intrusion Detection Systems are quickly becoming a required information security safeguard [7].  However, they are developed to enhance, not replace existing security mechanisms [8]; essentially, they provide an additional level of security for a network [7].  As aforementioned, computers connected directly to the Internet are subject to various probes and attacks from unwarranted users [9].  It is recommended to use various protective measures such as firewalls, and ensuring that all security patches are kept up-to-date.  Nevertheless, they cannot guarantee that all vulnerabilities are shielded [9]. Intrusion Detection Systems implement added security by enabling the detection and logging of hostile activities; it allows network administrators to detect intruders if they successfully breach the other security mechanisms in place [9].
An Intrusion Detection System is used to identify numerous types of malicious network traffic that cannot be detected by a conventional firewall [10].  Such traffic includes data driven attacks on applications, attacks against vulnerable services, unauthorised logins, viruses, Trojan horses and worms [10].  An IDS achieves this by capturing all the passing traffic on the network, similarly to a network analyser [8].  The system compares the captured packets to a number of known attack patterns [11], which is stored within its database; a well developed IDS may have over 100 attack patterns saved in its database [8].
Figure 3, below, depicts the recommended network integration for an Intrusion Detection System:
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Figure 3. Recommended IDS Integration. Obtained Online From: [12]
The figure above presents the combination of an IDS and a firewall to increase the overall security of the network infrastructure; it will enable maximum filtering of network traffic and will generally prevent the majority of Trojan Horse attacks [12].
It is essential that the IDS must be able to capture and monitor all traffic within the network, not just the traffic between itself and the switch.  This is achievable by using mirror ports on the switch to allow the IDS to view the whole network infrastructure [12].    Placing the IDS before the firewall in the network is also advisable; it enables a greater amount of intrusion detection, as the firewall may filter some harmful traffic before it reaches the IDS [7, 12].
2.1.1 IDS Types
IDS were conventionally designed to analyze network traffic to search for evidence of intrusions.  However, IDSs have progressed since, they may now be utilized to scan access logs and analysing the characteristics of files to determine whether they have been compromised [13].  Moreover, IDS has even been extended to the concept of ‘honetpots’.  Honeypots are fraudulent systems or networks that are used to lure and distract attackers from the real network.  Subsequently, detailed logs of the intruder’s activities are secretly gathered and used to identify the techniques used, and learn from them [14]. 
The various types of IDS are as follows:

· Network Intrusion Detection System (NIDS) – An independent platform that identifies intrusions or an attempt to cause a denial of service attack (DoS) [10, 13].  NIDS generally operates by connecting to a hub or router, enabling them to analyse all the data packets that are transmitted through the device [10, 13].  An example of such IDS is ‘Snort’, which will be covered in greater detail within the final year project [10, 13].
· Host Intrusion Detection System (HIDS) – A HIDS also analyses data packets.  However, they are designed to analyse the network traffic that are sent to and from a single machine [13].  Intrusions are detected by analysing system calls, application logs and other host activities [10].
· Protocol-Based Intrusion Detection System (PIDS) – PIDS consists of a system or agent that would generally be located at the front end of the server [10].  They are designed to monitor and analyse the communication protocol between connected devices such as a PC or system [10].  
· Application Protocol-Based Intrusion Detection System (APIDS) – APIDS would generally be placed within a group of servers, they are designed to monitor an analyse the communication on application specific protocols [10].  
· Hybrid Intrusion Detection System (HIDS) – HIDS combines one or more approaches [10].
· Honeypot – A fraudulent system or network (honeynets) that are set-up with deliberate vulnerabilities to lure hacker attention [10].  The hackers activities are subsequently recorded to enable researchers/administrators to learn from hackers techniques/methods [14]. 
3.0 Project Justification
From initial investigations, I have concluded that network security is an integral part of computer systems.   Various system vulnerabilities exist that must be safeguarded against in order to ensure data integrity and confidentiality of information.  This may be achieved through the implementation of various network security technologies, such as firewalls, anti-viruses, and Intrusion Detection Systems.  However, as previously suggested, network security is a very broad area.  Therefore, the project will be specified towards the Intrusion Detection Systems, which is fast becoming an increasingly popular and fundamental technology regarding the security of a network infrastructure.  

Much like network security as a whole, Intrusion Detection Systems also presents a wide range of topics that will be ideal for a project.  Topics include the history of IDS, the various types of IDS, their strengths and weaknesses, common attacks and preventative measures, and producing security recommendations based on their use.
To clarify, the history of IDS will be investigated to demonstrate the development of IDS.  Additionally, an analysis of the various types of open source IDS packages (such as Snort, Bro Intrusion Detection System, and Securepoint), or subject to availability/funding, various commercial packages (such as Real Secure, Tripwire and Symantec Intruder Alert) will aid in the understanding of Intrusion Detection Systems.  A comparison of each package will be conducted through vigorous testing, whilst establishing both their strengths and weaknesses.  Furthermore, a demonstration of the types of attacks that are used by hackers will be produced along with the preventative measures used to safeguard it.  Subsequently, the results of the investigation will be utilized to provide an adequate Security Policy for the use of IDS. 
Moreover, the concept of honeypots is of great interest to me; they may be considered a type of IDS but have several underlying issues that will provide interesting reading.  For example, early investigations reveal that honeypots spark great controversy; many people believe that they may be considered a form of ‘entrapment’ as they are used to lure an attacker to damage systems [15, 16].  Interestingly, it seems that under certain country laws, hackers may even be protected from honeypots as they are regarded as a breach of “lawful interception or other privacy concerns” [15, 16].  A topic such as is interesting and controversial; my project will provide a thorough analysis based on the mentioned controversy.
Intrusion Detection Systems will prove to be an interesting project as it will demonstrate its value within the network security area.  The demonstration of the various hacks used will provide an informative and compelling topic.  Similar studies have already been conducted, but I hope that my project will provide a more in depth view of the overall topics.
As J. Allen voices, “even the most secure network perimeter and system configurations cannot protect against every conceivable security threat.  Administrators must be able to anticipate, detect, respond to, and recover from intrusions, as well as understand how to improve security by implementing lessons learned from previous attacks” [17].  It is hoped that creating an adequate security policy will enable administrators to respond to a security threat accordingly.  
4.0 Aims and Objectives
4.1 Aims

The predominant aim of this project is to investigate a variety of open-source and commercial IDS technologies that are currently available for use.  The analysis will include their strengths and weaknesses, and a Security Policy will be recommended based on their use.  
4.2 Objectives
· To research and define the computerised term ‘IDS’
· Conduct a history report on IDS.
· Introduce and investigate the controversial legal issues of honeypots.

· Implement and evaluate a number of IDS technologies.
· Demonstrate the common hacks used, and provide preventative measures.

· Produce Recommendations; create a Security Policy regarding the use of Intrusion Detection Systems.

4.3 Expected Outcomes
A thorough researched-based project will be produced regarding the various aspects of IDS.  Through the analysis of a variety of IDS technologies, a set of recommendations will be produced complete with a security policy based on commercial use.  
5.0 Research and Development Methods

When creating a project, a sequential and structured approach is advisable.  The research process illustrated within the figure below demonstrates the research process I must undertake:
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Figure 4. The Research Process. Obtained From: [18]
As suggested above, choosing the appropriate research strategy and data collection methods will enable sufficient progress within my project; it will allow me to analyse and conclude the data I will find.  To demonstrate that there are numerous Research methods to choose from, I have included an illustration of the Research Onion.  Justification of the research methods chosen for the development of the project will provided thereafter.   
All research philosophies, research approaches, strategies, and data collection methods revolve around the “Research Onion” as depicted below:
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Figure 5. The Research 'Onion'. Obtained From: [19]
5.1 Research Philosophy and Approach
I will utilize the positivism research philosophy to conduct my project research.  To justify this:
5.1.1 Positivism Research Philosophy

I have chosen the Positivistic Philosophy as its features are as follows:
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Figure 6. Features of the Positivistic Philosophy. Obtained From: [20]
The positivistic philosophy is ideal for the research of my project as it primarily concerned with testing theory; my project will consist of a lot of theory-based work.  Additionally, the data will need to be highly specific and precise to produce positive and expected results.  Furthermore, the positivistic research philosophy was chosen as reliability is high.
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Figure 7. Associated Methods of Positivistic Research. Obtained from: [20]
5.1.2 Deduction Research Approach
The deductive approach is aimed to test the theoretical analysis of the various types of IDS.  The investigation of IDS will be conducted by developing a theory and hypothesis, and by designing a research strategy that will test that hypothesis [21].  A confirmation of the theory is expected as a result [21].
Deductive research operates from the more general to the more specific, and is commonly referred to as a “top-down” approach [22].  The following figure illustrates the characteristics of the Deduction Research Approach:
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Figure 8. Deduction Approach. Obtained Online From: [22]
To clarify, a deduction approach begins by producing a theory about the topic of interest which would subsequently be condensed into a more specific hypothesis that can be tested [22].  The researched may be condensed even further when observations are collected to address the hypothesis; which consequently enables us to test the hypothesis with particular data [22].  The expected outcome may or may not confirm the theory at the outset [22].
The deductive approach is ideal as it will enable a highly organised and structured approach for the development of my project.  It is suitable as my research topic has a wide selection of literature from which I am able to define a theoretical framework and hypothesis [21].

5.2 Research Strategy

The Content Analysis method will be used to gather and interpret data that will be useful for the understanding of the topic. Furthermore, the project will consist of several experiments on the various types of open-source and commercial IDSs.  Experimenting is associated with the methods used with the Positivistic Philosophy.  

5.3 Research Resources
Two main sources of data exist, primary and secondary.  K. Jones, a lecturer of Swansea Institute defines them as:

· “Primary research (or field research) involves the collection of original (new) data by the researcher to address a specific problem” [18].
· Secondary research (or desk research) is based on data that has been collected by somebody else for some other purpose (and for this reason, it may not precisely meet the needs of the secondary user).  However, it can help the researcher gain understanding of an issue, and formulate and generate ideas, which can later be refined by carrying out primary research” [18].
Prior to producing the project document, I will gather secondary researches from various sources such as books, journals and on the internet.  The research obtained will then be utilized to conduct a fair and comprehensive investigation of current Intrusion Detection Systems.  Subsequently, primary research will be conducted where I will evaluate a number of open-source and commercial IDSs.  A comparison of both the theoretical and practical conclusions will be scrutinized thereafter.  Furthermore, additional primary research includes the creation of a Security Policy document based on my researches findings.

It is imperative to ensure that sources of information regarding my topic exist and are readily available.  Preliminary research of IDS found that there are numerous sources of information to be obtained.  
5.4 Data Collection Methods
The Content Analysis method will be used to collect data for my project; it is ‘the study of recorded human communications, such as books, web sites, paintings and laws’ [23].
I will be using a mixture of both qualitative and quantitative research approach to collect the data required for my project.  “A qualitative research is a collection of (soft) data that areas open to interpretation” [18].  Such data will be used to express the conflicting opinions of various literature/people regarding the ethical issues of the use of honeypots.  The project research as a whole will be based on this data collection method.  Quantitative research “is research that produces statistics (hard data).  This usually involves surveys of large numbers of respondents” [18].  This method will be utilized to provide statistical data such as the CERT statistics found earlier within this project proposal. 
5.5 Risks/Limitations
Although there are several risks/limitations to be aware of, each has its appropriate solution, which is clarified as follows:  

5.5.1 Research Credibility
Firstly, one must ensure at all times that research is credible [18]; failure to do so will result with an inaccurate investigation.  Three tests are designed to test credibility however, these include:
· Reliability – Concerned with the findings of the research.  I will be able to ensure that research is reliable if I find several sources that state the same findings.  As I have adopted a quantitative research method, reliability is of great importance [18]
· Validity – Concerned with the accuracy of the representation of what is really happening in the situation.  “Research errors, such as faulty research procedures, poor samples and inaccurate or misleading measurement, can undermine validity” [18].
· Generalisability – “refers to the extent to which you can come to conclusions about one thing (often a population) based on information about another (often a sample)” [18].  One must ensure that research results are applicable in other setting/contexts [18].
5.5.2 Cost of Commercial Software
I aim to investigate various open-source and commercial IDS software within my project.  However, the cost of commercial products must be taken into consideration; I must justify the cost to my project supervisor before I will be able to obtain any commercial software.  If the cost is too high, I will not be able to investigate said product.  I believe that this issue will not affect me to a great extent however, as there will still be an efficient amount of open-source products for me to analyse.  
5.5.3 Safety of Hardware Components
I will require a computer system that will be sole victim of my hacking attacks; to minimise complications while evaluating IDSs, the system should not have any anti-virus or personal firewall installed.  Due to this, I must ensure that the computer is confined within its own private network, unattached to any external sources.  Testing will be conducted within the laboratory only.  Furthermore, I must ensure that no critical data is stored on the computer beforehand.

5.6 Evaluation of Data

Using content analysis will enable me to provide wide range of data based on my project topic.  Having developed theoretical data, I will test a variety of open-source and commercial software packages within a computer laboratory.  This will involve hacking a system which is being monitored by a specific IDS.  While doing so, I will evaluate each of the packages strengths and weaknesses.  Additionally, I aim to demonstrate a number of common intruder attacks and attempt to determine the countermeasures.  This will enable me to create a Security Policy.  The results of the practical research will be compared with the expected results obtained from the theoretical analysis.  As aforementioned, through vigorous testing, a sufficient Security Policy will be produced 
6.0 Resources and Planning

6.1 Resources

6.1.2 Hardware

· A computer system with Linux installed (will be configured as the IDS)
· A Linux based server (victim of the intrusion attempts)

· A Linux/Windows based computer used to compromise/hack the server
6.1.3 Software

· Linux/Windows Operating System

· Open-Source IDSs

· Commercial IDSs (pending cost justification)
· Hacking Tools (obtained via open-source)

6.2 Planning
Figure 9, below depicts the estimated timescale of the project: 
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Figure 9. Gantt Chart - Project Timescale
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