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[bookmark: _Toc99487267]Introduction 
The main intention of this research work is to uncover the various network security risks that affect the smart home networks. Day to day, the Internet of Things (IoT) technology is rapidly increasing and it is used in number of places to gather data which helps in increasing the business growth and also to locate the negative impacts in the particular business. IoT is almost used in all the areas to monitor the operations for example manufacture companies, agriculture, public places and so on. This research work mainly focuses on the smart home development because IoT enables an option to access all the home devices to access from remotely and to control them for example speaker, web cam, windows, door, car garage, and sprinkler. Even if a person forgot to turn off light or fan in the home then they can easily access the particular device using the IoT network in remotely to control them from anywhere. 
The development of smart home will helps the people by reducing the burdens in controlling the devices by automating everything. At the same time it allow the user to control everything through internet connection. By connecting all the devices makes the network is more vulnerable to the attacks. Cybercriminals can use any type of attack to obtain the access on the devices to put surveillance on the targeted victim. To avoid this issue IoT smart homes are developed with the numerous network security features. 
[bookmark: _Toc99487268]Problem domain
Security issues and vulnerability of the network are considered as the major problem in the IoT network. To enable access to the users IoT network is connected with the public network which makes it to be an easy target for the cyber criminals. Following are identified as the major security risks in the smart home they are data manipulation, location tracking, data breaches, and identity theft. The cybercriminals may uses these information for any purpose to poses threat on the targeted victim. Hacking the IoT server let the third party service providers to hijack the user’s identity which allows them to track the location of the user using their smart phone. In the smart home concept most of the people around the world use smart phone applications to access the devices remotely. It makes the devices to be connected 24/7 and on both sides so if the criminal gain control on the smart home network then they can easily access the smart phone location and other details by transmitting the malware packets using the same network. Additionally, if the hacker decrypt the data then it gives a new path to manipulate the new data to hide their original identity. 
If the smart home IoT network is implemented with less security or basic securities then it will be easy to attack the network to gain access over the nodes that are connected with it. The following are the some of the basic security attacks which will used in the IoT network they are RFID spoofing, virus, man in the middle attack, denial of service (DoS), phishing attack, malicious injection attack, and unauthorised access. Some of these attacks makes the smart home devices are inaccessible by the user. At the same time, hacker can use the phishing attack to gain the access on the devices by cracking the password which is used in the network. Moreover they can use the router and IoT server to transmit the malicious code directly to the user mobile.
[bookmark: _Toc99487269]The motivation of the research 
The main moto of this research is to evaluate the security level of the smart controls in the IoT environment. Deploying honeypot is the good way to enhance the security level somehow cybercriminals use the advance techniques to break into the network security. There are numerous network security techniques are available somehow this research is planned to evaluate the integration of honeypot with the IoT is effective or not. Integrating all the devices in the home with the network will let the people who are all good in the networking to find the backdoor in the network security and to access of the devices to control them remotely. Investigating the security features of the smart home IoT network is one if the interesting area which gives more knowledge and number domains to analyse and to learn about the advanced technology. 
[bookmark: _Toc99487270]Research question 
How the IoT nodes are secured in the network with the integration of the honeypot network security?
In the smart home IoT network WPA2-AES encryption will be used to enable the basic security to secure the data which is generated by the devices. If the cybercriminal compromised the entire network means decoding the encrypted data by masking the particular device become very easier for them. So they can easily control the smart home devices such as vacuum cleaner, Air conditioner, CCTV cameras, lights and fans. So integrating the honeypot as an intrusion detection and prevention system for the entire network will helps in identifying the vulnerability of the network and the attacks easily. Based on the outcome of the honeypot implementing or upgrading the security mechanism become very easier to avoid the network security related attacks. 
[bookmark: _Toc99487271]Objectives 
This research work focuses on identifying the effectiveness in integrating the honeypot network in the IoT based smart home. It is essential to secure the incoming and outgoing data from the network to avoid the network security related threats. Following are identified as the main objectives of the research, 
· Identifying the various IoT devices that manipulates the sensitive information in the smart home network.
· To obtain more knowledge on the basic security feature that is included with the IoT devices when they are connected with the smart home. 
· To check how the router connects all of the IoT nodes in the same network and controls the incoming and outgoing data. 
· To evaluate how effective the security controls like WPA2-AES and honeypot on security the IoT based smart home network and data. 
[bookmark: _Toc99487272]Literature review 
The author (Azrour, 2021) conducted detailed analysis on the key challenges and issues that are associated with the IoT concept. According to this author view the IoT concept provides a network connection between the intelligent devices and objects to control simultaneously. The main components of the intelligent devices are the sensing, processing and transmitting the data from one device to another. When it comes to IoT it uses the embedded devices which makes the security as an important thing in providing enough data privacy to safeguard the users. The author analysed lightweight encryption techniques to secure the network and IoT devices from the attacks and to overcome the issues that are associated with it. The author has recommended number of security features to combine with the network such as certificate-based ID, ECC-based mutual authentication, password authentication to access the devices that are connected with the network. Hence, the author proved that the use such a security in the network will gives enough security to transmit the data from one device to another devices and to overcome the significate challenges in achieving the basic security metrics in the network.
Various challenges that are linked with the IoT and their countermeasures are discussed by the author (Litoussi, 2020) in his research work. Cyber security attacks are considered as one of the challenging issue in the IoT network because they mainly target the privacy or confidential information of the targeted victim. By gaining access on the data they can use it to get some financial benefits or to threaten the particular victim. These leads to provide a better security for the IoT devices and the data which is transmitted through the network. This research work covered few security challenges in the IoT architecture because it is implemented with the integration of the network layer (NL), application layer (AL), and the perception layer (PL). Mostly attacks mainly targets the hardware resources in the IoT network, frequently used attacks are the eavesdropping, replay and timing attacks. So the author recommended to use the hashed encryption, PKI protocol and cryptography to prevent the PL attacks in the architecture, at the same time the author discussed more about the software related attacks which may directly affect the smart home user’s privacy. Various solutions are recommended by the author to secure the different layers in the IoT architecture. These will helps in deploying and configuring the honeypot network which mainly focuses on capturing the attacks that aim in compromising the IoT architecture layers. 
(Campbell, et al., 2015) Discussed about the various trends and opportunities in the honeypot to cut the security vulnerabilities in the network. This research work mainly focused on identifying and uncovering the various benefits in the honeypot integration and using it as IDS. People connect all their devices in the smart home network without knowing the security vulnerabilities that are associated with the network. The research has mainly focused on showing the vulnerabilities are the weak points in the network protocols that may lead to face the challenges in enabling security for the devices and network. Here the author (Campbell, et al., 2015) has categorised the honeypot into four such as honey farms, honeytokens, shadow honeypots, and honeynets. Based on the attacker access level in the system decides the interaction of the honeypot in the network. However, there are few loopholes are available in the honeypot which makes the attacker to identify whether they are attacking the original network or the honeypot. Here, the honeypots are implemented based on the nature of the network to track the attacker’s behaviour and their main target in the network. Based on the information it is easy to find the loophole in the network and to secure it before the attack will be deployed in the network. 
The continuous development of the honeypots gives numerous options to the users. The author (Kinariwala & Jethava, 2012) analysed various honeypot systems and security issues in the smart home. The analysis clearly shows which type of honeypot system or which generation of honeypot system is effective against the particular security issues in the smart home. The continuous development of the technology possess various security issues on the network such as DoS, hacking malicious code, virus, DDoS and so on. The vulnerability in the networking and configuration of the devices make the network is easier to compromise using the easy methods. Tracing the system of the attacker using the honeypot will give a new way to identify and minimize the security issues in the network. Somehow, eliminating the security issues in the smart home is not possible because of the development of technology gives new tools and techniques to the attacker to attack the network. The only way to avoid the security issue is monitoring the entire network and preventing it with the counter measures. The author highlights the way to use the honeypots in the smart home network to detect the possible attacks and to track their intention and providing security for it by encountering it. The author recommended three type of honeypots such as low level interaction honeypots, medium level honey pots, and high level interaction honeypots to monitor the network and to apply the countermeasure against the attack. 
Various network protocols are analysed by the author (Reddy, 2019) in the research work. Network infrastructure plays vital role in enabling high or medium level security for the network. These infrastructures are developed with the integration of the following methodologies they are RIP, OSPF, RIPv2, and EIGRP. DNS servers and IP addresses are used in the networking to manage such a routing mechanisms, these will enables the basic security features for the devices to communicate with each other in the network. Locating the devices that are integrated with the network become easier with these mechanism because it will collect the exact location of the devices and reports to the network administrator. The integration of the VLSM in the network gives clear view on the traffic that flows in the network and to easily locate the failures in the network and implement solution for it. The researcher mainly focused on analysing the Routing Information Protocol (RIPv2) use in the integration of the smart home network. VLAN methods allows to group the IoT devices into number of groups and eliminates the challenges in managing them. The author discussed about the hop count mechanism to detect if any devices are physically integrated in the network to monitor the activities. As per this research work, if the honeypot is integrated with the network then it will be easy for monitoring the devices that are additionally integrated in the network or not. If the attacker insert any physical device in the network then it will be easy locate them and to remove it from the network to safeguard it become easier with it. 
The implementation of the smart home is explain in detail by the author (Saini, 2021) in this research work. Cisco packet tracer network simulation tool has been used by the researcher to show the implementation, sensors, home gateway, microcontroller board, laptop, detector, IoT server, and more devices configuration has been explained clearly in the research work. Additionally, the author showed the use of RFID to detect the devices that are connected in the network which gives a clear picture of the active devices in the network. IoT server is used in the network to store and process the data which is manipulated in the network. The user get a notification on the smart phone when the particular condition is reached in the smart home. For example if the smoke is detected in the home then an immediate alert is sent to the particular users and also counter measures are initiated in the automation process to avoid the critical impacts. The research work also provides the detailed information about the integration of the programming languages to check the conditions and to avoid the negative impacts in monitoring the entire network using the smart sensor devices. The simulation which showed in the research work is integrated with the basic security feature which is subject to vulnerable for the attacks. From this journal article we can understand that designing and implementing smart home network is easy but integrating the security for the network will consumes double the work. 
Identifying and encountering the root cause of the network is the challenging process in the IoT network. The author (Pothumani.Parvathi, 2021) conducted research on analysing the honeypot technology to locate the root cause. There are two type network configuration methods are available namely static and dynamic. In this research work the author has used the static configuration method because this is easy to predict and to deploy the attack by the attacker. The main reason for integrating such a method is the author can easily access more knowledge on the techniques and methods are used by the attacker to initiate attack against the network security on the IoT smart home. Finally, the author integrated the Advanced Encryption Standard (AES) in the configuration to enable the password security to access the devices. However, using the phishing attack the attacker can easily identify the username and password used in the network even if it is encrypted then they can use the advanced concept to decrypt it to view the original content to access the devices. This journal helps in learning about the various security protocols that are available in the design and implementation of the Smart home using the cisco packet tracer tool. 
[bookmark: _Toc99487273]Methods
[bookmark: _Toc99487274]Developing IoT smart home using Cisco Packet Tracer
Cisco packet tracer is known as the one of the best simulation tool which is used to design a network and to show how it will work with the integration of number of features in it. This tools gives a clear view on the flow of the data so anyone can easily examine the network to make changes in it. This tool helps in simulating the smart home along with various devices that will be automated in it. By configuring each device along with its unique functionality in the network gives a new way to eliminate the barriers in connecting the nodes in the network to make them to communicate with each other easily. Home gateway must need to be connected in the network to allow the devices to accessible across the world. At the same time, user needs to integrate their smart device phone, or tablet pc with the IoT server to gain access on the smart home appliances. Defining the conditions for the smart devices is essential because then only user get a chance to control them from their smartphone by accessing the functionality. The cisco packet tracer gives two simulation mode one is simulation which is used in connecting the IoT devices and to create a new network based on their need. In the real-time network once the network design is done the user can easily verify the completed networking setup and connected devices. The main reason for these two options in the cisco packet tracer is that the user can easily verify the network traffic and can make changes based on the need in the simulation model. With the help of this integrating the additional network security feature is easier and also it gives a crystal clear view on the use of new security feature in the network. Making decisions on adding additional security features or removing become easier with it. 
[bookmark: _Toc99487275]Home Gateway
The IoT sensors, modules and smart devices are connected with the cloud using the IoT gateway which is known as the virtual platform or the physical device. It helps in connecting the IoT devices wirelessly in the network, it supports all kind of the devices based on the need. This act as a frontend which helps the users to add all intelligent integration of many devices in the planned single network. Smart devices can either connected in the network using the wireless or wired network. All the wireless links in the network are verified using the home gateway and it is connected through the Ethernet port. WPA-PSK is supported in the home gateway which will provides some basic security for the network when it is configured with it. Integrating honeypot also become easier with the network design in the home gateway so it can easily monitor the incoming and outgoing network connections to make decisions. 
[bookmark: _Toc99487276]MCU-PT
The microcontroller connects number of smart devices together and allows the network designer or developer to do programming using python or JavaScript or visual programming to define the conditions for the automation. All smart devices will be connected using the wired or wireless networking the MCU-PT and this simulate and shows how the conditions are satisfied and the devices are controlled in the network. 
[bookmark: _Toc99487277]Honeypot
Honeypot is known as the intrusion detection system which will replicate the original network and makes the attacker to think that they are hacking or attacking the original network. On the background the honeypot will trace the complete information about the attack method, targeted system and so on, it act as a decoy to identify the vulnerability in the network. By obtaining the information about the attacker and the attack will gives enough knowledge to enhance the security feature and to handle the network related attack. Honeypot is known as one of the security mechanism which is used to develop a virtual trap for the attackers and to deploy the counter measure against the network attacks. 
[bookmark: _Toc99487278]Honeypot working procedure
Once the honeypot is deployed in the network then it will be look like the same network where it connects number of networking peripherals. The nature of the honeypot makes the intruder to think that they are attacking the targeted device in the network. On the background honeypot will track all the incoming malicious packet targets. It have the port which give immediate response to the port scan or weak password identification. Moreover the original network ports are secured with proper security but the honeypot will gives access to the vulnerable ports to the hacker to see what they are doing in the network. Possible threats in the smart network security will be revealed by the honeypot as well as it gives an access to logs where the network user can access the existing threats and the possible counter measures to secure the network from the attacks (Xin, et al., 2021). 
[bookmark: _Toc99487279]Benefits of using honeypots
It supports in uncovering the major vulnerabilities in the networking and also if it detects any high level threats on the IoT smart home network then it helps in locating the vulnerable part and a countermeasure to secure the network against the attack. It helps in detecting the patterns that are used by hacker to compromise the network (Lee, et al., 2021).
No need to integrate high level hardware to use the honeypot and also it have the capability to handle limited traffic in the network. Honeypot development easier with the less configured computer systems and numerous honeypots are available in the internet to use in the smart home network. 
False positive rate is very low in the honeypot which means it gives more accurate results comparing with the other security mechanisms. Prioritising the resources and efforts are easier with the honeypot on the low level, based on the threat impact the honeypot will interact and gives the data to know about the attack method. Honeypot commonly used in the detection of the following threats they vectors, phishing attacks, exploits and malware, spammers, and email traps. It have the capability to monitor the new generation attacks and to spot them easily. 
It have the ability to detect the internal threats also so using honeypot is more useful to secure the network from both external and internal attacks. The below diagram depicts the general architecture of the honeypot deployment in the network for locating the internal and external attacks. 
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Figure 1: The basic architecture of the Honeypot
Source: (Franco, et al., 2021)
Table 1: IoT Honeypots
	Honeypot Name
	Level of Interaction
	Simulated Services

	HoneyD
	Low
	FTP, SMTP, Telnet

	Dionaea
	Medium
	FTP, HTTP, MQTT etc

	Adaptive Honeypot Alternative
	Low or High
	SSH

	Cowrie
	Medium
	SSH



Table 2: Designed IoT Honeypots
	Honeypot Name
	Level of Interaction
	Simulated devices

	ThingPot
	Medium
	Philips Hue, Belkin, Wemo, Tplink

	IoTCandyJar
	Low or Medium
	General IoT devices

	MP or MF Ecosystem
	Low or Medium
	D-link camera, general IoT devices

	Honware
	High
	CPE devices



[bookmark: _Toc99487280]802.1x Wi-Fi Access
Smart home is developed with the integration of both wired and wireless technology so it needs internet connection to establish the communication between the devices in the network. IEEE 802.1x is the wireless technology standard which will be used in the network to connect the devices. The main reason for using this standard is it provides the authentication mechanism among the devices to detect the connected devices in the network. Access points are used in the smart home network and all the connections are established using the wireless access points only. To connect with the network user have to enter the correct login credentials otherwise the attempt to access the smart home devices will be rejected by the technology. The main working behaviour of this technology is to ensure the protection for the network additionally it allows the user to perform the authentication using the OTP, or entering the password manually to access the list of devices connected in the network. So basic authentication mechanism will encounter the problem in access the devices without any proper permissions.
[bookmark: _Toc99487281]RIP-V2 protocol
To design and develop the complete smart home network it is essential to integrate the devices, sensors and other networking devices. Distance vector routing is used in the RIP which will helps in connecting and configuring the networking devices to communicate with each other. Next version of the RIP protocol (RIP-V2) comes with the additional features such as classless inter domain routing and it uses the subnet information to transmit the update information. Adjacent routers are used in this protocol for transmitting the hop count and to multicasts the routing table among the devices. Whenever network changes with the devices availability this protocol will transmit the updates to router to handle the data. This will double the security for the router as it used to connect all the devices together in the network. MD5 authentication is supported in this routing mechanism which is used to encounter the spoofing attacks and to provide high level security for the information. Securing the routing table become easier with this security if the routing table is compromised to the attack then the attacker can easily access the devices in the network as it gives a clear view on the devices that are used in the network. 
[bookmark: _Toc99487282]WPA2-AES Algorithm
It will be used as an additional security in the smart home network, with the integration of the AES it is considered as an optimal security for the network. However with the integration AES in the WPA2-PSK it is considered as a high level security mechanism for the network which comes with the encryption of the Wi-Fi and security protocol. Additionally, it enables the security for the data which is transmitted between the IoT devices in the network. This is specially designed and developed to enable the security for the small size networking. AES uses different sizes of the keys such as 128-bits, 192-bits, and 256-bits block so it increases the challenge in decrypting the message without the correct key. Fast networking and router speed is possible with this network and also it gives a strong security for the networking. 
[bookmark: _Toc99487283]MD5 Algorithm 
This algorithm comes with the 512-bit blocks for securing the content that is manipulated by the IoT devices. This code is divided into 16blocks of 128 bits to give maximum security for the message. The following metrics are used in the providing the digest for the message they are appends length, padding, chaining variables, split the input, and 4 contacts. Hash functions are generated using the MD5 algorithm for the same hash value message moreover it will use the cryptographic hash functions to ensure the security for the data that has been generated by the devices. In the smart home implementation the MD5 hashing algorithm used to secure the communication between the embedded devices and to ensure that the connection between them. The main reason behind the use of MD5 algorithm in the smart home IoT network is it enables the protection for the devices against the attack in the network. 
Devices communicate frequently in the smart home network and huge volume of data will be manipulated by the resources for every second. If the data is fall to the wrong hand then it creates numerous threats to the users and it will be hard to reverse it. So encrypting the communication channel between these devices is essential and also it gives full control to the users to secure the devices and the communication that is established between them. Comparing with the other mechanism MD5 utilize very less space and it integrates the timestamp, password and control for the data. Password which is generated in the network is integrated with the hash which gives high security for it so if the attacker identifies the time stamp of the network then they can’t obtain the actual password because it is hashed using the algorithm. They need the original key to decrypt it so it increases the difficulty in extracting the original message. This made that the IoT network and it resources are accessible by only authorised person in the network. So compromising any of the network security and to access the networking devices that are connected in the IoT smart home network is not possible when this algorithm is integrated in the network (Long, 2019). 
[bookmark: _Toc99487284]Results
The complete network design for enabling the smart home automation with IoT concept is done with the cisco packet tracer (Gupta & Lekhi, 2021). All the smart devices are configured in the network design along with the honeypot location. The devices are accessible from outside of the network also so the honey pot is deployed between the IoT smart home network and the outside network so it can monitor the incoming and outgoing packets to detect the malicious activities. 
[image: ]
Figure 2: Integration of the honeypot in the IoT smart home network design
All the pockets are monitored by the honeypot and it serves as a security measure for the entire network. In the smart home network mostly the attacker use the DoS flood attack to attack the devices. As shown in the figure to the honeypot will be integrated in the network to monitor the incoming and outgoing connections so ensuring the TCP connection is fully secured is the best way to enable the high level security. By installing the kali linux and deploying the honeypot will allows to continuously monitor the TCP network traffic and to locate the connection flood using the below command. 
nping –tcp-connect -rate=90000 -c 900000 –q ______________ ipaddress of the network
[bookmark: _Toc99487285]Evaluation 
In general when the honeypot is deployed before configuring the network then it will only take the rules which are addressed while deploying it. If any firewall rules are added after deploying the honeypot in the network then it will won’t consider that new rule in the network. So making decision on before deploying the honeypot in the network is essential which helps in avoid the network security related threats in the smart home. 
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Figure 3: Honeypot working architecture
Deploying the honeypot in the IoT smart home network along with the cloud and server components will be effective in securing the network against the attacks. The author (Tom & Nachappa, 2020) has addressed a technique in deploying the honeypot as the main objective of the research work is to analyse the first layer of the sensors that are integrated in the network and defining the rules in the firewall to establish the communication with other nodes. 
Evaluating that all the IoT devices are connected with each other properly and configured as per the plan is the best way to avoid the network issues. Documenting all the rules that are required to integrate in the network and to deploy it one after another one while configuring the network is the best way to secure the network. At the same time, once the smart home IoT network configuration is completed then testing it with the requirement document to cross check whether all the devices are configured properly and the firewall rules are integrated properly will gives a hand in deploying the honeypot in the network. Once the honeypot is integrated in the network then it will start to monitor the incoming and outgoing packets to find the malicious activities in it. Once the malicious activity is detected then it will immediately report to the network administrator to take the appropriate counter measure to avoid the threats to the network. 
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