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Social engineering is the art of convincing people to reveal confidential information. 

 

Task 1: Sniffing Facebook Credentials Using Social Engineering Toolkit (SET) 

 

The Social Engineering Toolkit (SET) is an open-source Python tool designed for penetration 

testing. 

 

Lab Scenario 

Social Engineering is an ever-growing threat to organizations all over the world.  Social Engineering 

attacks are used to compromise companies every day.  Even though there are many hacking tools 

available throughout underground hacking communities, Social Engineering Toolkit (SET) is a boon 

to attackers, as it is freely available and applicable to Spear-phishing attacks, and many others.  

Attackers can draft email messages, attach malicious files, and send them to a large number of 

people using spear phishing.  In addition, the multi-attack method allows utilization of Java applets, 

the Metasploit browser, and Credential Harvester/Tabnabbing all at once. 

 

Though numerous sort of attacks can be performed using SET, it is also a must have tool for 

penetration testing to check for vulnerabilities.  SET is the standard for social-engineering 

penetration tests, and it is supported heavily in the security community. 

 

As an Ethical Hacker, Pentration Tester, or Security Administrator, you should be familiar with the 

Social Engineering Toolkit to perform various tests for network vulnerabilities. 

 

Lab Objectives 

The objective of this lab is to help you learn hoe to: 

 Clone a website 

 Obtain username and passwords using Credential Harvester method 

 Generate reports for conducted penetration test.. 

 

Pre- Activity exercise 

 

To carry out the lab, you need: 

 Run this tool in Kali Linux Virtual Machine 

 Windows 7 or 10 host machine 

 Web browser with Internet access 

 Administrative privileges to run tools 
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  

 

 

 

 

Overview of Email Tracing/Tracking 

 

 The Social Engineering Toolkit is an open-source Python-driven tool aimed at penetration 

testing.  The SET is specifically designed to perform advanced attacks against human by 

exploiting human behavior.  The attacks built into the toolkit are designed to be targeted 

and focused attacks against a person or organization used during a penetration test. 

 

Activity: 

 

 



Dr Carlene Campbell  Page 4 of 13
  

 

 



Dr Carlene Campbell  Page 5 of 13
  

 

 



Dr Carlene Campbell  Page 6 of 13
  

 

 



Dr Carlene Campbell  Page 7 of 13
  

 

 



Dr Carlene Campbell  Page 8 of 13
  

 

 



Dr Carlene Campbell  Page 9 of 13
  

 

 



Dr Carlene Campbell  Page 10 of 13
  

 

 



Dr Carlene Campbell  Page 11 of 13
  

 



Dr Carlene Campbell  Page 12 of 13
  

 

 



Dr Carlene Campbell  Page 13 of 13
  

 

 

 

 

 

 


