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Social engineering is the art of convincing people to reveal confidential information.

Task 1: Sniffing Facebook Credentials Using Social Engineering Toolkit (SET)

The Social Engineering Toolkit (SET) is an open-source Python tool designed for penetration
testing.

Lab Scenario

Social Engineering is an ever-growing threat to organizations all over the world. Social Engineering
attacks are used to compromise companies every day. Even though there are many hacking tools
available throughout underground hacking communities, Social Engineering Toolkit (SET) is a boon
to attackers, as it is freely available and applicable to Spear-phishing attacks, and many others.
Attackers can draft email messages, attach malicious files, and send them to a large number of
people using spear phishing. In addition, the multi-attack method allows utilization of Java applets,
the Metasploit browser, and Credential Harvester/Tabnabbing all at once.

Though numerous sort of attacks can be performed using SET, it is also a must have tool for
penetration testing to check for vulnerabilities. SET is the standard for social-engineering
penetration tests, and it is supported heavily in the security community.

As an Ethical Hacker, Pentration Tester, or Security Administrator, you should be familiar with the
Social Engineering Toolkit to perform various tests for network vulnerabilities.

Lab Objectives

The obijective of this lab is to help you learn hoe to:
e Clone a website
e Obtain username and passwords using Credential Harvester method
e Generate reports for conducted penetration test..

Pre- Activity exercise

To carry out the lab, you need:

¢ Run this tool in Kali Linux Virtual Machine
e Windows 7 or 10 host machine

e Web browser with Internet access

e Administrative privileges to run tools
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Overview of Email Tracing/Tracking

e The Social Engineering Toolkit is an open-source Python-driven tool aimed at penetration
testing. The SET is specifically designed to perform advanced attacks against human by
exploiting human behavior. The attacks built into the toolkit are designed to be targeted
and focused attacks against a person or organization used during a penetration test.

Activity:

l. Ensure that the Apache server is turned ON before running this lab.
2. Login to Kali Linux virrual machine.

3. Go o Applications - Kali Linux - Exploitation Tools - Social
Engineering Tools = se-toolkit.

Applications Places (g [=_| Thu Jan 2, 2:05 AM L W root

;n Accessories
#l:] Electronics
,""E Graphics
B8 Hamradic
@ Intarnet
Kali Linux Q.., Information Gathering
E.L;; Offica 'h Vulmerability Analysis
:.""5? Programming oty Web Applications
ﬁi Sound & Video f Password Attacks
{u System Tools o' Wireless Artacks
G@ Universal Access Exploitation Tools Ll BeEF XS5 Framewark
Cﬁ Sniffing/Spoofing £ Cisco Attacks
E Maintaining Access L~ Exploit Database
ﬁ Reverse Engineering 'ﬂ Metasploit

w1 . .
'_.':' Strass Testing £ Metwark Explaoitation

\ Top 10 Security Tools
»

l:l Hardwware ze-toolk Social Engineering Toolkit
i

FIGURE 2.1: Launching SET in Kali Linux
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4. If vou are launching se-toolkit for the first time, vou mayv be asked
wherther to enable bleeding-edge repos. Type no and press Enter.

Terminal

Terminal Help

bleading
wersa

SET, and

conftig,

ial-Engineer To

riobution and U in sour ary Torms i without modification,
rmitted daed that thea andit
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ving disclaimer
1ar materials N ic with the distribution
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FIGURE 3.2: Ihsahle l:|:::1i[1_u-:::|_u: TEROS

5. Tyvpe y and press Enter to agree to the terms of services.

Terminal

Search I Help

aken fTrom the BSD licensing and is applied to Social -En

2 Toolkit is provided is, and is ¢ ~0) v Trae

You want

- writing it) .

you-—showld g Buy, him a baer.

Author
or ‘the beoi,
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6. You will be presented with an SET menu.

Note: 1f se-roolkit exits withour launching the menu, repear steps 3-5
before continuing.

Type 1 ard press Enter ro choose Social-Engineering Attacks.

Terminal

Edit WView Search Terminal Help

The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://vwww. trustedsec.com

meriu

ting

it Framswork
ial-Enginear  Toolkit

FIGTURE 3.4: 5SET Main mernu

8. A list of menus in Social-Engineering Arracks will appear: tvpe 2 and
press Enter to choose Website Attack Vectors.

Terminal
File Edit Wiew Search Terminal Help
i = iLrc. node . net in channel #setoolkit
The Social-Engineer Toolkit is a product of TrustedSec.
isit: https:/ www,. trustedsec. com

from the menu:

Returmn

FIGURE 3.5: Choosing Website Acack Vectors
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9. In the next menu that appears, twpe 3 and press Enter to choose

Credential Harvester Attack Method.

Terminal

Search Terminal

iething different.

Edit View Help

he 'Ih'eh Jacking Attack method
method

This utili:z

r|1=1-1 if

will .
utilize the Ja
Mamn Laft in

he Multi-Attack method
menu. For you can
L Harwv ing, and thea

which is

= =

I W

Create or 1mrr||1-

urn to Main Manu

FIGURE

3.6: Choosing Credentdal Harvester

Actack Method

10, Now, type 2 and press Enter to choose Site Cloner from the menu.

—
Terminal

Edit WYiew Search lerminal Help

or import a CodeSigning Certifi

Mairm Mernu

L Lo
utilize

SET to import
within the

wiill
that it can

O'wWir

should
Tunction:

99)

Raeturm

wabsit

FIGURE 3.7: Choosing Site Cloner

I1. Tvpe the IP address of Kali Linux wvirtual machine in the promprt for

“IP address for the POST back in Harvester/Tabnabhing,”’
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Enter. In this lab, the IP address of Kali Linux is 10.0.0.6, which mas
wvary in vour lab environment.

Terminal = !

ile Edit WView Search Terminal Help

that it can utilize within the attack

method will

import your own we
when using the import we

om Import

leturn to Weba

tham in

usad fTor what IP
an external IP., wus axtermnal IP for this

FIGLURE 3.5 P:l,"-.i'.:lil:'i_u I[P address in Harvester 'T:—'.l:l:'l:—'.l:l:il:'l_u

12, Now, vou will be prompted for a URL to be cloned: tvpe the desired
URL for “Enter the url to clone™ and press Enter. In this example, we
have used www.facebook.com. This will initiare the cloning of the
specified websire.

Terminal

Search Terminal Help
arnd allow v o o The attack s within the completaely
I application you were attempting to clone.

you to import o awn website, note
JhEml o when us g the im rt website

Marnu

Cradential harvester will Noyou o tilize the clone capa

st cradentials or ] a websitae as weaell

11 POST to
al IP for this

FIGURE 3.9 Providing URL o be cloned
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Note: If vou are promprted to start apache server:

[y
s

Afrer cloning is complered, the highlighred message as in the below
screenshot will appear on the Terminal screen of SET. Press Enter to
continue.

14, 1t wwill start Credenrtial Harvester.

aning
his

FIGURE 3.10: SET Website Cloning

15. Allow the Credenrial Harvester Arrack to ferch informarion from the
wvicrim machine.

16. WNow, vou have to send the IP address of vour IKali Linux machine to a
wvictim and trick him or her to elick to browse the ITP address.

17. For this demao, launch vour web browser in the Kali Linux machine;
launch wvour favorite email service. In rthis example we hawve used
wnww.gmail.com. Login to vour (Gmail account and compose an email.

Inbox (608) — - @mgmail.com — Gmail — lceweasel
ile Edit WView History Bookmarks Tools Help

Inbox (&60&) - rimmatthews(@g. .. | =m

| @ https:sr google. cam/mail/u hwa=13k I L 1 . — B Le L=

Most Visited~ FlOffensive Security " Kali Linux " Kali Docs EBExploit-DE W Aircrack-ng

GO gli': “ 0 Share ;

Gmail - ['e-} More 1—100 of 714 > o
COMPOSE & Primany
Inmbox (GDE) me, k Sgmail.cam
Starred
Immportant Zand
Sent kail Lo Hello
Dirafts (6) .
- Circles Zip ©  Hellopal. "
Friends Span Flease visit this below website .,
Familly rect
Acquaintances el
Fallowing S
Junk E-mail Saan =
hiore - <1 - - - [

e

FIGURE 3.11: Composing email in GGoail
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18. In the body of the email, place ursor where vou wish to place the

fake UURL. Then, click the Link icon.

ile Edit Wiew History Bookmarks Tools
Inbox (608) - rinimatthews(@g... | =i |

[ =1 https//mail.google. com/mail/u/Q/ 7 shva=1L#Finbox 7compose= 1+ b e [V Google

bl Most Visited~ [lloffensive Security "W Kali Linux s Kali Docs EMExploit-DB Wy Aircrack-ng

Google

Gmail ~

Inbox [(G0E) @ gmail.com
Starrad

Important

Sent kAail

Drrafts (6)

- Circles

Friends
Farnily |
Acguaintances
Fallawing

Hello

Hello pal,
FPlaase visil this balow websibe.

Jumk E-mail
Pellorg -

FIGURE 3.12: Linking Fake URL to Actual URL

19. In the Edit Link window, first tvpe the acrual address in Web address,
under Link to, and then tvpe the fake URL in the Text to display ficld.
In this example, the Web address we have used is http:/10.0.0.6 the
and Text to display is http://www.facebook.com/party_pics. Click OK.

Edit Link

Text to display: [nttp //wwwitacebook com/pany_pics |

Link to: To what URL should this link go?
® Web address [nttp 10 0.0 6]

) Email address Test this link

Hot sure what to putin the box? First, find the page on the web that you warm to link to. (A
search engne might b uselul) Then, copy the web address Trom the box in your browser's
address bar, and pasie it into the box above.

FIGURE 3.13% Edit Link window
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20, The tfake URL should appear in the message bodv, as shown in the

screenshort.

Inbox (S0&) - rinimatthews@g... “ I% |

[ & https:Amail google.comymail/u/Of?shva=1#inbox?Pcomposa=1+ i e] !"" Google

Google [

Gimail - 1100 of 714

Inbox (G0E)

Starred

Important

Sent Mail Hello
Drafts (6)

~ Circles Heallo pal,
Fleaze WsIT this below website,

@grmail .com

Friends

Family Attp At facebook. camipal ic
Acquaintances
Fallawing

Junk E-mail

Pelrs -

FIGURE 3.14: Adding Fake TUURL in the email content

21. To wverify that the fake URL is linked to the real one, click the fake
URL: it will display the acrual URL as “Ge teo link:” followed bv the
actual URL. Send the email to the intended user.

le Edit WView History Bookmarks Tools Help
Inbox (67 2) - e—— (... i'ii’l

IE https:Afmal.google, comdmail/u/Dy Pshva=1 OIS 43 ¥a35dcTefas ~ EJ ." G

fiMost Visited~ il Offensive Security ", Kali Linux ™%, Kali Dacs “Explit-DB W Aircrack-ng
Goaogle

Gmail =

COMPOSE B Hello B

Inbox [672) The Hel Nanny Team
Starred
Important SearchSecurity. oo

Hello
Sent Mail Internap

Drarts (§)
- Circles

E
F"“"::"“ Vincent Sim Flease visit this below website
am i 3 .
¥ SBar\l:hS'B-cul'lly'.l;-Dm !!!tE P e by e e LT [=fod i LA 55 ﬂl’l}[ pics

Acouantances - =
o Lo link: hilp W10 0 .06 - Change - Bérmous
Following TechTarget I Chinge  emon I

Waracodea Hello pal,

Junkc E-mail
ke =

Secial Fresh
GFIl Softerare Team

Beyand Trust Solthaarne

FIGURE 3.15: Actual URL linked tor Fake TTRL
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22, Now, log in to Windows Server 2012 as a vicum, launch a web browser,
sign in to vour email account (the account to which vou sent the
phishing mail as an arracker), and click the malicious link.

23. When the victim (here, vou) clicks the URL, he/she will be presented

with a replica of facebook.com.

24. The victim will be prompted to enter his/her username and password
into the form fields, being thar this appears to be a genuine website.
When the victim enters the Username and Password and clicks Log In,
it does not allow logging in; instead, it redirects him/her to the
legitimate Facebook login page. Observe the URL in the browser.

1 Hello - Sl

¢

facebook =

Farehook Login

Email or Phome:; o g gl com

—

[ Keep me logged in

m of Sigim sp for Faceboak

Fongatten your password?

Erngich (LK) s B0 et SAL]) Beeds oGESgc Enghsh1US] Espafcl Fortuguis Brel)

chid=  Find Friends Eadges Peopie Pagess Places Aps Games  Music
Cridte Afeert  Croade Page  Develspers Canesrs  Privacy  Coodies Tenma  Help
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facebook

Facebook Login

Email or Phone:
Passwiond:

] Eeep e legged in

ﬁ or Sign up for Facebook

FIGURE 3.16: Fake and Legitimare Facebhook login pages

25. As soon the victim types in the Email address and Password and clicks
Log In, the SET Terminal in Kali Linux fetches the ryped Username
and Password, which can then be used bv the arracker to gain
unauthorized access to the victim’s account.

Termin al

File Edit WView Search Terminal Help

file sele
return=]

FIGURE 3.17: SET found Username arnd Password
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26. Press CTRL+C to generate a report for the attack vou just performed.

File View Search Terminal Help

FIGURE 3.18: Generating Reports throngh SET

f'um]j.'zt: and document the results of this lab exercise.
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