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[bookmark: _Toc216759406]1-Routing

Routing is the process of moving data from one network to another by choosing the best path for it to travel. Think of it like a postal system for the internet: routers act as traffic directors, examining the destination address of each data packet and deciding the most efficient route to send it across networks.
Routers use routing tables and protocols to make these decisions automatically, ensuring data reaches the correct device—even if it’s in another building, city, or country. Without routing, communication between different networks wouldn’t be possible, and the internet as we know it simply wouldn’t function.
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[bookmark: _Toc216759407]1.1Routing in Swansea Network
For this task, I installed Routing and Remote Access Service (RRAS) to enable proper network routing, VPN functionality, and communication between different subnets or sites. By configuring RRAS, the server can operate as a router, which is essential for managing traffic between locations such as Swansea and London. I also modified the firewall settings to allow ICMP traffic. This step is important because ICMP supports tools like ping and tracer, which I used to test connectivity and confirm that routing was functioning correctly. Without ICMP, diagnosing network issues or verifying reachability would be significantly more difficult.
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[bookmark: _Toc216759408]1.2-Routing in London Network 
[bookmark: _Toc216759409]Persistent IP Forwarding and Routing
IP forwarding is the ability of a server or device to pass network traffic from one network to another, allowing it to function like a router by moving packets between different subnets. Making this setting persistent ensures that IP forwarding remains enabled even after the server restarts, preventing connectivity issues that could occur if the feature were disabled on reboot. Routing then builds on this by configuring the server, so it knows exactly where to send traffic, typically through Routing and Remote Access Service (RRAS) or by adding static routes to define the correct network paths.
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Despite numerous attempts, my Debian server continues to malfunction and does not respond to commands. I have reinstalled the system multiple times, yet the same issue persists, preventing me from completing task 1.2.



[bookmark: _Toc216759410]2-Domain Server (Swansea)
[bookmark: _Toc216759411]2.1- Create a forest named swancea.acca
Creating a forest means setting up the first domain in an Active Directory environment. This first domain becomes the forest root domain, and it defines the overall structure, security policies, and trust relationships for the whole directory. Every domain you add later belongs to this forest. The forest acts as the top‑level container that holds domains, users, groups, and organizational units.
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[bookmark: _Toc216759412]2.2- Create all appropriate A records for all servers on Swansea and London Network
An A record, short for Address Record, is a fundamental DNS entry that maps a domain or hostname to an IPv4 address. It acts like a digital address book, allowing computers to locate servers and services on a network using easy‑to‑remember names instead of numerical IP addresses. When a user types a hostname, the DNS system checks the A record to determine which machine the request should reach. “A” records are essential for directing traffic to web servers, file servers, domain controllers, and other network resources. Without them, name‑based communication across networks would not function reliably or efficiently.
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Final screen shot of my “A” record setup.
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[bookmark: _Toc216759413]2.3- Reverse lookup zone creating PTR records for all servers.
A reverse lookup zone is a section of the DNS server that allows IP addresses to be translated back into hostnames. While a normal (forward) lookup zone converts a computer name into an IP address, a reverse lookup zone performs the opposite function. This is useful for troubleshooting, network validation, and security checks, as many tools rely on confirming that an IP address correctly maps to a known device. In a Windows Server environment, creating a reverse lookup zone helps ensure accurate name resolution, supports services like logging and monitoring, and provides a more complete and reliable DNS infrastructure.
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PTR record 
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[bookmark: _Toc216759414]3- Encrypted Connection between Swansea and London
An encrypted connection between two cities ensures that data traveling across long distances remains private, secure, and protected from unauthorized access. This type of connection uses advanced encryption protocols to scramble information so that only the intended sender and receiver can read it. Whether used by businesses, government agencies, or individuals, encrypted links safeguard sensitive communications such as financial transactions, confidential messages, and operational data. Even if the data is intercepted during transmission, encryption prevents it from being understood or altered. By securing digital communication across cities, encrypted connections support safe collaboration, reliable remote access, and resilient network operations.

[bookmark: _Toc216759415]3.1 Configure Site-to-Site VPN to London Network.
The screen shot below shows the step-by-step process of VPN configuration. 
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Enter the Server IP address. 
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Thia is the final screen shot of my VPN setup. 
[image: A screenshot of a computer

AI-generated content may be incorrect.]











[bookmark: _Toc216759416]4-Users
A user in a domain is an account created and managed through Active Directory that allows an individual to access resources across the network. Instead of relying on local accounts stored on each computer, domain users authenticate through the domain controller, which provides a centralized and secure way to manage identities. A domain user can log in to any domain‑joined device using the same credentials, making access consistent and controlled. Administrators can assign permissions, apply group policies, and manage security settings for these users. Overall, a domain user account ensures organized, secure, and efficient access within a managed network environment.

[bookmark: _Toc216759417]4.1
To create a new user in the domain, I opened Active Directory Users and Computers from the Tools menu in Server Manager. I then selected the appropriate organizational unit and chose New → User to begin creating the object. After entering the required details, such as the user’s name, username, and description, I set a secure password and configured any additional account options. Once the information was confirmed, the user account was created successfully and added to the domain.
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As you can see I can log in successfully in my user account that a created. 
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[bookmark: _Toc216759418]5- Domain Membership
Domain membership refers to the process of joining a computer or server to an Active Directory domain so it can be centrally managed and authenticated. When a device becomes a domain member, it no longer relies on local accounts for access; instead, it uses domain credentials controlled by the domain controller. This allows administrators to apply group policies, manage security settings, and control user permissions across the network from a single location. Domain membership also improves security and consistency, as users can log in from any domain‑joined machine using the same account. Overall, it creates a unified and manageable network environment.
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These are the screen shot of final view of the tow windows client joined as a member of swancea.acca.  
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[bookmark: _Toc216759420]6- DHCP Server
A DHCP server is a network service that automatically assigns IP addresses and essential configuration settings to devices on a network. Instead of manually configuring each computer, the DHCP server provides details such as the IP address, subnet mask, default gateway, and DNS servers as soon as a device connects. This makes network management far more efficient, especially in environments with many users or frequently changing devices. DHCP also reduces configuration errors and ensures that IP addresses are allocated without conflicts. In a domain or business network, the DHCP server plays a key role in keeping communication smooth and consistent by ensuring every device receives the correct network settings automatically.
[bookmark: _Toc216759421]6.1- Configure S-DC as DHCP Server
Configuring S‑DC as a DHCP Server involves setting up the domain controller to automatically assign IP addresses and network settings to devices on the network. The process begins by adding the DHCP Server role through Server Manager and completing the installation. Once installed, the DHCP console is used to create a new scope, which defines the range of IP addresses that the server can lease to clients. Within the scope, settings such as the subnet mask, default gateway, DNS server, and lease duration are configured to match the network requirements. After the scope is activated, the DHCP service must be authorized in Active Directory so it can operate within the domain. When everything is configured, S‑DC begins issuing IP addresses automatically to domain‑joined devices, ensuring consistent and efficient network communication without the need for manual configuration.
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[bookmark: _Toc216759422]6.2- Configure L-CD as DHCP Relay Server
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[bookmark: _Toc216759423]6.3- Clients IP Address automatically assign by DHCP
Screenshot from Client 1 showing DHCP enable “YES” and also is showing DHCP Server IP address.
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Screenshot from Client 2 showing DHPC assign IP address automatically. 
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[bookmark: _Toc216759424]7- Test and Troubleshoot
Testing and troubleshooting are essential steps to ensure that network services and configurations work correctly after setting up. Testing involves checking that each component performs as expected, such as verifying connectivity, confirming IP assignments, and ensuring users can access shared resources. Troubleshooting is the process of identifying and fixing issues when something does not work as planned. This may include checking server roles, reviewing permissions, analyzing error messages, and using tools like ping, ipconfig, or event logs. Together, testing and troubleshooting help maintain a stable, reliable network environment by detecting problems early and ensuring all systems operate smoothly.
In my experience, the Debian operating system is more complex to work with compared to Windows Operating system.

[bookmark: _Toc216759425]7.1- Test the network for Connectivity.
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This screenshot shows Windows server cannot ping the Debian server. 
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Client 1 is connected successfully to the network.
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Client 2 connection is successful.
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[bookmark: _Toc216759426]8- Disk Drive
Mounting a second disk drive and configuring it as a shared location allows the server to store and manage files separately from the main system drive. After creating the folder path, such as E:\SwanseaFiles, the folder is shared on the network so users can access it remotely. Setting the correct permissions is essential for security and proper access control. In this setup, Domain Users are given full control, allowing them to create, edit, and delete files as needed. All other network users are restricted to read‑only access, ensuring they can view the files but cannot modify or remove them.

[bookmark: _Toc216759427]8.1- 
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This is the final screen shot of my Drive disk Sharing.
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[bookmark: _Toc216759428]9- IIS Server
Internet Information Services (IIS) is a web server built into Windows that allows you to host websites and web applications. It lets you make a site available on the network so users can access it through their browser. IIS supports common web technologies and gives you tools to manage, secure, and monitor your site. In my setup, IIS is used to publish a webpage and make sure it can be reached by other machines. Overall, it provides an easy way to run and control web services in a Windows Server environment.
[bookmark: _Toc216759429]9.1
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[bookmark: _Toc216759430]10 Remote Desktop Services
Remote Desktop Access allows a user to control another computer from a different location as if they were sitting directly in front of it. It works by transmitting the remote device’s screen to the user while sending back keyboard and mouse input over a secure connection. This technology is widely used for remote work, technical support, server management, and accessing files or applications that are not available locally. By keeping data on the remote machine, it also enhances security and reduces the need to move sensitive information between devices. Remote Desktop Access makes computing more flexible, efficient, and location‑independent

[bookmark: _Toc216759431]10,1 
The screenshots below illustrate the step-by-step procedure I used to configure Remote Desktop Access. A key prerequisite for this setup is ensuring that the Remote Desktop feature is enabled on both the Windows Server and the Windows Client machines.
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This is the final screenshot of Remote Desktop Access from Windows client to Windows server. 
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[bookmark: _Toc216759432]Conclusion 
This assessment provided a comprehensive overview of configuring and managing core Windows Server services within a domain environment. I successfully implemented storage solutions, created shared folders with appropriate permissions, and ensured secure access for designated user groups. Additionally, I deployed and validated critical network services such as DHCP and DNS, including the creation of a reverse lookup zone and verification of IP address assignments on client machines. Thorough testing and troubleshooting were conducted to confirm functionality and resolve issues. Overall, these tasks significantly enhanced my understanding of server administration and domain-based network management.   
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