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1. [bookmark: _Toc6850400]Introduction
This report will document the design and implementation of an IoT system which will allow the user to transfer data from text files and show the data on a graph.
The requirements will be established with the Moscow format (must, should, could, won’t), and the details of how the website system deals with data management will be discussed. The functionality of the website will be demonstrated by exploring how the SQL searches allow for a log in system to work. 
The website is required to produce a visual representation of the data read from the text files, which will be executed with a PHP graph library. The overall integration of the website will then be evaluated and compared to the initial requirements to determine if the website successfully meets the initial criteria.


2. [bookmark: _Toc6850401]Requirements
2.1 [bookmark: _Toc6850402]Must haves
The system must:
· Include a login system for security.
· Read data from text files.
· Insert data into database
· Visualize data from database.

2.2 [bookmark: _Toc6850403]Should haves
The system should:
· Have a usable and easy to understand user interface [1], [2].
· Offer good user experience with consistent design [1], [2].
· Have sanitized user inputs to prevent SQL injection [3]–[5].
· Relevant checks before carrying out searches to prevent errors [3]–[5].

2.3 [bookmark: _Toc6850404]Could haves
The system could:
· Have navigation icons to improve user experience [1], [2].
· Have a graph library with high level of functionality [1], [2].

2.4 [bookmark: _Toc6850405]Won’t haves
The system won’t:
· Have user register system, all user accounts need to be made in database.
· Have MVC model implemented [6].

3. [bookmark: _Toc6850406]Data Management
For the system to have a secure login system, it needs to have a table which stores the user’s login username and password [7]. Figure 1 shows the table structure used for the user table in the database [7].
[image: ]
Figure 1: User table structure

The data coming from the text files will include an integer value to represent the temperature reading in degrees Celsius, and a timestamp value. Figure 2 shows the table structure of the data table which will hold the temperature, timestamp and sensor the reading came from.
[image: ]
Figure 2: Data table structure

To correctly transfer the data from the text files into the database, the contents of the files need to be read, and the content needs to be exploded into suitable pieces for it to be then inserted into the tables. Figure 3 shows the script used to read the file and break it down and transfer into the database.
[image: ]
Figure 3: Data transfer PHP script


4. [bookmark: _Toc6850407]Functionality
As per the requirements, the system needs a security feature in place which prevents an unauthorized individual access to the system [7]. This will be achieved with a log in system, which will be presented to the user before they are granted access [7]. Figure 4 shows the HTML code for the login form which prompts the user to enter their username and password [7].
[image: ]
Figure 4: Login form HTML code
Once the user has entered their login information, it is then posted to the page which runs a search query on the user table to find a matching user object [3]. As the query takes the information entered by the user and runs it on the database, it means that the system has the potential to be vulnerable to SQL injection [3]–[5]. SQL injection is where the user enters additional SQL code into the input fields, for example “1 OR 1=1” [3]–[5]. This type of attack uses the OR SQL operator along with a statement that is always true to trick the system into returning all results [3]–[5]. To prevent this, prepared statements can be used which convert the information entered by the user in the input fields into strings which will not interfere with the SQL query [3]–[5].
Figure 5 shows the PHP script used to prepare the search statement for the users account which will be executed when the user attempts to log in.
[image: ]
Figure 5: Login PHP script
Figure 6,7,8 show the interface presented to the user when they attempt to log in.
[image: ]
Figure 6: Initial login page

[image: ]
Figure 7: Incorrect login attempt page
[image: ]
Figure 8: Correct login attempt page

Once logged in, the user needs to have access to all the functionality options on the system, Figure 9 shows the index page with the options to transfer the data from each individual sensor, and the search form to allow them to search for sensor readings for specific dates and sensors [8].
[image: ]
Figure 9: Home / Index page


5. [bookmark: _Toc6850408]Visualisation
To present the data in a visual medium such as a graph, the user first needs to ender the specific dates and sensor they wish to view the readings from [8]. Figure 10 shows the HTML code for the form, which will post the user inputs to the page which renders the graph [8]. Figure 11 shows what the form looks like on the webpage.
[image: ]
Figure 10: Search sensor form code

[image: ]
Figure 11: Search Sensor form
Once the data is posted, the page which renders the graph first runs a prepared query which grabs the data from the database and plots it to an array which will then be used to render the graph [8]. 
[image: ]
Figure 12: Data search PHP script


To draw the graph, a script was used from CanvasJS which animates the drawing of the graph, and shows crosshairs on the graph, showing the respective values of the axis the point that is being hovered over has, this is shown in Figure 13 [8].
[image: ]
Figure 13: Draw graph JS script []


Figure 14 shows the graph rendered by the CanvasJS script [8]. Once the graph has been displayed, the search form is then also displayed to allow the user to easily recalibrate their search parameters [8].
[image: ]
Figure 14: Graph render page []


6. [bookmark: _Toc6850409]Usability
For the website to maintain a consistent design and have a readable structure which can be recreated for each page, a CSS styles page was used to set the visual styles, and bootstrap was included to help with the web page structure by using containers, rows and columns [9].
[image: ]
Figure 15: Bootstrap link []
[image: ]
Figure 16: Css page layout


To allow the user to easily navigate the website, a consistent navigation bar was used on each page which allows the user to access the home page from any page, and depending if they are logged in or not, will allow them to access the respective logout our login page.
[image: ]
Figure 17: Navbar PHP / HTML code


To make navigation easier and give a better user interface to help with the user experience, icons for each navigation option were included to improve the visual appeal of the website [10]. Figure 18 and 19 show these icons being implemented [10].
[image: ][image: ][image: ][image: ]
Figure 18: Navigation Icons []
[image: ]
Figure 19: Home / Index page


7. [bookmark: _Toc6850410]Evaluation
To properly evaluate the website, the final product needs to be compared to the initial requirements set out. The website successfully reads and transfers data from a text file and stores it into a central database, which is protected by a login system which is also protected from SQL injection attacks with the use of prepared statements  [3]–[5]. 
The website can successfully represent sets of data the user searches for with the forms visually in the form of a graph [8]. 
The website has a clear and easy to interpret navigation interface which is consistent throughout the website to avoid confusion, and visually appealing icons have been used to improve the aesthetics of the website to offer a better user experience [1], [2].
Each webpage can direct the user to the login page in the case they are not logged in and manually search for the page in the address bar, and checks have been put in place to ensure that no SQL query is run in the case no data was posted from a previous page.
In conclusion, the website successfully meets the initial requirements set out, further improvements would be to make the website more interesting, and possibly make it look more like an application rather than a website as it will mainly be used by a single user who owns a property with an IoT system installed.
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if(@S_SESSION["username"])
{

Smyfile="../transfer/temperaturel.txt";
Sfilelink=fopen(Smyfile,"r")or die("Unable to open file!");

if(filesize(Smyfile) > 0)

Sdata = fread(Sfilelink, filesize(Smyfile)); //read entire file
fclose(Sfilelink); // Close file

Sincoming=array();
Sincoming=explode(chr(13),Sdata); // Explode the txt file between each Line break (chr(13))

Slength=sizeof(Sincoming); //how big is the array?

Stempdata=array(); // Make a temporary array

for($x=0;Sx<Slength;Sx++) // Loop through each item in the array

{
Sincoming[Sx]=trim(Sincoming[$x]); // clean off the linebreak
Stempdata=explode(" ",Sincoming[$x]); // Explode each line by space
Stimeofreading=Stempdata[1]." ".Stempdata[2]; // stick timestamp back together
Stemperature=trim(Stempdata[0]); // Trim off the space of the data

Squery="INSERT INTO thedata(mydata,thedate,sensor)VALUES(Stemperature,'
Stimeofreading',1)"; // prepare the insert, hard coding sensor 1
Sresult=mysqli_query(Slink,Squery); // Insert the exploded data into the table

}

Sfilelink = fopen(Smyfile, "w") or die("Unable to open file"); // clear the file
fclose(Sfilelink); // Close file
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<l--Login form which posts the data to checklogin.php which will check if the login

details are correct-->

<br>

<h1>Log in here:</h1>

<form action="checklogin.php" method="POST">
Username: <br><input type="text" name="un"></input> <br>
Password: <br> <input type="password" name="pw"></input> <br><br>
<input type="submit" value="login">

</form>
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session_start(); // Give page access to session
if(@S_POST) // If data was posted to the page, proceed to attempt the login

Sun=S_POST["un"];
Spw=S_POST["pw"];

// Prepare query statement to prevent SQL injection
Squery="SELECT * FROM users WHERE username LIKE ? AND password LIKE ?";

Sstmt=mysqli_stmt_init(Slink); // connect to DB via Slink
mysqli_stmt_prepare(Sstmt, Squery); // prepare query
mysqli_stmt_bind_param(Sstmt, "ss", Sun, Spw);  // link parameters to query
mysqli_stmt_execute(Sstmt); // run statement
Sresult = mysqli_stmt_get_result(Sstmt); // Get Results
Snum = mysqli_num_rows(Sresult); // Count Results
mysqli_stmt_close(Sstmt); // close statement
mysqli_close(Slink); // close link
if(Snum==1) // If there was a result returned from the query,
Log them in
{

S_SESSION["username"] = Sun; // Set the username of the session
}
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<h6>Search Sensors</h6> <br>
<l--Form that posts data to graph.php which will then be
rendered into a graph-->
<form action="graph.php" method="post">
Date (yyyy-mm-dd):
<br>
<input type="text" name="reqdate"><br><br>
Sensor:
<select name="sensor">
<option value="1">1</option>
<option value="2">2</option>
<option value="3">3</option>
</select> <br><br>
<input type="submit" value="search">
</form>
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if(@S_POST) // If data was posted to this page, proceed to search the database for information

{
if(@S_SESSION["username"])

{
Sss=S_POST["sensor"];
Std ="%".5_POST["reqdate"]."%";
// Prepare query statement to prevent SQL injection
Squery="SELECT mydata, thedate FROM thedata WHERE sensor = ? AND thedate LIKE ? ORDER
BY thedate";
Sstmt=mysqli_stmt_init(Slink); // connect to DB via Slink
mysqli_stmt_prepare(Sstmt, Squery); // prepare query
mysqli_stmt_bind_param(Sstmt, "is", Sss, Std); // link parameters to query
mysqli_stmt_execute(Sstmt); // Run statement
Sresult = mysqli_stmt_get_result(Sstmt); // Get Results
mysqli_stmt_close(Sstmt); // Close statement
mysqli_close(Slink); // Close link
SdataPoints=array(); // Create array to hold data points returned
from query
5x=0;
while (Sr=mysqli_fetch_array(Sresult)) // Loop through each result
{
SdataPoints[Sx]=array("label"=>5r["thedate"], "y"=>Sr["mydata"]);  // Map each item
returned to an address in the array
Sx++;
}
}
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<!--Script to draw graph-->
<?if(@S_SESSION["username"]){?>

<script>
window.onload = function () {
var chart = new CanvasJS.Chart ("chartContainer", {

animationEnabled: true,
//theme: "light2",
title: {
text: "Sensor <?print(Sss)?> Search Results"
}I
axisX:{
crosshair: {
enabled: true,
snapToDataPoint: true

}I
axisY: {
title: "in Degrees Celcius",
crosshair: {
enabled: true,
snapToDataPoint: true

} 14
toolTip: {
enabled: false
} 14
data: [{
type: "area",
dataPoints: <?php echo json_encode(SdataPoints, JSON_NUMERIC_CHECK); 2>
}
});
chart.render () ;

}

</script>
-
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<!--Bootstrap Link-->

<link rel="stylesheet" href="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/css/bootstrap.min.css"
integrity="sha384-ggOyR0OiXCbMQv3Xipma34MD+dH/1fQ784/j6cY/iJTQUOhcWr7x9JvoRxT2MZw1T"
crossorigin="anonymous">

<I--CSS Styles Link-->

<link rel="stylesheet" href="styles.css">
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1.header {
background: lightblue;
padding-top: 10px;
padding-bottom: 10px;
!

5 .main {
min-height: 550px;
!

1. footer {

background: lightblue;
padding-top: 10px;
padding-bottom: 10px;
min-height: 200px;
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<?
if(@S_SESSION["username"]) //If a user is logged in

{ //Greet them and display the logout nav link
?2>

<div class="col-4 nav-link">
Welcome <? echo S SESSION["username"]; 2>
</div>
<div class="col-4 nav-link">
<a class="nav-icon" href="logout.php">
<img src="../images/logout.png" alt="logout" >

</fa>
</div>
<?
}
else //Otherwise, greet them as guest, and display login nav
link
{
?2>
<div class="col-4 nav-link">
Welcome Guest
</div>
<div class="col-4 nav-link">
<a class="nav-icon" href="login.php">
<img src="../images/login.png" alt="login" >
</a>
</div>
<?
}

2>
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