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[bookmark: _Toc92312663]Abbreviations and Acronyms List
Note: All initial abbreviations and acronyms in this document have been screen tipped and linked with this table. Hovering cursor over a text such as this: CSF, will allow reader to see the meaning of the corresponding abbreviation and acronym. Using Ctrl & clicking the text will direct you to this table.  This list is in order of appearance.

	InfoSec
	Common Abbreviation for Information Security

	[bookmark: CSF]CSF
	Cybersecurity Framework: Security Guidelines determined by security and legal experts

	[bookmark: NIST]NIST
	National Institute of Standards

	[bookmark: NIST_CSF]NIST CSF
	Full Abbreviation of National Institute of Standards Cybersecurity Framework

	[bookmark: InfoSec]InfoSec
	Abbreviation of the words Information Security

	[bookmark: COBIT]COBIT
	Control Objective for Information and Related Technologies

	[bookmark: ITIL]ITIL
	Information Technology Infrastructure Library 

	[bookmark: TOGAF]TOGAF
	The Open Group Architecture Framework

	[bookmark: ISACA]ISACA
	Information Systems Audit and Control Association	

	[bookmark: ISO]ISO
	International Organisation for Standardisation

	
	

	
	




[bookmark: _Toc92312664]Task 1: Literary Review and Critical Analyses of Information Security Models and Infrastructures

[bookmark: _Toc92312665]National Institute of Standards(NIST) Cybersecurity Framework (NIST CSF)
A Cybersecurity Framework (CSF) such as one created by the National Institute of Standards(NIST) called the NIST Cybersecurity Framework or NIST CSF, is a security framework that denotes itself as guidelines for the protection of information within an organization.[1], [2] The NIST CSF details a set of required protocols, considerations, and principles for a standard of an InfoSec model. The NIST CSF does not, however, provide a means for the measurement of cybersecurity maturity; an organisation with experience using the NIST CSF.[3] On the contrary, Almuhammadi and Alsaleh, proposed a maturity model for the NIST CSF, which could lend a supportive advantage to create effective and scalable InfoSec Models. The proposed maturity model, while stating that the NIST CSF does not in fact use any type of maturity model within its structure, uses comparisons of other maturity models and compiles them to be reconfigured with the NIST CSF. The evaluations made by Almuhammadi and Alsaleh did not compare the maturity models with the NIST CSF, which renders the title of their paper misleading albeit informative. The maturity models that were investigated did, however, point out the imperfections of the NIST CSF and allowed for an intuitive design of a cyber security model/framework. [3]
The NIST CSF largely builds upon use of its “Framework Core”, “Framework Implementation Tiers”, and “Framework Profile”, which are the focal point of injecting  this framework into an organisations existing cybersecurity model. Within its “core” it uses the 5 “functions”, Figure 1, described as activities to achieve a cybersecurity result. The “implementation tiers” can be viewed as the efficiency level of an organisation’s cybersecurity. The final chapter: the framework’s “Profile” is simply the cybersecurity current profile and goal cybersecurity profile, where the organisation stands and where the organisation aims to be within its cybersecurity. [2]
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Figure 1: The 5 Functions of the NIST CSF "Core

The NIST CSF successfully lends itself to guidance for organisations new in cybersecurity. In the chapter “How to Use the Framework”, the NIST CSF uses a 7-step process to help organisations to scope out the current level of security and its aims and goals. The 7-step process largely folds into an organisations self-review of its current cybersecurity levels and helps to determine a plan of action. [2] The 7-step process is as such:
1. Prioritization and Scope – Identify business objectives and priorities. Use these to determine strategic decisions of implementation and cybersecurity system scope.
2. Orient – Identify related systems and assets, requirements, and overall risk, then identify threats and vulnerabilities
3. Create a Current Profile – Develop a current profile by specifying which category and subcategory outcomes defined in the core are currently being achieved
4. Conduct a Risk Assessment – Analyse the operational environment to ascertain the possibility of a cybersecurity event and evaluate the impact should the event occur
5. Create a Target Profile – Using the core categories and subcategories, describing the desired outcomes.
6. Determine, Analyse , and Prioritise Gaps – Compare the two profiles to determine gaps and create a prioritised action plan, defining resources and assets required if possible, allowing for targeted improvements.
7. Implement Action Plan – Decide which actions to take to close the gaps and monitor with practices and guidelines.[2]
There are many more professional books, whitepapers, and journals that view the NIST CSF as the superior common cybersecurity framework, as it encapsulates the best practices defined by cybersecurity professionals.[1], [3]–[5]


[bookmark: _Toc92312666]Control Objective for Information and Related Technologies(COBIT) 
The Control Objective for Information and Related Technologies (COBIT) is a model for governance for Infosec. Though it is not labelled as an InfoSec model, IT governance is equally pertinent to the cybersecurity of an organisation. The COBIT security model is older than NIST CSF; most of its directives are included in the NIST CSF and most professional books and studies show that COBIT integrates with the NIST CSF suitably.[6]–[8]

COBIT uses a 5-principle function to determine its governance and management of IT. These principles begin with the stakeholders’ requirements, then determine the enterprise or organisation’s goals, and finally apply a framework. COBIT helps to ascertain the difference between governance and management within the cybersecurity field, accurately displaying the differences and portraying them as equal to each other. In each of its chapters of the main publication, a corresponding principle is explained fully. For example, the 2nd chapter describes the “COBIT 5 Goals Cascade” , figure 2,  the relationship with the stakeholder’s requirements and enterprise goals. [8]
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Figure 2: COBIT 5 Goals Cascade
The COBIT 5 framework makes use of ‘enablers’; factors of InfoSec that impact on whether something will operate correctly. Within the governance and management of IT in enterprises and organisations, the ‘enablers’ define what an ‘enabler’ should expect to achieve.[6], [9]

‘Governance’ by the publication is COBIT framework’s foundation in it’s role of cybersecurity; the governance and management of IT is in cooperation between stakeholders’ needs and the enterprise’s goals, with roles, activities and relationships between the people and equipment all working together with effective information protection throughout. COBIT encourages a holistic approach to the governance of the enterprise using seven categories of ‘enablers’.[6], [8]
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Figure 3: COBIT 5 'enablers'
The concept of ‘enablers’ seems ambiguous in the pre-text and following chapters in the COBIT framework. However, in chapter 5 it is clearly explained that these ‘enablers’ have a dimension. The stakeholders, which are the parties that play an active role and/or have an interest in the ‘enabler’ itself, meaning that every ‘enabler’ has a stakeholder that translates into the organisation’s, or enterprise’s goals, as COBIT would name them, and each goal has its own set of ‘enablers’ that play a part in the execution of a directive or operation which are then assessed and placed into good practices. [8], [9]
The main publication does state that the COBIT system must be used in alignment with a major framework - such as ITIL or TOGAF, amongst others listed (in COBIT 2019, the NIST CSF is included) - the COBIT publication also stated that integration with other ISACA frameworks is ultimately advised with a main influence from the COBIT framework. As with the NIST CSF, COBIT promotes itself as guidance since an enterprise’s needs may differ and vary over time and also advises against the use of COBIT in an automatous fashion. Flexibility is key to an effective cybersecurity. Characteristics of governance and management are clearly defined in the COBIT 5 main publication, and they each have their roles and responsibilities: 
Governance ensures that the stakeholder’s needs, conditions, and options are assessed to determine approved enterprise/organisational objectives can be accomplished. Governance sets the direction via prioritising and making decisions. Governance also monitors performance and compliance to these terms. 
Management plans, builds, runs, and observes activities in alignment with the direction set by the governance. [8] Basically, governance sets the desired outcomes, and the management manifests them.
COBIT’s publication has an implementation guide, that while not thorough or geared for newcomers to cybersecurity, does supplement the rest of the publications and their frameworks body. COBIT proposes that it works well in conjunction with InfoSec models, so perhaps is as effective as intended for those who are looking for governance with an already implemented cyber-defence. In contrast to the NIST CSF, COBIT is aimed at professionals working in cybersecurity looking for additional guidance and an extension of their organisation’s cybersecurity models. However, as Bartens, et al. concludes, COBIT is of high complexity and is therefore problematic. A selective implementation of COBIT would be a more pragmatic approach to achieve a capable best-practice framework. [6], [8]

[bookmark: _Toc92312667]
International Organisation for Standardisation (ISO)
The International Organisation for Standardisation (ISO) is a non-governmental organisation that develops standards to ensure quality, safety and efficiency of products, services, and systems. There are several standards set by ISO, such as one that applies to this research; ISO 27000 standards: information technology.[10] The ISO 27000 does not provide any technological advice in the sense of what to use or how to protect an organisation.[11] It does, however, provide guidance on what areas should be considered and which sectors to comply with in regard to cybersecurity. There are several guides and books on the ISO Series all targeting different sectors.[12]–[15] The difficulty of the ISO standards is locating and/or paying for these iso papers. 
Each publication of the ISO 27000 series standards (of those that were attainable) uses a system called international standards for management system (ISMS).[13], [15] The ISMS is a standard of managing security systems comparable to that of the COBIT system. The ISO series is highly detailed and can be useful in creating and maintaining a cybersecurity system within an organisation but can struggle to look for directives or “controls”; as referred to by the ISO 27000 series. A further weakness of the ISO could be the high expense to peruse the directives and attain those applicable to an organisation’s potential needs. The ISO series shows no dependency on other InfoSec or cybersecurity frameworks, compared to the NIST CSF and COBIT, and has up to 20 different publications of the 27000 series each with links to other selective publications within its own series.[11], [15], [16] This could lead to an overwhelming number of cybersecurity controls. The selection of the applicable “controls” would be hard to justify if another publication of the series references another directive from a different publication. The ISO 27001 standards propose that the ‘controls’ do not have to be followed and a chief information security officer (CISO) can describe or design the directive without guidance of the further documents of the 27000 series.[10], [17]

In total, the ISO 27000 series standards would pose a good solution to most cybersecurity seekers, if they could afford it and remain well informed of the standards that it promotes. Compared to the NIST CSF and COBIT series, the ISO 27000 series standards are complicated and potentially pose a threat to cybersecurity should an organisation not utilise it properly, which seems likely given it’s confusing and expensive nature. 



[bookmark: _Toc92312668]Conclusions
An in-depth inspection of the three chosen cybersecurity framework or infosec models shows that cybersecurity, in of itself, can be complex and require an understanding of threats and gaps in the security of the organisation. The NIST CSF appears to be the best place to start for anyone investigating cybersecurity, as it uses plain, simple language without any codewords or jargon to help alleviate confusion amongst the members of an organisation. NIST CSF helps the organisation choose from a selection of best practices and policies and may prove to be the most accessible for those inexperienced in cybersecurity. The COBIT series (COBIT 5 and COBIT 2019) have a singular defined goal: to increase governance and management of cybersecurity directives, with its ‘enablers’ (which were deprecated in COBIT 2019) allowing the organisations to determine the best human practices for cybersecurity. The ISO 27000 series, although incorporated into the NIST CSF, is confusing with inaccessible and expensive publications and its convoluted structure. The ISO 27000 series is informative and descriptive with the ability to cover all areas of cybersecurity though its complexity and its paywall render the framework undesirable. Opinions amongst cybersecurity professionals believe the NIST CSF to be the best choice for cybersecurity in most regards. With most professionals agreeing that COBIT and ISO could be included into the NIST CSF, including the NIST CSF itself, the best suited cybersecurity would be the NIST CSF for anyone regardless of experience. 





[bookmark: _Toc92312669]Task 2

Following the research in the previous task, CoffeeBlue would likely most benefit from using the NIST CSF, cybersecurity model as a starting point. The NIST CSF ‘core’ , figure 1, of the framework would be a suitable start to determine what is needed to protect the organisation.  Using Appendix A, Figure 4, from the NIST CSF which describes the common activities of most organisations, this would allow a sense of guidance towards the needs of the CoffeeBlue organisation.
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Figure 4: NIST CSF: Appendix A: example usage of the 'core'



Following the recommendations and the case scenario, the discernible factors that require protection are:
· IT services
· Data of personnel
· Data of the client
· Intellectual properties (IP)
· Use of cloud services.

	Function Unique identifier
	Function
	Category Unique Identifier
	Category

	ID
	Identify
	ID.AM
	Asset Management 


	
	
	ID.BE
	Business Environment


	
	
	ID.GV
	Governance


	
	
	ID.RA
	Risk Assessment


	
	
	ID.RM
	Risk Management 


	
	
	ID.SC
	Supply Chain Risk Management


	PR
	Protect
	
	

	DE
	Detect
	
	

	RS
	Respond
	
	

	RE
	Recover
	
	


Within the Identifications, the organisation could use Table 2 of Appendix A, Figure 5, of the NIST CSF as a reference for full guidance. [image: Table
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Figure 5: Table 2 of Appendix A of the NIST CSF

Within the table there are informative references that help develop cybersecurity activities in more detail. For example, with the identification process, personnel could catalogue their login cards or login details and any devices used for the Cloud services. Then the organisation could identify which ID and which devices have encountered a cyberattack. Throughout the course of the appendix in the NIST CSF there is guidance and recommendations for most common organisational needs. 
After following the guidance the organisation could use the COBIT governance framework to create policies and protocols for the continued protection of the assets and information of the organisation.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have discussed appropriated framework and model using the appropriated referencing convention, sources and materials.  (Grade mark: 66.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]10

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated appropriate understanding of the concepts. You have discussed research aspect. (Grade mark: 66.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]No introduction done. Your introduction should give a background to the work along with some general research information of the subject areas, followed by what the rest of the report will include.  The case study needs to be more critically analyse and evaluated based on your own design/approach security model/framework adapted for the company. The quality of and level of details not provided for the designs. (Grade mark: 62.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]25

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]You have not done your own design approach.  You have adapted the NIST CSF.  Marks will be awarded based on the quality of and level of detail provided for the design approach; diagrams, table, charts and any other design methods utilise will enhance marks. (Grade mark: 25.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]5

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work could do with some formatting. Try to use paragraphs in your report especially your conclusion. (Grade mark: 60.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]55%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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Function Function

Category

Category

Unique
Identifier Identifier

Identify ID.AM Asset Management
ID.BE Business Environment
ID.GV | Governance
IDRA | Risk Assessment
IDRM | Risk Management Strategy
ID.SC | Supply Chain Risk Management

Protect PRAC | Identity Management and Access Control
PRAT | Awareness and Training
PR.DS Data Security
PR.IP Information Protection Processes and Procedures
PRMA Maintenance
PRPT | Protective Technology

Detect DEAE | Anomalies and Events
DE.CM | Security Continuous Monitoring
DEDP | Detection Processes

Respond RS.RP Response Planning
RS.CO | Communications
RS.AN Analysis
RS.MI Mitigation
RS.IM Improvements

Recover RC.RP Recovery Planning
RCIM | Improvements
RC.CO | Communications
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Function Category

IDENTIFY
(ID)

Asset Management (ID.AM|
The data, personnel, devices,
systems, and facilities that enable

the organization to achieve
business purposes are identified
and managed consistent with their
relative importance to
organizational objectives and the
organization’s risk strategy.

Table 2: Framework Core

Subcategory

ID.AM-1: Physical devices and systems
within the organization are inventoried

Informative References

CISCSC 1

COBIT 5 BAI09.01, BA109.02

ISA 62443-2-1:2009 4.2.3.4

ISA 62443-3-3:2013 SR 7.8

ISO/IEC 27001:2013 A8.1.1, A8.1.2
NIST SP 800-53 Rev. 4 CM-8, PM-5

applications within the organization are
inventoried

CISCSC2

‘COBIT 5 BAI09.01, BAI09.02, BAI09.05

ISA 62443-2-1:2009 4.2.3.4

ISA 62443-3-3:2013 SR 7.8

ISO/IEC 27001:2013 A.8.1.1, A.8.1.2, A.12.5.1
NIST SP 800-53 Rev. 4 CM-8, PM-5

1D.AM-3: Organizational communication
and data flows are mapped

CIS CSC 12

‘COBIT 5 DSS05.02

ISA 62443-2-1:2009 42.3.4

ISO/IEC 27001:2013 A.13.2.1, A.13.2.2

NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9, PL-8

1D.AM-4: External information systems
are catalogued

CIS CSC 12

COBIT 5 AP002.02, APO10.04, DSS01.02
ISO/IEC 27001:2013 A.11.2.6

NIST SP 800-53 Rev. 4 AC-20, SA-9

ID.AM-S: Resources (c.g., hardware,
devices, data, time, personnel, and
software) are prioritized based on their
classification, criticality, and business
value

CISCSC 13, 14

‘COBIT 5 APO03.03, APO03.04, APO12.01,
BAI04.02, BAI09.02

ISA 62443-2-1:2009 4.2.3.6
ISO/IEC 27001:2013 A.8.2.1
NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14, SC-6

ID.AM-6: Cybersecurity roles and
responsibilities for the entire workforce and

CISCSC 17,19

COBIT 5 APO01.02, APO07.06, APO13.01,
DSS06.03
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