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[bookmark: _Toc60657120]Introduction

The proliferation of devices used in relation to business is proving to be a growing challenge for companies, with many users wishing to use their personal devices to access company data to work more efficiently.
Che-Si has requested a review of their cybersecurity posture and guidance on improvements that can be made to enhance the organisations cybersecurity.

[bookmark: _Toc60657121]Problem Overview

Che-Si’s current policies, allowing staff, clients and vendors to access their networks and systems from any device, any location and at any time makes effective management of the organisations security complex and challenging.  Leaving the company at significant risk from a wide range of threats.
The focus on ease and speed of access to company systems at all costs has meant that the users of the various systems are likely to be connecting from a variety of locations such as untrusted public networks (free Wi-Fi hotspots) and insufficiently protected home networks.
Furthermore, by allowing access from any network, there is a risk that systems and data might be accessed from unsafe and untrusted networks where malicious individuals could be intercepting data.
Attacks such as man-in-the-middle attacks are possible from these untrusted networks, rogue wireless access points are also a possible threat.
Che-Si currently also allows access to its systems and data from a wide range of personally owned devices such as laptops, tablets and mobile phones, some of which may not be up to date adding further risk.
Personally owned devices present a risk for many reasons:	Comment by Nitheesh Kaliyamurthy: Could have documented evidences for this point. How do you justify these points?
· No visibility over what devices are in use
· Devices could be out-of-date and no longer receiving security patches
· Devices could have untrusted applications installed
· Devices could be used by multiple individuals outside of the business
· Devices could be attached to untrusted networks
· Devices might not be encrypted or protected with adequate passwords or antivirus protection

By allowing these devices to access company data stored within internal networks and public cloud systems, the business has no way of knowing where its data is stored or who might have access to it.
The company also has zero knowledge when those devices are compromised or what other systems the attackers have access to.
Phishing attacks may prove to be a greater risk as personal email accounts as well as the corporate accounts could be used to compromise devices and gain access to data.
Other types of attacks which Che-Si is at significant risk of becoming a victim include:	Comment by Nitheesh Kaliyamurthy: Could have described more details about what type of attacks are they?
· Viruses, Trojans and Ransomware
· Denial of Service
· DNS attacks
· SQL Injection
· Network Sniffing
· Man in the Middle Attacks
· Evil Twin Wi-Fi networks

Che-Si must also protect against compromise via 
· Unsecured online databases
· Unencrypted devices
· Weak Passwords
· Leaked Credentials
· Insider Threat (including accidental damage)

For the purposes of this exercise, we will focus on a network sniffing attack as carried out on a vulnerable public Wi-Fi network.






[bookmark: _Toc60657122]Implementation	Comment by Nitheesh Kaliyamurthy: Where is your design? First you should describe the network design followed by the type of attack you are going to demonstrate. 

As an example, an individual working out of an untrusted network could be uploading a work document to a company FTP server.
An attacker could be capturing traffic on the network using a tool such as Wireshark, with this they could obtain FTP credentials and capture data transferred.
Normally a device will only be interested in the traffic that is relevant to it, ignoring other traffic.  To capture all of the traffic on the network we need to enable “promiscuous mode”.
As Bullock says, “When this mode is enabled, the network card accepts all packets it sees and passes them up the network stack, allowing them to be captured by Wireshark”. [1]	Comment by Nitheesh Kaliyamurthy: Each part of your literature should have been referenced. Poor referencing.

[bookmark: _Toc60657123]Capturing Authentication Details in Wireshark.
In the following capture file, you can see the user “dave” connecting to the FTP server.	Comment by Nitheesh Kaliyamurthy: Who is dave? Where did you explain your design?
[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc60653787]Figure 1 - Wireshark packet showing username being captured
Because FTP servers are not very secure, credentials are sent in plain text, you can see in the next capture that the password has been sniffed and is clearly visible “TheColonel”, meaning that the attacker now has a means of logging on to the FTP server.
It is also possible that the user has got the same password set across multiple services so the attacker can now try logging on to other company systems using these credentials.
[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc60653788]Figure 2 - Wireshark packet showing captured password



[bookmark: _Toc60657124]Capturing file data in Wireshark
Next, the attacker is also able to pull out the data file that was transferred in the FTP Session, the following screenshot you can see the file has been transferred on the right-hand-side and on the left the data packet containing the file data.
Wireshark has the capability to extract files which are caught in the capture file.

[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc60653789]Figure 3 - Wireshark showing the data file transferred


Selecting the row and following the stream, it is possible to view the data in RAW format and save it.  Because we know the file transferred was called “Secret Document.docx” we know what format to write the file to.
[image: Text

Description automatically generated]
[bookmark: _Toc60653790]Figure 4 - Wireshark RAW data transfer



When saving the file, we can save it as “SecretDoc.docx” so that we have our own local copy.
[image: Graphical user interface, text, application

Description automatically generated][bookmark: _Toc60653791]Figure 5 - Wireshark saving the RAW data to a file

Now with the file saved we can open it using a word processing application.
[image: Graphical user interface, text, application, Word

Description automatically generated]
[bookmark: _Toc60653792]Figure 6 - Demonstrating the document being opened after saving
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The Che-Si company is lacking in many areas and can make easy and in many cases, cost-effective corrections to upgrade their security posture.  One of the cheapest measures that can be implemented is the creation of security policies and the training of users on security issues.

[bookmark: _Toc60657126]Che-Si Security Policy	Comment by Nitheesh Kaliyamurthy: Good policy description.

A range of new IT and Security policies should be created for the business to help staff understand how to use the IT systems safely and securely.  For example:
Acceptable Use Policies should be introduced in order help staff and partners such as vendors to know how the systems should and should not be used.
Bring Your Own Device Policies to be introduced so that staff are able to know the importance of keeping devices up to date and properly secured.  
Perhaps even requiring the installation of company monitoring tools such as Mobile Device Management software to allow company data to be properly tracked and protected on personally owned devices.
Password Policies – to help staff understand how to create and use strong passwords and how to securely store them within password managers.
Remote Working Policies – to communicate to those accessing the company’s systems the importance of being vigilant when working on untrusted networks, perhaps specifically banning the use of public Wi-Fi or requiring the use of VPN connectivity when working on untrusted networks.
Each of the above documents will help outline how Che-Si expects end-users to work with the business and its systems and data.
Requiring the use of Mobile Device Management software such as MobileIron or IBM MaaS360 to be installed on company and personal devices used to access the network would give the company oversight of the software installed, operating system versions, patch levels and enabled security features such as firewalls and antivirus to help ensure that devices are compliant with company standards.
These products also allow for company data to be remotely wiped from devices when staff members leave the business or if a device is lost.

[bookmark: _Toc60657127]Sniffing Attack Mitigation	Comment by Nitheesh Kaliyamurthy: When you add any annexures, it should be a part of your document and should have been related to your work. Where did you explain about sniffing in your previous part of your document? 

This kind of attack can be mitigated through different measures.
First, it would be best not to use insecure applications such as FTP, instead opting for FTPS or SFTP, or better still, using cloud storage and sync applications which will handle encrypted transfer of data.
Not working on untrusted networks would also help as it is impossible to know who else could be connected to or in control of that network.  
If working on untrusted networks is unavoidable, using a VPN when connected and prior to transferring data would help ensure that the data is protected along with the credentials.
We can also see that the password is not complex, this makes it easy to guess and could also mean that the user in question is not particularly security conscious.  With this in mind, we could extrapolate that they will use the same password for multiple services.
Che-Si could help mitigate against the risk of this password being used elsewhere through better user education and ensuring that a good password policy is created to help users understand the best way of creating and using passwords as well as potentially storing them within a password manager application.
Further measures which Che-Si should consider implementing include:
· Reviewing their backup strategy
· Ensure updates are applied in a timely manner, preferably within 14 days for critical patches [2]
· Establish a baseline and monitor for unusual activity 
· Implement a VPN solution for staff and perhaps other users if appropriate, to enable secure communication from remote locations.
· Use a centrally managed security and malware solution
· Implementation of Security policies
· Implementation of Security Standards
· Implementation of Security Guidelines
· Implementation of Access Controls
· Implementation of Encryption for devices and data in transit
· Implementation of Business Continuity Planning
· Create an Incident Management procedure
· Carry out Risk Assessments
· Organise regular Penetration Testing
· Address Physical Security issues




[bookmark: _Toc60657128]Digital Signatures and Encryption	Comment by Nitheesh Kaliyamurthy: It could have been better, if digital signatures and encryption is linked to the scenario (Che-Si’s network). Seems this topic is not a part of your report.

Digital signatures can be used to help validate the authenticity of messages and to reduce the chances of becoming a victim of a scam.  With digital signatures in place, it’s possible to determine the validity of the sender and have increased confidence that the message is safe.
Using digital signatures can help protect against Business Email Compromise attacks for example, CFO fraud where the origin of financial transfer requests can be checked. [3]
Encryption is a vital component for protecting data from attackers.  The basis of encryption is to make data incomprehensible to those who should not have access to it.
One of the earliest, most basic, and famous ciphers is “The Caesar Cipher” – named after Julius Caesar who reportedly used it.  
The Caesar Cipher simply shifts each character by three. [4]
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[bookmark: _Toc60653793]Figure 7 - Caesar Cipher Example
Such early and simple ciphers are in no way suitable for use today, technology has made it possible to increase complexity, making it almost impossible to crack with current technology.  It is certainly not practical with the strongest encryption methods.
Che-Si should implement secure protocols to ensure that data is encrypted both in transit and at rest.
Data should be transferred over SSL encrypted connections such as using FTPS (SSL Encrypted FTP) or SFTP (using SSH) or https connections.  This provides privacy between the client and the server, though ideally, to further protect communications from untrusted networks a Virtual Private Network (VPN) should be used.
VPN’s create a further secure tunnel between the client device and the target network, with everything traveling across the connection being encrypted.
Beyond this, devices should also have their storage encrypted, such as hard disks and USB drives.
This will protect the data stored locally in the event of device theft or loss.
Windows devices can be encrypted using BitLocker and Apple devices using File Vault.  Both are built-in to the operating systems and can be implemented cost-effectively.  



[bookmark: _Toc60657129]Future Work

Having gained a better grip on their basic security measures, Che-Si can begin to implement more advanced security improvements such as the implementation of Identity Management, SIEM systems for monitoring and intrusion prevention systems.
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