[bookmark: _Toc92048791]1 Introduction
Keeping track of the cost and quality of information technology (IT) is critical for businesses. Because business goals and IT capabilities are becoming increasingly intertwined, many companies recognize the necessity for a well-informed and structured approach to IT management. As a result of this evolution, the IT Service Management (ITSM) discipline has established itself in practice, emphasizing a customer-centric approach to the optimization and enhancement of IT services.

In Section 2, the research looks at three different information security frameworks in order to help develop a bespoke security method for the CoffeeBlue case scenario in Section 3. In Section 2, the three frameworks ISO/IEC 27000 series, Information Technology Infrastructure Library and COBIT are introduced and compared and the question why it is necessary to update regulations and standards is answered. In Section 3, a new approach is developed to protect the information security of the CoffeeBlue company.

[bookmark: _Toc92048792]2 Pieces of research on Security Frameworks (Task 1)
[bookmark: _Toc92048793]2.1 ISO/IEC 27000 series
The ISO/IEC 27000 is a commonly used security standard set of standards which is a collaboration between the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC) [1].

The ISO/IEC prefix should be used for the majority of these standards, and all of them should include a suffix that indicates the date of publication. Some of the standards have already been released as shown in Figure 1, while others are still in the works.
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Figure 1 – The ISO/IEC 27000 series

There are several clear, practical reasons to adopt an information security policy and information security management system (ISMS) that can be independently certified as ISO/IEC 27000 compliant. A certified certificate informs current and future customers that the company has designed and implemented appropriate information security practices, hence fostering confidence. A certification procedure also aids the firm is focusing on enhancing its information security operations on an ongoing basis. Above all, certification, as well as the frequent external assessment that is required for continuous certification, assures that the organization's information security system is up to date, and thus that it may continue to function.

[bookmark: _Toc92048794]2.1.1 ISO/IEC 27001
ISO/IEC 27001 is the foundation for evaluating an organization's Information Security Management System (ISMS) as a whole or in part. It might be the foundation for a formal certification program. It is the precise document that will be used to evaluate an ISMS. It is the most essential standard in the ISO/IEC 27000 family since it establishes a benchmark against which an ISMS may be evaluated. The other standards are only recommendations and do not have any legal force. The ways ISO/IEC 27001 serves to help organizations comply with General Data Protection Regulation (GDPR) are as shown in Figure 1.
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Figure 1. nine ways ISO/IEC 27001 helps organizations comply with GDPR

In the context of an organization's overall business goals and the risks it encounters, ISO/IEC 27001 provides a model for creating, implementing, operating, monitoring, evaluating, maintaining, and upgrading an information security management system. It mostly focuses on a company's security program and it provides both technical and process controls at a high level. Follow-on standards are often developed to give implementation instructions for high-level, direction-setting standards [2].

[bookmark: _Toc92048795]2.1.2 ISO/IEC 27002
The ISO/IEC 27002:2005 Code of Practice is designed to offer a framework for worldwide best practices in information security management and interoperability of systems. It also gives recommendations on how to implement a certifiable ISMS, which an external auditor will examine. It does not offer the foundation for an international certification method as described in the standard [3].

[bookmark: _Toc92048796]2.1.3The assessment of ISO/IEC 27000 series
In recent years, several security standards have arisen, the most notable of which is the ISO/IEC 27000 series. Thousands of security specialists and participating nations (and their local safety standards bodies) have certified ISO/IEC 27000, making it a globally recognized and verified standard. The Control Point-Based Approach makes the standard more flexible by requiring just the control points that are appropriate for the business to be chosen and audited. Additionally, a new focus on leadership to help senior management apply the standard, which increases governance and accountability. What is more, the management systems and the integrated control framework are in a good balance.

They are, however, preoccupied with management systems and security infrastructure, ignoring the data's security. Other data quality standards, such as ISO 8000, likewise fail to adequately handle data security. The goal of ISO/IEC 27000 is to assess and certify information security management systems; it does not particularly handle data security assessment and certification [4].

The ISO/IEC 27000 is a public statement that demonstrates an organization's ability to manage and execute information security. The cost of adopting and certifying the standard, on the other hand, maybe a deterrent to SMEs adopting it [5]. When it comes to adoption by senior management, the expenses and efforts of adoption, certification and recertification (e.g., man-hours required to provide paperwork, etc.) might raise concerns and cause hesitancy. On the other hand, it does not guarantee the efficiency of the steps taken, only that they are taken.

[bookmark: _Toc92048797]2.2 Information Technology Infrastructure Library (ITIL)
The Information Technology Infrastructure Library (ITIL) is a set of methodologies and practices for managing information technology infrastructure development and operation.

ITIL is a best-practice method that was created to assist enterprises in managing and delivering IT services at a low cost while maintaining high quality. Organizations use frameworks like ITIL to guide their ITSM projects since ITSM does not offer any genuine instructions on how to manage IT services, and research on ITSM is still in its infancy. ITIL implementation, on the other hand, is sometimes a difficult, multi-year undertaking that needs strong leadership and management abilities [6].

Service Strategy, Service Design, Service Transition, Service Operation, and Continual Service Improvement are the five phases that make up the ITIL service lifecycle (see Figure 2): Service Strategy, Service Design, Service Transition, Service Operation, and Continual Service Improvement.
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Figure 2. ITIL service lifecycle

The ITIL Continual Service Enhancement (CSI) lifecycle phase is concerned with the continuing maintenance and improvement of the whole ITIL service lifecycle, with an emphasis on the service lifecycle's continual review, quality assurance, and maturity. To deliver consistently, continuing improvement, CSI uses a seven-step improvement process that corresponds to the Plan-Do-Check-Act (PDCA) cycle (see Figure 3).
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Figure 3. PDCA cycle and corresponding CSI improvement process

The information technology infrastructure library is a collection of publications that offer best practices for implementing ITSM frameworks. To put it another way, ITIL is a set of recommended practices that an IT department may use to manage IT services. From both a company and a client standpoint, ITIL is focused on continuous measurement and quality improvement of services.

Higher levels of maturity in business-IT alignment, clarity of roles and responsibilities, easier negotiation of service level agreements and fewer server faults, improved service orientation and quality of IT services, increased customer satisfaction, increased productivity, and lower costs are just a few of these advantages. Improved customer and user happiness, better service orientation for IT workers, increased professional standards by applying best practices, decreased expenses, and clearer organizational responsibilities are just a few of the benefits that ITIL brings. Furthermore, using ITIL reduces costs while improving service levels and customer happiness, improves business-IT alignment, improves the ability to assess performance and manage to outsource, and enhances the capacity to manage change [7].

However, the adoption of ITIL procedures in businesses is hampered by a number of obstacles. The adoption of ITIL is influenced by the size of the business, the nation, and the industrial sector, and its implementation necessitates training and the purchase of software tools [8]. Furthermore, implementation is a lengthy process that necessitates significant training; there is minimal immediate payoff since benefits accumulate slowly over time; imposing change on an organization may be disruptive, and sustained effort is readily interrupted by short-term requirements.

[bookmark: _Toc92048798]2.3 COBIT
COBIT was developed by the Information Systems Audit and Control Association (ISACA) and the IT Governance Institute built in part upon the Committee of Sponsoring Organizations of the Treadway Commission (COSO) evaluation framework. Unlike COSO’s five components, which are structured by semantic category and express its components at a very high level of abstraction, the COBIT framework relies on a process model that is organized and contains four primary domains, which can design an empirical test of detailed and specific IT-related control objects. The four domains are:

planning and organization,
acquisition and implementation,
delivery and support, and
monitoring and evaluation.

The COBIT framework introduces 34 high-level control objectives (shown in Figure 4) that should be used by auditors to ensure that adequate control is in place for the security of the IT environment. It also provides a detailed IT internal control checklist that can be used to thoroughly assess both IT general controls and application controls for the purpose of regulation compliance analysis, making it easier for CPAs to evaluate the IT internal control of the companies [9]. COBIT defines internal control as the policies, procedures, practices and organizational structures designed to provide reasonable assurance that business objectives will be achieved and undesired events will be prevented or detected and corrected. The framework describes several specific IT control and security processes that an organization can use to enhance its ability to achieve its business goals and to improve internal control. Conformance to these control and security processes should theoretically result in a lowering of the risk associated with IT [10].
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Figure 4. 34 control objectives of COBIT framework

[bookmark: _Hlk91742380]COBIT is designed to provide a comprehensive set of activities for each IT course of action, allowing managers to increase business value while reducing risk, configurations, actions, and strategies. COBIT can help an organization understand the importance of system positioning, leading to the identification of the class of supervision and governance required and needed by the enterprise, and the delivery of such class using maturity models standards of essential competence enhancements, performance areas, and IT procedure measurement, which aid in measuring how these processes meet business and IT goals using balanced scorecard principles. COBIT as a framework enables executives to bridge the gap between control desires, technological issues, and business risks, and IT governance assistance may be provided through the use of a mutual control structure. COBIT allows for a rich policy improvement and good IT control activities across the company. It emphasizes regulatory compliance, assists businesses in increasing the value they derive from IT, and allows for placement [11].

[bookmark: _Toc92048799]2.4 Why to update constantly?
As the world's use of the Internet grows, so does the need for and dependence on Internet-based information. As a result, there is a growing expectation of access. Businesses are increasingly reliant on the Internet, which raises the risk of assaults on information assets and necessitates the hiring of a larger number of specialists capable of safeguarding those assets. There are billions of Internet users who can access and attack online material at any time and from any location.
On the one hand, businesses should keep their standard norms and frameworks up to date to ensure that they are in compliance with current laws and to prevent the danger of legal fines and a loss of consumer trust. On the other hand, Because network security threats and attack tactics are diversifying and evolving, information security legislation and standards must also evolve to keep up, or the company will suffer significant finance losses. 

[bookmark: _Toc92048800]3 Information Security Governance Approach Design
Security of information systems is becoming increasingly vital to avoid an attack, and insufficient security might jeopardize an organization's efficiency. CoffeeBlue is a company that sells Mountain Peak coffee from Jamaica. It is a global organization, and a large number of workers and customers from all over the world require access to the firm's network and resources. The corporation must secure not just the data of its workers and customers, but also its valuable intellectual property, necessitating a strategy to fulfill the organization's information system security, governance, and compliance requirements.

When the three methods to information security governance mentioned in Section 2 are combined, a full set of components for information security governance is built. CoffeeBlue can utilize the suggested Information Security Governance framework (see Table 1) to regulate information security by defining standards and implementing controls to address threats identified by the enterprise, such as online surfing abuse, data manipulation, and identity theft. This new framework may be used to guide employee behavior in all aspects of information security, as well as cultivate an acceptable degree of security culture.

	Information Security Governance Framework

	Strategy
	Management and operation
	Technology

	[bookmark: _Hlk91828070]Leadership and Governance
	Security Management and Organization
	Security Policies
	Security Program Management
	User Security Management
	Technology Protection and Operations

	Sponsorship
	Program Organization
	Policies
	Monitoring and Audit
	User Awareness
	Asset Management

	
	
	Procedures
	
	Education and Training
	Incident Management

	IT Governance
	
	Standards
	
	Ethical conduct
	Technical operations

	
	Legal and Regulatory
	Guidelines
	Compliance
	
	

	Risk Management
	
	Certification
	
	Trust
	Business Continuity

	
	
	practice
	
	Privacy
	


Table 1. Information Security Governance Framework

The new information security governance framework consists of strategy, management and operation, and technology and the three parts are divided into six categories which will be discussed below. 

[bookmark: _Toc92048801]3.1 Leadership and Governance
This category includes executive support for information security as well as board and management commitment to safeguarding information assets. This is because information security governance is now widely recognized as an important component of strong IT and corporate governance. 

CoffeeBlue's leadership and governance must devise a strategy for dealing with information risks by performing risk assessments and implementing mitigation measures and procedures. In addition, the information security strategy should be linked to the organizational and IT strategies to guarantee that the organization's immediate and long-term goals are realized.

[bookmark: _Toc92048802]3.2 Security Management and Organization
This topic covers program organization as well as legal and regulatory aspects. The category's goal is to keep track of information security within the company. The design, composition, and reporting structures of an information security program are referred to as program organization. Compliance should be at the forefront of CoffeeBlue's approach. Furthermore, because it sells its goods all over the world, it must take into account a variety of national and international laws.

[bookmark: _Toc92048803]3.3 Security Policies
Security policies, procedures, standards, and guidelines are critical to the implementation of information security because they give guidance and support to management, and they should clearly express what is expected of workers as well as behavior requirements. CoffeeBlue's security policies should take into account all categories and be applied in the company through effective processes and compliance monitoring.

[bookmark: _Toc92048804]3.4 Security Program Management
This area, which includes security program management, includes monitoring and compliance as well as audits. Measurement and enforcement of compliance are critical, and both technology and personnel behavior should be monitored to guarantee adherence to information security standards and to respond effectively and quickly to recognized problems.

[bookmark: _Toc92048805]3.5 User security Management
CoffeeBlue must handle ethical behavior as part of the information security governance structure to reduce the risk of invasion of privacy, selling consumer information, and unauthorized data alteration. Employees should be informed of these requirements as part of a security awareness program. When it comes to excellent connections with customers, suppliers, and other business partners, privacy is a critical issue of trust. There will be no trust in business if there is no privacy. Employees and consumers must be considered while adopting information security privacy, and procedures must be created to secure their identities.

[bookmark: _Toc92048806]3.6 Technology Protection and Operations
The technology protection and operations area is related to information security's conventional focus. It refers to the technological and physical safeguards put in place to keep an IT environment safe. The technical controls appropriate to the organization's environment and identified threats must be adopted while adopting the security governance framework. Asset management, system development requirements, incident management, technical operations like network security, and physical, environmental, and business continuity controls are just a few examples. It is critical that the technological environment be continuously examined and that the dangers of market technology developments be handled.

[bookmark: _Toc92048807]4 Conclusion
This study analyzes three information security frameworks: the ISO/IEC 27000 series, the Information Technology Infrastructure Library, and COBIT. From these frameworks, a new framework is developed for CoffeeBlue company to protect the information security of its stuff and customers and intellectual properties.

The new information security governance framework consists of strategy, management and operation, and technology and the three parts are divided into six categories: Leadership and Governance, Security Management and Organization	Security, Policies	Security Program Management, User Security Management, and Technology Protection and Operations. This new framework may be used to influence employee behavior in all elements of information security and to develop a security culture that is acceptable.
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