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[bookmark: _Toc134908415]What is SQL injection?
SQL injection is the act of using a textbox on a website to gain access to data you should not be able to access. This can be dangerous as the data can be confidential and would damage the company’s reputation as using SQL injection, you can modify and delete any data you find.
[bookmark: _Toc134908416]Ways to protect against SQL injection
One way to prevent users from injecting SQL code is to validate all inputs given to make sure they are reasonable for the textbox. This can be used on integer only textboxes to make it impossible to type in any SQL code.

Another way is to use queries with pre-set parameters which limit what can be done in the query to what you want done and to prevent any unwanted actions. This does not prevent SQL injection but can heavily reduce the threat posed.
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This is used to protect against SQL injection as it will prevent any data outputs that give more than 1 record or no records making it impossible to look for records using the login webpage.

Brute force Attacks
What are brute force attacks?
Brute force attacks are attacks which focus on guessing billions of passwords for user accounts with the hopes that one of the billions of passwords that is guessed will be correct. These attacks are simple but easily defended against.
Ways of protecting from brute force attacks
By using long and complex passwords, user accounts can be FAR stronger than using a password such as your date of birth which will be discovered easily. You can also limit how many attempts a user can make. This will prevent attackers from trying all their combinations.
What I have implemented is the use of complex passwords on any user account as this will be a valid way to protect the database since the password selected is strong enough to prevent the majority of brute force attacks. It will still be a good idea to change passwords every month as it will still be possible that the password will be brute forced over time. [image: A screenshot of a computer
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// check if we have only 1 record
if (Ssql->affected rows — 0)
Serrormsg = "<b style='color:Red';>Username/Password incorrect</b>";
else ¢
7/ check if we have > 1 record
if (Ssql->affected rows > 1)
Serrormsg = "<b>Error: Oxl23felabc has occurred. Contact Administrator</b>";
else ¢
// if we get here its a good login
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