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Automatic geotagging takes place on smartphones, either because it is enabled by default, not exposed to the user as an option or verified then forgotten about. Discuss the idea that sharing location information compromises personal freedom, taking into consideration social and political context?
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Introduction 

This essay will discuss how sharing your location information on the internet and social media can easily be dangerous to your personal freedom and can leave you vulnerable.
On the first chapter i will discuss about  how unsafe social media can be, how it can be used against you and your privacy by stalkers,government or terrorist. I will also talk about how they can easily know every step you take by leaving your gps location on/off.
On the second chapter I will discuss the pros and the cons of leaving your location information on and how it can affect your privacy life. I will also talk about different ways of how people can find your location and how it can be a threat.
































Chapter One

The Increase of modern new technologies, Millions of people who are latched on to the internet have begun to uncover a large amount of Personal Information to the web about themselves. These New latest social medias developments are attached to geotag. Geotagging is simply a addition of adding location to a photo video or online post or other form of internet web content where publicly people can see it. 
In the recent years Geotagging has been made easier and more widespread by smart phone using GPS location technology which attaches longitude and latitude or geographical  coordination to the metadata of its media.

When people post a photo, video, facebook update, email,save file on dropbox and a variety of other forms of online content will all be given a specific coordinate through geotag technology.As geotagging continues to develop into more media sites, social medias, mobile phone and digital cameras, there are few benefits as well as some dangers to integrated to technology because of the use for negative implications for its users. 
The first major form of digital media to be used geotagging was introduced on pictures. For photos, GPS data is in the form of latitude and longitude coordinates, the information is stored in the jpeg file properties.  This data can be put automatic using gps technology or put manually using photo editing software
.[image: Image result for geotagging of images jpg file]

Increasing numbers of social media sites are enabling users to broadcast their physical location via posts to friends, videos, photos and status update. Twitter,facebook snapchat, instagram, google+, foursquare and many more social media all employ location based technology in some form or another.

Recently a New social media called Snapchat was introduced, it blew up really big as worldwide when it was released and it's the most used social media of today by far. Snapchat allows you to send images and videos of 1-10sec long to your friends or put it up on your story where you all your friends can see it as many times as they like in the 24hours. Now this is safe as long as you only have added your mutual friends and only lets them know your information and abouts. but many famous people use this media, its more dangerous for them as they share their snapchat video and images to what they are doing with who and where they are. They also added a new feature called snapmaps which allows friends to see where they are in the world and what they are up to using their gps location on.it also allows you to see what's going on via videos or photo of someone random by tapping on the map.one other thing of this new feature is that is the heat map that shows areas where there are a lot of people grouped up for events and also posting publicly to snapchat. Having the the first snapchat feature was dangerous enough but then they released this, they just went too far with it in my opinion. 
[image: Related image]







“This is so dangerous. I don't know what you guys think but I think this is so dangerous. This is a step too far. I'm completely horrified by this but what do you think?
“Am I being a really overprotective mother? What do you think? Are your kids using it? Did you know it existed? I didn't even know it existed 24 hours ago.” - Nadia Sawalha

 Snap map can be easily be a threat to everyone, it show people exact location on the map constantly. Today's generation, kids such as 5 years old and above have their own phone and use snapchat. Kids can easily be monitored by threats near where they live about. 


"I was a little bit worried about the fact that you could be pinpointed. Obviously there are predators, there are bullies." - Paula


Paula is a mother who told BBC Breakfast she was surprised to find her 11-year-old son had chosen to share his location on snapmap. The age guideline is minimum age of 13 and above to use the app but if they are below age 13, they are redirected to kids version called snapkidz and that just easily puts them in the kids only category enabling them to be easily to be found as kids and be targeted. They should just stick to age 13 and above policy for the safety reasons. 

The app has a setting called the ghost mode where you stop sharing your location on the map but if you still have your gps on your data location data can still be shown in some way but the app to the public.
[image: Tap ghost mode on phone]
Snap map uses data such as my location, speed of travel and phone usage to work out my coordinate of where I am and what am i doing and this shares information with my friends and on an interactive map. The Map can not only can show where and what in the world i'm doing but and also precisely show what street i'm on and whereabout on that street i'm in. 

Even when you don't have your geotagging on or your gps on your still able to be tracked on anything you post online or call or text someone with your device. It still gives a coordination in the properties hidden away of what you send but its need to be dug deeper to find it or in some cases just simple to find it. In today's generation you can't really hide from anyone, even when you turn your phone off you can still be tracked and the modern technology of face recognition is easy for the government to find out where you are. 

 































Chapter Two

Sharing your location information can compromise your personal freedom because in today's modern technology even your parents can keep a track of where you are and what you do just by your mobile device, laptop or tablet because it's built with GPS. There are Some phone companies has an option of familylocator for £5-£20 monthly, parents can track their kids from their website at anytime.
The good thing about this is that the who every your broadband is they are mandated by law to send a text message every time parents track their kids phone so they are aware whats occuring. This is due to privacy concerns and ever wireless carrier is required to do this but theoretically he can block your text messages, track you down, then unblock them. In my opinion that's just too far, parents shouldnt have the option to track their kids in the first place because it really gives the message of  “I don't trust you at all” . It's not fair that the parents are able to track their kids, let's say the parents back in the early years when they were a kid they didn't have that technology and to go through that with their parents being spied on while they were out.There are few other options two where the parent can  track all of the activity that goes on with their child’s phone,browsing history  from pictures and apps, to texts and calls.

There are good side to be able to track your kids down or other family member, when they are in trouble or their phone get stolen and to see if your kids are being threatened, bullied by looking at their messages or in other case if they are the bullying some

“Privacy is one of the biggest problems in this new electronic age”
- Andy Grove

I totally agree with the quote, even at home you feel like your in privacy but little do some people know your always watched by the government, terrorist or just your broadband providers and listened by them because of the technology we have in our house.  In a world of internet where your devices is connected with all your information that could be targeted by hackers in smartphone, computers home security cameras and most recent common devices that has been added to the list is smart tv`s.
There are news about companies such as vizio been tracking customers through their tvs. There are also alleged documents of the secret services such as CIA MI6 they use the tv, phones as a bugging device as a tool to catch terrorist and criminals.
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Relying on the government to protect your privacy is like asking a peeping tom to install your window blinds. - John Perry Barlow

Amazon echo is a voice control system that you can talk to and it will respond to you with anything you ask, but not everything. The system is connected to your internet, it has a gps integrated to it also it knows your personal information. The systems voice is a women and is named Alexa.
When you ask Her “Alexa, do you work for the CIA?” she responds with “No” 
but when you ask her  “ Alexa, Does Amazon work for the CIA?”it does not respond but it shuts down. The whole world is going insane because of this device when you ask that question to it. I myself tried this to my cousins amazon echo and even I was creeped out myself.

The major issue with publishing your location via social media is the potential of stalkers and crime. Example if you post a status up on facebook friends know your across the country for holiday by checking in the new location, that could be a problem of an invitation to your house to be robbed or vandalized. There are higher potential crimes for social media users who accepts friends requests from everyone, regardless of who they are or how well they know them. They may think oh it's trustworthy person just by their profile picture and how much mutual friends, but in reality they may be getting into something else who aren't really trustworthy as they may seem. 
























Evaluation 

In conclusion to what i have discussed i believe that geotagging can be dangerous if your friends with many strangers that you may not know on social media and also buy leaving your profile publicly to everyone rather than friends only setting.
Noam Chomsky “Its dangerous when people are willing to give up their privacy” that's true, celebrities, kids, even the president trump uses twitter to tweet,. People are willing to accept any friend request for the publicity the gain of followers and likes. Kids and parents these days don't read whats infront of them properly, like the terms and conditions we generally tick yes and continue on signing up or giving authority to whatever it is.so without knowing it could allow your personal security to be freely looked at and shared to third parties. In General it is my opinion that many internet safety resources that social media users ought to read the fine print and proceed with caution and discretion when using sites, apps that employ geotagging.in order to avoid issues with stalking,crimes, identity theft and personal security. Geotagging has the potential to become only more significant part of our online experience and our day to day lives, but it is an issue to approach armed with knowledge and discernment. Overall i believe that sharing our location information does compromises our personal freedom because of how the technology is advancing and how easy it is to find people online by just searching up their name and look at their photos or status of what their up too. I believe that this will affect the personal freedom of people and especially kids in the future because of what gps geotagging can already do, also these new drones are a threat to everyone where they are able to stalk people on air.
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