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This report documents the setup and configuration of a multi-site network infrastructure connecting the Swansea and London networks using Oracle VirtualBox. Multiple virtual machines were deployed to simulate real-world server and client environments. The assessment focused on implementing routing, domain services, secure connectivity and network management within a Windows Server environment. Core services as Active Directory, DNS, DHCP, VPN, IIS and Remote Desktop Services were configured to ensure proper communication, security and centralized administration across both sites. Screenshots are included to demonstrate successful task completion and system functionality.
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1.1. Routing in Swansea Network
Install Routing and Remote access Service and modify firewall rules to allow ICMP Traffic.

In Swansea network, routing was enabled by installing the Routing and Remote Access Service on the designated server. This allowed server to operate as a router and forward network traffic between connected interfaces. To support network testing and troubleshooting, the firewall configuration was adjusted to permit ICMP traffic. Allowing ICMP ensured that connectivity checks such as ping request could pass through the network, making it possible to verify communication between devices within and outside the Swansea subnet.
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1.2. Routing in London Network
Configure persistent IP Forwarding and Routing

For London network, persistent IP forwarding was configured to allow the server to continuously forward packets between network interface, even after system restarts. This ensured stable routing functionality without the need for repeated manual configuration. Routing settings were applied at the system level so that traffic could flow reliably between the London subnet and other connected networks. As a result, devices in the London network were able to communicate with external networks through the configure routing path.
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IP forwarding was enabled and made persistent on Debian server so it can route traffic between network interface.
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1.3. Create a forest named yourname.acca
1.4. Create all appropriate A records for all servers on Swansea and London Network
1.5. Create a reverse lookup zone creating PTR records for all servers.

Active Directory forest was created in Swansea network using the domain name yourname.acca. This established a central directory structure for managing users, computers and network resources. DNS was configured alongside Active Directory to Support name resolution across both Swansea and London networks. Forward lookup zones were populated with appropriate A records for all servers to ensure devices could be located by hostname. A reverse lookup zone was created to map IP addresses back to hostnames using PTR records. This configuration improved network reliability, simplified troubleshooting and ensured consistent communication between all servers.
In the Swansea network, a new Active Directory forest was deployed using the domain name yourname.acca. This forest formed the foundation of the domain infrastructure and enabled centralized authentication, authorization and resource management. During the promotion of the server to a domain controller, DNS services were installed and integrated with Active Directory to support name resolution across the environment. Forward lookup zones were configured with a record, for all servers located in both the Swansea and London networks, ensuring that devices can resolve hostname correctly. In addition, a reverse lookup zone was created, and PTR records were generated for each server. This allowed IP addresses to be resolved back to hostnames, which is essential on troubleshooting, logging and for service validation within enterprise networks.
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1.6. Configure Site-to Sitte VPN to London Network.

A secure site-to-site VPN connection was configured to link Swansea and London networks. This encrypted tunnel allowed traffic to pass safely between both locations over an intrusted network. The VPN ensured that internal services such as Active Directory. DNS and DHCP could operate seamlessly across sites while protecting data from interception. Once established, the connection enabled devices in both networks to communicate as if they were part of the same local infrastructure. Connectivity tests confirmed that traffic was successfully routed through the encrypted tunnel.
To securely connect the Swansea and London networks, a site-to-site VPN was configured between the two locations. This VPN established an encrypted tunnel that allowed internal network traffic to pass safely across an external or untrusted connection. The configuration ensured that sensitive data such as authentication requests, DNS queries and file transfer were protected from interception. Routing was adjusted so that traffic destined for the remote subnet was automatically forwarded through the VPN tunnel. Once configured, the VPN enabled both networks to operate as a unified infrastructure while remaining physically separate. Connectivity tests confirmed that servers and clients from both locations could communicate securely and reliably through the encrypted connection.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
The site-to-site uses IPsec authentication with a pre-shared key rather than user credentials, as it is a router-to-router connection.
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1.7. Create user accounts for yourname.acca domain with all the parameters defined in the users_list_updated.xlsx document. This document will be shared by your lecturer. You must use first letter from first name with a dot and last name as SAM Account Name.

User accounts were created within yourname.acca domain based on specifications provided in users_list_updated.xlsx document. Each account was configured with the required attributes, including usernames, passwords and group memberships. The SAM Account Name followed the defined naming convention, using the first letter of the user’s first name, followed by a dot and their last name. This consistent naming structure improved user management and reduced the risk of duplication. All accounts were verified to ensure successful authentication within the domain environment.
User accounts were created within the yourname.acca domain according to the specifications outline in users_list_updated.xlsx document provided by the lecturer. Each account was configured with the required attributes, including usernames, passwords and any relevant account proprieties. A standardized naming convention was applied for SAM Account Name, using the first letter of the user’s first name, followed by a dot and their last name. This approach ensured consistency across the directory and simplified administration. Creating users centrally within Active Directory allowed for controlled access to network resources and enabled domain-wide authentication from any joined device. All accounts were verified to ensure they could successfully log in to the domain environment.
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1.8. Join L-CD, ClientS1, ClientL1 to the yourname.acca domain.

The computers L-CD, ClientsS1 and ClientL1 were successfully joined to yourname.acca domain. This allowed the systems to authenticate against domain controller and access centralized resources. Domain membership ensured that user accounts, security policies and network settings could be managed consistently across all devices. After joining the domain, each machine was restarted and verified through Active Directory to confirm successful integration. Users were then able to log in using domain credentials from each client machine.
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1.9.  Configure S-DC as DHCP Server. The range is X.X.X. 10 – X.X.X.20 for each network. Determine other DHCP options as per the infrastructure.
1.10. Configure L-CD as DHCP Relay Server.
1.11. All the Clients should receive IP Addresses automatically via DHCP Server

S-DC server it was configured as DHCP server to automatically assign IP addresses to clients in both networks. Scopes were created with an address range from X.X.X.10 to X.X.X.20 along with essential options such as default gateway, DNS server and domain name. To support the London network, the L-CD server was configured as a DHCP relay agent, forwarding DHCP requests to S-DC. As a result, all client machines successfully received IP addresses automatically, confirming correct DHCP operation.
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1.12. Test the network for Connectivity.

Network connectivity was tested to confirm that all configured services were functioning correctly. Tools such as ping and IP configuration commands were used to verify communication between servers and clients across both networks. These tests confirmed successful routing, name resolution and VPN connectivity. Any minor issues identified during testing were resolved by reviewing firewall rules, routing settings and service configurations. The final tests demonstrated stable and reliable connectivity throughout the infrastructure.
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1.13. Mount second disk drive to E:/SwanseaFiles. Share and assign required permissions. Only the Domain Users need to have control permissions and other network users have read only access.

A secondary disk was mounted on the server and assigned the path E:/SawnseaFiles. The folder was shared across the network with permission configured according to the requirements. Domain Users were grated full control access, allowing the to manage files as needed, while other network users were limited to read-only access. This setup ensured secure file sharing while preventing unauthorized modifications. Permissions were tested using different user accounts to confirm correct access levels.
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1.14. Create webs.yourname.acca website and enable windows internal authentication.
Internet Information Services (IIS) was configured to host a website named webs.yourname.acca. The site was created and linked to the appropriate DNS records to allow access using its domain name. Windows Integrated Authentication ensured secure access to the website without requiring separate login credentials. Successful access to the site confirmed that IIS and authentication settings were correctly applied.
Internet Information Services (IIS) was configured on the Windows Server to host a dedicated internal website for the domain environment. A new website named webs.yourname.acca was created and bound to the appropriate hostname, allowing it to be accessed only within the domain network. The website was configured to run under IIS using default application pool setting to ensure stability and compatibility with the Windows Server environment.
Windows Authentication was enabled for the site to restrict access to authenticated domain users only. This ensured that users must log in with valid domain credentials before accessing the website, providing an additional layer of security. Anonymous authentication was disabled to prevent unauthorised access. This configuration demonstrates the integration of IIS with Active Directory and highlights how internal web services can be securely deployed within an enterprise network.
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1.15. Configure remote access for S-DC from any other machines in the network.

Remote Desktop access was configured on the S-DC server to allow administrative access from other machines within the network. Firewall rules and system setting were adjusted to permit remote connections securely. This enabled administrators to manage the server without needing direct physical or console access. Connectivity was tested by establishing remote sessions from client machines, confirming that the service was functioning correctly and securely.
[image: A computer screen with a computer menu

AI-generated content may be incorrect.]
                                                                       [image: A computer screen shot of a computer

AI-generated content may be incorrect.]
[image: A computer screen shot of a computer

AI-generated content may be incorrect.]


[bookmark: _Toc216754295]Conclusion
The required network infrastructure was successfully implemented within the Oracle VirtualBox virtual environment. Routing and IP forwarding enabled communication between the Swansea and London networks, while active Directory and DNS provided centralized authentication and name resolution. A secure site-to-site VPN ensured encrypted communication between locations. DHCP services and remote access were configured according to the assessment requirements. Connectivity tests confirmed correct IP assignment and reliable communication across all machines. The completed configuration meets the assessment objectives and is ready for validation during the in-person demonstration. Alina MD
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