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[bookmark: _Toc228532003]Introduction 
In this project a network application was developed using C++ and socket programming. The aim was to design and implement a system that supports communication between multiple users over a network while demonstrating concepts such as concurrency, protocol design, and client-server architecture.
The chosen application is a multithreaded chat server with a console based client. The system allows multiple users to connect simultaneously and communicate in real time. Users can interact using a simple command based interface. The application was implemented using TCP sockets to ensure reliable data transmission between the server and connected clients.
[bookmark: _Toc228532004]Application overview 
The system consists of a server and a client. The server listens for incoming connections and manages all connected users. The client provides a console based interface that allows users to type messages and commands. When a client connects the server asks the user to enter a nickname. The server then stores the client’s socket, nickname, current room, and status. By default, users are placed into a room called lobby and their status is set to online. Users can send messages, move between rooms, view connected users, send private messages, update their status, and disconnect safely from the server.
The application includes the main features expected from a basic chat system, as well as some additional functionality. Users join the server by running the client program and connecting to the server socket. Once connected, they enter a nickname so that other users can identify them. Users can then send chat messages. These messages are broadcast to other users in the same room. Each message includes a timestamp, room name, and the senders name, making the conversation easier to follow. When users want to leave the server they can by entering the /quit command. The server then removes the user from its list of connected clients, closes their socket, and notifies other users in the same room.
In addition to these basic features, the application supports room chats using the /room command. Users can move between rooms and messages are only sent and seen by users in the same room. This gives the application more structure than a single shared chat channel. The /who command allows a user to view all connected users, including their current room and status. The /whisper command allows private messages to be sent directly to a named user. Finally, the /status command allows users to set a simple custom status such as online, away, or busy.
[bookmark: _Toc228532005]Socket design 
The application uses TCP sockets for communication. TCP was chosen because chat messages should arrive reliably and in the correct order. Unlike UDP, TCP handles ordering and retransmission automatically, which makes it more suitable for this type of application.
The server creates a socket using socket(), binds it to port 54000 using bind(), and then listens for incoming clients using listen(). When a client attempts to connect, the server accepts the connection using accept(). The client also creates a socket and connects to the server using connect(). Once the connection is established, communication takes place using send() and recv().
This demonstrates low level data transport because the program directly uses socket functions rather than relying on a higher level networking framework.
[bookmark: _Toc228532006]Multithreading design 
The server is designed to support multiple simultaneous users. Each time a new client connects the server creates a separate thread to handle that user. This is important because receiving data from a socket can block while waiting for input. If the server handled all clients in one thread, one inactive client could prevent other users from sending or receiving messages. By giving each client its own thread, the server can continue handling other users even while one thread is waiting for input. The client also uses a separate receiving thread so that it can receive messages from the server while the user is typing.
The thread per client model was chosen because it is simple to understand and suitable for the scale of this project. However, it is not the most scalable model if there were many active users, because each client requires its own operating system thread. 
[bookmark: _Toc228532007]Communication protocol 
The application uses a text based command protocol. Commands begin with a forward slash so that the server can distinguish them from normal chat messages.
Examples include:
· /room Lobby
· /who
· /whisper Sophie hello
· /status Busy
· /quit
This protocol was chosen because it is easy to test and to understand, and works well for a console based application. It also allows the system to be extended easily by adding new commands without changing the underlying socket implementation.
[bookmark: _Toc228532008]8. Best Practice Considerations
The application follows several best practice principles. The server and client are separated into different programs, which keeps responsibilities clear. TCP is used to ensure reliable communication. Multithreading is used to prevent one client from blocking the whole server. The program also checks for socket errors during creation, binding, listening, connecting, and accepting clients. When a client disconnects, their socket is closed and their entry is removed from the server’s list.
A mutex is used to protect the shared client list, ensuring thread-safe access and preventing race conditions. The command structure also keeps the interface predictable and easier to test.
[bookmark: _Toc228532009]9. Testing
The application was tested by running the server and then opening multiple client instances. Tests included users joining the server, sending messages, changing rooms, sending private messages, updating statuses, viewing the user list, and disconnecting.
Room functionality was tested by placing users into different rooms and confirming that messages were only received by users in the same room. Private messaging was tested by sending a whisper to a specific nickname and checking that other users did not receive it.
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[bookmark: _Toc228532010]10. Limitations and Future Improvements
The application is functional but still has limitations. One limitation of the current design is that it does not guarantee unique nicknames. If two users choose the same name, private messaging may become ambiguous. A future improvement would be to reject duplicate nicknames during login. The application also has no user authentication. Adding passwords or a login would improve security and user management.
 Another improvement would be to replace the thread per client model with an asynchronous networking design to support larger numbers of clients more efficiently.
The application currently uses a console interface rather than a graphical interface, this could be improved by developing a graphical user interface (GUI) or a web frontend, making the system more accessible and user friendly.
[bookmark: _Toc228532011]11. Conclusion
This project successfully implements a networked chat application using C++ sockets. It allows users to join a server, send messages, and leave, while also supporting extra features such as chat rooms, private whispers, user status, timestamps, and user listing.
The application demonstrates low level socket communication, multithreading, command parsing, and thread safe shared data management. Overall, it meets the requirements of the assignment while remaining simple enough to explain and test clearly.
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sophie@Glitchedxo:~$ cd /mnt/c/Users/sophi/chat_project
./client

Alex

Enter your nickname:

Welcome, Alex!

sophie@Glitchedxo:~$ cd /mnt/c/Users/sophi/chat_prc
./client

Lewis

Enter your nickname:

Welcome, Lewis!

Commands : Commands:
/room name - move to another room /room name - move to another room

/who - view connected users /who - view connected users
/whisper user message - send a private message /whisper user message - send a private message
/status text - set your status /status text - set your status

/quit = Tervs (e oo /quit - leave the server

) . . Lewis has joined the lobby.
[13:38] [lobby] Alex: Hello Lewis Hello Lemia
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/who

Current users:
~ Alex [Llobby] (online)
Lewis [lobby] (online)





image3.png
Lewis left the room.
/room Gaming

You moved to room: Gaming
|




