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1. Introduction
The virtualised enterprise networks enable organisations to deploy and manage network services efficiently with reduced infrastructural costs, scale and provide secure management. To enable reliable communication and centralised administration in an enterprise environment, the network operating systems provide important services like routing, domain administration, name resolution and dynamic host configuration.
The report is a real world experience of virtualising enterprise network through the requirements of the coursework in Oracle VirtualBox per Network Operating Systems and Services. It was implemented using Windows Server 2022 as the main infrastructure server and Windows 10, Debian Server (CLI) and Kali Linux virtual machines. The practical work done was related to network configuration, Routing and Remote Access Services (RRAS), Active Directory Domain Services (AD DS), Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP) and testing of the networks. The configurations executed are critically examined to identify their contribution to the enterprise network performance, security and manageability. Those services that were not achieved during the practical implementation are addressed with the help of the accepted enterprise deployment practices in order to demonstrate the knowledge of the modern network administration.
[bookmark: _Toc236329083]2. Virtual Network Design and Infrastructure Deployment 
To model a multi-site organisational environment but not incur the expense and hassle of physical infrastructure, the enterprise network was implemented in Oracle VirtualBox. Four virtual machines were set up, which included Windows Server 2022, Windows 10, Debian Command Line Interface (CLI) and Kali Linux. The Windows Server was used as the central infrastructure server which had Active Directory Domain Services (AD DS), Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP) and Routing and Remote Access Services (RRAS). VirtualBox Internal Network adapters were used to logically separate the virtual network into Birmingham (192.168.10.0/24) and London (192.168.20.0/24) subnets and an extra Network Address Translation (NAT) adapter was used to provide the virtual network with an Internet connection where software could be installed and the system updated (Taherdoost, 2022). Such a topology was suggestive of topology of an enterprise as stated in the assessment brief and was the final base of future implementation of network services. 
Virtualised design offered a repeatable and scalable platform to configure enterprise network services without the need to have specific hardware. But this reliance on a virtual platform introduced disadvantages like the simulated behaviour of hardware and routing anomalies between inter-subnet communications and demonstrated that a successful roll out of infrastructure should consist of both appropriate configuration and thorough verification in the implementation.
[bookmark: _Toc236329084]3. Network Routing and IP Address Configuration 
A hierarchical IPv4 addressing scheme was used to set up the enterprise network to facilitate communication among the Birmingham and London office networks. The windows server network interfaces were assigned fixed IPv4 addresses so as to enable uniformity in addressing the infrastructure services. The interface at Birmingham was set to 192.168.10.1/24 and London interface was set to 192.168.20.1/24. It had a third Network Address Translation (NAT) translator that provided Internet access to update operating system and install software (Strinati and Barbarossa, 2021). The Windows 10 client was assigned 192.168.10.10/24, while the Debian CLI and Kali Linux systems were configured with 192.168.20.10/24 and 192.168.20.20/24, respectively. The appropriate default gateway and DNS had been configured in a manner that all clients would use windows server as the primary gateway and DNS server.
Network connectivity was tested using the ping utility and all clients could communicate with the windows server. then Routing and Remote Access Services (RRAS) were turned on to allow communication between the birmingham and London subnet and firewall rules to allow ICMP Echo Requests to aid in testing connectivity.
The scheme in question was designed into rational subnets and therefore administration was facilitated and centralised management style was utilised (Wang et al., 2023). However, testing set limitations on communication between client devices between subnets where a connection is successfully made with a server, and testing routing policy, forwarding behaviour and firewall configurations in enterprise networks.
[bookmark: _Toc236329085]4. Active Directory Domain Services (AD DS) Configuration 
The Windows Server 2022 virtual machine was used to set up Active Directory Domain Services (AD DS) to create a centralised authentication and management infrastructure of the enterprise network. The server was made a domain controller by creating a new forest whose domain name is ahmed.acca. In the process, the Domain Name System (DNS) role was automatically installed since AD DS relies on DNS to discover domain controllers and authenticate them. The finished setup allowed the server to offer directory services to authenticate users, manage computers and administer network resources.
The implementation of AD DS made the administration process more efficient with centralised identity management and minimised the use of local user accounts (Wei et al., 2025). The domain based administration enabled authentication, policy enforcement and integration of services through one common management platform and also increased the scalability and operational consistency. It was also incorporated with DNS to enable access to domain resources that were highly reliable as well as facilitating easier implementation of such services in the future such as Group Policy and file sharing.
However, everything was reliant on a single domain controller which could potentially be a single point of failure. Although it can be applied to the virtual lab environment, however, there are several domain controllers that are typically deployed in production networks to provide redundancy, improved availability and resilience of the infrastructure.
[bookmark: _Toc236329086]5. Domain Name System (DNS) Configuration 
The Domain Name System (DNS) was set up on the windows server 2022 domain controller to offer a centralised hostname resolution over the enterprise network. The DNS Server role was automatically installed during the installation of the Active Directory in order to support the domain authentication and directory services. A forward lookup zone was set up using the domain name ahmed.acca and Host (A) records were set up using the windows server, windows 10 client, debian CLI server and kali Linux client. These records enabled hosts to be named by familiar hostnames as opposed to numeric IP addresses, which was easier to manage a network.
Reverse lookup zones were then created for the Birmingham (192.168.10.0/24) and London (192.168.20.0/24) subnets. PTR records were set to enable reverse DNS queries to enable IP addresses to be translated into hostnames (Bringhenti et al., 2023). The reverse resolution would not have worked until some PTR records were manually inserted due to the reverse lookup zones being configured after the forward lookup zone. The nslookup utility was used to confirm the behavior of forward and reverse DNS queries.
The implemented DNS infrastructure supported authentication using Active Directory which contributed to the simplicity of the administration and improved troubleshooting and management of the network. The implementation also revealed that with proper planning of DNS deployment, it is possible to cut down the amount of manual configuration work and enhance efficiency especially in larger enterprise network environment.
[bookmark: _Toc236329087]6. Dynamic Host Configuration Protocol (DHCP) Configuration 
Windows Server 2022 domain controller (DHCP) was installed to provide automation of the assignment of IPv4 addresses to the Birmingham and London networks. After installing and authorising the DHCP Server role in Active Directory, two scopes were created (Dong et al., 2024). The Birmingham scope allocated addresses from 192.168.10.100–192.168.10.200, while the London scope allocated addresses from 192.168.20.100–192.168.20.200. The DHCP settings like the subnet mask, default gateway, preferred DNS server and domain name (ahmed.acca) were configured to make sure that the clients automatically acquired complete network settings. The unauthorised DHCP services did not issue conflicting network settings either because of the permission of the DHCP server in Active directory.
The implementation reduced the administrative effort since it eliminated manual IP configuration and also reduced addressing errors across the enterprise network. It was also easier to add to the network in future as the centralised management would automatically provide the new client devices with valid network settings.
Despite successfully setting up the DHCP server and the two scopes, the DHCP Relay Agent of the London network was not used (Mokhtar et al., 2022). In this regard therefore, the hands on exercise demonstrated an effective centralised deployment of DHCP and also recognised the contribution of DHCP relay as an important addition in the process of automatic allocation of addresses among routed enterprise networks.
[bookmark: _Toc236329088]7. Network Testing and Troubleshooting 
During the implementation, the features of the designed enterprise services and the existence of any communication issues were verified with the help of the thorough network testing. Internet Control Message Protocol (ICMP) Ping command testing confirmed communications between the Windows server 2022 domain controller and client computer on the Birmingham and London network. Hostname resolution was also tested using the nslookup utility which was successful in the configured forward and reverse lookup zones to confirm that nslookup was able to resolve hostnames and IP address in the ahmed.acca domain. It was found that the Active Directory, DNS and DHCP services were functioning correctly as a result of these tests. 
Testing also found shortcomings in communication between client devices that are on other subnets (Bringhenti, Sisto and Valenza, 2024). In spite of the fact that Routing and Remote Access Services (RRAS) were already configured and firewall rules were changed to allow ICMP traffic, constant inter-subnet connectivity was not successful. Troubleshooting was conducted to make sure that the interface configuration was verified, routing tables and firewall to determine potential routing issues.
In general, the testing revealed that the core infrastructure services worked as expected in spite of the routing limitation that remained. The practical exercise served to expound on the importance of verification and troubleshooting in realizing successful implementation of an enterprise network and identification of issues in configuration before the real production process.
[bookmark: _Toc236329089]8. Site-to-Site Virtual Private Network (VPN)
A Site-to-Site Virtual Private Network (VPN) is a type of network that is capable of transmitting data between network geographically separated by encrypting the data transmitted to untrusted networks (Marcus, Rosyadi and Pamuji, 2021). VPN technology allows remote offices in an enterprise environment to talk to each other safely and maintains integrity and secrecy of network traffic. In the course work it was postulated that an encrypted connection between the Birmingham and the London network be established through the assistance of Routing and Remote Access Services (RRAS). 
Although this VPN was not configured during the practical implementation, its implementation would entail the configuration of RRAS, configuration of the VPN endpoints and implementation of secure authentication and encryption settings to ensure the nature of the data that would be transferred between the two sites was secured. The VPN would also enable safe inter-site communication and minimize reliance on leased communication links after being established (Pradana and Budiman, 2021).
At the enterprise level, Site to Site VPN provides better security on the network and assists in secure communication among the distributed locations. Nonetheless, to perform it successfully, it is crucial to make sure that routing, firewall rules and authentication settings were well configured to provide secure and stable communication.
[bookmark: _Toc236329090]9. User Account Management (PowerShell) 
One of the roles of Active Directory Domain Services is centralised user account management since administrators can administer authentication, authorisation and access to organisational resources through one directory service. This course work has entailed the creation of accounts of the domain users through assistance of windows power shell by inputting user data in a spreadsheet and generating account name Security Account Manager (SAM) according to the specified naming scheme. The pros of the automated approach are that it increases consistency, reduces the administrative burntime and reduces the human error in managing a large number of user accounts. 
Although the actual implementation did not involve user creation with the help of PowerShell, the proposed solution would presuppose the importation of user data to a comma-separated values (csv) file and the automated creation of multiple accounts with the help of the scripted Active Directory commands (McDonald et al., 2022). The script might also be set up with passwords, group memberships and account properties and organisational units in which case similar accounts were provided across the organisation.
In an enterprise view, the PowerShell automation enhances the efficiency of administration, scalability and consistency and it minimizes manual repetitive actions. Nevertheless, input data should be validated by administrators and rigorously tested scripts should be deployed as scripting errors can impact many user accounts at once. PowerShell is thus a necessity in the enterprise administration with regard to effective identity management and infrastructure automation.
[bookmark: _Toc236329091]10. Domain Membership 
Connecting client computers to an Active Directory domain allows a centralised authentication and administration and allows users to use organisational resources on one set of credentials. As part of practical implementation, the windows 10 client had been successfully integrated with the ahmed.acca domain, as it had also provided the network connectivity and DNS name resolution. The client was then able to communicate with the domain controller and utilise Active Directory authentication services. 
Domain membership improves the administration of the enterprise by providing centralised user authentication, security policies and software deployment to the domain controller (Wang and Ran, 2023).
This will enhance security, administration will be simplified and it will stimulate future organisational growth. Though the course work needed all the mentioned systems to be part of the domain, it was only the windows client that was successfully integrated to the domain which proves the usefulness of domain-based management and outlines the usefulness of expanding domain membership to all systems I can support.
[bookmark: _Toc236329092]11. Shared Storage, Web Services and Remote Desktop Services 
Enterprise networks tend to be developed to provide central storage and application services to facilitate teamwork, simplify management and allow remote access. The course work entailed configuring the Shared Storage, the Internet Information Services (IIS) and remote desktop services (RDS) in the windows server. These services enhance a domain infrastructure where one can share files, host websites and remotely administer systems. 
Though not implemented in the practical implementation, Shared Storage would be generally implemented by creating shared folders with relevant NTFS and share permissions to allow secure access to organisational resources (Vitla, 2024). It would base its Internet Information Services (IIS) on hosting internal or external web applications and Remote Desktop Services (RDS) would allow authorised users and administrators to remotely access servers and desktop environments to manage and operate.
These services increase productivity in an enterprise due to centralisation of resources and ease of administration in the network. They should however be used with a high level of security such as proper access control, authentication, regular updates of software and regular supervision to minimize security threats. Therefore, ineffective implementation should be prevented by proper planning and good security management to ensure that organisational resources are available, reliable and secure. Shared Storage, IIS and RDS are critical attributes of a contemporary windows server infrastructure that is friendly towards safe sharing of resources, application delivery and remote administration.
[bookmark: _Toc236329093]12. Conclusion 
A successful deployment of key services of the enterprise network to a virtualised Oracle VirtualBox and Windows Server 2022 environment was a successful implementation. RRAS, Active Directory Domain Services (AD DS), Domain Name System (DNS) and Dynamic Host Configuration Protocol (DHCP) were set up to facilitate centralised network management. Check of server to client connection, forward and reverse DNS name resolution and troubleshoot revealed the issue of inter subnet routing. The Site-to-Site VPN, DHCP Relay, PowerShell user creation, shared storage, IIS and RDS were not deployed but its enterprise applications were displayed indicating that it knew how to apply it in secure and scalable network infrastructure.
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