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ABSTRACT/SYNPOSIS

Phishing is a continuously evolving threat within a health care environment. It preys on the emotions of people in hopes they click on a link or attachment and provide their information granting attackers access to confidential information. Within Velindre University NHS Trust (VUNHST) these types of attacks could be cause patients to miss appoints or life changing surgeries. 
The main aim of this project was to enhance cyber resilience by implementing multiple phishing campaigns and training material and comparing the results to see if staff gain knowledge on how to identify and report suspicious emails.

The objectives for the project were to establish a baseline of staff knowledge via the 1st  campaign results and a survey. Then implement a phishing demonstration to gain further knowledge of what malicious emails are capable of this demonstration also provided information on how emails are set up and how credential harvesting on a cloned website can be devastating to a health board. Creating articles, presentations and PDFs within a SharePoint knowledge base to enhance staff knowledge through various training methods. Considering that staff members will have different learning methods and different levels of knowledge in regard to phishing and cybersecurity and while an article may help someone, a presentation will be more easily digestible for another.

Designing and implementing multiple campaigns allowed a clear view of how staff knowledge had improved along with some lessons learned. One of the lessons learned is not being able to calculate staff improvement from the results of “how many staff have fallen for the email” because of the difficulty levels changing within the campaigns and their designs. This meant changing the calculation of success to the results of the questions “how many staff members reported the phishing emails” and the difference in involvement within the campaigns these questions provided the results that determined the project did in fact achieve its desired aims and objectives.
This project and the work undertaken has now cemented specific ways of working at Velindre, which was one of the desired outcomes. The VCC cybersecurity team have said that they will continue the phishing campaign and the development of specific training materials that started with this project. This will continue, not only at Velindre Cancer Centre (VCC), but within all corners within the Trust, including The Welsh Blood Service and Velindre Corporate Headquarters.
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Chapter 1 

[bookmark: _Toc121041576][bookmark: _Toc202288056][bookmark: _Toc266447524][bookmark: _Toc371255528]Introduction
In the last two decades alone, cyber threats have grown exponentially and are continuously increasing in complexity and rate. It is of vital importance for organisations such as the National Health Service (NHS) to have robust cybersecurity procedures, policies and training. These will need to be continuously developed with the changing complexity of the threats to help effectively mitigate these risks [1]. VCC provides specialist cancer treatment to patients across Wales and recognises the necessity of having a knowledgeable first line defensive cybersecurity team who can organise and implement campaigns that strengthen staff members understanding and knowledge of the ever-increasing cybersecurity threats.

This project seeks to demonstrate this through phishing campaigns that are implemented throughout VUNHST. Providing statistics based on how many staff members have clicked the email, who provided credentials, how many reported the email and how many deleted the email. These statistics provide a solid foundation for other aspects of this project, which involve the creation of various training materials that staff who were compromised by the email will be required to complete. These training materials aim to teach and improve knowledge relating to identifying suspicious emails and protecting the trust, colleagues, patients and themselves.

To begin the phishing campaign there will be a phishing demonstration that is created via a Kali Linux tool known as Social Engineering Toolkit (SET) [2] to demonstrate how phishing emails are created and how they’re able to able harvest credentials to provide an insight into the importance of being protected against these attacks and giving a foundation of why these types of cybersecurity campaigns need to be in place.

With over 100,000 employees throughout Wales [3], phishing attacks are one of the most prevalent threats the NHS faces on a daily basis. These malicious emails are deployed to selected targets and designed to look like genuine emails they may receive regularly, from their colleagues, newsletters or third line parties, for example an email from Microsoft asking them to change their password. These emails are able to harvest credentials and even deploy malicious software onto the user’s computer. 

Recognizing the gravity of this threat, this project aims to deploy numerous phishing campaigns designed to educate VCC staff on the need for vigilance by customizing phishing emails that look like emails they would receive on a daily basis. These emails will also include a few errors to increase staff members ability to identify suspicious emails thus improving the security of the VCC and its patient’s information. 

VCC hasn’t performed a phishing campaign in over three years. At this time there is also a lack of knowledge-based materials to help staff educate themselves. This project will work toward educating staff and helping them to realise they can use their knowledge surrounding phishing emails to help prevent a catastrophic event. They will be taught that something as simple as clicking an email attachment in a suspicious email could potentially lead to patient and staff personal information being stolen. This in turn could lead to larger issues including patients being unable to be treated due to compromised clinical information. This is why it’s essential that we hold phishing campaigns and provide training material for staff.

The educational aspect to the phishing campaign aims to educate staff who have mistaken the phishing email for a real one. This will be done by creating articles and presentations on how to spot a phishing email, what a phishing email is and how dangerous they can be and finally, how to protect themselves and VCC from these cybersecurity attacks [4]. Staff who have successfully reported the email with be rewarded with a second informational email congratulating them on their ability to successfully identify and report a malicious email to the cybersecurity team. 

[bookmark: _Hlk172577887]The cybersecurity team within VCC doesn’t have any training material on how staff can protect themselves against phishing attacks. This is evidenced by the lack of communication between the cybersecurity team and no training documentation being sent to staff or uploaded on any training shared areas within VCC from the last two years. The cyber team have  expressed their need for training material to keep staff informed and aware of the constant changing threats they face. 

Health boards such as Cardiff and Vale [5] and VCC are currently using MailMarshal to filter suspicious emails this is done by blacklisting known malicious email domains, which is a list that is continuously growing. The software also blocks malicious attachments and most emails sent from outside of the trust email address domain. This is an old system, and it does have its flaws, and it does allow malicious emails through sometimes because it doesn’t keep up to date with the most recent phishing techniques. The results from this project will be directly implemented into the filtering system of this software and allow it to learn and grow along with the knowledge that is developed through the campaigns and training materials. 

Once the 1st campaign has been completed, we will compare the results against the last phishing campaign that was deployed, over three years ago. This will provide a baseline for what needs to be improved upon and where training materials need to be created to fill the knowledge gaps. The project will then use this foundation to continuously improve future phishing campaigns by spotting staff weaknesses and adapting to create harder phishing campaigns and simpler training materials for all knowledge levels to follow. 

Once the two phishing campaigns have been executed a thorough evaluation of the final results will be done analysing statistics, including, how many staff have clicked the email? How many have entered credentials? How many reported the email as suspicious? and how many did nothing? These statistics will provide vital information for the future of cybersecurity at VCC. They will let us know if the organization has improved with less staff falling for the phishing campaign and if more staff are now reporting the email as suspicious which will demonstrate a greater ability to spot suspicious emails and know what to do with them. 

In summary, the project will then delve deeper into discussion on lessons learnt from the campaign, things that went well and what could have been done differently. A conclusion of the statistics and what the future holds for phishing campaigns within the trust including modification of articles and presentation to further improve knowledge for staff and the customisation of the phishing emails to target departments, people of interest and other branches of the trust.
[bookmark: _Hlk172058201]










[bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc371255529]Aim
The aim of this project is to enhance cybersecurity awareness and resilience within VCC  by designing, implementing, and assessing controlled phishing campaigns, and subsequently developing and delivering training materials to all staff.

[bookmark: _Toc266447526][bookmark: _Toc371255530]Objectives

Establish Baseline Understanding of Staff Awareness
· Create and implement a survey at the beginning of the project to gather data on how staff feel towards phishing.
· Research what phishing campaigns require at a standard level.
· Develop 2nd survey at the end of the project to compare against the 1st survey to see if staff knowledge has improved and how the project can be further developed.

Design and Execution of Phishing Simulation:
· Utilize skills in Virtual Machines and programming to create a virtual environment using the Kali Linux SET toolkit.
· Develop a simulated phishing attack using a fake URL to harvest credentials, targeting a controlled group of informed colleagues.
· Analyse the technical aspects of phishing attacks, demonstrating the necessity of cybersecurity measures within the organization.
 
Development and Delivery of Educational Content:
· Analyse the data from the phishing test to identify key areas of weakness among staff.
· Create articles, presentations, and conduct tutoring sessions specifically tailored to address these vulnerabilities.
· Measure the impact of these educational interventions on staff awareness and preparedness for future campaigns.
 
Evaluation and Reporting:
· Conduct a thorough evaluation of the entire project, from the phishing simulation to the educational interventions.
· Examine the importance of continuous cybersecurity training in response to the evolving nature of cyber threats.
· Provide recommendations for future cybersecurity initiatives within the organization based on the project findings.
[bookmark: _Toc121041584][bookmark: _Toc202288061][bookmark: _Toc266447528]

































Chapter 2 – RESEARCH & REVIEW OF LITERATURE 

2. Literature review

[bookmark: _Hlk171367017][bookmark: _Hlk171281259]This part of the project provides a foundation for understanding what phishing is, the social engineering aspect within phishing, while also providing a brief history discussing when phishing began and how it has developed alongside technology and society. A critical review of multiple peer-reviewed articles, journals and studies granting a clearer understanding of why phishing campaigns are desperately required within organisations along with learning material to allow people to constantly be updated with the latest information. To conclude this part of the project there are reviews of peer-reviewed papers on phishing campaigns and comparisons of how they will be used within the VCC campaign. 


Social engineering - What is social engineering
Social engineering within phishing has become one of the most prominent methods used to acquire organisational data and personal identifiable information. It is done by manipulating the human elements within organisations across the globe. Social engineering is a manipulation technique that exploits victim’s emotional responses while applying technical aspects to the attack, this is performed through:
· Deceptive communication: Tricking or deceiving people.
· Manipulation tactics: Causing a sense of urgency and panic.
· Baiting:  Using the promise of a benefit to the victim to entice them.
[7]
These methods of social engineering are used throughout phishing attacks, as mentioned in the journal titled; “A Study on the Psychology of Social Engineering-Based Cyberattacks and Existing Countermeasures” [8]. The study continues to explain how social engineering is the “process used to exploit human psychology, rather than a sophisticated hacking method.” 
This is essentially how phishing is orchestrated, the study continues to explain how phishing is a targeted cybersecurity attack using customised emails designed specifically for their victims. For example, receiving travel expenses, the NHS receiving Covid-19 information. These personalized attacks trick victims into believing they’re receiving trustworthy emails from organisations such as Microsoft, Amazon, etc. This study provides crucial information regarding the importance of awareness within organisations and employees and making sure they are sufficiently trained to protect themselves against phishing attacks. 

 Below is an example of a personalised phishing email and methods of how to detect these types of attacks. 
[image: ]Figure 1. example of a phishing email [9].

There are many methods to help identify phishing emails some of which are mentioned within the article “A Systematic Review on Deep-Learning-Based Phishing Email Detection” which states the following:

“Traditional phishing detection methods often rely on the analysis of the content of the message, such as the sender, subject line, and text, to identify phishing attempts [10].”

These are proven methods of detecting phishing emails, however there are further methods that individuals can use. These include, checking for grammatical errors, suspicious email layout and the level of urgency language used in the email which can be seen within the phishing example image in figure 1. The email raises many red flags including incorrect use of grammar in many areas, a sense of urgency. This social engineering tactic is being used to make the recipient believe that the consequences are so great that they need to act first and think later. In turn this will cause the recipient to click links without thinking and compromise themselves and potentially an organisation.  

What is phishing? 
The cybersecurity attack known as phishing falls under the social engineering aspect of cybersecurity, which is where attackers will impersonate a trustworthy source or 3rd line party, such as Microsoft. These phishing emails can include requests for financial information or impersonating a specific member or group of an organisation. By doing this the attackers can easily trick an employee into providing private information such as confidential company details or other sensitive information [6]. This is most often achieved via emails that are created to look incredibly similar to emails that staff may receive from reputable sources, or their own company.

History of phishing
Phishing has been evolving since the mid 1990’s, some of the first attacks took place within AOL instant messenger and email in 1996, which was accomplished by attackers creating fake accounts to appear as an AOL staff member. They used these disguises and deceptive communications to convince victims into providing bank account and login account details [11]. These types of phishing attacks have formed a foundation of how phishing has developed through the years and evolved into what it is today.

As technology advances so does cybersecurity threats, due to this phishing has also evolved. Phishing is incredibly threatening as it prays on a victim’s emotions and their lack of knowledge around cybersecurity and phishing advances. In 2019 the global pandemic brought with it a new way of working where if it was possible for staff to work from home that they should. Attackers saw this as an opportunity to target those who are more vulnerable to attacks due to less awareness of phishing threats, being isolated from others, feeling safe in their home and less vigilant. The unknown frontier of home working for a lot of people presented with it an urgency to maintain a higher level of work than normal, which in turn causes people to rely on emotion and speed rather than their training or taking the time to discuss issues with colleagues. 

A paper called “INTERPOL report shows alarming rate of cyberattacks during COVID-19” discusses how attackers during Covid-19 are escalating phishing attacks to “exploit the fear and uncertainty”[12]. This means attackers are using the global pandemic as a means of social engineering phishing attacks on organisations that require staff to work from home. The paper continues to mention that the phishing emails are being designed around the theme of Covid-19 by impersonating government organisations and heath-authorities and customising the emails to offer things such as free vaccines, virus information when clicking on links and then being asked to login with their work account information. 

What tools and what phishing can do (malicious, harvest credentials) 
Phishing can be devastating to an organisation or individuals. This section of the literature review will cover what tools are used to perform phishing attacks and what types of damage these tools can cause. Below are a list of some of the commonly used phishing tools that attackers use as stated by an article on phishing simulators [13]:  

· Kali Linux Social Engineering Toolkit (SET) 
Within Linux there is a tool known as a Social Engineering Toolkit that provides a vast number of tools to perform social engineering attacks ranging from phishing to credential harvesting fake URL’s which is what will be used later in the project to simulate a phishing attack. Below is an image taken from a virtual machine from the tool kit providing a visual aid on how extensive the tools within this toolkit are. 
[image: A screenshot of a computer program
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Figure 2. Kali Linux SET 
The toolkit is simple to navigate, and the image provides a clear indication of some of the tools it provides such as, penetration testing and social-engineering attacks where the ability to phish is within. The toolkit also provides instructions on how perform attacks step by step. This is a terrifying realisation that anyone with a computer can install this toolkit and start attacking easily. There is an option that phishing attackers use which is the ability to create a fake URL which can be seen within the image below: 
[image: A computer screen with white text
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	Figure 3. Kali Linux SET 

This fake URL creates a duplicate page for victims to enter and then the toolkit can harvest any credentials entered the fake page. This could lead to organisations being compromised and allowing attackers access to confidential information. 

· Microsoft defender 
Microsoft’s phishing toolkit is primarily used for organisations running phishing campaigns and is designed for ease of use. It allows inexperienced users to navigate easily and provides templates in creating landing pages and email from a library of current/previous phishing campaigns different organisations have created. It also allows importing templates and customisation of the current selection; the toolkit also allows for real time reporting and data to provide feedback on how effective certain templates are by showing information such as:
· How many users have fallen for the campaign.
· How many clicked on the link.
· How many reported the email.
This is a fantastic tool for organizations but also provides attackers with knowledge on what works and what doesn’t, which can then be used against organisations. Microsoft does however allow for grouped campaigns where people must be invited to view certain information such as the statistics mentioned above. However, if unethical users do happen to have access this information it can allow attackers to create identical phishing attacks. 

Phishing can have a devastating impact on organisations and individual users, its ability to harvest credentials means it could easily gain access to confidential information, such as patient information, finance and user details. Phishing can also contain malicious attachment’s which can provide backdoor access to organisations data which could allow attackers to steal confidential information or money [14]. 
Phishing would have a dreadful impact at VCC as it could prevent patients from receiving lifesaving care by compromising patient information which could easily lead to the VCC needing to cancel appointments/surgeries. This alone cements the necessary need for campaigns and learning materials to keep staff up to date, aware and continuously developing their knowledge on the threat of phishing and its devasting potential. 

Phishing in the NHS
VUNHST has received a vast amount of phishing attacks throughout the years. Two of these happened at the beginning of the Covid-19 global pandemic during March and April 2020. One of the attacks sent close to 30,000 phishing emails to NHS staff  these emails contained fake Covid-19 information [15]. These emails used the global pandemic as a disguise to customise emails to look like information regarding the pandemic such as when NHS staff were receiving free vaccines there was a spike in phishing emails offering free vaccinations to staff and public [16]. The ideal outcome for the attackers through sending these phishing emails was that those staff members who had only just started using a home working environment would be more susceptible, less technically knowledgeable and unable to ask colleagues for assistance when these emails were sent. 
This ties into the training aspects of the project where all staff should be constantly informed of phishing updates such as current threats and attacks and trained on how to spot a phishing email and the steps to follow once identified including, reporting or what to do if they’ve clicked on any attachments. 

As mentioned previously VCC hasn’t had a phishing campaign or produced any knowledge-based training material for over two years. This is due to lack of a trust-based cybersecurity team, previously there were two staff members based in VCC and a national team that dealt with multiple health boards, therefore not solely focusing on the cybersecurity development of VCC and its staff.

How to improve staff knowledge on phishing emails
As mentioned above the best way to counter these types of cybersecurity attacks are to train staff on how to spot a phishing email by looking for suspicious things such as grammar, strange domains, images, and wording. Staff also need to be continuously updated on the latest threats and attacks. This can all be done via phishing campaigns and training materials, a study previously mentioned within the literature review “A Study on the Psychology of Social Engineering-Based Cyberattacks and Existing Countermeasures [6].” With the assistance of multiple other studies Has created an excellent graph presenting different methods on how to counter social engineering attacks which is shown below: 
[image: ]
Table 1. Suggested methods to counter social engineering attacks. [6] 

This table is the accumulation of multiple studies to determine different methods that are useful in countering social engineering cyber attacks including phishing. As you can see from the table, training is recommended by all studies thus providing a concrete foundation as to how phishing campaigns and training material will be effective against phishing attacks. 

The table also provides other methods of preventing these attacks one of which is spam filter/antivirus firewall, not all the studies have agreed this is a good method against social engineering attacks, but for mitigating phishing attacks against the trust this method is proving useful. It is currently being used with the assistance of Mail marshal and Microsoft Defender to blacklist certain email addresses, domains, and emails containing attachments that are unable to pass a security scan. However, because these tools are automated once set up, they’re not completely effective as phishing emails do get passed as proven earlier where the trust suffered multiple phishing attacks during covid-19 even with Mail Marshal being used as a first line of defence. 

Building an effective phishing campaign that staff feel confident to participate in requires a vast amount of research. This involves the most effective way to plan, implement and review the campaigns that allow for positive results in both staff feeling more confident with cybersecurity and understanding their part in protecting the trust against phishing attacks. 

[image: ]The peer-reviewed article “Phishing Attacks: A Recent Comprehensive Study and a New Anatomy” [16] provides an in-depth analysis into what phishing is by providing definitions and images of phishing examples which can provide context on what was suspicious within the emails and will help with what to look out for in the future. The article continues by presenting the graph below on the growth of phishing over five years, including information such as number of unique phishing websites, e-mails reported brand targeted by phishing. 
Figure 4. The growth in phishing attacks 2015–2020 by quarters based on data collected from APWG annual reports [17].

This graph provides a clear view of how phishing is consistently growing and developing alongside technology and society and why it is so vital there are methods such as phishing campaigns and learning material in place to mitigate and eliminate this persistent this. Continuing, the article discusses what makes people fall victim to phishing attacker and is confirmed in what was previously discussed within the literature review, which is phishing falls under the social engineering aspect of cyber-attacks.
“Human nature is considered one of the most affecting factors in the process of phishing. Everyone is susceptible to phishing attacks because phishers play on an individual’s specific psychological/emotional triggers as well as technical vulnerabilities [17].”
 
This quote paints an expansive statement of why people fall victim to phishing attacks and as mentioned previously phishing attacks are designed to cause a sense of urgency and panic to trick victims into acting before thinking. However, the statement also provides hope, and the article proceeds to discuss how the research they’ve uncovered that effective training is done by motivating staff, providing clear indications of what is expected of them and constant updated information on phishing related news. This is the information that has provided a foundation for this project and will be used within the training phase by providing VCC staff with clear indications on how to spot phishing emails through articles and presentations. 

The article does however also mention that through research a particular study has found that no matter how much training someone has, when faced with a real-life situation they will act based on emotion rather than training [18]. The study then continues to mention that if training is too difficult the user will forget about what has been learned and not feel motivated to seek further education on the subject, thus producing and fostering a lack of knowledge and creating a vulnerability. This information is fascinating and provides valuable points that will be taken into account while building training material and phishing campaigns for this project. 

The information that will be within the training and campaigns will be easy to digest and created for a specific audience using relatable language. Providing a foundation of information for staff to simply follow even with basic cybersecurity knowledge. The goal of the project is to encourage staff to be motivated and understand that part of their job is being cyber aware to protect themselves and patients.



Related work

Within the article “Phishing campaign case study with Hortima” posted by Cyberopex [19], it discusses the importance of implementing phishing campaigns within an organisation to improve staff awareness of phishing threats, the article goes onto say how Hortima created phishing emails that had similarities to real phishing attacks that mirrored emails staff would usually receive. This method works by educating staff on methods that are used by real attackers and how to spot these methods. 

This has been insightful for this project by providing evidence as to how phishing campaigns are useful within an organisation. The article then concludes by stating the campaign has allowed them to identify knowledge gaps within the cybersecurity area and how they will continue to create a variety of training material to fill these gaps. This again has given confidence that this project will be successful.

Vodafone have provided a cybersecurity phishing campaign to an oil and gas company within an online article [20] Vodafone go through the challenges, solutions and results from the phishing campaign. One of the challenges that were mentioned is employee security awareness, with a vast amount of unique staff at all security knowledge levels. Vodafone continue by stating the following:

“Phishing has been by far the biggest information security challenge for the client, with a significant number of attacks occurring globally each day, due to the ever-changing IT threat landscape [20].”

The article continues by discussing how Vodafone mitigated these risks by creating multiple email-based demonstrations, with different levels of credibility to test their staff and gather data to provide a better picture of what gaps in knowledge are currently there. 

Concluding the article Vodafone have stated they implemented security behaviour change programme for all staff members which includes training material, continuously evolving phishing campaigns. These implementations have allowed for the organisation to be able to determine and monitor a baseline for susceptibility to phishing attacks. 

“How to Build a Successful Phishing Simulation Campaign” an article written by Terranova security [21]. This article provides key information on how to build a phishing campaign that improves staff knowledge and mitigates future risk of phishing attacks. The article provides the following stats to show the average results of organisations who implement phishing campaigns 
· A 20-30% simulation success rate where users click on links.
· A 10-20% simulation success rate where users open attachments.
· Less than 5% simulation success rate for submitting data in forms.
[21]

This information will provide a valuable goal for how the projects 1st phishing campaign results should be. The article continues by discussing steps on how to build a phishing campaign covering steps such as what types of phishing objectives can be run, including, malicious links, infected attachments and credential harvesting. All of which will test staff in several different ways, which provides valuable knowledge on different types of phishing emails.

The article concludes by stating that phishing campaigns should be run every 40-60 days to develop staff knowledge and keep training material continuously updated. This timeline hasn’t been discussed in the other articles however it is extremely valuable information and will be implemented within this project and will be absorbed into business as usual by the head of Cybersecurity once the project has been completed. 

Conclusion
Armed with the information provided by the studies, articles and papers mentioned above it has provided a clear path for how the phishing campaigns and training material need to be designed and implemented to provide the most effective results in mitigating phishing attack risks. This includes creating articles and presentations that are simple to understand and providing only the necessary information for users of all knowledge levels to follow and be motivated to have the drive to want to learn more to protect VUNHST. 

The literature review has shown that emotions play a large factor in how people deal with phishing emails by not thinking but reacting first, this chapter provides ways in eliminating the emotional response of staff by providing constant communication on updates and information on phishing, as well as training material and campaigns to staff. This will allow staff to be able to know exactly what to do if faced with the unfortunate event of receiving a phishing email. Phishing campaigns and training material are vital for eliminating phishing attacks and with the foundation that has been provided within this literature it has paved the way for the next chapter of the project which is the methodology research. 
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[bookmark: _Toc371255544]3.1 Introduction

This project requires careful consideration as to what research methodology is required to provide the highest accurate results. For example, due to the confidential nature of the project and VCC and the trust policies, the only results allowed to be recorded and presented within this dissertation are statistical. This means the research methodologies chosen will pave the way for shaping how the project is produced and will thoroughly test and evaluate the effectiveness of phishing campaigns within the trust.

This chapter of the project outlines the research design and methodologies used to assess the value of using phishing campaigns along with articles and presentations which is done by measuring the results of the campaigns and comparing them against each other and measuring results such as, how many users clicked the phishing link? How many reported it? How many were compromised by entering information? And many other measurable outcomes. 
To begin the research methodology chapter there’s a discussion on the type of research process that is chosen for this particular project, we then move on to the research philosophy and different types of methodologies that are best suited for this project and then finally moving onto data collection methods and how the results of the phishing campaigns will be collected and presented within this dissertation. 

The chapter concludes by discussing how the research design takes place, including design principles, project deliverables and triangulation which will involve different data collections methods to confirm the data is accurate.










3.2 [bookmark: _Toc266447530][bookmark: _Toc371255545]Research Overview

3.2.1 [bookmark: _Toc266447531][bookmark: _Toc371255546]Research Process

The aim of this project is to enhance cybersecurity awareness and resilience within VCC by designing, implementing, and assessing controlled phishing campaigns. 
This aim provides a clear research process that needs to be followed, which is inductive, and the reasoning behind this is, an inductive research method relies on the results of patterns which falls in line with this particular project how it will compare multiple phishing campaigns to conclude if awareness and resilience is increased with the assistance of training articles and campaigns. 

3.2.2 [bookmark: _Toc266447532][bookmark: _Toc371255547]Research Philosophy
[bookmark: _Toc266447533]
The project requires the research philosophy of qualitative research which will be used for a vast number of aspects throughout the project including the ability to capture statistical data between previous phishing campaigns run by VCC and the phishing campaigns that will be produced throughout this project. 
These results will provide clear answers to questions such as have the number of staff reporting the phishing emails increased or decreased, has the number of staff who have been compromised increased or decreased. This will answer the main aim of the project, which is, has training information helped decrease the amount of staff that have fallen for the phishing campaigns. 

3.2.3 [bookmark: _Toc371255548]Research Methodologies

Three of the research methodologies that best suit this project are the following:
· Surveys
Surveys will play a large role in acquiring feedback from staff to provide vital data to answer questions including, how confident they feel on identifying phishing emails and how to protect themselves and colleagues against these types of attacks. It will also provide a foundation and structure of how articles and presentations will evolve to further educate staff on phishing and ways to protect themselves. 

· Action Research
This action research method links in with surveys by implementing and modifying training programs for staff and receiving feedback from staff and the implementation of multiple phishing campaigns both of which will provide different statistics such as, has training material improved staff ability to detect phishing emails and how they should react to them. This will allow for continuously improving training material and improving the resilience of the trust against these threats.

· Experiments
This research method allows for testing various phishing campaign emails to create an email best suited to fit in with generic emails VCC staff may receive, such as team’s communications, Microsoft emails or Welsh Blood donation messages. All of which will test staff’s ability to detect suspicious aspects of the campaign emails.
This will improve the knowledge of staff and will be measured using the results to questions that staff have answered and by assessing how many users have reported the campaign and how many have been compromised. 

3.2.4 [bookmark: _Toc266447534][bookmark: _Toc371255549]Data Collection

Below shows how data will be collected for each aspect of the project:

Literature review:
Observations:  Reviewing previous phishing campaign statistics run within VCC.
Documentation: Peer reviewed literature based on phishing topics such as campaigns, training and trends. 

Creating phishing campaigns:
Action research: Creating a campaign relating to VCC generic mail.
Experiment: Creating a phishing demonstration within Kali Linux to demonstrate what phishing can do to an organization.
Documentation: Peer reviewed literature on how to build phishing campaigns and previous trust run campaigns. 

Training materials:
Survey: Creating surveys that provide answers to see the levels of staff knowledge and understanding towards phishing threats.
Observation: Reviewing statistics from the campaigns and designing articles and presentations to improve staff knowledge and ability to deal with these potential threats.
Documentation: Reviewing phishing training documentation from peer reviewed articles and papers and the trusts training material.

Comparison of phishing campaigns: 
Action research / Observation: Reviewing previous VCC Phishing campaigns which will provide a foundation for this project and then comparing new and previous campaigns against each other to answer the question; does phishing training material improve resilience and knowledge of staff within the trust.

The project will collect data via two methods which are primary data collection and secondary data collection. Primary data collection will be done by collecting data via the following methods:
· Phishing demonstration: This will provide valuable qualitative information on how phishing emails are created, the potential they have within an organisation and create a foundation for how the campaigns and training material will be created.
· Surveys:  Surveys, before and after the campaigns will provide both qualitative and quantitative insight into how the staff feel towards phishing and cybersecurity and allow for customisation of the training material and phishing campaigns and will inform the difficulty level of the campaigns to change based on user feedback.
The secondary data collection methods will be done via the following:
· Literature reviews: Reviewing existing literature material provides a foundation for the project and will allow for modifying the campaigns and training material to include what worked for other organizations phishing campaigns. It also provides evidence as to why the project is vital for keeping organizations such as VCC protected against phishing attacks.
· Previous phishing campaigns: Analysing previous phishing campaigns will also provide valuable data on how staff reacted to previous run campaigns within VCC and provide examples as to what types of phishing emails were sent. Answers to questions this project will seek include, how many users clicked the email? And How many reported it?


3.3.5 [bookmark: _Toc266447537][bookmark: _Toc371255551]Research Deliverables
· Create a phishing simulation using Kali Linux: This will require the use of documentation to understand how to perform this action.
· Creating articles and presentation training material: Reviewing current phishing training and peer reviewed training.
· Create phishing campaigns: Reviewing previous and current phishing campaigns within VCC and peer reviewed.
· Improving staff resiliency and knowledge on phishing attacks: By performing all the above tasks this aim will be fulfilled.

3.3.6  Risks, limitations and project plan

Risks
· Data Breaches: There is minimal risk that staffs NHS email addresses could be accidentally exposed due to the active directory group they’ve been placed in. To mitigate this risk only the cybersecurity team can edit and view the group which means only trained staff are able to see that information.
· Negative impact on staff morale: Some staff may feel targeted and feel some type of anxiety towards the phishing emails as these types of campaigns haven’t been done on a regular basis. To navigate this risk, there will be no negative actions taken for those who have failed to recognize the phishing email. They will either receive an additional email congratulating them on recognising and reporting the email as phishing, or an explanation around the phishing email and advice on how to spot them in the future.
· Technical failure: The phishing software may encounter issues where the campaigns are unable to run. This would cause delays for the project and for management. This will be mitigated by preparing for these types of delays and having contingency plans in place, including, allowing for excess time for the campaigns to be held and using any potential downtime to continue the development of training and further phishing emails.

Limitations 
· Sample size and non-participation: Due to the small size of VCC which is around 2000 staff members this could affect the overall results due to staff annual leave, sickness, non-participation and other unforeseen circumstances this will be addressed further in the results if comparison results are vastly different.
· Phishing email realism: Due to the nature of staff’s day to day jobs, which include a lot of patient data and medical documents. The phishing emails may not look like their regular emails, as it would be inappropriate and unethical to create fake patients and their data. counter this limitation during the literature review and planning stage research will go into various phishing emails and how other organizations have run their phishing campaigns. 
· Time constraints: Due to the phishing campaigns being constructed for this project and having to space the campaigns a few weeks or months apart to be effective it may cause delays in project write up. To counter this limitation the use of a Gantt chart has been used to organise workloads and timelines, allowing for enough time before the due date to account for delays and unexpected circumstances.

3.4 [bookmark: _Toc266447538][bookmark: _Toc371255552]Triangulation

Comparing multiple phishing campaigns against each other will provide a clear path showing accurate data of how effective phishing campaigns and training material improves staff ability to detect and react to phishing attacks. 

3.5 [bookmark: _Toc266447539][bookmark: _Toc371255553]Conclusion

[bookmark: _Toc121041587][bookmark: _Toc202288067]Multiple research methods will be used throughout the entirety of this project and will be extremely useful in providing a clear path and footing for how the project will be produced and allow for a stronger image of what the overall goal is and how it has been accomplished. 
Risks have been assessed and mitigated where possible and the sensitive nature of staff’s day to day roles has been noted and will not be used in a phishing campaign.







[bookmark: _Toc121041633][bookmark: _Toc202288167][bookmark: _Toc266447548]
[bookmark: _Toc341174544][bookmark: _Toc371255554]Chapter 4 - DESIGN & IMPLEMENTATION

4.1 [bookmark: _Toc341174545][bookmark: _Toc371255555]Introduction
This chapter covers the creation and implementation of the VCC health board phishing campaign, this includes the creation of the phishing simulation using Kali Linux to demonstrate how phishing emails are made and what they can do. This chapter will also go through the steps of how the phishing campaigns will be created and deployed including the software used, email design, landing page and how the results will be recorded and compared. Another aspect of the project that will be designed and implemented within this chapter is the training material, which will be deployed at the end of the 1st campaign which will allow staff to gain further knowledge on how to protect themselves, colleagues and the organisation.

The design part of this chapter will present clear objectives and steps on how the simulation, phishing campaigns and training material will be created and implemented. This part of the chapter is crucial as it establishes a clear foundation of how each aspect of the project is being created and how it will be implemented. 

The implementation part of the chapter details the deployment of the phishing campaigns, including, who will be targeted within VUNHST and how the information will be gathered. This will also include, who has fallen for the campaign, who has reported or ignored it and provide answers to other questions. There will be two surveys that will be applied after each phishing campaign that will aim to gather information from staff to gauge how they feel towards cybersecurity phishing threats. These surveys will be compared with each other to see if with continuous phishing campaigns and the availability of various training material improves staff knowledge. 

To conclude, this chapter aims to follow on from the previous chapters that have provided a foundation for the project and show how each aspect will be created and implemented within VCC and will provide a clear path as to what is expected.






4.2 [bookmark: _Toc371255556]problem formulation

The primary problem that requires a solution is the level of complexity of cybersecurity attacks through phishing emails that the trust faces daily. Along with the fact that VCC currently doesn’t have any training material for this type of threat and staff have no way of improving their knowledge on the subject. Leaving themselves and the organisation vulnerable to these attacks, which could lead to attackers breaching confidential patient and staff information. The knock-on effect could result in missing appointments, important medication updates and surgeries, which, worst case scenario, result in loss of life. This is why these campaigns and training materials are vital for providing defence against these attacks.

Problem outline
Phishing attacks exploit human vulnerabilities via deceptive communication, manipulation tactics and social engineering. With no phishing campaigns, cybersecurity awareness and training materials to help protect against these types of attacks the only defence VCC currently utilises is Mail Marshal. However, this does rely on human interaction to filter what can and can’t pass. Mail Marshal has been known to allow phishing emails through within VUNHST, especially new phishing techniques such as domains that look similar to trusted organisations. With staff being constantly updated on latest threats and how to protect themselves, patients and the trust this will allow VCC to have multiple lines of protection against attackers.

Problem Objectives
1. Identify the problem: Evaluate the current levels of phishing awareness among staff and modify training material to eliminate common weaknesses.
2. Increase awareness:  Increase staff awareness of phishing attacks and their impact via campaigns and training material.
3. Improve resistance: Continuously develop training material, updating staff on latest threats and run phishing campaigns, allowing staff to feel part of the team in terms of how they’re a main line of defence. 





Solving the problem
The use of multiple methods and tools will be used in unison to help build a solid foundation in helping staff be equipped and prepared for phishing attacks. 
1. Kali Linux Social Engineering Toolkit: This tool will be used to build a phishing demonstration of how attackers are able to harvest credentials and the devastating effect this can have on an organisation.

2. Microsoft Defender: To create the phishing campaigns health boards throughout the NHS have recommended using Microsoft Defender as there are templates for phishing emails, landing pages, and the ability to create statistics such as the percentage of staff that were unable to identify the campaigns other Health Board and Trusts have run. The software also records statistics which include:
· How many have opened the email
· How many have clicked the link/attachment
· How many have been compromised
· How many have reported the email
This will provide a solid foundation for creating training materials and will allow for an accurate comparison of the campaigns and provide a clear image as to what weaknesses need to be focused on.

3. Microsoft Forms: Surveys will be created to gauge how staff feel towards cybersecurity. These will be deployed before and after the campaigns and after staff have had access to training materials to see if staff feel more confident or need further training. This will be another method that will show weaknesses in staff members knowledge of cybersecurity and phishing and allow modifications on training and campaigns. 

4. Office 365: Multiple applications from the Office 365 package will be used for creating training material such as:
· Word: This application will be used to create training materials due to the software being user friendly and compatible with SharePoint where the training material will be uploaded, and it will appear on weekly new letters that will be posted.
· Visio: This will be used for creating designs and art which will be used within the training material. It will allow for easy viewing for staff which means they will be able to take more essential information in.
· PowerPoint: Creating presentations that staff will be able to follow and interact with that will provide valuable information and training on how to spot phishing emails.


[image: ]


















The flowchart above provides a clear view of how the project will play out including the software that has been mentioned within the previous chapters. Once the above steps have been completed the project will evaluate and conclude on the overall journey to provide results of the campaigns along with lessons learned and how the project will continue to develop within VCC.




4.3 [bookmark: _Toc371255557]Design

Kali Linux Social Engineering toolkit 
To provide an understanding of how devastating phishing attacks can be on in organisation like VCC. The information gathered from the literature review “what phishing can do”  provides an in depth assessment into the type of methods and tools an attacker might utilise when creating a phishing email. These methods overwhelmingly will involve a sense of urgency, representing legitimate sources and formatting to look official. 
One of the attacking methods presented within the literature review is credential harvesting that can be created using Kali’s Social Engineering Toolkit. 
This phishing demonstration uses Kali’s toolkit to create a phishing email using a cloned website to harvest credentials. This demonstrates how easy it is for anyone to create phishing emails and how dangerous they can be. This is why it’s of vast importance for organisations to have campaigns and perform preventative actions to mitigate this type of risk.

The PDF is attached in the appendix provides a step by step guide on how to create a credential harvesting phishing email, using a cloned website. Also included are the results of entering details into the login page the cloned page. The demonstration is designed based on the information gathered throughout the literature review and has been created to demonstrate the potential harm that phishing emails are capable of. 
If this demonstration was a real attack and a clinician or administrative support worker at VCC received the email and entered their credentials an attacker would have access to a large number of software used by clinicians and administrative staff, including personal identifiable information, which could potentially be life threatening to a cancer patient if tampered with. 

Surveys
Surveys will play a prominent role in the phishing campaigns providing qualitative and quantitative data on questions regarding how staff feel towards cybersecurity and in particular phishing attacks. The surveys will be designed to answer questions including the following:

1. Do you feel confident in spotting a phishing email?
a. Confident
b. 50/50
c. Not confident
2. How effective is Velindre’s current phishing training?
a. Great
b. Needs improvement
c. Not good
3. How do you feel towards phishing emails?
Comment:

The surveys will be designed and created using Microsoft forms which has been used in VCC for non-cybersecurity related surveys and has proven to be user-friendly. Staff are able to navigate and answer the questions simply and the results are able to be exported into other office applications with ease. The list of users will be obtained the same way as the campaigns via a VCC group that has been created within active directory that all VCC staff are part of. 

These questions will provide foundational data on how VCC staff feel towards phishing emails before the campaigns are run. The questions will then be asked again after the training and campaigns have been implemented. This will allow for modifications regarding the complexity level of the phishing email, making sure it is on par with the knowledge level of staff. One of the main goals of the outcome of the project is to make sure staff feel involved and build a bridge of communication between the cyber team and the rest of the trust if an email is sent to the staff that is very hard to detect it may leave a negative feeling and may dissuade staff members from seeking future learning on this subject. 

The questions were formulated to acquire both qualitative data and quantitative and also to gain an overall point of view of how staff feel towards phishing and their ability to detect suspicious emails. These particular questions allow for a comparison against the results of the campaigns while also allowing future development of training material and future campaigns. 

See appendices for the content of the survey which will allow a comparison to see if the campaigns and training material have improved staff knowledge and awareness of phishing.
 


Training material
Throughout various sections in the literature review, including how attackers use different methods to phish people. Including, using deceptive communication, manipulation tactics, and the visual aspects of how phishing emails look. These have all played a part in the design of the training articles and presentations. some of these key findings are listed below:

· Continuous and adaptive training:
Within the literature review a peer reviewed paper “A Study on the Psychology of Social Engineering-Based Cyberattacks and Existing Countermeasures [6]” provided a graph presenting the findings of various ways to protect staff against phishing attacks. All fifteen peer reviewed papers all acknowledged that training is a vital part of keeping staff safe.  It is widely acknowledged that Phishing prays on the human element of an organisation. A good training regime and proper version control process regarding the training materials will allow staff to be able to protect themselves, colleagues, patients and the organisation.

· Simplicity in training: 
Making training material simple to follow and understand is vital as all staff have varying technical knowledge levels, which means making training material fit for staff of all levels is important to allow staff to fully understand what is being taught. This requires an understanding of the knowledge levels of staff, which in this project is being done via surveys and the results of the campaigns will allow for training material to be accurately designed and created to develop along with staff knowledge. 

· Various training methods: 
There are different methods of training including questionnaires, articles, exams, presentations and interactive material. The goal is to design and create training materials in different formats to allow staff that learn in different ways to have the best chance of understanding all the information provided.

With all this information in mind the decision has been made to create material via articles and presentations to provide a variety that will allow staff at all knowledge levels to understand and gain information from. The design of these training materials will follow VCC training documentation format that is recognisable for the staff to follow and will provide advice on how to spot phishing emails and how to report the emails that do get through Mail Marshals defences. 
Designing and implementing the training material will be done via Viso, Word and PowerPoint and uploaded to the VCC intranet Cybersecurity training knowledge base where all staff will be able to access it. This will be sent out to users who have failed to identify the phishing campaign.
See appendices for all training materials that have been designed and will be available for all staff but are also sent out to staff who have fallen for the phishing campaigns.


Campaigns
The information gathered throughout the literature review has provided valuable material on how successful phishing campaigns should be designed. This information has highlighted the importance of designing emails that relate to common communications VCC staff may receive, for example, changing login passwords, Microsoft Teams emails with message updates, and weekly newsletters. 
Phishing emails commonly include grammatical errors and a sense of urgency so this will be implemented within the design. It’s important not to make the emails impossible to decipher, as mentioned above, staff have various levels of knowledge on this subject, and we don’t want to cause staff to shy away from these campaigns. 

The design of the campaign will be created via Microsoft Defender. This is the default software used for the majority of Health Boards throughout NHS Wales and provides a sense of community among the cybersecurity teams as it allows health boards to upload phishing campaign templates and statistics for other health boards to modify and use.  Defender also allows for fantastic cross software communication which will be used to upload a list of staff from an excel spreadsheet to the defender list with ease.

The campaign will be split into different design sections which are listed below:

1. Background information:
The name of the campaign, type of payload, targeted users, types of training that will be assigned to staff, uploading the email, landing page, and launch details.


2. Phishing email:
Using the information gathered within the literature review and other research that has gone into this project along with the template’s NHS health boards have used the creation of the phishing email needs to be designed and uploaded to Defender.

3. Landing page:
The landing page will need to be designed to advise the staff member that this is a phishing campaign and based on weather they have fallen for the campaign or successfully reported it will present them with training material or a congratulatory message.

Microsoft Defender also provides a plethora of data from the phishing campaigns that answer the questions VCC Cybersecurity need to know, such as, how many staff clicked the link?  How many reported it? And how many were compromised? There are a lot more results available, using all these results together and analysing them will be key in accurately achieving the aim of this project.

This information has guided the design of the phishing campaigns, with the 1st campaign being designed after Microsoft Team’s messages. This email contained multiple grammatical errors and was sent from an email address that also included spelling mistakes and had an unusual domain. This design has been added to the appendix. These different techniques are often found in real phishing emails as discussed in the literature review, making it appear realistic and providing multiple points throughout the email where staff can spot these suspicious aspects. 
The 2nd phishing campaign will be designed with similarities to the 1st campaign. This will include using the same landing and feedback page to add a sense of connection between the campaigns. The 2nd campaign will be slightly harder for staff, in the sense of having graphics with the VCC logo and an attachment. The campaign email will also give staff a sense of urgency that will make staff think back to the training material and look closely at the suspicious aspects of the email. See the appendices for both the first and 2nd phishing campaign designs.







4.4 [bookmark: _Toc371255558]Implementation

1st Survey
1st Phishing Survey - 22/05/2024

The 1st survey was created and sent to all 2186 staff members within VCC on the 22nd April 2024 and the results were recorded until the 26th April. The number of staff is accurate as they are in an Active Directory group that all staff members are added to. This group was then exported and a distribution group was created In this case the distribution list has been used to send the survey out to staff, the survey has been added to the appendix. 

The image below shows a point of view of how the email looks to the distribution list, along with some settings in place to assure fair accurate results.
[image: ]

Phishing Campaign
1st campaign - 1/05/2024 – 7/05/2024

Before the 1st campaign was created and sent to staff the demonstration was built to show the effect phishing can have on an organisation, this can be viewed in the appendix. This provided the foundation for the campaign being designed and implemented with the goal of imitating a real phishing email. The 1st campaign was sent out to all 2186 staff members on the 1st May until the 7th may 2024. This was created using Microsoft Defender, the step by step guide has been been added to the appendix. 
Each step demonstrates how the phishing campaign was uploaded and includes information regarding how the training materials can be implemented, along with what type of payload. In this case the payload is the same as the demonstration mentioned in the Design chapter above. It is a credential harvesting cloned website which allowed the recording of how many staff members entered their user information. The image below provides the steps taken within Defender to create and implement the phishing campaign:
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Referring to the imagine above, you can see that Defender allows for a good amount of customisation. This, combined with its ease of use and guidance were the main reasons for selecting Defender to implement the phishing campaigns.

Overall the 1st campaign ran smoothly with no issues, however there was an unexpected result. When the campaign was sent out the service desk at VCC saw a large increase in tickets being logged. After a quick investigation it was concluded that it was due to staff asking for advice regarding the phishing email. After advising management of the situation and what this quickly resulted in management emailing all service desk staff to advise staff on how to report the phishing email. This cemented the fact that staff needed training on how to spot a phishing email and what needs to be done, which has been implemented into the design and creation of the training material. The creation of the phishing email through Microsoft Defender has been added to the appendix. 


Training material

There are three different formats of training that has been created in preparation for the 2nd phishing campaign. These are; a locked for editing? word document. This will be useful for staff that prefer to learn through reading informative text on a specific topic with some images included. The second is a PDF that provides a simple guide on how to report a phishing email and finally an interactive? PowerPoint presentation on how to detect phishing emails that also provides examples of the various methods attackers could use to trick staff into interacting with these emails. The training also provides a positive outlook by explaining how important the staff members are when it comes to defending VCC from a potential cyber threat and how its vital help the Trust by reporting any suspicious emails. 

The training material was designed and created this way, because after assessing the information gathered during the literature review it was clear that due to the variety of VCC staff roles each will learn in different ways.

The training material was implemented before the 2nd campaign on SharePoint, and then as part of the Defender customisation options it was then sent to all staff who failed the second phishing test. The staff who failed are asked to go through the training to improve their knowledge and for those who reported the email they are provided a link to the knowledge base to help them improve their knowledge further. All material has been added to the Appendix.  



Phishing Campaign
2nd phishing campaign – 4/07/24 – 9/07/24

The 2nd campaign was distributed via the same method as the 1st campaign using Microsoft Defender. The reasoning for this was to keep the results similar for the most accurate comparison between all three phishing campaigns. This 1st phishing campaign provided a lot of lessons learnt. There was one in particular, that was unexpected, Which was that staff began to spread the word of the phishing campaign amongst themselves and via Microsoft Teams chats. While this does have a positive side, that being that staff are communicating with each other and discussing phishing emails in general. There is a line that needs to be walked between having great staff communication and also knowing that your staff have the required knowledge.  Potentially with staff communicating in this way means that there could have been those who would have fallen for the campaign, however, due to being told by a colleague to ignore it or click the report button they will not look at the email and note the difference between a phishing email and a legitimate one. This leads us to a risk where certain staff members will still not be able to detect a phishing email when there isn’t a colleague helping them. To mitigate this risk the emails for the 2nd campaign were sent out in batches rather than all at once and also management advised service desk staff on what to advise staff when logging tickets on the phishing campaign, as shown in the image below.
[image: ] 

This campaign was designed to have a document attached to change a user’s password as seen in the image below. Included are similarities to the 1st campaign including spelling and grammatical errors, along with an urgent tone in the body of the email to manipulate staff into acting on emotion rather than training as mentioned previously.
[image: ]
Overall this campaign was a success and many lessons were learned, it allowed for further modification of training material to be made which showed staff the parts of this campaign that were suspicious as you can see in the image below.

[image: ]
This image is also part of the training material tittled “How to report a suspicious email” which has been added to the appendix. 
2nd survey 
2nd Phishing Survey – 15/07/24
The questions for the 2nd survey are the same as the 1st, and sent out to staff the same way . This allows staff to see that the cybersecurity team are improving their communication with the Trust and want to support staff in learning how to protect the Trust. provided good qualatitive and quantitative data on how improvments are able to be made. 


4.5 [bookmark: _Toc371255559]Conclusion
Overall, the implementation of this project has provided fantastic results for VCC and has shown a very promising response from staff. It is clear from the response that they want to develop their knowledge further. They have a clear understanding that this will help to protect themselves, colleagues and patients against this ever growing threat. There have been multiple lessons learnt from the implementation stage such as staff would spread the word of the phishing campaigns to provide assistance to colleagues. 

Conclusion of each implementation phase:
1st Survey: 
The 1st survey provided a foundation of what the VCC staff phishing knowledge was, which allowed for designing the 1st campaign and training material to suit staff needs and improve the overall security of the health board.

1st phishing Campaign:
This campaign was designed and implemented using insights from the staff survey and the  literature review. These insights helped provide the credential harvesting email with a sense of realism using some common mistakes that are often found within phishing emails. The unexpected large increase in service desk tickets being logged cemented the fact that staff were untrained on how to deal with the situation and gave reason as to why training material is needed along with further campaigns to increase staff awareness.

Training Material:
The reasoning for the training material to be created in three different formats (word doc, presentation, PDF) was that the material could be tailored to the various skill level of the staff members at VCC. From the literature review it highlighted the importance of diverse training and positive reinforcement, the campaigns have been designed to motivate staff to want to develop their knowledge and protect the Trust. These materials were implemented on the cybersecurity SharePoint page before the 2nd campaign and staff were advised how to find this through the weekly Velindre newsletter. These materials were then sent to staff members directly who failed 2nd phishing campaign.

2nd phishing campaign:
Advancing from the 1st campaign and assessing the lessons learned, the 2nd campaign was designed with improved tactics to avoid the early detection and mass reporting from staff. This was done by sending batches of the campaign to staff throughout the day. By doing this the aim was to make it seem like a standard email that some in an office would receive and some wouldn’t. It would seem less suspicious and it may not create a talking point within an office environment. Similar to the 1st campaign it implemented information gathered from the literature review, however in this campaign the sense of urgency and grammatical errors were escalated to provide a sense of realism.

2nd Survey:
Mirroring the 1st survey in structure and questions it allowed for an accurate comparison on the staff feedback which allowed both quantitative and qualitative data to be gathered and to help develop future phishing campaigns and modification on training material. 

















[bookmark: _Toc371255560][bookmark: _Toc341174561]Chapter 5 – Testing and Evaluation  


2020 phishing campaign results

The previously last run phishing campaign VCC had implemented was in 2020, there isn’t a lot of information as to the design or lessons learned from this campaign. There is however the results which have been organised into data that can be compared against the 1st campaign run for this project. Below are the images of the previous campaign results:

	Type
	Stats
	Percentage

	Total Emails
	2240
	

	Email Read
	1175
	52.46%

	Reported
	358
	15.98%

	No response
	778
	34.73%

	Undelivered
	102
	4.55%

	Link Clicked
	117
	5.22%

	Compromised
	20
	0.89%

	Compromised - Cred Supplied
	14
	0.63%



The first thing to notice is that the number of emails sent is different compared to the 1st and 2nd campaign run. This is due to transfers, staff leaving, the pandemic and various generic accounts that are no longer used. Another result that is interesting is from the 2240 emails sent only 20 staff were compromised and 358 reported, improving these statistics are what the aim of this project is. Below is a graph to provide a visual of the above statistics. 
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From this graph the true image of the results is shown, the total percentage of staff that either deleted the email or ignored it was 83% and only 16% reported it. Through this project and the phishing campaigns we will be able to see the direct results of staff’s improvement in being able to identify suspicious emails. 



1st phishing campaign results

Below are the results of the 1st phishing campaign implemented in this project, displaying information including the timeline of the phishing campaign, emails reported, compromised and non-interacted, and a comparison between the 2020 campaign and this one.






Timeline 1/05 – 7/05

An unexpected result of the campaign as shown in the timeline above was that the interaction with the campaign was almost non existent after the second day of running. It provided valuable insight into how long these campaigns should be run, when interaction peaks, and when the emails are no longer viable training methods and it also gives great insight into how staff interact with older emails in their inbox. 


















First hour timeline
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	Category
	Time

	First Link Clicked
	00:00:16

	First Message Reported
	00:01:05

	First Credential Entered
	00:01:07

	First Hour
	01:00:00









This graph shows what happened within the first hour of sending the email, the first compromised user was within 16 seconds and the first credentials entered were 1 minute 7 seconds. These statistics are incredibly useful to the cybersecurity department and has helped illustrate how little staff members are trained on how to identify suspicious emails  and generally don’t seem to be aware that emails could be used to infiltrate the Trust. This graph has demonstrated just how urgent phishing campaigns and staff training was needed within VCC. 


Overall results for 1st phishing campaign

	Row Labels
	Count of Delivered
	Percentage

	Compromised
	77
	3%

	Not Compromised
	2109
	96%

	Not Reported
	1738
	79%

	Clicked
	194
	9%

	Not Clicked
	1544
	71%

	Deleted
	372
	17%

	Not Deleted
	1172
	54%

	Reported
	371
	17%

	Grand Total
	2186
	



[image: ]
The overall results of the 1st campaign provided clear data showing staff have not been trained or prepared for this type of cyber attack since the last campaign in 2020, the results are quite similar to that campaign except more staff members were compromised in this campaign. 53% of staff ignored the email which was a similar result as to the 2020 campaign which was 57% and only 17% of staff reported this email. With the training material and future campaigns hopefully there will be a decrease in negatively interacting with the email or ignoring it and an increase in reporting the email to the cyber team. 













Comparison between 2020 and 1st campaign

[image: ]
          2020 campaign		1st Campaign
	Campaign
	2020 
	1st campaign

	Compromised
	0.89%
	3.52%

	Clicked
	3.88%
	8.87%

	Reported
	15.98%
	16.97%

	Deleted
	21.34%
	17.02%

	Ignored
	57.90%
	53.61%







The above charts show similar percentages in some of the categories of the campaign. However, its interesting to see that the deleted and ignored percentages have dropped in the 1st campaign, although the clicked and compromised have grown. This could lead to the assumption that during Covid-19 staff were too distracted to read the email and in 2024 are now even more unprepared for these types of campaigns. 





2nd phishing campaign results

Timeline of interaction
[image: ]
Similar to the 1st  phishing campaign there is little interaction after the first day of the email being sent there are a few spikes during the morning times, but a lesson learnt for future campaigns is the timeline doesn’t need to be a week long.













First hour 
[image: ]
	Category
	Time

	First Message Reported
	00:00:49

	First Attachment Opened
	00:01:10

	First Hour
	01:00:00








An improvement from the 1st campaign is that staff members identifying it and reporting it as a phishing email was faster than staff being compromised. In a real world scenario this would give the cybersecurity team a longer time to respond to the threats.





2nd phishing campaign results


	Row Labels
	Count of Delivered

	Compromised
	230

	Not Compromised
	1899

	Not Reported
	1368

	Deleted
	217

	Not Deleted
	1151

	Email Not Read
	669

	Email Read
	482

	Reported
	531

	Grand Total
	2129
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These statistics are a vast improvement from the previous two campaigns regarding the results of phishing emails reported and overall staff interaction. The compromised staff percentage is a lot higher, but in measurements of success this statistic is hard to gauge due to a change in complexity of the phishing email. The 2nd campaign design included the Trust logo. Feedback from staff was that they found it a lot harder than the previous campaign. This has been noted for future campaigns and the training material will be modified to help staff spot the suspicious aspects of this email.











Comparison 
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Description automatically generated with medium confidence]
		2nd campaign	          	    1st campaign		2020 campaign

	Category
	2nd campaign
	1st campaign
	Previous

	Compromised
	10.80%
	3.52%
	0.89%

	Read
	22.64%
	8.87%
	3.88%

	Reported
	24.94%
	16.97%
	15.98%

	Deleted
	10.19%
	17.02%
	21.34%

	Not Read / Ignored
	31.42%
	53.61%
	57.90%



These charts provide a clear image to the progress this project has made on the staff throughout this project. There has been an increase in participation by 22.19% from the 1st  to the 2nd campaign along with an almost 8% increase in the email being reported. This proves that the campaigns and targeted training materials have been successful in increasing safety and knowledge throughout VCC. Compromised users have increased, however, this is a difficult statistic to use to measure the success of the campaigns due to the varying designs and complexity of the phishing emails along staff turnover in between campaigns. The overall impact of implementing this phishing campaign project has demonstrated that phishing campaigns and training materials are instrumental to improving overall staff knowledge and patient safety in VCC.
The information gathered from these campaigns and comparisons is the going to be used as the foundation for all future phishing and campaigns and cybersecurity training, not just in VCC, but in VUNHST. 

1st Phishing Survey results 
The results of the 1st survey provided results that were expected due to staff not having any training or campaigns for over 4 years. The results had with similarities to the results of the 1st phishing campaign as shown below in the results from the 1st question:
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The image shows that most staff didn’t have much confidence in identifying a phishing email these results were also visible from the 1st campaign where the percentage of staff who reported the email was 16.9%. 
This statistic is also shown within the second question on the survey results which is displayed below:
[image: ]
73% of staff were unsure how to report a suspicious email which also confirms the results from the 1st campaign as mentioned above. 
[image: ]
Another result which provided similar results to the 1st campaign was question four where most staff responded as not having training at all or yearly. Notable information from question five of the survey is one of the repeatable feedbacks received was the need for more training material and communication from the cybersecurity team.

Overall the participation wasn’t very high, from 2000+ staff within VCC only 191 provided feedback and of that 191 67 provided written feedback. The results did however show a high comparison against the results of the 1st campaign which is interesting to see.





2nd Phishing Survey results

The similarities between the campaigns and the survey results are similar for both the 1st and 2nd survey results. The results for question one show an large increase in staff’s confidence and ability to identify suspicious emails.
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This is also proven within the campaign results showing an increase of 8% of staff who have reported the email. This is also shown within question two of the survey where 62% of staff answer yes for knowing how to report a suspicious email.
[image: A screenshot of a graph
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Question three shows how since the implementation of various training material and advising staff on how to access it there has been a large increase in the staff’s ability to find this information. Within the first result 16% of staff answered they know where to find training material, this increased to 55% on the 2nd survey. 

Question five again allowed staff to provide written feedback which was similar to that of the 1st survey results advising staff would like further training some even asked for mandatory. Overall both survey results showed a significant similarity to the campaigns that were run with expansional increases in staff confidence and ability to identify suspicious emails with feedback that will help develop further training material and campaigns in the future. 

An interesting comparison from the survey results that again provides significant similarities to  the campaign results is in increase in question one where the confidence in staff increases a vast amount from the campaigns and training material. This demonstrates the impact this project has had on staff and there ability to keep patients and the Trust safe.

The survey results and comparisons have been added to the appendix. 
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1. [bookmark: _Toc371251378][bookmark: _Toc371251427][bookmark: _Toc371255407][bookmark: _Toc371255562]
6.1 [bookmark: _Toc371255563]Summary
The primary focus within the dissertation was enhancing cybersecurity awareness and resilience within the VCC via design, implementation, assessment and comparison of phishing campaigns and various training materials. The main objectives were to assess staff vulnerabilities towards phishing attacks, improving their ability to identify these threats and how to respond to them through effective training material. 

The key activities performed through each aspect of the project are as follows:
Literature review: 
An extensive review of technical peer literature reviews, journals and articles on phishing attacks, how to build effective training materials and phishing campaigns that organisations have implemented. This provided a foundation for the project and help develop the campaigns and training material to a standard that clearly has helped achieve the aim of increasing staff knowledge and resilience against these evolving threats. 

Survey: 
Surveys were conducted to gain a baseline understanding of how staff felt towards phishing and an additional survey was conducted after the 2nd campaign to form a comparison to see if staff feel more confident after the implementation of the campaign and training, this proved to be correct, and staff were more confident in identifying phishing emails, however this is still a long way to go for improvement.

Campaign:
Two campaigns were designed and created to test and improve staff knowledge of phishing. The complexity of the campaigns increased and tested staff’s ability to identify and respond to the emails. The emails were designed to look similar to emails staff would receive on a daily basis for example the 1st campaign was a team’s message, and the second email was a password reset. Both had traits of real phishing emails as discussed during the literature review to give staff all the necessary signals they were suspicious emails.

Training material:
Developed in various formats such as Word, PowerPoint and PDF these training materials were designed to accommodate staff at all knowledge levels to gather information on how to identify and report suspicious emails. The results were then measured via campaign comparisons and survey comparisons.



6.2 [bookmark: _Toc371255564]Conclusion

The main outputs throughout this project were the following:

Baseline awareness assessment:
Through the 1st survey, it provided a picture and a foundation of how staff felt and levels of knowledge towards phishing attacks. 

Phishing campaigns:
Two phishing campaigns were implemented throughout this project along with a comparison against an email from an older campaign VCC ran in 2020. The campaigns were designed and developed based on information gathered via the literature review and were used to test staff and compare results to develop future campaigns and training materials.


Training material:
Development of various training materials based on the initial assessment of the 1st  phishing campaign results. All of this allowed for a tailored training for staff at all knowledge levels.

Resilience and knowledge improvement:
The results from the surveys, campaigns, and the comparisons between each phishing campaign has provided a large measurable improvement of staff’s knowledge and their awareness of this type of cybersecurity threat.

Conclusions drawn from each chapter
Literature review:
Highlighted the necessity for positive reinforcement, creating a realistic and relevant phishing email to acquire accurate results which will then in turn allow for development of future emails and training material.
Methodology:
Established a framework for the type of research taking place and how the project will be implemented. 
Design and Implementation:
Successfully designing the survey, simulation, training material and campaign emails based on information gathered in earlier chapters and then implementing them for VCC staff and gathering data for future learning and improvements. 
Analysis:
The data gathered throughout the project allowed for accurate comparisons on how effective the overall campaign has been. Incorporating that knowledge into modifying future campaigns and training materials to be better tailored to staff knowledge and skill levels. 

6.3 [bookmark: _Toc371255565]Recoomendations for  Further Research

Future campaigns and training modification:
One of the main recommendations for further research and development that the cybersecurity team have already advised will happen is that due to the positive results of this project, they will continue to develop the training materials and also continue to run phishing campaigns every other month. Continuous research will need to be done into the latest updates and iterations of phishing emails to help with the design of these emails and the development of further training materials. 

Monitoring phishing emails:
Another method of improvement the Cybersecurity team have taken on board from the finalisation of this project is the monitoring of staff reported emails. By doing this they can assess how often phishing emails are getting through Mail Marshall. The image below shows the statistics of this throughout the past year. This will be a quick way for the Cybersecurity team to assess staff knowledge easily and be able to monitor any phishing emails trends or patterns.
[image: ]
Changing first line of defence:
[bookmark: _Toc371255566][bookmark: _Toc341174563]A recommendation would be to change over from Mail Marshall to Defender to improve the first line of defence against phishing attacks. Mail Marshal is a manual application and Defender allows for machine learning that will continuously evolve along with phishing technologies which will help protect the Trust.
Chapter 7 – Reflections 

Aim of the research:
The aim of this project was to enhance cybersecurity awareness and resilience within VCC by designing and implementing training material, multiple phishing campaigns and comparing the results to measure the improvements and allow for enhancements on future developments.

Achieving the objectives:
Objective 1: Establish Baseline Understanding of Staff Awareness
This was accomplished through a survey before training material and the campaign email was designed and created. The survey asked staff how they felt about phishing, how well they could identify a phishing email and notes on how the cyber team could improve. This provided a valuable foundation on which this project has been built. The results helped build material that was accessible to all staff at all knowledge levels and helped gauge how difficult the email needed to be to test the staff.

Objective 2: Design and Execution of Phishing Simulation:
This objective was executed at the beginning of the project using Kali Linux, using SET to create a cloned website credential harvester to provide an understanding of how devastating a phishing email can be on an organisation. Reflecting on this objective it also provided a solid beginning to the project and created a sense of how important training staff to detect these types of attacks is.

Objective 3: Development and Delivery of Educational Content:
From the results of the first two objectives, literature review, and the 1st  campaign, it provided a starting point in which training material could be created to suit all staff members at all knowledge levels. Reflecting on this objective it was achieved and this can be seen in the results from the comparison of the phishing campaigns.

Objective 4: Evaluation and Reporting:
The phishing campaigns and surveys provided the results we’d hoped for in terms of improvement in staff engagement and ability to identify and knowledge on how to deal with phishing emails. The comparison of the campaigns and surveys within the evaluation chapter show a clear image that the overall project was a success.

Detailed reflection:
Overall the project was well planned and thought out, each section of the project was relevant to the next, creating clear milestones of what needed to be accomplished to reach the end result. An unforeseen circumstance that happened during the 1st campaign of the project, was the influx of staff contacting the service desk for guidance on the phishing email. This was unexpected and to some degree prevented staff from dealing with their standard day to day technical issues. The issue was mitigated when I advised management created a default answer to give to staff for this query and was given to staff again just before the start of the 2nd campaign.

Another issue during the implementation of the campaigns, was the timing of the campaigns due to sickness, weekend and unforeseen circumstances. The 1st campaign was delayed by a week, to stop this issue from pushing the entire campaign back a week I was able to begin future tasks during the delay. These included creating the formatting and templating in which the training material has been created in and creating the display and layout to show the results. 

Throughout the project I’ve gained and improved upon many skills. Some examples of these skills include time management; I have improved upon this by creating and adhering to a strict deadline using a Gantt chart. Using this project management tool has allowed me to hone this skill and see the benefits of planning and following specific time frames. My communication skills have grown considerably throughout the lifespan of this project. This is due to having to communicate clearly and precisely, both verbally and written to staff of all knowledge and skill levels and to all job roles, including, but not limited to; heads of departments, receptionists, nurses and general management. 

Another positive from this project has been the knowledge gained regarding cybersecurity protection within a large organisation. It has been informative and rewarding seeing the development of this project come to life and implemented effectively and the positive results it has delivered. Some changes I would like to change if I could re do this project is providing more training materials for staff, this will be done when the project is rolled out within the other branches of the trust in the future. Another change would be to have run more campaigns and implement more training material that was delivered regularly. This has overall been a fantastic project for my self-development, and I look forward to continuing with it after university has finished.

Conclusion:
Overall the project has been successful in achieving its aims and objectives and will continue to be developed and be implemented within VCC with the plan to expand to the other VUNHST branches such as Welsh Blood Service and VCC Head Quarters. The project has enhanced cybersecurity awareness and knowledge due to the campaigns and training materials I have provided. There have been challenges along the way, the biggest being the delays due to the campaigns needing approval from Information Governance, annual leave,  .From the results I have gathered it’s clear that there is still great room for improvement within VCC. With the idea that the cybersecurity team will take my data and continue to aim for improvements in their future campaigns, with the goal of protecting ourselves, colleagues and patients from the ever-evolving threat of phishing emails.
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Original Gannt Chart



Actual Gannt Chart


Comments:
The original plan for the Gannt chart was start a chapter end a chapter then start the next one unfortunately due to unforeseen circumstances such as sickness, annual leave and hold ups due to different departments such as Information governance. The actual Gannt chart shows a lot of chapters intertwined with each other as certain parts couldn’t be completed without going back through chapters and changing certain aspects. 

An example of this is the design chapter the training material and campaign emails were under constant development which also relied deeply on information gathered within the literature review chapter which meant constant research and updating the literature review as the designs developed.













Risk analysis:
1. Data breaches 
Risk: Staff emails and personal information being compromised.
Mitigation: Placing this information within a secure environment such as Active Directory group and only sharing information with authorised users and only using information that is required for the campaign.

2. Negative impact on staff morale
Risk: Staff my feel negatively towards the campaigns if they fall for the email and perceive the feedback they receive as negative feedback. This has the potential to increase the risk of not reporting future suspicious emails.
Mitigation: Constantly providing positive feedback and assuring staff its ok to make mistakes, tips and training on how they can improve and where the cybersecurity team can be contacted.

3. Technical issues
Risk: Issues with being unable to action campaign, unable to record results.
Mitigation: Providing a large enough window to implement the campaigns, meaning if the system is down for a day or two the campaign can then be released after that and it won’t have a detrimental effect on the overall project.

4. Mass panic
Risk: Staff stop working out of fear they’ve been compromised and spread misinformation to colleagues and creating an influx in service desk tickets.
Mitigation: The campaign will release 200 emails at a time and management will create a generic response to all queries advising on how to report suspicious emails. 
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GLOSSARY
VUNHST - Velindre University NHS Trust 
VCC – Velindre Cancer Centre
NHS – National Health Service
SET – Social Engineering Toolkit
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Example 4

From: Microsoft office365 Team [ mailto: rchtiyu1226783.net ]
Sent: Monday, September 25, 2017 1:39 PM

To:

Subject: Your Mailbox Will Shutdewn, Verify Your Account

1] Office 365

Detected spam messages from your <EMAIL APPEARED HERE> account will be
blocked.

If you do not verify your mailbox, we will be force to block your account. If you want to
continue using your email account please yerify...

Microsoft Security Assistant

Microsoft office365 Team! ©2017 All Rights Reserved
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Phishing simulation  


Credential harvest along with mass mail attacker using SET within Kali 


 


 


 


 


Using a virtual machine with a Linux operating system and installing Kali along with its addon Social 


Engineering Toolkit below are the following steps taken to create a phishing email and its capabilities. 


 


Above shows the home page of the Social Engineering Toolkit with a list of various attacks. 


 


 


 







Cloning a website 


 


 


 


 


 


 


The above images show the steps to go through to create a landing page for the phishing email as 


you can see this particular toolkit offers a vast amount of different cyber attacks that are simple 


enough to use that anyone with access to the internet is able to use which makes it a very dangerous 


toolkit. 







Mass Mailer Attack 


Once the landing page has been created next the toolkit offers a mass mail attacker which allows the 


landing page to be sent to a large amount of emails but for this scenario only one is used. 


 


 


 


 


 


 


 


 


 


 


 


 


 







Now that the website has been created and the phishing email has been sent out, the below images 


show how the email looks and how the credentials are harvested.  


 


Email from: 


 


Email to: 
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Phishing Campaign survey 
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Phishing campaign – 1st survey results 


 


 


 


Q1 


 


Q2 


 


 


 


 







Q3 


 


Q4 


 


Q5 


Do you have any suggestions for improving our Cybersecurity teams’ approach 


to phishing awareness and prevention? 


67 out of 191 who partook in the survey provided feedback this survey was sent out to 2000+ staff 
members. The reason for little response is most likely due to workload, staff not in work, and not 
knowing what to write due to no interaction from cyber since 2020 as shown in the campaigns.  
Below is the most common response: 


• Need more training documents 


• Need more communication from Cyber 


• Updates on what current threats there are 
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Phishing campaign – 2nd survey results 


 


Q1 


 


Q2 


 


 


 


 


 


 


 


 


 







Q3 


 


Q4 


 


Q5 


Do you have any suggestions for improving our Cybersecurity teams’ approach 


to phishing awareness and prevention? 


128 out of 271 who partook in the survey provided feedback this survey was sent out to 2000+ staff 
members. The reason for little response is most likely due to workload, staff not in work, and not 
knowing what to write due to no interaction from cyber since 2020 as shown in the campaigns.  
Below is the most common response: 


• Can we get more communication on when the campaigns will be happening? 


• More communication on current / future threats. 


• More training material is needed. 


• Can we make some cyber mandatory training for staff? - Will speak with head of IT. 


• What will happen if I fail the phishing campaign?   
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Phishing campaign – Survey comparison 


Q1. How confident are you in identifying phishing emails? 


 


A good increase between the survey results showing staff feel more confident in identifying a 


suspicious email. 


 


Q2. Do you know how to report a suspicious email to Cybersecurity? 


1st Survey results 


 


Number of 
responses 


Yes 52 


No 139 


Total: 191 


 


2nd Survey results 


 


Number of 
responses 


Yes 167 


No 104 


Total: 271 


 


Comparing the two results of this survey question, 37% Increase in staff ability to report 


suspicious emails. This is a great increase and confirms the results of the phishing campaigns.  
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Q3. Do you know where to find the Velindre's cybersecurity guides?  


 


1st Survey results 


  Number of responses 


Yes 31 


No 160 


Total: 191 


 


2nd Survey results 


  Number of responses 


Yes 148 


No 123 


Total: 271 


 


An increase of 117 more staff know how to find cybersecurity guides including training 


material. This has also been proven within the campaign results showing a vast improvement 


in reports and interactions.  


 


 


Q4. How frequently do you receive training on phishing / Cybersecurity? 
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Q5. Do you have any suggestions for improving our Cybersecurity teams’ 


approach to phishing awareness and prevention? 


 


The comparison between feedback has increased but not by much, communication will go out 


to staff to encourage feedback to interact with the survey and provide feedback to help the 


cyber team provide a better service and improve training material and campaigns to help 


better protect staff and patients.  


The similarities in comments were more communication is needed on current and future 


threats and more communication in general on campaigns and what the cyber team is doing. 


This has been taken on board in will be improve along with the campaigns and any future work 


that is going on. 
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How to report a Phishing Email 
Digital Services 







 


 


Suspicious Email Do’s and Don’ts 
 


Do 
• Report the email using the Report button within Outlook (see below). 


• Advise Digital Services if you have clicked a link or opened an attachment within a suspicious 


email. You can send queries to Vel.MailReporting@wales.nhs.uk 


Don’t 
• Click any links within the email. 


• Open any attachments. 


• Forward the email onto anyone else. 


Outlook 
To report a suspicious email within Outlook, simply click the “Report Message” button, then select 


either Phishing or Junk. The email will be moved into the Deleted Items folder and reported to 


Microsoft and Digital Services for further analysis. 


Once the email has been analysed by Digital Services, a response will be sent to confirm whether the 


email was Phishing, Junk or No Threats Found. 


 


Light Theme Dark Theme 


  


  


  
  



mailto:Vel.MailReporting@wales.nhs.uk





 


 


New Outlook 
In New Outlook, the buttons are slightly different, but the process is the same. To report a suspicious 


email click the Report button, followed by “Report Phishing” or “Report Junk”. The email will be 


moved into the Deleted Items folder and reported to Microsoft and Digital Services for further 


analysis. 


Once the email has been analysed by Digital Services, a response will be sent to confirm whether the 


email was Phishing, Junk or No Threats Found. 


Light Theme Dark Theme 
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Training Cybersecurity - How to spot a phishing email.pdf


 
 


 
 


How to identify a phishing 


email 
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Introduction 


This knowledge base training article will cover different 


methods of how to identify a phishing email. 


 


 


 


 


 


 


 







 
 


 
 


Step 1. Staying vigilant  


 


 


The best way of avoiding phishing emails is to stay vigilant, if 


you receive a suspicious email take a moment to have a closer 


look at the following: 


 


 


• Text:  


Check the spelling and grammar used within the email, 


phishing emails usually have misspelt words and poorly 


structured sentences. 


• Email address: 


Is the email from someone you know? Also check for odd 


wording such as "ITsupp0rt@walez.nhs.com" instead of 


"IT.support@Wales.nhs.uk" 


• Images:  


A common sign of a phishing email is bad quality images or 


out of context images showing unrelated information. 


 


 


 


 


 


 


 


 


 


 


 


 







 
 


 
 


 


Step 2. Phishing examples 
 


 


The images Below show a few different phishing emails 


and using the methods from step 1 to identify them. 


 
 


1st suspicious email 


 


 
 


The above image has 4 signs of suspicious 


1st – The email address isn’t from the service desk and the domain 


is unusual.  


2nd – The email has been sent from outside of the NHS, this is 


another sign the email is malicious.  


3rd Spelling mistakes. 


4th Images are low resolution or in some cases out of context.  


 


 


 







 
 


 
 


 


 


 


 


2nd suspicious email 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


1st – Subject was misspelt; UGRENT instead of URGENT 


2nd – The email address was not from “wales.nhs.uk” but “nhs.vvales.uk” 


(two v’s). 


3rd – Suspicious attachment with “.pdf.docx”; attachments generally have 


one filetype, either pdf or docx not both. 


4th The contact email address was fraudulent; wales.tichnidal.de 


5th – Signature mentioned “informatics”, not “Digital Services” 


6th – Additionally, the main text contained poor grammar e.g., “document 


attachment attached” 


 


 


 


 







 
 


 
 


 


 


Step 1. Different phishing methods  
 


 


1. Spear Phishing: Targeted attacks on specific 


individuals or organizations, often using 


personalized information to increase credibility. 


 


2. Whaling: Aimed at high-profile targets like 


executives, using sophisticated techniques to 


steal sensitive data or financial information. 


 


3. Clone Phishing: Attackers create a near-


identical copy of a legitimate email but alter 


attachments or links to malicious versions. 


 


4. Vishing: Phishing attempts conducted via voice 


calls, often using social engineering to extract 


personal information. 


 


5. Smishing: Phishing attacks delivered through 


SMS text messages, luring recipients into 


revealing personal data or clicking on malicious 


links. 
 


 


 


 


 


 


 


 


 


 







 
 


 
 


 


 


 


What to do if unable to resolve 


issue: 
 


Follow this trouble shooting guide for extra assistance:  


 


Article title Link 


N/A currently  


 


 


Contact list of people who can advise:  


 


Team Contact Email/Phone 
2nd Line IT Services  Mark Williams  


1st Line IT service desk  2011 


Cybersecurity team   
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Phishing Awareness Training 


Cybersecurity department







What is phishing?


Phishing is a cyberattack where individuals 
are tricked into revealing personal information 
or clicking on malicious links through 
misleading communications, often disguised 
as emails from trusted sources. 







Look out for the following within 
suspicious emails:


• Unrecognisable email addresses and domains 


• Generic greetings


• Spelling and grammar mistakes


• Urgent or threatening language 


• Unsolicited attachments or links


How to spot a phishing email
See the image below for an example of a phishing email: 


On the next slide you’ll be able to 







How to protect ourselves


▪ Report suspicious emails 
Using the report tool without outlook allows you to report emails.  


▪ Don’t click on links or attachments 
If you receive links or attachments that look suspicious, don’t click 
on them!


▪ Be sceptical of unsolicited messages 
Treat emails, text messages and phone asking for personal or 
financial information with caution.







What to do if you’ve fallen for a phishing attack


“Oops I’ve clicked on a suspicious email…”


If you’ve fallen for a phishing attack do not panic, calmly report the email using the outlook 
report tool which can be found on the top bar of outlook and will look like the image below.


This will allow us to investigate the attack quickly and eliminate any malicious activity. 


Remember: You won't be in trouble for falling for a phishing attack but it’s vital you report it straight away. 







Thanks for your attention. 


Click on the following PDF to learn more.





		Slide 1: Phishing Awareness Training 

		Slide 2: What is phishing?

		Slide 3

		Slide 4

		Slide 5

		Slide 6
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1st Phishing Campaign design 


 


The image below is the design that has been copied which is a regular email from teams advising 


someone has messaged you, staff throughout Velindre receive these throughout the day as teams is 


one of the main points of contact. 


 
Below is the concept of the first phishing campaign including where the staff members name will 


appear and grammatical errors within the text but to the staff who just briefly view the image it looks 


like a regular teams email they would receive. 


 


 


 


 







 


Landing page 


The landing page is designed based on the Microsoft login page where staff would place there 


username and password.  


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 







Feedback page 


It was an important choice to make all feedback to user’s weather they fall for the email or report it 


that they receive positive reinforcement the decision for the first phishing campaign was to not 


advise staff they have fallen for the phishing email but rather advise them that a phishing email has 


been implemented and what they need to look out for in the future. The staff who have reported the 


email will receive a congratulation email as seen below. 
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2nd Phishing Campaign design 


 


 


The 2nd phishing campaign is designed to create a sense of urgency for staff to change their 


password, this type of email isn’t sent to staff anymore but a few years ago it was sent every few 


months to encourage staff to change passwords on different platforms. It’s also similar to the first 


campaign it has grammatical errors and sentences don’t flow well. 


 


When opened the document attach provides the following message to prevent users going further 


and to add to the suspiciousness of the email to hopefully edge staff into reporting the email. 


 


 


 


 


The landing page and feedback page will be the same as the first campaign to provide a sense of 


connection between the campaigns and to show staff the cybersecurity team are there to help and 


not push staff away. 
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Creating a phishing campaign within Microsoft Defender 


 


 


 


Step 1 selecting the desired technique of the email. 


 


 


 


 


 


 


 


 


 







 


There are a vast number of techniques to be used. 


 


 


 


 


 


 


 


 


 


 







Step 2. Selecting the payload and login page 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 







 


 


 


 


 


Step 4. Upload training material  


 


 


 


 


 


 







 


Step 5. Selecting the landing page. 


 


 


 


Step 6. Selecting the notification 


 


 


 







 


step 7. Selecting positive reinforcement  


 


 


Step 8. Review campaign 
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Project Gantt Chart

		Create a Project Schedule in this worksheet.
Enter title of this project in cell B1. 
Information about how to use this worksheet, including instructions for screen readers and the author of this workbook is in the About worksheet.
Continue navigating down column A to hear further instructions.		Phishing campaign

		Enter Company Name in cell B2.		Velindre & UWTSD

		Enter the name of the Project Lead in cell B3. Enter the Project Start date in cell E3. Pooject Start: label is in cell C3.		Mark Williams - 2022279		Project Start:				Mon, 04/03/2024

		The Display Week in cell E4  represents the starting week to display in the project schedule in cell I4. The project start date is considered Week 1. To change the display week, simply enter a new week number in cell E4.
The starting date for each week, starting with the display week from cell E4, starts in cell I4 and is auto calculated. There are 8 weeks represented in this view from cell I4 through cell BF4.
You should not modify these cells.
Display Week: label is in cell C4.				Display Week:				1								4 Mar 2024														11 Mar 2024														18 Mar 2024														25 Mar 2024														1 Apr 2024														8 Apr 2024														15 Apr 2024														22 Apr 2024

		Cells I5 through BL5 contain the day number for the week represented in the cell block above each date cell and are auto calculated.
You should not modify these cells.
Today's date is outlined in Red (hex #AD3815) from today's date in row 5 through the entire date column to the end of the project schedule.																4		5		6		7		8		9		10		11		12		13		14		15		16		17		18		19		20		21		22		23		24		25		26		27		28		29		30		31		1		2		3		4		5		6		7		8		9		10		11		12		13		14		15		16		17		18		19		20		21		22		23		24		25		26		27		28

		This row contains headers for the project schedule that follows below them. 
Navigate from B6 through BL 6 to hear the content. The first letter of each day of the week for the date above that heading, starts in cell I6 and continues through cell BL6.
All project timeline charting is auto generated based on the start and end dates entered, using conditional formats.
Do not modify content in cells within columns after column I starting with cell I7.		TASK		Name		PROGRESS		START		END				DAYS		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S

		Do not delete this row. This row is hidden to preserve a formula that is used to highlight the curren day within the project schedule. 														

		Cell B8 contains the Phase 1 sample title. 
Enter a new Title in cell B8.
Enter a name to assign the phase to, if it applies for your project, in cell C8.
Enter Progress for the entire phase, if it applies for your project, in cell D8.
Enter the start and end dates for the entire phase, if it applies for your project, in cells E8 and F8. 
The Gantt chart will automatically fill in the appropriate dates and shade according to the progress entered.
To delete the phase and work only from tasks, simply delete this row.		Viva 1 - Presentation		Deadline: 16/04/24										

		Cell B9 contains the sample task "Task 1." 
Enter a new task name in cell B9.
Enter a person to assign the task to in cell C9.
Enter progres of the task in cell D9. A progress bar appears in the cell and is shaded according to the number in the cell. For example, 50 percent progress would shade half of the cell.
Enter task start date in cell E9.
Enter task end date in cell F9.
A status bar shaded for the dates entered appears in blocks starting from cell I9 through BL9. 		1		Layout		100%		4/3/24		16/4/24				44

		Rows 10 through 13 repeat the pattern from row 9. 
Repeat the instructions from cell A9 for all task rows in this worksheet. Overwrite any sample data.
A sample of another phase starts in cell A14. 
Continue entering tasks in cells A10 through A13 or go to cell A14 to learn more.		2		Intro, aims, objectives slides		100%		4/3/24		11/3/24				8

				3		Litreture review slides		100%		12/3/24		19/3/24				8

				4		Methodology slides		100%		20/3/24		27/3/24				8

				5		Ref, conclusions, figures slides		100%		28/3/24		5/4/24				9

				6		Review all slides and prep 		100%		5/4/24		16/4/24

		The cell at right contains the Phase 2 sample title. 
You can create a new phase at any time within column B. This project schedule does not require phases. To remove the phase, simply delete the row.
To create a new phase block in this row, enter a new Title in cell at right.
To continue adding tasks to the phase above, enter a new row above this one and fill in the task data as in cell A9's instruction.
Update the Phase details in cell at right based on cell A8's instruction.
Continue navigating down column A cells to learn more.
If you haven't added any new rows in this worksheet, you will find 2 additional sample phase blocks have been created for you in cells B20 and B26. Otherwise, navigate through column A cells to find the additional blocks. 
Repeat the instructions from cells A8 and A9 whenever you need to.		Viva 2 - Final Report		Deadline: 26/07/24										

				Chapter 1		Introduction, Aims and Objectives		100%		4/3/24		31/3/24				28

				Chapter 2		Litreture review		100%		1/4/24		15/4/24				15

				Chapter 3		Methodology		100%		10/4/24		25/4/24				16

				Chapter 4		Design and Implementation 		100%		29/4/24		26/5/24				28

				Chapter 5		Testing and Evaluation		100%		27/5/24		21/6/24

				Chapter 6		Conclusion and Recommendation		100%		22/6/24		30/6/24

				Chapter 7		Reflections		100%		1/7/24		26/7/24

				Chapter 8		References		100%		16/3/24		26/7/24

				Chapter 9		Bibliography		100%		16/3/24		26/7/24				133

		This is an empty row														

		This row marks the end of the Project Schedule. DO NOT enter anything in this row. 
Insert new rows ABOVE this one to continue building out your Project Schedule.		Insert new rows ABOVE this one												
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Project Gantt Chart

		Create a Project Schedule in this worksheet.
Enter title of this project in cell B1. 
Information about how to use this worksheet, including instructions for screen readers and the author of this workbook is in the About worksheet.
Continue navigating down column A to hear further instructions.		Phishing campaign

		Enter Company Name in cell B2.		Velindre & UWTSD

		Enter the name of the Project Lead in cell B3. Enter the Project Start date in cell E3. Pooject Start: label is in cell C3.		Mark Williams - 2022279		Project Start:				Mon, 04/03/2024

		The Display Week in cell E4  represents the starting week to display in the project schedule in cell I4. The project start date is considered Week 1. To change the display week, simply enter a new week number in cell E4.
The starting date for each week, starting with the display week from cell E4, starts in cell I4 and is auto calculated. There are 8 weeks represented in this view from cell I4 through cell BF4.
You should not modify these cells.
Display Week: label is in cell C4.				Display Week:				1								4 Mar 2024														11 Mar 2024														18 Mar 2024														25 Mar 2024														1 Apr 2024														8 Apr 2024														15 Apr 2024														22 Apr 2024

		Cells I5 through BL5 contain the day number for the week represented in the cell block above each date cell and are auto calculated.
You should not modify these cells.
Today's date is outlined in Red (hex #AD3815) from today's date in row 5 through the entire date column to the end of the project schedule.																4		5		6		7		8		9		10		11		12		13		14		15		16		17		18		19		20		21		22		23		24		25		26		27		28		29		30		31		1		2		3		4		5		6		7		8		9		10		11		12		13		14		15		16		17		18		19		20		21		22		23		24		25		26		27		28

		This row contains headers for the project schedule that follows below them. 
Navigate from B6 through BL 6 to hear the content. The first letter of each day of the week for the date above that heading, starts in cell I6 and continues through cell BL6.
All project timeline charting is auto generated based on the start and end dates entered, using conditional formats.
Do not modify content in cells within columns after column I starting with cell I7.		TASK		Name		PROGRESS		START		END				DAYS		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S

		Do not delete this row. This row is hidden to preserve a formula that is used to highlight the curren day within the project schedule. 														

		The cell at right contains the Phase 2 sample title. 
You can create a new phase at any time within column B. This project schedule does not require phases. To remove the phase, simply delete the row.
To create a new phase block in this row, enter a new Title in cell at right.
To continue adding tasks to the phase above, enter a new row above this one and fill in the task data as in cell A9's instruction.
Update the Phase details in cell at right based on cell A8's instruction.
Continue navigating down column A cells to learn more.
If you haven't added any new rows in this worksheet, you will find 2 additional sample phase blocks have been created for you in cells B20 and B26. Otherwise, navigate through column A cells to find the additional blocks. 
Repeat the instructions from cells A8 and A9 whenever you need to.		Viva 2 - Final Report		Deadline: 26/07/24										

				Chapter 1		Introduction, Aims and Objectives		100%		4/3/24		17/7/24				136

				Chapter 2		Litreture review		100%		1/4/24		1/7/24				92

				Chapter 3		Methodology		100%		10/4/24		25/4/24				16

				Chapter 4		Design and Implementation 		100%		10/4/24		9/7/24				91

				Chapter 5		Testing and Evaluation		100%		31/5/24		28/6/24

				Chapter 6		Conclusion and Recommendation		100%		1/7/24		13/7/24

				Chapter 7		Reflections		100%		1/7/24		26/7/24

				Chapter 8		References		100%		16/3/24		26/7/24

				Chapter 9		Bibliography		100%		16/3/24		26/7/24				133

				Clean up work		Clean up		100%		13/7/24		26/7/24

		This is an empty row														

		This row marks the end of the Project Schedule. DO NOT enter anything in this row. 
Insert new rows ABOVE this one to continue building out your Project Schedule.		Insert new rows ABOVE this one												
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ETHICS FORM – SOAC DDA STUDENTS ONLY



APPLICATION FOR ETHICAL APPROVAL



In order for research to result in benefit and minimise risk of harm, it must be conducted ethically. 



The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.



The individual undertaking the research activity is known as the “principal researcher”.



This form must be completed and approved prior to undertaking any research activity. 



SECTION A: About You (Principal Researcher)

		1

		Full Name:

		Mark Williams



		2

		Student Number:

		2022279



		3

		Email address:

		2022279@student.uwtsd.ac.uk



		4

		Programme of Study:

		Networking and Cyber Security 



		5

		Industrial Partner/Employer:

		NHS – VUNHST (Velindre University NHS Trust)







SECTION B:  Internal and External Ethical Guidance Materials

		

		Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, location-specific dodes of research ethics, and also any specific ethical guidance relating to the proposed methodology).  Please tick to confirm that your research proposal adheres to these codes and guidelines. You may add rows to this table if needed.



		1

		UWTSD Research Ethics & Integrity Code of Practice

		☒

		2

		UWTSD Research Data Management Policy

		☒



		3

		

		☐







SECTION C: Details of Research Activity

		1

		Indicative title:

		Enhancing Cyber Resilience: Evaluating the Impact of Phishing Simulation Campaigns within Velindre University NHS Trust



		2

		Proposed start date:

		28th February 2024

		Proposed end date:

		26th July 2024



		

		Introduction to the Research (maximum 300 words in each section)

Ensure that you write for a Non-Specialist Audience when outlining your response to the points below:

· Purpose of Research Activity

· Proposed Research Question or Hypothesis

· Aim of Research Activity

· Objectives of Research Activity

· How the research activity will be of use to your industrial partner/employer



		3

		Purpose of Research Activity



The main purpose of this research activity is to obtain information on how phishing attacks are done, what types of phishing attacks there are and what their purpose is. Which will provide a foundation of knowledge on the topic of cybersecurity phishing attacks and provide a clear vision of why a phishing campaign within VUNHST is vital not only to protect the confidentiality, integrity and availability, of patient and staff information but will also protect the infrastructure of the organisations from the potential of malware and ransomware from phishing attacks.





		4

		Research Question or Hypothesis



The project Hypothesis is “Implementing regular phishing simulation campaigns within the NHS will significantly improve the cybersecurity awareness and response capabilities of its employees, hopefully reducing the incidence of successful phishing attacks and enhancing the overall security posture of the organization due to improved knowledge of staff on how to identify and report suspicious emails.” To confirm this Hypothesis there will be a literature review to begin the overall project which will explore the various types of phishing attacks, what, how, and the effect of these attacks within an organisation such as the NHS. This will allow for the creation of the phishing campaign along with articles and presentations to test and improve the knowledge of VUNHST staff to enhance the safety of the organisation.

The use of NCSC guidance will be used, including 10 steps to cyber security, to gather information on what phishing is and how these steps can be used within VUNHST to further protect the Trust.





		5

		Aim of Research Activity



The aim of this project is to enhance cybersecurity awareness and resilience across VUNHST by designing, implementing, and assessing a controlled phishing campaign, and subsequently developing and delivering targeted training programs for staff based on the campaign results.





		6

		Objectives of Research Activity



The objectives of the project:

Design and Execution of Phishing Simulation:

· Utilize skills in Virtual Machines and programming to create a virtual environment using the Kali Linux SET toolkit.

· Develop a simulated phishing attack using a fake URL to harvest credentials, targeting a controlled group of informed colleagues.

· Analyse the technical aspects of phishing attacks, demonstrating the necessity of cybersecurity measures within the organization.

 

Comparative Analysis of Phishing Campaign Providers:

· Research and evaluate different companies offering phishing campaign services.

· Select an appropriate provider and implement their phishing campaign within VUNHST.

· Assess the effectiveness of the chosen campaign in identifying vulnerabilities in staff knowledge and behaviour.

 

Development and Delivery of Educational Content:

· Analyse the data from the phishing test to identify key areas of weakness among staff.

· Create articles, presentations, and conduct tutoring sessions specifically tailored to address these vulnerabilities.

· Measure the impact of these educational interventions on staff awareness and preparedness for future campaigns.

· Trust Board awareness to ensure that the scope of the risk is understood which will allow for resources to be brought in to counter these potential risks allowing for a top down approach.

 

Evaluation and Reporting:

· Conduct a thorough evaluation of the entire project, from the phishing simulation to the educational interventions.

· Discuss the importance of continuous cybersecurity training in response to the evolving nature of cyber threats.

· Provide recommendations for future cybersecurity initiatives within the organization based on the project findings.







		

		Proposed data collection methods (maximum 600 words)

Provide a brief summary of all the methods that may be used in the research activity to collect data, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed. You do not need to justify the methods here but should instead describe how you intend to collect the data necessary for you to complete your project.



		7

		· Literature review 

Researching the importance of defending an organisation by training staff against the ever changing cybersecurity threats faced daily, along with understanding what, how and the effect phishing attacks can have on the NHS. Providing a foundation on which the Phishing campaign will be built and implemented to protect VUNHST. As mentioned above creating a top-down approach by making sure the Trust board is aware of this threat will allow for resources to be brought in to further improve the safety of the trust. This method will be researched via the literature review to gain a better understanding of the threat. 

· Comparison of Phishing campaign applications

Comparing phishing applications allows for finding the right fit that will tick the necessary boxes that VUNHST need such as being able to see certain statistics like which individuals clicked the link, who deleted it, and how long they were on the on the email for. The comparison will allow for the correct application to be picked and will also showcase what applications there are and the importance of certain aspects of them.

· Phishing scenario

This part of the data collection will allow for a demonstration of how phishing attackers are created, what they are able to do such as credential harvest and plant malicious software. This phishing scenario will go into using Kali within the Linux operating system and performed on either the Cybersecurity manager, or 2nd line IT department, all of which will be aware of the attempt, and it will be purely used to demonstrate how Phishing is done.

· Quantitative data: Phishing campaign statistics

The quantitative data aspect of the project will be the results received at the end of the phishing campaign which will be the following statistics:

· How many staff have clicked the link.

· How many staff entered credentials.

· How many staff reported the phishing email.

The statistics will not contain any personal user information, it will only display numerical information.



· Qualitative data: Articles, presentations, surveys 

This information will be only provided via surveys which will be sent out to users in two different groups:

Group 1: Staff that have fallen for the phishing email.

Group 2: Staff that have reported the phishing email.

The surveys will not contain any personal information it will ask the staff from both groups how they feel regarding cybersecurity threats and attacks and how they believe their knowledge is on a scale of 1 to 5  with a comment section for additional information. 



The articles and presentations will provide staff valuable information on how to protect themselves against phishing attacks along with other types of cyberthreats the NHS faces.









SECTION D: Scope of Research Activity

		

		Will the research activity include:

		YES

		NO



		1

		Use of a questionnaire or similar research instrument?

		☒

		☐



		2

		Use of interviews?

		☐

		☒



		3

		Use of focus groups?

		☐

		☒



		4

		Use of participant diaries? 

		☐

		☒



		5

		Use of video or audio recording?

		☐

		☒



		6

		Use of computer-generated log files?

		☐

		☒



		7

		Participant observation with their knowledge?

		☐

		☒



		8

		Participant observation without their knowledge?

		☐

		☒



		9

		Access to personal or confidential information without the participants’ specific consent?

		☐

		☒



		10

		Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?

		☐

		☒



		11

		Performance of any acts which may cause embarrassment or affect self-esteem?

		☐

		☒



		12

		Investigation of participants involved in illegal activities?

		☐

		☒



		13

		Use of procedures that involve deception?

		☐

		☒



		14

		Administration of any substance, agent or placebo?

		☐

		☒



		15

		Working with live vertebrate animals?

		☐

		☒



		16

		Procedures that may have a negative impact on the environment?

		☐

		☒



		17

		Other primary data collection methods. Please indicate the type of data collection method(s) below.

		☐

		☒



		

		Details of any other primary data collection method:







(this box should expand as you type)

		

		







If you have ticked NO to every question then the research activity is (ethically) low risk and you may skip section E and continue to section F.



If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 



SECTION E: Intended Participants

		

		Who are the intended participants:

		

YES

		

NO



		1

		Students or staff at the University?

		☐

		☒



		2

		Adults (over the age of 18 and competent to give consent)?

		☒

		☐



		3

		Vulnerable adults?

		☐

		☒



		4

		Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)

		☐

		☒



		5

		Prisoners?

		☐

		☒



		6

		Young offenders?

		☐

		☒



		7

		Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?

		☐

		☒



		8

		People engaged in illegal activities?

		☐

		☒



		9

		Others. Please indicate the participants below, and specifically any group who may be unable to give consent.



		☐

		☒



		

		Details of any other participant groups:

Complete this only if your participants cannot give consent. This includes animals.



(this box should expand as you type)

		

		







		

		Participant numbers and source

Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 



		10

		How many participants are expected?



		2000/2500 staff members.





		11

		Who will the participants be?



		

The whole of the VUNHST.





		12

		How will you identify the participants?

		

The global email addresses of all staff within the VUNHST Active Directory groups.



(this box should expand as you type)









		

		Information for participants:

		

YES

		NO

		

N/A



		13

		Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?

		☐

		☒

		☐



		14

		Will you tell participants that their participation is voluntary?

		☐

		☒

		☐



		15

		Will you obtain written consent for participation?

		☐

		☒

		☐



		16

		Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?

		☐

		☐

		☒



		17

		If the research is observational, will you ask participants for their consent to being observed?

		☐

		☐

		☒



		18

		Will you tell participants that they may withdraw from the research at any time and for any reason?

		☐

		☐

		☒



		19

		With questionnaires, will you give participants the option of omitting questions they do not want to answer?

		☒

		☐

		☐



		20

		Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?

		☒

		☐

		☐



		21

		Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?

		☒

		☐

		☐



		22

		If NO to any of above questions, please give an explanation 



		

		The project is a Phishing campaign which means staff members will not be informed before of the campaign as this will tamper with the results of users who may have fallen for the phishing email. The user will however be informed immediately after either reporting the phishing email or falling for it via email either congratulating them or advising them of the articles and presentations they will need to complete. 







		

		Information for participants:

		

YES

		NO

		

N/A



		24

		Will participants be paid?

		☐

		☒

		☐



		25

		Is specialist electrical or other equipment to be used with participants?

		☐

		☒

		☐



		26

		Are there any financial or other interests to the investigator or University arising from this study?

		☐

		☒

		☐



		27

		Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?

		☒

		☐

		☐



		28

		If YES to any question, please provide full details 



		

		Yes the phishing campaign will be created to test staff members on their ability to identify phishing emails that may be sent to their emails. The phishing campaign emails will be created to look similarly to email news letters that are being sent to staff but will be from a strange email address, incorrect speeling, and other errors to allow users who pay attention and notice these errors. 







SECTION F: Anticipated Risks



		

		
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them.  



		1

		Risks to participants

For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information. If you have identified in section D that there are no participants then enter N/A and go skip to question 3.



		

		Risk to participants:



1. Personal data.



2. User identification being seen by non NHS staff.



3. Staff gaining an insight and knowing the Phishing campaign is happening and spreading that information. 





		How you will mitigate the risk to participants:



Making sure information is protected and not shared to anyone outside of the phishing campaign. The staff email addresses will be protected within Active Directory groups that will only be accessed by authorised personal and participants with admin accounts to access the Active Directory. 



The phishing campaign will be hidden from staff to not allow insider knowledge of when the email will be sent out, this will be done by only allowing those who are running the campaign access to the phishing  campaign information. 





		2

		If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities



		

		N/A



		3

		Risks to the investigator

For example: personal health & safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest



		

		Risk to the investigator:



1. Emotional distress  - Users may feel different emotions towards the phishing campaign.



2. Conflict of interest.





		How you will mitigate the risk to the investigator:



1. Emotional distress will be mitigated by allowing staff to express their feeling for cybersecurity via surveys.



2. If participants find out about the campaign before it happens and spread the information it could change the outcome of the phishing campaign which then in turn if a real phishing attack happens it could cause a catastrophic event. 







		4

		University/Employer risks

For example: adverse publicity, financial loss, data protection



		

		Risk to the University or your Employer:





1. If knowledge of the phishing campaign is spread to users this could compromise the results as users will know what to look for and if the NHS is attacked via a phishing email users may not be equipped to know what to do.



2. Staff obtaining information such as email addresses and other staff information they’re not permitted to see.



		How you will mitigate the risk to the University or your Employer:



1. This will be mitigated by only allowing authorised users information into when the phishing campaign will take place and what type of email will be sent out to staff.



2. Participants emails will be hidden from each other by setting a rule within Outlook to only allow users who receive the email to see that the email was sent to themselves. 



The software also sends emails to users in batches of 200 which will allow for realism. 







		5

		Environmental risks

For example: accidental spillage of pollutants, damage to local ecosystems



		

		Risk to the environment:



N/A

		How you will mitigate the risk to environment:





N/A



(this box should expand as you type)







SECTION G: Feedback, Consent and Confidentiality



If you have identified in section D that there are no participants then enter skip this section and continue to section H.



		1

		Feedback

What de-briefing and feedback will be provided to participants, how will this be done and when? 



		

		

Participants will be sent an email immediately after either reporting the phishing email or falling for it either congratulating them or advising them of the articles and presentations that will be mandatory training. The participants will also be provided surveys to give the cybersecurity team further information on how the VUNHST staff feel regarding cybersecurity





		2

		Informed consent

Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.



		

		

A survey will be sent out to participants once the phishing campaign has finished, this will include a consent form advising of the university project and how the results will be collected and analysed.





		3

		Confidentiality / Anonymity

Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 



		

		

Personal staff information will not be gathered, and anonymity will be kept for all participants.









SECTION H: Data Protection and Storage



		

		Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?

		YES

		NO



		1

		“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. Any video or audio recordings of participants is considered to be personal data.

		☐

		☒



		

		If YES, provide a description of the data and explain why this data needs to be collected:



		2

		No personal information will be gathered. The only information that will be gathered are numerical statistics of the overall campaign which will mean there will be no way of identifying particular staff members and data is aggregated and that any statistics that counts less than 6 will not be disclosed.







		

		Does it involve special category data (as defined by the GDPR)?

		YES

		NO



		3

		“Special category data” means sensitive personal data consisting of information as to the data subjects’ –

(a) racial or ethnic origin,

(b) political opinions,

(c ) religious beliefs or other beliefs of a similar nature,

(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),

(e) physical or mental health or condition,

(f) sexual life,

(g) genetics,

(h) biometric data (as used for ID purposes),

		

☐

		

☒



		

		If YES, provide a description of the special category data and explain why this data needs to be collected:



		4

		

No









		

		
Will data from the research activity (collected data, drafts of the thesis, or materials for publication) be stored in any of the following ways?

		YES

		NO



		5

		Manual files (i.e. in paper form)?

		☐

		☒



		6

		University computers?

		☐

		☒



		7

		Private company computers?

		☒

		☐



		8

		Home or other personal computers?

		☐

		☒



		9

		Laptop computers/ CDs/ Portable disk-drives/ memory sticks?

		☐

		☒



		10

		“Cloud” storage or websites?

		☐

		☒



		11

		Other – specify:



		☐

		☒



		12

		For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of backup procedures, password protection, encryption, anonymisation and pseudonymisation:



		

		

Information will be stored on Cloud based M365 SharePoint, company laptops, which will have Bitlocker encryption and password protection. 









		

		Data Protection



		

		Will the research activity involve any of the following activities:

		YES

		NO



		13

		Electronic transfer of data in any form?

		☐

		☒



		14

		Sharing of data with others at the University outside of the immediate research team?

		☐

		☒



		15

		Sharing of data with other organisations beyond your employer?

		☐

		☒



		16

		Export of data outside the UK or importing of data from outside the UK?

		☐

		☒



		17

		Use of personal addresses, postcodes, faxes, emails or telephone numbers?

		☐

		☒



		18

		Publication of data that might allow identification of individuals?

		☐

		☒



		19

		If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and Data Protection Act (2018) (and/or any international equivalent):



		

		No



		20

		List all who will have access to the data generated by the research activity:



		

		

Myself - Mark Williams

Cyber Security Manager

Head of digital services





		21

		List who will have control of, and act as custodian(s) for, data generated by the research activity:



		

		

Myself - Mark Williams

Cyber Security Manager





		22

		Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. 



		

		

All information will be password protected via BitLocker encryption and passwords. This will be stored within company computers. No personal information will be stored only statistics such as how many people clicked the phishing email and how many reported it.





		22

		Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)

		☒



		23

		Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding

		☒









SECTION I: Declaration

		

		The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.



In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the University’s website: https://www.uwtsd.ac.uk/media/uwtsd-website/content-assets/documents/research/REICoP-July-2022.pdf 



		1

		Signature of applicant:

		M.Williams

		Date:

27/02/2024











FOR INTERNAL USE ONLY:

		

		Ethical approval given 



		1

		Signature of assessor:

		[image: A black signature on a black background

Description automatically generated]

		Date:

22/07/2024



		2

		Name:

		Ken Oaten



		3

		Role:

		Cyber Security Manager
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4/03/24

Final project start date

05/3/24

Spend few weeks coming up with project idea (see ideas below)

· Training material for General Practice staff

· Exams

· Training material

· Exams

· Surveys

· Penetration testing 

· Test software

· Test network

· Creating application for reporting cyber questions and requests for general public 

· Creating service for people to report on

· Questions

· Requests 

· Home visits / virtual support

· Phishing campaign for Velindre Cancer Centre

· Training material

· Campaign

· Surveys 

· Comparisons



1/4

Speaking with cybersecurity management within Velindre to get ball rolling

Discussed phishing idea 

He’s happy for us to go ahead with this.

Spoke with my manager also happy.



2/4

Start planning process

Gannt chart 











07/04 22:06



Been on holiday this past week so haven't had a chance for major progress but this is a list of what has been done and current progress:  

· Gannt chart updated has been populated and updated

· Presentation layout for viva 1 - is complete just need to script and add small details.

· Found further references and made a start on lit review will get it complete this week and move onto methodology

· Developing training material for phishing campaign (presentations and articles) 

· Will hopefully get ethics form back and uploaded this week depending on cyber manager and head of information governance.

10/04

Work commitment coming up unable to commit much time to phishing campaign within working hours for 2 weeks.



22/04

Verbal communication on go ahead from Information governance 

Design of training material coming together 

15/5

Created folders within Files tab in Teams, and uploaded the following:

· Phishing scenario.

· Some information on 1st phishing campaign (not complete) 

· Updated dissertation including the following updates: 

· Methodology (Not complete)

· Lit review with last meetings updates (not complete)

· Moving onto planning stage - list of what needs to be done (not complete) 

Questions to ask:

· Can the question "Provide an overview description of your Research Overview." be explained a bit as it appears to just be the same question as the questions below. 

· Technical aspect of the project  - I would like to know if how technical the project is at the moment is enough to get over 70 marks as I'm concerned because my IBR main feedback from last year stated it wasn't technical enough.

· Would you recommend many references for the methodology part? 

· Is my project more of an inductive or deductive? It feels like both are correct but more of an inductive method. 





20/05 21:47

Questions to ask is a reminder to myself of questions I need to ask in the next meeting.  

Literature review information – how many ref? 





28/05 11:55

New title idea: 

 Strategic Deployment of Phishing campaigns, to Strengthen Cyber Défense and knowledge within the National Health Service















12/06 22:38

No problem Kapilan, could you email me a time for the meeting on my work email please Mark.Williams4@wales.nhs.uk Thank you

 

I'm having issues uploading my updated dissertation to our files tab it seems to be down so just to give you a brief update: 

· Completed Methodology so would love to get your feedback on that.

· Need to finish introduction and lit review - this will be done by our next meeting. 

· Phishing campaign is underway in VCC now and I'm finished a training phishing aware presentation which will be sent out to users within the next 2 weeks along with articles when completed. 



17/06 18:29

Project update

I've uploaded the updated dissertation as discussed in our meeting. It's still playing up for me on the Teams application but managed to update it on the browser version.

If you could have a look at the methodology and let me know what you think that would be great. Thank you 

 

24/06 16:02

Project update

Completed needs reviewing:

· Introduction - Complete

· Lit review - Complete

· Methodology - Complete 

Moving onto:

· Design & implementation  

· 4.1 introduction - done 

· 4.2 Problem formulation - doing

· 4.3 design - not done

· 4.4 implementation - not done

I've uploaded the newest version of the dissertation within teams. 



25/06 11:05

Uploaded updated version - Changed document name to fit in with requirements "mark williams - 2022279 Final Report"



13/7 - 19:08

Update and questions

Uploaded newest version of dissertation - almost completed, will be completed hopefully by Tuesday / Wednesday for a final review. 

Questions:

· From your comment: "Include Research Onion here" - Do you want the image of one as I've included what is within a research onion in the methodology part. - page 28 

· Intro - I've added 3 more refs - Page 9/11

· Can you explain what needs to be in the project plan within the "risks, limitations and project plan" feedback for methodology? I feel like the overall flow of the project and the chapters have provided this? - Page 29/30

· Can you check my design section for the Kali SET section I don't feel like I wrote it well.- Page 35/36 

· Am I on the right path with my notes for the future chapter? 



16/7 14:25

Notes:

Need to add survey results - being held back by information governance at the moment hopefully that will be done this week.



17/07/24 - 21:58

First complete report uploaded

· Need to complete Chapter 7.

· Need to add survey responses - Being held back by information governance. (chasing this Wednesday 17/05)

· Haven't done a proof read yet will do this once Kapilan has provided feedback on changes.

· Still need to change title.

17/7

First draft completed – awaiting Kapilan changed

Notes:

13,316 - First Draft finished 

Still need survey info – Head of IG will get this sorted by end of week.


