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[bookmark: _Toc131677956]Introduction

Cloud is defined as the store for software and hardware resources that offer different configurable services like virtualisation, storage, servers, and networks to various users. It is based on a pay-per-use model and allows organisations and people for saving maintenance overhead and money. It has become challenging to keep all resources in a single area due to technological developments and widespread dispersal of computing resources. Computer resources are typically dispersed across sizable data centres where information and data are available via the Internet in all organisations. A data centre is a location for storing various forms of IT infrastructure, including servers, storage systems, and their underlying subsystems, as well as physical media such storage racks and cables for physically connecting all resources. [image: Diagram
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[bookmark: _Toc131677981]Figure 1 - Cloud computing structure
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[bookmark: _Toc131677958]Virtualisation
In cloud computing, numerous users coexist in order to share a sizable resource pool and obtain services as needed. As a result, it is referred to as a multi-tenant model. There are three aspects of cloud computing that are seen from the client's perspective:
Client: The final consumer
Cloud Network: The Connection
The gateway are cloud application programming interfaces (APIs).
Let’s have a detailed discussion of these components.
Client, or End User
A straightforward computer system with an Internet connection might be referred to as a client. End customers use this Internet connection to access cloud services. Three categories of clients exist:

Thin: These are personal computers without internal hard drives. They rely on the server to handle all their computer needs.
The personal computers with their own hard drives are those described as thick. They use a web browser to access the necessary services.
Mobile: They refer to portable electronics with wireless Internet access. PDAs and smartphones are only a couple of examples.
Cloud Network: The link
The communication channel between CSPs and users is provided by this component. The most popular network for cloud-based services is the Internet. The Internet is used by both customers and service providers to access and deliver cloud-based services. Also, since a lot of sensitive data is transferred via the network, it is crucial to secure this link. Hashing and encryption are two commonly used security mechanisms.
The Gateway are cloud application programming interfaces (APIs).
A programming tool set known as a cloud application programming interface (API) is described as acting as a gateway to offer infrastructure, software, and platform services to end users both directly and indirectly. Commonly, these are built on the SOAP and REST protocols. In the sections that follow, we'll talk about these protocols.
There are five types of cloud APIs:
· Infrastructure-as-a-Service (IaaS) API
· Software-as-a-Service (SaaS) API
· Cloud Provider API
· Platform-as-a-Service (PaaS) API
· Cross Platform API
Virtualisation is not same as cloud computing. Although these two terms are closely related, you cannot use them interchangeably. Typically, Virtualisation and cloud computing work closely for offering different services. The underlying hardware of the host is controlled by virtualisation software. This software also creates virtual machine, which the user sees as a different machine with its own OS. Using its hardware, on a single host machine, various co-existing virtual machines can be created. These machines behave like co-tenants for sharing the host’s hardware resources. Consider an example of a host computer that is running Windows 8.1. This computer can utilise virtualisation for using two virtual machines, one with Ubuntu Linux and other with Windows 10. On these virtual machines, software will have complete abstraction form the hardware resources of the host. Cloud computing is achieved because of virtualisation where virtualisation is a software that creates the base or cloud computing base. Definition: The term virtualisation refers to a technology that enables the creation of a virtual machine that virtualises all hardware resources to include processors, memory, storage, network connectivity and servers. When virtualisation is enabled, physical resources are shared by one or many virtual machines (VM). 
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[bookmark: _Toc131677982]Figure 2- Virtualization
Virtualization provides a virtual environment in which to run programmes and software. A piece of software may not be appropriate for use in a virtualized environment if you are unable to run it on a virtual machine. It should be noted that not all cloud computing resources can be merged and distributed to users virtually on an as-needed basis. Moreover, virtualization cannot be achieved for effective utilisation without resource pooling.
[bookmark: _Toc131677959]Virtual machine

Virtual desktops are getting a lot of attention over the past few years. In the technique of desktop virtualisation, virtualisation happens for the entire desktop. This means that the data, files, applications, and other information like pictures that are physically stored on the desktop are stored on the server. From the user perspective, all resources seem to be available on a local machine. With the aid of desktop virtualisation, users can access files and data through a thin client
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[bookmark: _Toc131677983]Figure 3- Virtual machine
[bookmark: section_2] Different virtual machine services available on our different public cloud platforms:
 Amazon has AWS EC2 or Elastic Compute Cloud. On Microsoft Azure, we have Azure Virtual Machines, and on Google Cloud, we have the GCP Compute Engine. Let's look at some of the specifics of Amazon EC2. First, flexible instances, that can grow in size and performance, and also can be physically located wherever you need them to be. We require an Amazon Machine Image to launch, which could be something like Fedora, or it could be something that we've customized and replicated across our regions, so that, we can easily deploy the same machine in the same state whenever we need to.
And these lead to our ability to scale seamlessly because of the flexibility and use of AMIs, we're able to scale up, meaning increase the compute power of a given machine and leave its operating parameters and binaries and software that's installed on that machine as is. Or we can scale horizontally and spin up new instances that use the same AMI. And ideally this will be in some kind of cluster or behind a load balancer that will automatically now direct new traffic to the new machines, we've spun up. Next, for Microsoft Azure VMs we also use images that are customizable and can be stored on your account. We have a dedicated launch option. Which means you are requesting control of the entire appliance on which you are virtualizing some software, which comes with a few benefits, primarily the hardware isolation at the server level and increased control over what our machine is doing and how it will operate.
And finally, we also have Spot VMs which entail provisioning unused hardware on the Azure platform at deep discounts. And the caveat here is that the workload that they're performing should be not self-contained, meaning we don't expect it to entirely complete on this one machine because it may be taken back, and used for a reserved instance or as a dedicated host. Finally, let's talk about the Google Compute Engine. First one element is our ability to handle live migration, which lets Google perform administrative activities or upgrades or service on a machine without interrupting the application that's running on that machine. We also have Spot VMs in which we can provision unused hardware at deep discounts. And Google Cloud has rightsizing recommendations available, so that, we can optimize our deployment based on performance and cost.
[bookmark: _Toc131677960]Evaluation of Cloud benefits.

[bookmark: _Toc131677961]Infrastructure-as-a-Service(IaaS)
IaaS offers a variety of dedicated hardware resources for IT infrastructure. These resources, which can be accessed by users through the usage of virtual machines, include memory, servers, storage, and other hardware. The virtual instances of the machine are entirely in the hands of the users. In this paradigm, customers can use a web-based console for management purposes to provision hardware resources, such as operating systems, CPUs, network infrastructures (bandwidth), storage (discs and RAM), and servers. Users have the freedom to set up virtual machines however they see fit. They also have the greatest level of control over their virtual machines. GoGrid cloud servers, Amazon Elastic Compute Cloud (EC2), and a number of other providers all provide access to these cloud services.
[bookmark: _Toc131677962]Platform-as-a-Service(Paas)
PaaS provides an environment for developing applications for programmers and software architects. Programmers can write, test, and deploy a variety of codes on the cloud.
According to user needs, CSPs supply operating systems, servers, and network connectivity. These assets are kept up by CSPs. With the aid of a web-based console, PaaS customers can modify these resources as necessary for a dynamic development environment. With the Integrated Development Environment (IDE), which the CSP makes available on a pay-per-use basis, they can also start creating applications and software quickly. It is feasible to have access to dynamic development tools with PaaS. Yet, in a PaaS environment, built apps could run into problems with portability and interoperability.
[bookmark: _Toc131677963]Software-as-a-Service(SaaS)
The apps that are present on the systems of CSPs can be used by cloud users thanks to this service. Applications and software are hosted like commodities in this architecture. These are accessible to users via the Internet. Software in clouds is not installed on users' computers or devices (hosted offsite). CSPs provide complete abstraction of the current infrastructure while maintaining applications and software. Software programmes are quite secure because users cannot alter them but can customise them if the applications allow for such customization. SaaS helps users save money up front. Moreover, users do not incur any charges for setup, upkeep, updates, patches, installing software updates, or software licencing. For instance, Zoho applications software that are deployed on the SaaS cloud offers various MS office like features and productivity tools. SaaS proves quite effective in some areas like CRM, Adobe systems, Google drive and others, in which data is accessible from any location and sharable with anyone present over the Internet.

[bookmark: _Toc131677964]Evaluation of Availability.

It is never a good idea to make any decisions without first understanding the needs. Hence, analysing the company requirements is the first step in choosing the finest virtualization service provider. The needs of the organisation should be discussed in detail. Considering the following expectations that the organisations might have of the virtualization platform:
· Scalability
· Availability
· Usability
· Reliability
· simple management
· Robustness
· responsible post-purchase assistance
· Efficiency
The primary IT deliverables in IaaS setups are cloud storage systems and virtual servers. These resources may be provided in a variety of standardised configurations, including those for primary memory, operating systems, processing power (CPU), and/or virtual storage.
Now let’s describe how the below resources IaaS are provisioned by the vendor:
Memory and virtual storage: Usually, the storage capacity is determined by the number of gigabytes (GB). Every dollar in the billing amount grows by 1GB. The underlying billing models and resource simplification that occurs during provisioning is the cause.
Virtual Environments: CSPs proactively assemble the underlying resources when virtualized environments are provisioned by using virtual machine images that capture pre-defined configurations.

Moreover, some users could require administrative access to physical resources. Cloud service providers may use baremetal architecture to offer resources in these circumstances.
There is a feature that allows users to generate backups or roll back data by saving snapshots of the data at a reference point. A server or virtual machine in an IaaS environment can take a snapshot to save memory, its current state, and other configurations with the same goals. Snapshots can also be used to duplicate virtual machine images in an IaaS environment that is scaling both vertically and horizontally. Datacenters house all forms of IT resources, including servers, network systems, storage apparatus and racks, and computational power. Customers can access cloud services through a number of datacenters, which are not all situated in the same place. IaaS-based services can be offered by cloud vendors to their customers from a variety of geographically dispersed datacenters. This offers the following advantages:
Improved Robustness: As services are made available by connecting several datacenters together, the systems become more resilient. The reason is that when one data centre fails, services are not affected.
Reduced Network Latency: High-speed network access is provided while dependability and availability are maintained with geographically scattered datacenters. Low latency resource backups, load balancing, and storage capacity expansion are all possible in data centres.
Legal Concerns: Having datacenters in several nations has the major benefit of relieving consumers of dealing with foreign regulatory and legal requirements.
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[bookmark: _Toc131677984]Figure 4 -Services from geographically dispersed datacenters
Resource instances are scaled dynamically to take into account changing workloads. The example's automatic scaling listener keeps tabs on the quantity and nature of user requests. Replication signals are sent by IT resources in line with the conditions and any necessary licences.
Dynamic Relocation: In this scenario, reallocating computing resources to a different host is done to meet changing capacity requirements. For instance, a database that once needed 4GB per second of input and output now needs 8GB per second. The storage device is automatically migrated with an 8GB per second I/O capacity.
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Figure 5 - Resource replication to meet the fluctuating demands
Virtual server lifecycles: This includes monitoring, logging, and tracking uptime durations in addition to allocating the necessary computer resources. The main reason for this, in addition to pay-as-you-go pricing plans, is billing.
Failures: Failure conditions are tracked and reported.
Network Traffic: In order to ensure that SLA criteria are met, response times, inbound and outgoing traffic, and network faults are managed and monitored. Virtual Infrastructure Manager (VIM) or specialised monitoring tools are both utilised for monitoring. Typically, service agents that communicate with backend management systems are part of monitoring in IaaS setups.


[bookmark: _Toc131677965]Security Considerations:
Security is the most important need for all types of organisations. Within IaaS, the following security measures predominate:
For data transmission:
- Hashes
- Cryptography
- Electronic signature
isolation in virtual worlds
- Network administration tools
- Security groups located in the cloud
For access to services:
Single Sign On systems
- Access and Identity Management
Authentication and authorization are two important concepts in computer security, often used together to control access to resources. However, they are different concepts with different meanings.
Authentication refers to the process of verifying the identity of a user, system or device. It is the process of confirming that the user or system is who they claim to be. This is typically achieved by asking for credentials such as a username and password, a security token, or through biometric authentication like facial recognition or fingerprint scanning.
Authorization, on the other hand, refers to the process of determining what actions a user, system or device is allowed to perform on a resource once their identity has been authenticated. It is the process of granting or denying access to specific resources based on the user's identity and privileges. This can be done through access control lists, user roles or permissions, or other methods.Multifactor authentication (MFA) is an authentication method that requires users to provide two or more forms of identification to access a system or resource. It is becoming increasingly important in today's world of cyber threats, where traditional password-based authentication is no longer considered sufficient to protect sensitive information and systems..
The principle of least privilege is a concept in computer security that advocates granting users and processes only the minimum access necessary to perform their duties. This means that users and processes should be granted access only to the resources and privileges they need to perform their tasks, and nothing more..
A bastion is a server or other hardened equipment used to offer secure network access in computer security. It is often situated in a demilitarised zone (DMZ) between the internal network and the internet and is frequently utilised as a focal point for remote access to a network.

In conclusion, cloud architecture has changed the way we think about computing and is now a crucial component of the IT strategy used by many enterprises. Organizations are now more agile and responsive to shifting business needs because to the availability of resources that can be scaled and provisioned on demand. Additionally, there are many advantages to cloud architecture, including enhanced security, dependability, and affordability. Yet, careful planning and consideration of variables like performance, availability, and data protection are necessary when creating and executing a cloud infrastructure. In order to make the most of this potent technology as cloud usage increases, it will be crucial for businesses to stay up to date on the newest trends and best practises in cloud architecture.
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