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Task 1:  Network Test
L-CD:
Confirm the IP address matches the topology: IP Address 192.168.2.1/24
ip addr (showing 192.168.2.10/24 and 20.0.0.2/30)
ip route (showing default via 192.168.2.1 dev enp0s3)
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L-CD Ping IP Address to:  192.168.1.10,  192.168.1.1,  192.168.2.10
[image: A screenshot of a computer
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[1]
S-DC1:
Confirm the IP address matches the topology: 
Command  ipconfig /all  IPv4 192.168.1.1 / 24  and  IPv4 20.0.0.1 / 30
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S-DC1 Ping IP Address to:  192.168.1.10, 192.168.2.1 , 192.168.2.10
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Task 2: Network Security Assessment
NMAP scan: 
S-DC1: 192.168.1.1  OS: Windows Server
[image: ]
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· Once ping the IP Address (192.168.1) Nmap completed successfully with
 -p 1-65535 -T4 -A -v.
· Host fingerprinted as Windows Server / Domain Controller in the swansea.acca domain.
· Key AD/DC services open:
88 (Kerberos), 135 (RPC), 139/445 (SMB), 389/636 (LDAP/LDAPS),
464 (kpasswd), 593 (RPC over HTTP), 3268/3269 (Global Catalog), 3389 (RDP).
· Output from smb-os-discovery confirms hostname + AD info (matches S-DC).

NMAP scan : 
ClientS1: We first check successful ping to 192.168.1.10 IP Adress.
[image: ]
By command : nmap -p 1-65535 -T4 -A -v 192.168.1.10
[image: ]
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· Nmap scan completed successfully. Host fingerprinted as Windows client.
· Client ports open : 135 (RPC), 139/445 (SMB), 3389 (RDP) and ephemeral RPC ports 49xxx (Windows service RPC endpoints).
· Enumeration commands: 
namp –scipt smb-os-discovery,smb-enum-shares -p 445 -oN enum_192.168.1.1.txt 192.168.1.1

NMAP scan :
L-CD:  192.168.2.1 
Successful ping IP Address.                                               Nmap scan nmap -p 1-65535 -T4 -A -v 192.168.2.1
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· Scan of 192.168.2.1 (L-CD)  Successfully completed.
· OS guess: Linux (Debian) based on TCP/IP fingerprinting and service banners.
· Key open ports/services (from output): 
22/tcp – SSH (OpenSSH)
80/tcp – HTTP (web server)
111/tcp – rpcbind/portmapper
· Enumeration captured: Nmap grabbed service banners/versions (e.g., OpenSSH, web server),
 
Discrepancies: 
We encountered problems pinging Kali with the IP addresses due that Kali was not operating on the same network as the IP addresses and therefore wasn’t route for Kali to send traffic to that network.
As a solution to be able to ping each of the IP addresses, I’ve temporarily set up Kali to the right network for each single VM that has to be ping for each of the different VMs.
· I have checked the interfaces and confirmed that -eth0  was the right one (not enp0s expected by Kali ). Command:  ip link.
· sudo ip link set eth0 up command to bring up the correct Network Interface.
· Once this done we give to Kali an IP on the same subnet as the target, for Swansea side: sudo ip addr add 192.168.1.9/24 dev eth0 and then adding a route sudo ip route add default via (IP Address). 
· Testing: Ping and Nmap scan successfully completed.


NMAP scan :
ClientL1 Linux Debian:  192.168.2.10
Kali was not successfully reaching Linux Debian due that Debian machine booted with no IP configuration.
VirtualBox Internal Network has no DHCP server, Debian could not get an IP automatically, so it gave itself a fallback 169.254.x.x address, which cannot communicate with the 192.168.2.x network.
I have manually assigned a correct static IP:
ip addr flush dev eth0
ip addr add 192.168.2.9/24 dev eth0
ip link set eth0 up
ip route add 192.168.2.0/24 dev eth0

Linux Debian IP Address verification: 
Ip addr command - inet 192.168.2.10/24 scope global enp0s3 
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Kali successfully ping 192.168.2.10 IP Address: 
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Nmap scan: 
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· Port 80 shows the default Apache page:  server is online and serving web content.
· SSH (port 22) is open:  remote login enabled.
· Only 3 services exposed: more secure than the Windows hosts.
· OS Fingerprinting indicates Debian-based Linux kernel.
· No SMB, RDP, SQL, LDAP, or domain services.

2.1 Vulnerability Assessment:
Gather Information:
An initial information-gathering phase was carried out using Nmap to scan the four virtual machines within the SWANSEA.ACCA network. The purpose of this stage was to identify active hosts, open ports, running services, operating systems, and exposed protocols across both the Swansea and London internal networks.
Using the information discovered during enumeration, six vulnerabilities were identified across the four machines. They were categorised into High, Medium, and Low severity levels based on potential impact, exploitability, and relevance within the network environment.

High Severity Vulnerabilities:
· SMB/NetBIOS exposure. S-DC:
Sensitive Windows services (SMB/NetBIOS) are exposed, enabling enumeration or brute force against the Domain Controller.
               S-DC Nmap scan screenshot:
-   139/tcp open  netbios-ssn
-   445/tcp open  microsoft-ds

· Apache Web Server. Debian:
This server, Apache 2.4.6, may be a somewhat outdated version, it operates with potential security vulnerabilities and displaying the version number in the banner exposes this information to attackers.

From Nmap scan result:
-     80/tcp open http Apache httpd 2.4.6 ((Debian))


Medium Severity Vulnerabilities:
· RDP exposed.  Windows Client:
RDP, It is a Microsoft protocol that allows remote connection from another machine within a network. This implies a certain degree of vulnerability, since any user could try to connect and access sensitive information, increasing the risk of unauthorized access.
From Nmap scan:
· 3389/tcp open  ms-wbt-server

· RPC service exposure. Windows Client , S-DC:
This protocol model operates in client-server communication, enabling applications and services by allowing programs to execute procedures on other computers remotely. This protocol operates in an open manner, and allows tools like “rpcclient” to list information about the system, thus making it susceptible to threats.
  -    135/tcp open msrpc

Low Severity Vulnerabilities:
· ICMP enabled. All hosts:
Hosts respond to ICMP echo requests (ping), allowing network mapping and reconnaissance.
All Nmap host reports:
· Host  is  up  (0.00012s latency)

· Apache default page enabled. Debian: 
The default Apache page indicates that the server is running unprotected and reveals system information. Attackers could discover the server version and that the web server is misconfigured.
This standard line on the VM’s browser confirms access to Apache default page:
-     Apache2 Debian Default Page — It works!

Install Nessus:
· After try to connect manually unsuccessful to S-DC, I decided to perform the task through  Nessus.
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2.2. Vulnerability Assessment Report: Nessus
[image: A screenshot of a computer
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Vulnerabilities scan result shows:  41 total vulnerabilities found.
Below I present several exploitation attempts based on vulnerabilities obtained from the Nessus scanner


Task 3.Exploitation attempts:
After setting up the right network and verifying that the IP address can be pinged, we used an nmap scan to check which ports are open.
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SMB is open: 
135/tcp open msrpc, 139/tcp open netbios-ssn, 445/tcp open Microsoft-ds


3.1 rpcclient attempt:
Next, we performed the exploitation by connecting to S-DC via a null session without a username or password.
On Kali with the line command:  rpcclient  -U "" -N 192.168.1.1  
-U "" -N : Empty username and no password to access 192.168.1.1
[image: A computer screen shot of a computer screen
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Replies: rpcclient $>    (We are inside the DC’s RPC service anonymously.)
3.2 Hydra bruce-force method attempt:
 Attempt to get into S-DC Administrator password by Hydra brute-force method. No weak password successful found. 
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3.3 SH brute-force authentication attempt: 
The target system was found to have the SSH service (OpenSSH) running and accessible over the network. SSH services that allow password-based authentication can be targeted by brute-force attacks if weak credentials are used or sufficient protection mechanisms are not in place.
[image: A screenshot of a computer
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After identifying the open SSH service using Nmap, a brute-force attack was attempted using Hydra with a common password wordlist (RockYou) against a known username to test whether weak credentials could be exploited.
Command: hydra -l londonlogin -P rockyou.txt ssh://192.168.100.20
Attack unsuccessful: The SSH service significantly limited authentication attempts and no valid credentials were discovered within a reasonable timeframe. This indicates the presence of effective security controls such as strong passwords and/or rate limiting.







Task 4. Network Security Measures for SWANSEA.ACCA Network :

First and as safest measure for our lab I took Snapshots,  before hardening so the system can be restored. 
Snapshot for Kali:
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Snapshot for L-CD:
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4.1.  Preventive Security Measures:

Measure 1:  Patch / Update the target:
This measure patches the OS and the services installed on it.
Commands: 
sudo apt update
sudo apt -y upgrade
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Packages successfully upgraded.







Measure 2 : SSH Hardening:
With this method we mitigate the brute-force SSH attack vulnerabilities that we performed in task 3, toughening the potential attack on credentials.

SSH server configuration hardened (sshd_config):
[image: A computer screen shot of a black screen
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SSH service restarted and running after hardening:
[image: A screenshot of a computer
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Measure 3 : Fail2ban:
Fail2Ban was deployed to monitor authentication logs and automatically ban IP addresses that repeatedly fail login attempts. This measure adds automated defence against SSH attacks, even blocking the attacker's IP address and mitigating attacks:[3]
· SSH brute-force attacks
· Credential stuffing
· Repeated failed login attempts
Fail2ban installation completed.
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Fail2ban active and monitoring SSH:
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Measure 4 : Firewall (UFW):
This measure only allows traffic of the services required (SSH) by default:
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UFW default firewall policy configured (deny incoming, allow outgoing)
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sudo ufw allow 22/tcp  : Rules added
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UFW firewall enabled with default deny policy and SSH allowed.

Measure 5 : Disable Unused Services.
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Unused FTP service disabled.
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FT service disabled.
Measure 6 : Logging & Auditing.
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AI-generated content may be incorrect.]rsyslog installed , Service enabled and running, Correct system integration.   [4]
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Debian GHNUALinux 13 L-CD ttul

L-CD login: londonlogin
Password:
Linux L-CD 6.12.48+debl3-amded #1 SHP PREEMPT_DYMAMIC Debian 6.12.48-1 (2025-09-20) «86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in susr/sharesdoc/w/copyright.

Debian GHU/Linux comes with ABSOLUTELY MO WARRAMTY, to the extent
permitted by applicable law.
londonlogindl-Ch:™% ip address
1: lo: <LOOFBACK,UFP,LOWER_UF> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1eee
link/loopback co:oo:oorooon:on hrd ooiooio0ion oo
inet 127.0.0.1/8 scope host 1o
valid_lft forever preferred_lft forever
inete - A128 scope host noprefixroute
valid_lft forever preferred_lft forever
2 enposg: <BROADCAST,MULTICAST,UP,LOWER_UP: mtu 1508 gdisc fg_codel state UF group default glen 1eoe
link/sether ao:an:27: 276808 brd ffoffeoffaffofsf
altname enx@Be0z72768C3
inet deo 21524 bed 1o,e 2 05S scope global dunamic noprefixroute enpés3
valid_lft 79287sec preferred_lft 684587sec
inete oo a4 scope g€lobal dynamic mngtmpaddr noprefixroute
valid_lft 79282sec preferred_lft 7282sec
inete o /B4 scope link
valid_lft forever preferred_lft forever
enp@sa: <BROADCAST,MULTICAST,UP,LOWER_UF> mtu 1588 gdisc fg_codel state UP group default glen 1eea
linksether ogioo:zyicd bt c9a brd ffrffeffeffoff
altname enxeseaz7cdbf9a
inete o o /B4 scope link
valid_lft forever preferred_lft forever
4: enposd: <BROADCAST,MULTICAST,UP,LOWER_UFP> mtu 1586 gdisc fg_codel state UF group default glen 1eea
linksether ogioo:2yieg:55:00 brd ffrffeffeffoff
altname enxe80827293536
inet co.o.0.2/30 brd 2o.0.0.3 scope global enpesa
valid_lft forever preferred_lft forever
inete o /B4 scope link proto kernel_ll
valid_Llft forever preferred_lft forever
S: enpasia: <BROADCAST,MULTICAST,UP,LOWER_UFP: mtu 1566 gdisc fog_codel state UF group default glen 1eee
linksether oS:too:zyicl:gocla brd ffaoffoffaffoffoff
altname enx@Ee627clacla
inet 192.165.2.1/24 brd 192.165.2.255 scope global enpasia
valid_Llft forever preferred_lft forever
ineté o0 /64 scope link proto kernel_ll
valid_lft forever preferred_lft forever
londonlogindl-Co: ™%

w
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Light rain
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fnet Do o 0. 2/30 brd fooo.0.0 scope global enpes9
valid_lft forever preferred_lft forever
inete o /64 scope link proto kernel_l1
valid_lftt forever preferred_lft forever
S5: enposio: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1566 gdisc fg_codel state UP group default glen 1eea
linksether ogiooczyicligosla brd ffoffoffoftoffoft
altname enx@seaz7cildcla
inet 192.160.2.1/24 brd 192.160.2.255 scope global enpasie
valid_lftt forever preferred_lft forever
ineté o0 /64 scope link proto kernel_l1
valid_Llft forever preferred_lft forever
londonlogindl -CO:™% ping 192.168.1.16
FING 192.168.1.18 (192.168.1.18) 56(84) bytes of data.
B4 bytes from 192.168.1.16: icmp_seq=1 tt1=127 time=5&8.6 ms
64 bytes from 192.168.1.16: icmp_seq=2 +t+1=127 time=106.1 ms
64 bytes from 192.168.1.10: icmp_seq=3 tt1=127 time=13.5 ms
64 butes from 192.168.1.16: icmp_seq=d4 tt1=127 time=5.16 ms
64 bytes from 192.168.1.10: icmp_seq=5 tt1=127 time=9.37 ms
B4 bytes from 192.168.1.16: icmp_seq=6 tt1=127 time=17.5 ms
64 bytes from 192.168.1.16: icmp_seq=7 tt1=127 time=5.42 ms
64 bytes from 192.168.1.10: icmp_seq=8 tt1=127 time=12.4 ms
64 butes from 192.168.1.16: icmp_seq=9 tt1=127 time=A.54 ms

C

--- 192.168.1.16 ping statistics ---

9 packets transmitted, 9 received, 8% packet loss, time 8@53ms
rtt minsavgs/maxsmdew = 50157714, 777/49,965/12.931 ms

londonlogindl -CO:™% ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1) S6(84) hytes of data.

64 bytes from 192.168.1.1: icmp_seg=1 tt1=127 time=6.24 ms
64 bytes from 192.168. oilcmp_seq=2 tt1=127 time=8.48 ms
64 bytes from 192.168. femp_sen=3 tt1=127 time=2.02 ms
64 butes from 192.168. icmp_seq=4 tt1=127 time=1.38 ms
64 bytes from 192.163. icmp_seq=5 tt1=127 time=1.61 ms
B4 bytes from 192,168, 1 icmp_seq=6 tt1=127 time=1.62 ms
“C
--- 192.168.1.1 ping statistics ---

6 packets transmitted, 6 received, 6% packet loss, time 7852ms

e e e
e e e

rtt minsavesmaxsmdey = 1.379/3.557/8.475/°2.770 ms
londonlogindl-CD: ™% ping 192.168.2.168
PING 192.168.2.18 (192.168.2.18) S6(84) bytes of data.

64 bytes from 192.168.
64 butes from 192.168.
64 bytes from 192.163.
64 bytes from 192,168,
64 bytes from 192.163.
L
--- 192.168.2.18 ping statistics ---

5 packets transmitted, S received, o% packet loss, time 4137ms
rtt minsavesmaxsmdey = @,975/2, 75647, 7642526 ms
londonlogin@l-Co: ™%

13°C
Light rain

e dlemp_seg=1 ttl=64 time=7.76 ms
Jle: icmp_seq=2 ttl=fd time=6.975 ms
1@ lcmp_seq=3 ttl=64 time=1.78 ms
Jder dcmp_seg=4 ttl=64 time=1.52 ms
1@ icmp_seq=5 ttl=64 time=1.74 ms
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23:29
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Administrator: Command Prompt

Connection ,pPriFir DNS Suffix

Description . . - = +« « =« =« - . = Intel(R) PRO/166© MT Desktop Adapter #2
Physical Address. . . . . . . . . : ©88-80-27-7B-15-12
DHCP Enabled. . . . - - - - & No
Autoconfiguration Enabled - « =« « 1 Yes
Link-local IPv6 Address . . . . . : fe80::9c25:5bed:836b:914c¥%13(Preferred)
IPv4 Address. . . . . . . . . . . : 192.168.1.1(Preferred)
Subnet Mask . . . . . . . . . . . : 255255 _255.0
Default Gateway - - - - - - =
DHCPv6 IAID . . - -« - = - - . @ 168296487
DHCPv6E Client DlITD - + =+« =+ =« « . : DO-01-00-061-306-66-31-06-08-00-27-1A-80-9D
DNS Servers = - - =« « = = = = = = = z:1
127.0.06.1
NetBIOS over Tcpip. . . . . . . . : Enabled

tEthernet adapter External:

Connection-specific DNS Suffix

Description . . . . . . . . . . . & Intel(R) PRO/1©0©© MT Desktop Adapter #3
1 Physical Address. . . . . . . . . : ©8-00-27-C5-F6-CF
( DHCP Enabled. . . . - - . : No

Autoconfiguration Enabled - =« « -« I Yes

Link-local IPv6 Address . . . . . : fe80::c129:bdb8:86d3:16c7%15(Preferred)

IPv4 Address. . . . . . . . . . . @ 20.0.0.1(Preferred)

Subnet Mask . . . . . . . . . . . @ 255,255,255,252

Default Gateway R S

DHCPvEé IAID . . . - = -« - - - - = 185873763

DHCPv6 Client L)UlL) - = = - - - - : O0-01-00-01-320-66-31-06-08-00-27-1A-80-9D

DNS Servers . . . . . . . . . . . = ::1

192.168.1.1
NetBIOS over Tcpip. . . . . . . . : Enabled

C:\Users\Administrator>_

— 21:54
™ 9 E ~ = @@ de 59112005

Y 13° 3 [x64] A 4 23:15
% Lightrain m Q Search [ e - \’G \VZ @ & AR & NG RD @ 0
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-P'ing'ing 192.168.1.1© with 32 bytes of data:

SReply from 192.168.1.16: bytes=32 time=83ms TTL=128

§Reply from 192.168.1.10: bytes=32 time=16ms TTL=128
1
1

Reply from 192.168.1.10: bytes=32 time=8ms TTL=128
Reply from 192.168.1.10: bytes=32 time=8ms TTL=128

Ping statistics for 192.168.1.10:

Packets: Sent = 4, Received = 4, Lost = @ (% loss),
Approximate round trip times in milli-seconds:
1 Minimum 8ms, Maximum 83ms, Average 28ms

‘C:\Users\administrator)ping 192.168.2.1

iPinging 192.168.2.1 with 32 bytes of data:

Reply from 192.168.2.1: bytes=32 time=9ms TTL=64
tReply from 192.168.2.1: bytes=32 time=7ms TTL=64
Reply from 192.168.2.1: bytes=32 time=2ms TTL=64
Reply from 192.168.2.1: bytes=32 time=1ms TTL=64

MMNNMNWM

JPing statistics for 192.168.2.1:

( Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = Sms, Average = 4ms

C:\Users\Administrator>ping 192.168.2.1@

Pinging 192.168.2.10 with 32 bytes of data:

Reply from 192.168.2.10: bytes=32 time=7ms TTL=63
Reply from 192.168.2.10: bytes=32 time=2ms TTL=63
Reply from 192.168.2.10: bytes=32 time=2ms TTL=63
Reply from 192.168.2.18: bytes=32 time=8ms TTL=63

Ping statistics for 192.168.2.10:

Packets: Sent 4, Received 4, Lost @ (e% loss),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 8ms, Average = 4ms

C:\Users\Administrator>

T 21:59
m o & A B & dw o9.11/2005
3 (63 A 4 23:20
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Applications = Places =[] Terminal ~ w B s

#r @a@ ON

roctPoshoxes E
PING 182.188.1.1 {193 R {84} bytes of data.

B4 bytes from 192, ttl tine=34.3 ns
B4 bytes from ttl tine=3,39 ns
B4 bytes fron tt1=178 tine=11.5% ms
B4 fran tel: tine=1.53 ns

B4
54

tine=4.17 ns
tt1=128 tine=3,64 ms

P seq=h

192.168.1.1 ping statistics ---
6 packets transmitted, 6 received. @% packet
rtt minfavg/maximdey = 1,533/9,753/34.279/11.4
roctBosboxes:~# nAsp -p T4 -A -v 192,
Starting Nmap 7.80 { https://nmap.org | at 2825-11-12 85:43 EST
WSE: Loaded 151 scripts far scanning
NSE: Script Pre-scanning
Initiating
Conpleted WSE at @5
Initiating NSE at
Completed NSE at 95:43,
Initiating NSE at 85:43
Completed WSE at 95:43, B.89s el
Initiating ARP Ping Scan at &
Scanning 192.168.1.1 [1 part
Conpleted ARP Pl at 85:43, 8.87s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host, at 85:43
Completed Para ONS resclution of 1 host. at B5:43, 13.8%s elapsed
Initiating SYN Stealth Scan at 05:43
Scanning 192.168.1.1 [65535 ports]
Discovered open part 443/tcp an 192.168.1.1
Discovered open port 88/tcp on 192.168.1.1
Piscovered open port 445/tcp on 192.168.1.1
Discovered apen port Z1ftcp on 19,1681,
Discovered apen part 139/tcp on 192,168
Piscovered open port 53/tcp on 192,168,
Piscovered open port 135/tcp on 192.168
Discovered open part 3268/tcp on 192.168.1.1
Discovered open port 1
Discovered open port
Discovered apen port 593/tcp on
' apen part $3937/tcp an
open port 53784/tcp
apen part
Discovered open part
Discovered apen part 40686/tep
apen part 47081/tcp
open part 19/tcp on
apen part 53589 tcp
open part 53688,tep
open port 49665,
apen part
Discovered apen part
Discovered open port
open part 5
Discovered apen part
Discovered open port 515/tecp on 192,
Discovered apen port 53672
Discovered open part 53673/tcp on 197,
Discovered apen port 9388/tcp on 192.168.1
Discovered open port 5504/tcp on 192.168.1.1
1
1

5827ns

3, 0.805 elapsed

8883 elapsed

psed

Piscovered open port 3388/tcp on 192,168,
biscovered open port 13/tcp on 192.168.1
Discovered open part 389/tep on
Piscover T 464/tcp on
Discovered 636/tcp on 197.168.1

biscovered open p 3269/tcp on 152.168.1.1
DBiscovered open part 9/tep on 192.168.
DPiscovered open fart 5985/tcp on 192.168,1.1
Discovered open p 17/tcp on 182,168,
biscovered open port 88/tcp on 192.168.1.

Men's Singles
Match results

Q Search
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Applications = Places = [ Terminal = "

roE=z0 ON

53837/ tCp Microsaft Windaws RPC

43598/ tcp open  ns Microsaft Windaws RRFC

53672/tcp neacn_http  Microsoft Windows RPC over WTTP 1.4

53673/tcp nsrpo Microsoft Windows RPC

53678/ top we Microsaft Windaws RFC

53688/ tep Be Microsalt Windews RRPC

53684/tcp nsrpo Microsaft Windows RPC

53768/tCp © nsrpc Microsaft Windows RPC

43788/tcp open  merpc Microsaft Windaws RPC

53718/tcp open  msrpc Microsaft Windows RPC

1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https:s

FoRort Piy=7 . BELI=TAD YTim AEGLP=XBS_64-pe-Linux-gnukr (OKS

SFrversionBindReqTCP, 28, *\Byx ey B xas), BB B xaTversion
4 x04b1nd BY Y X 18484 k03"

MAC Address: ©98:89:27:78:15:12 {0racle VirtualBox wirtual WIC)

Aggressive 05 guesses: Micrasoft Windaws 18 %), Microsoft Windows Server 2816 build 18588 93

12, or Windows 8.1 Update 1 [94%), Microsoft Windows 18 1511 {93%), Microsoft Windows Server 2812 (93%), Microsoft Windows Server 2012 or S

o exact 05 matches for host (test conditions non-ideal).

Uptine guess: B.B96 days {since wed Wov 12 85:39:17 2025}

Retwork Distance hap

TCP Seguence Prediction: DLfficulty=259 (Good luck!)

IP ID Sequence Generation: Incremental

service Infa: Hast: 05: Windows; CPE: cpe:/o:micrasaft:windaws

nnap. orgfogl- binssubmit, colfnew-service

. Micrasaft Windaws 7, Windows Server 28

. Microsoft Windows Server 2816 (96%), Microsoft Windows 18 1387 - 168 . Microsoft Windows Server 2812 R2 Update 1 [34%
rver 2812 R2 {93%), Microseft Windows Longhorn {92%)

Host script results:
|_clock-skew: nean: Sh36mals, dewiation: 3h34nd8s, nedian: Shaeneas
| nbstat: Net8I0S name: S-0C, Net8I0S user: cunknawns, NetBIOS MAC: B8:88:27:7
| hames:
5 DLof Flags: =unigue=<actives
Flags: cgroupe<actives
Flags: egroups<actives
Flag iques<actives
Flags: <groupe<actives
Flag

5:12 [Oracle virtualBox virtual NIC}

|
|
|
|
|
|
| smb-ps-discovery:

| 05: Windows Server 2822 Datacenter 28348 (Windows Server 2822 Datacenter 6.3}
|  computer mane: 5-DC

| WetBlos computer name: S-DCYxaB

| Domaln name: swansea.acca

|  Farest nanme: swansea,acca

| FQON: 5-DC.swansea.acca
|

|

|

|

|

|

|

|

|

|

|

|

Systenm time: 2825-11-12T1
snb-security-node:

account_used: guest

suthentication level: user

challenge response: supported

message_signing: required
snb2-security-made:

2.82:

Message signing enabled and required

snbz-tine:

date: 2025-11-13T18:46:38

start_date: W/

146:30-08:00

TRACERDUTE
WOP RTT ADDRES!
1 1.85 ms 192.168.1.1

NSE: Script Post-scanning.
Initiating NSE at 85:48
canpleted
Initiating NSE at 8%
Conpleted KSE at 05:48, 0.80s elapsed
Initiating NSE at 05:48
Conpleted NSE at @5:48, 8.8d5 el el
Read data files from: fusr/bin/../share/nnap
05 and Service detection performed. Please report any lncorrect results at hitps://nmap.org/subalt/
Wnap done: 1 IP address (1 host up) scanned in 385,95 seconds

Raw packets sent: GBSES (2.947MB) | Rovd: 65683 |
rootboshoxes:~# |

SE at 85:48, B.09s elapsed

5 cm of rain 10:55

. = 7
ik Q Search ENG & D) & 5005
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File Ecit View

Device "enpds® does not exist.

roctdosboxes:~# suda ip addr add 192.188.1.9/24 dev enpds
cannot find device “enpds

ropt@asboxes:—# sudo ip Link set enpds up

cannot find device "enpas®

roctbosboxes:~# 1p &

: <LOBPBACK,UP, LOWER_ P> ntu 65536 gdisc noqueue state UNKNODWN group default glen 1808
Tink/1 ack BA:0B:BA:08:B9:G0 brd BO:0:PA:9R:R9:ER
.1/8 scope hest la

ft forever preferred LTt forever

2
3: 7, LOWER UP> mtu 1588 gdisc pfifo fast state UP group default glen 1898
link/ether @B:08:27:3d:34:37 brd fF:ff Ff:FffF:f
711 fedd:3437/64 pe Link noprefixroute

ineth fedd::ade
valid _Lft forever preferred Lft forever
rovtPosboxes:~# ping -c 4 192
ping: connect: Metwark is unreachal
ront@oshoxes:—# 1p -br a

la URKRIWN 127.8.0.1/8 i1

etha uF

ethl up

rovt@osboxes:—# sudo ip Link set ethd up

rovtposboxe: suda ip addr flush dev ethe

rotdosboxe: sudo ip addr add 192.168.1.9/24 dev ethd

rootioshoxes:—# sudo ip route replace default via 192.168.1.1
roptBosboxes:~# ip addr
1: lo: <LODRBACK,UP,LOWER P> mtu 5336 qdisc nogueue state UNKNODWN group default glen 1868
Link/loophack BO:00:00:80:00:80 brd B0:08:00:08:08:08
inet 127.90.9.1/8 scope host lo
d_Lft forever preferred Lft forever
inets ::1/128 scope hast
valld_Lft forever preferred LTt forever
2: ethi: <BRADADL T,UP, LDWER_UP= mtu 1508 gdisc pfifo_fast state UP group default glen 1898
link/ether @i 9:bc brd ff:ff:ff:FfFF:FF
1.9/24 secpe global eth

torever preferred Lft forever
3: AST,MULTICAST, UP LOWER_UP= mtu 1588 qdisc pfifo_fast state UP group default glen 1848
Link/ether @ 27:3d: ff
rootposhoxes:—# 1p route
defal 2.168 dev ethd
192, dev ethe proto kernel scope link src 192.168.1.9

#r @aa@ ON

roctBosboxes:~# ping -c 4 192.168.1.10
PING 192.168.1.18 (192.168.1.18) 56(84} bytes of ta.
Fron 192.168.1.9 Destination Host Unreachable
Fron 192.108.1.9 2 Destination Host Unreachable
1.9
1.9

From 192,168, 3 Destination Wost Unreachable
From 192,168, seq=4 Destination Host Unreachable

192.168.1.10 ping statistics -
4 packets transmitted, @ received, +4 errors, 100% packet loss, time 3862ms
pipe 4
rootposboxes:~# ip addr flush dev ethe
rootboshoxes:—# 1p addr add 192.168.1.9/24 dev ethd

rostBoshoxes:~# 1p Link set ethd up

rovtposboxes:~# ip route add default via 192,108.1,
roctBoshoxes:~# ip -br a

la QL] 27.0.0.1/8

etha up 192.168.1.9/24
ethl uR

rootbosboxes:~# ping -cl 102.168.1.18
PING 192.168.1.168 (192.168.1.18) 5684} bytes of data.
54 bytes fron 192.168.1.19: icnp_seq=1 ttl=128 tine=13.9 ns

192.168.1.10 ping statistics ---
1 packets transnitted, 1 received, &% packet loss, tine Bns
rtt ninfavg/max/ndev = 13.863/13,863/13.863/8.0808 ns
rootposhoxes:~# |

5°C
Cloudy

14:13
19/11/2025

Q Search i ENG A ) @
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bytes from 192.168.1.18: icnp_seq=1 ttl=128 tine=13.9 ns

192.168.1.10 ping statistics

packets transmitted, 1 received, @% packet loss, time éns

ret minfavg/nax/mdev = 13.863/13,863/13.863/8. 898 N5

rootbosboxes:~# nnap -p 1-85535 -T4 -A -v 192.168.1.18

Starting Nmap 7.80 { https://nmap.org | at 2825-11-19 89:22 EST

WSE: Loaded scripts for scanning,

NSE: Script Pre-scanning.

Initlating NSE at 89:22

Conpleted NSE at @9:22, 8.80s elapsed

Initiating NSE at B3:22

Completed NSE at 99:22, 0.8ds elapsed

Initlating NSE at 89:22

Conpleted WSE at 89:22, B.895 elapsed

Initiating AR Ping Scan at B9:22

anning 192.168.1.18 [1 pert]

Conpleted ARP Ping Scan at 09:22, 8.08s elapsed (1 total hosts

Initiating Farallel ONS resolution of 1 host. at @9:22

Completed Parallel ONS resclution of 1 host. at 89:22, 13.81s elapsed

Initiating SYN Stealth Scan at 08:22

Scanning 192,168.1.18 [65535 ports

Discovered open part 445/tcp an 192,168

Discovered open port 139/tcp on 192,

Piscovered open port 135/tcp on 192.168.1.18

Discovered open part ftcp an

Discovered apen part 49688/tcp an

Discovered open port on

Discovered open part

Discovered open part 48684/tcp an

iscovered open part 49678/tcp an

Discovered open port 49666/tcp

Discovered open part

Discovered apen part

Conpleted SYN Stealth Scan at 89:22, 35.89s elapsed (65535 total ports

Initiating Service scan at 89:22

Scanning 12 services an 192.168.1.18

rvice sean Timing: About 33.33% done; ETC: @9:25 146 renaining)

Conpleted Service scan at 89:25, 156,365 elapsed (12 services on 1 hest)

Initiating 05 detection (try against 192,168,1, 18

Retrying 05 detection (try #2) against 192.108.1.18

trying 05 detection (try #3) agalnst 192.168.1.18

Retrying 05 detection (try #4) against 192.168.1.18

ves REtrying 05 detection (try #3) against 192.188.1.16

231 WSE: Script scanning 192.1648.1.18.
Initiating NSE at #9:25
Conpleted WSE at 89:25
Initiating NSE at B9:2B
Completed NSE at @9:26, 1.83s elapsed
Initiating NSE at 89:26
Completed WSE at 93:26, @ el
Nnap scan report for 192.168.1.18
Host is up {8.8021s latency)
Kot shown: 65523 closed parts
FORT ATE SER) VERSION

nsrpe Microseft Windows RPC

netblos-ssn Microsoft Windows netblos-ssn

microsoft-ds?

444

o= 0 ON

.335 elapsed

unknown
nsrpe Microseft Windows RPC
nsrpc Microsoft Windows RPC

Microsoft Windows RAC

Microsoft Windows RPC

Microseft Windows RPC

Microsoft Windows RPC

43678/ tep open Microsoft Windows RPC

496T1/tep open  msrpe Microsoft Windows RAC

MAC Address: @8:80:27:28:AD:62 (Dracle VirtualBox virtual NIC)

Aggressive 05 gues Microsaft Windows Longhorn [95%), Microsoft Windaws 18 1783 (33%), Microsoft Windows 1
soft Windows 7 Enterprise SP1 {82%), Microsoft Windows 8 (92%), Microsoft Windows Vista SP1 {82%

Micr

. Micrasoft Windows Server 2888 R2 (33

1511 (33

Micrasoft Windows Server 2888 SPZ (53%), Wicro

8.1 update 1 [

14:31

) 4
Q Search D@ o11/2005

Cloudy





image13.png
Applications = Places = [ Terminal =

=0 ON

File Edit Y 1 Terminal H

Initiating 05 detection (try #1) against 192,188.1,19
Retrying 05 detection (try #2) against 182.168.1.18
Retrying 05 detection (try #3) agalnst 192.164.1.19
Retrying 05 detection (try #4] against 192,168,1,18
Retrying 05 detection (try #3) against 192.108.1.18
NSE: Seript scanning 192.168.1.18.
Initiating NSE at 89:25

Conpleted WSE at 89:25
Initiating NSE at B9:20
Completed NSE at @9:26
Initiating NSE at 89:26
Completed WSE at

.335 elapsed

B35 elapsed

26, B
Wnap scan repart for 192.18

4.1.18
Host 1s up {8.80215 latency)
Wot shown: 65523 closed parts

FORT ATE SERVICE VERSLON

35/tcp open  mErpc Microseft Windows RPC

3%/tcp open netbios-ssn Microsoft Windows netbios-ssn
45/tcp  ogen  microsoft-ds?

8d0/tep  open  unknown

49664/tcp open  msrpc Microsoft Windows RPC
49655,/1Cp open  MEIPC Microseft Windows RPC
49068,/ tCp opEn  mMsrpc Microsoft Windows RPC
A9667/LCp ppen  merpe Microseft Windows RPC
49668/tcp open  msrpc Microseft Windows RPC
49665,/tCp OPEN  METPC Microsoft Windows RPC
49678/ tep opEn  merpc Microsoft Windows RPC
A96TL/TCp open  mSTPe Microsoft Windows RPC

MAC Address: 98:89:27:28:AD:62 (Dracle VirtualBox virtual NIC)

aggressive 05 guesses: Microsaft Windows Longhorn (93%). Microsoft Windows 18
osoft Windows 7 Enterprise SP1 (92%), Microsoft Windows 8 (92%)
Ko exact 05 matches for host {test conditions non-ideal).
Wetwork Distance: 1 hop

TCP Sequence Prediction: Difficulty=2%8 (Geod luck!)

1P ID Sequence Generation: Incremental

service Infa: 0S: Windows: CPE: cpe

783 {93%), Microsoft Windows
Microsaft Windews Vists SP1 {92%)

1511 (33

. Micrasaft Windows Server 2888 R2 (93%), Microsoft Windows Server 2888 5P2 {93%), Microsoft Windows 7 5P1 (9

Micr

. Microsoft Windows 8.1 Update

nicrosoft:windows

Mot seript results:
nbstat: WetBIOS name: CLIENTS1, WetBIOS user: <unknown=, NetBIOS MAC: B8:08:27:2b:
Names :

62 [(Oracle VirtualBox virtual NICH

CLIENTS 1odi Flags: cuniguescactives
SHANSEA=0> Flags: =groups<actives
CLIENTS <28 Flags: =uniqueseactives
2.82

Message signing enabled but not reguire
snbz-tine:

|
|
|
|
|
| snbz-security-nade:
|
|
|
|
|

date: 2025-11
start_date:

TRACERDUTE

HOF RTT ABDRES

1 2,12 ns 192.168.1

NSE: Script Post-scanning.
Initiating NSE at 89:26
Corpleted WSE at 99:26, 0.00s elapsed
Initiating NSE at B9
Conpleted WSE at 09:26, 0.80s elapsed
Initlating NSE at 89:26
Conpleted WSE at @9:26, B.89s elapsed
Read data files from: fusr/bing. . fshare/nnap
US and Service detection gerformed. Please report any Lncarrect results at MLTpS://nnap.org/subalt/
Wnap done: 1 IP address (1 host up) scanned in 233.65 seconds
Raw packets sen L) 3. B] | Rowd: 65742 (2.G63IMB)
rootiosboxes:~# nnag --script snb-os-discovery, snb-enun-shares -p 443 -oN enun_152.188.1.1 txt 152.188.1.1
tarting Nnap 7.86 { MTtps://nnap.org ) Bt 2B25-11-19 §9:50 EST
Wote: Bost seens down. If it is really up, but blocking cur ping probes, try -Pn
knap done: 1 IP addri (a8 ho ) scanned in B.71 seconds
rootboshoxes:~# |

15:01
19/11/2025
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rovtposboxes:~# suda ip addr flush dev ethl
roctdosboxes:~# suda ip addr add 192.108.2.9/24 dev

rootposhoxe: -¢ 4 192.168.2.
168.2.1 {192.168.2.1) 56{ bytes of data
fron 192.168.2.1: icnp seq=l ttl=64 tin

64 fron 192.168.2.1: ienp seq=2 ttl=64 time=2
64 by tron ienp_seqed ttl=g4 time=1
[ fron 192.168.2.1: icnp_seq=4 ttl=64 tine=2.

192.168.2.1 ping statistics ---
4 packets transmitted, 4 received, 9%
rtt min/avgsmaximdey ns
rootfoshoxes:~# nnap -p 1-85535 -T4 -4 - -168.2.1
Starting Nmap 7.80 { https://nmap.org | at 2825-11-19 10:29 EST
WSE: Loaded 151 scripts far scanning.

Loss, time 3813ms

NSE: Script Pre-scanning.
Initiating
Conpleted NSE at 18:29, 8.80s elapsed

Initiating NSE at
Completed WSE at 18:29,
Initiating NSE at 10:29
tonpleted WSE at 18:23, B.B4s el
Initiating ARP Ping Scan at
Seanning 192.168.2.1 [1 port
Conpleted ARP Pl at 18:29, 8.125 elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host, at 18:29

Conpleted Para DRS resclution of 1 hest. at 18:25, 13.81s elapsed
Initiating SYN Stealth Scan at 18:29

Scanning 192.168.2.1 [65535 ports]

Discovered apen part 22/tcp on 192,108.2.1

SYN Stealth Sean Tining: About 21.85% done; ETC: 18:31 1:56 renalning)
SYN Stealth Scan Timing: About 51.66% done; ETC: 18:31 (@:80:57 remalning)
Completed 5YN Stealth Scan at 19:31, 181,945 elapsed (65535 total ports)
Initiating Service scan at 18
Scanning 1 service on 192.168
Conpleted Service scan at 18:31, 9.21s elapsed |
Initiating 05 detection (try #1) against 152,1
Retrying 05 detection [try #2) against 192.168.2.1
WSE: Script scanning 192.168.2.1.

Initiating NSE at
Completed WSE at 18
Initiating NSE at 10:31

Conpleted NSE at 18:31, B.80s elapsed
Initiating at
Conpleted WSE at 18:31, 0.88s elapsed

knap scan report for 192.168.2.1

Host is up {B.BA28s latencyl,

ot shown: 65534 filtered parts

PORT  STATE SERVICE VERSION

22/tcp open  ssh SH 18.8p2 Debian 7 (protocel 2.0}

MAC Address: @ acle VirtuslBox virtual WIC)

Warning: 05Scan ¥ be unrelisble because we could not find at least 1 open and 1 closed port

Aggressive 05 guesses: Linux 2.6.32 (94%), Linux 3.18 - 4.11 {94%), Linux 3.2 - 4.9 [94%), Linux 3.4 - 3.10 (94%), Linux 2.6.32 - 3.10 {93%), Linux 2.6.32 - 3.13 [93%
%)

Ko exact 05 matches far host {test conditions nan-ideal).

Uptine guess: 34,679 days [since Wed Oct 15 19:13:81 2825)

Wetwork Distance: 1 hop

TCP Sequence Prediction: Difficulty=254 (Good luckl)

If 1D Sequence Generation: ALL zerc
Service Info: 05: Linux; CPE: cpe:/o

8883 elapsed

psed

service on 1 host)
1

#r d@a@ O8N

nology PiskStatlon Manager 5.2-5644 (92%), Linux 2.6.22 - 2.6.36 (91%), Linux 2.6.39 (91%), Linux 3.18 (98

Anuss Linux_kernel

TRACERDY
HaF RTT ADDRESS
1 2.82 ms 192.168.2.1

NSE: Script Past-scanning.
Initlating NSE at
Conpleted WSE at 18:31, B.09s elapsed
Initiating NSE at 18:31

Conpleted NSE at 18:11, B.pds elapsed

15:32
19/11/2025
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File Edit Wiew
4 bytes from 192.168.2.1: icnp seq=4 ttl time=2.71 ns

192.168.2.1 ping statistics ---
4 packets transnitted, 4 received. @% packet loss, time 3813ns
rtt minfavg/maximdey = 1,171/3,526/7.747/2,586 ns
roctbosboxes:~# nnap 65535 -Td -A -v 192.168.2.1
Starting Nmap 7.8 { https://nmap.org | at 2825-11-19 10:29 EST
WSE: Loaded 151 scripts far scanning
NSE: Script Pre-
Initlating NSE at
Conpleted NSE at 18:29, B.80s elapsed
Initiating NSE at 18:2%
Completed NSE at 10:29, B.8ds elapsed
Initlating NSE at 10:29
conpleted WSE at 18:23, B.B4s ol
Initiating ARP Ping Scan a
Seanning 192.168.2.1 [1 po
Conpleted ARP Ping Scan at 10:23, 8.12s elapsed (1 total hosts
Initiating Farallel ONS resolution of 1 host. at 18:23
Completed Para ONS resclution of 1 host. at 19:29, 13.81s elapsed
Initiating SYN Stealth Scan at 18:29
Scanning 192.168.2.1 [65535 ports)

psed

Discovered apen part Z3/tcp on 192,104,
SYN Stealth Scan Timing: About 21.85% dan renaining)
SYN Stealth Scan Timing: About 51.66% don renaining)

Completed 5YW Stealth Scan at
Initiating Service scan at 18:31
Scanning 1 service on 192.168.2
Conpleted Service scan at 18:31, 8.21s elapsed {1 service on 1 host)
Initiating 05 detection (try #1) against 152,108.2.1

Retrying 05 detection (Try #2) agalnst 192.168.2.1

KSE: Script scanning 192.168.2.1.

Initiating NSE at
Completed WSE at 18

31, 181,945 elapsed (65535 total parts)

B.47s elapsed

Initlating NSE at 18:31
Conpleted WSE at 18:31, B.09s elapsed
Initiating at 18:31

Conpleted WSE at 18:31, 0.88s elapsed
Wnap scan report for 192.168.2.1
Host is up {B.BA205 latency)

Nat shown: 65534 filtered parts

PORT  STATE SERVICE VERSION

22/tcp open  ssh OpenssSH 18.8p2 Deblan 7 (protocel 2.8}
MAC Address: 98:88:37:C1:3C:1A (Dracle VirtualBox virtual NIC)

#r @a@ ON

Warning: 05Scan results may be unrelisble because we could net find at least 1 open and 1 closed port

Aggressive 05 guesses: Linux 2.6.32 (94%), Llnux 3.18 - 4.11 {94%), Linux 3.2 - 4.9 [94%), Linux 3.4 - 3.18 (94%), Linux 2.6.32 - 3.1 {93%), Linux 2.6.32 - 3.13 (93%), Synclogy DiskStation Manager 5.2-5644 (92%), Linux 2.6.22 - 2.6.36 (91%), Llnux 2.6.39 [91%), Linux 3.18 (98
%

No exact 05 matches for host {test conditions nan-ideal)

Uptine guess: 34.679 days (since Wed Oct 15 19:13:81 2825)

Wetwork Distance: 1 hop

TCP Sequence Prediction: Difficulty=254 (Goad luck!

1p 1D Sequence Generation: ALL zercs
Service Info: 05: Linux; CPE: cpe:/o

Linw: Linus_kernel

TRACERDUTE
WOP RTT ADDRESS
1 2.82 ns 192.168.2.1

NSE: Script Post-scan
Initiating NSE at
Conpleted WSE at 18:31, B.P9s elapsed
Initiating NSE at 18:31
Completed NSE at 18:31, B.80s elapsed
Initiating NSE at
Conpleted WSE at 18:31, B.89s clapsed
Read data files from: fusribing..sfsharefnmap
05 and Service detection performed. Please report any incorrect results at RUTps://nmap.org/subait/
Knap done: 1 IP address (1 host upl scanned in 120,65 seconds

Raw packets sent: 131216 (5.777M8} | Rovd: 188 (5.952K8
rootboshoxes:~# |

4°C
Mostly cloudy

15:36
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nitheesh@nitheesh: ~ &I

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNK
NOWN group default glen 1
1ink/loopback
0.0.1/8

h
preferred_1ft for
<BROADCAST , MULTICAST , DYNAMIC, UP, LOWER_UP>

ip addr flush dev enpo
sword for nitheesh
$ sudo ip addr add 19 dev enp
udo ip link set enp
udo ip route add 192.168.2.0/24 dev enp
Fil i
$ ip addr
)PBACK , UP, LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group default glen 10

fq_codel state UP group default glen 100

ol @1 *]Right Ctrl

14:37
26/11/2025
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* Cormection failed
Activation of network connection falled

root@oshoxes:~# ping -c 4 192.168.2.10

ping: connect: Network is unreachable

root@osboxes:~# ping -c 4 192,168.2.10

ping: connect: Network is unreachable

root@oshoxes:~# ping 192.168.2.16

ping: connect: Network is unreachable

root@oshoxes:~# ip addr flush dev eth®

root@osboxes:~# ip addr add 192.168.2.9/24 dev eth®

root@oshoxes;~# ip route replace default via 192.168.2.1

Error: Nexthop has invalid gateway.

root@oshoxes:~# ping -c 4 192.168.2.10

ping: connect: Network is unreachable

root@osboxes:~# ip link

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group default glen 10800
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

2: eth@: <BROADCAST,MULTICAST,UP,LOWER UP= mtu 1580 qdisc pfifo fast state UP mode DEFAULT group default glen 1868
link/ether 88:00:27:cd:79:bc brd ff:ff:ff:ff:Ff:Ff

3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1506 gdisc pfifo fast state UP mode DEFAULT group default glen 1000
link/ether 88:00:27:3d:34:37 brd ff:ff:ff:ff:ff.ff

root@oshoxes:~# ip addr flush dev etho

root@oshoxes:~# ip addr add 192.168.2.9/24 dev eth®

root@oshoxes:~# ip link set eth® up

root@oshoxes:~# ip route add 192.168.2.0/24 dev eth@

RTNETLINK answers: File exists

root@oshoxes: ~#

root@oshoxes:~# ip link

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gqdisc nogqueue state UNKNOWN mode DEFAULT group default glen 1800
link/loopback 00:00:00:00:00:00 brd ©0:00:00:00:00:00

2: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP mode DEFAULT group default glen 1080
link/ether 08:00:27:cd:79:bc brd ff:ff:ff:ff:ff:ff

3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP= mtu 1500 qdisc pfifo_fast state UP mode DEFAULT group default glen 1060
link/ether 88:00:27:3d:34:37 brd ff:ff:ff:ff:Ff:Ff

root@osboxes:~# ping -¢ 3 192.168.2.10

PING 192.168.2.160 (192.168.2.10) 56(84) bytes of data.

64 bytes from 192.168.2.10: icmp_seq=1 ttl=64 time=4.47 ms

64 bytes from 192.168.2.10: icmp_seq=2 ttl=64 time=3.15 ms

64 bytes from 192.168.2.10: icmp seq=3 ttl=64 time=3.02 ms

--- 192,168.2.10 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2086ms
rtt min/avg/max/mdev = 3.016/3.544/4.471/08.657 ms
root@oshoxes:~# [J

5 & 14:52
cloudy Q Search v ENG & ) @

26/11/2025




image18.png
Applications = Places = [ Terminal ~ Wed 09:59

* Cormection failed
Activation of network connection falled

3 pgénéis TransMLTLEd, 3 TECELVEd, 0% PACKEL LOSS, LLME Lovoms
rtt min/avg/max/mdev = 3.016/3.544/4.471/08.657 ms
root@oshoxes;~# nmap -p 1-65535 -T4 -A -v 192.168.2.10
Starting Nmap 7.80 ( https://nmap.org ) at 2025-11-26 09:57 EST
NSE: Loaded 151 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at ©9:57
Completed NSE at 09:57, 0.60s elapsed
Initiating NSE at 09:57
Completed NSE at 09:57, 0.00s elapsed
Initiating NSE at ©9:57
Completed NSE at 09:57, 0.60s elapsed
Initiating ARP Ping Scan at ©9:57
Scanning 192.168.2.18 [1 port]
n Completed ARP Ping Scan at 09:57, 0.04s elapsed (1 total hosts)
. Initiating Parallel DNS resolution of 1 host. at 09:57
, Completed Parallel DNS resolution of 1 host. at 09:57, 13.13s elapsed
" Initiating SYN Stealth Scan at 09:57
.Scanning 192.168.2.10 [65535 ports]

Discovered open port 22/tcp on 192.168.2.10
M Discovered open port 80/tcp on 192.168.2.10

Discovered open port 1716/tcp on 192.168.2.160
B Completed SYN Stealth Scan at 09:57, 17.21s elapsed (65535 total ports)
o Initiating Service scan at 09:57

Scanning 3 services on 192.168.2.10

Completed Service scan at ©9:57, 6.23s elapsed (3 services on 1 host)
. Initiating 05 detection (try #1) against 192.168.2.10
" Retrying 05 detection (try #2) against 192.168.2.18

Retrying 05 detection (try #3) against 192.168.2.18

Retrying 0S detection (try #4) against 192.168.2.160

Retrying 0S detection (try #5) against 192.168.2.16

NSE: Script scanning 192.168.2.16.

Initiating NSE at ©9:58

Completed NSE at 09:58, 6.14s elapsed

Initiating NSE at 09:58

Completed NSE at 09:58, 0.035 elapsed

Initiating NSE at ©9:58

Completed NSE at 09:58, 0.01s elapsed

Nmap scan report for 192,168.2.108

Host is up (0.0032s latency).

Not shown: 65532 closed ports

PORT STATE SERVICE VERSION
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80/tcp open http Apache httpd 2.4.62 ((Debian))
| http-methods:
| Supported Methods: OPTIONS HEAD GET POST
| _http-server-header: Apache/2.4.62 (Debian)
| _http-title: Apache2 Debian Default Page: It works
1716/tcp open tcpwrapped
MAC Address: 08:00:27:38:13:89 (Oracle VirtualBox virtual NIC)
No exact 0S matches for hest (If you know what 0S is running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint:
05:5CAN (V=7 .B0%E=4%D=11/26%0T=22%CT=1%CU=32048%PV=Y%05=1%DC=0%G=Y%M=080027%
05:TM=69271586%P=x86_64-pc-linux-gnu)SEQ(5P=105%GCD=1%ISR=107%TI=2%CI=Z%11=
05:I%TS=A)SEQ(SP=106%GCD=1%I5R=107%TI=Z%CI=2%TS=A) OPS(01=M5B45T11NW7%02=M5B
0S:45T11INW7%03=M5B4NNT 1 1NW7%04=M5B4ST11INW7%05=M5B4ST11NW7%06=M5B4ST11)WIN (W
05: 1=FE88%W2=FES8%W3=FEB8%W4=FEBB%W5=FEB8%W6=FEBB ) ECN (R=Y%DF=Y%T=40%W=FAF0%
05: 0=M5B4NNSNW7%CC=Y%0=) T1(R=Y%DF=Y%T=40%5=0%A=5+%F=A5%RD=0%0=) T2 (R=N) T3(R=
05:N) T4 (R=Y%DF=Y%T=40%W=0%5=A%A=Z%F=R%0=%RD=0%0=) T5 ( R=Y%DF=Y%T=40%W=0%5=2%A

1 05:=5+%F=AR%0=%RD=0%0=) T6 | R=Y%DF=Y%T=40%W=0%5=A%A=Z%F=R%0=%RD=0%0=) T7 (R=Y%D

- 0S:F=Y%T=40%W=0%5=2%A=5+%F=AR%0=%RD=0%Q=) U1 (R=Y%DF=N%T=40%IPL=164%UN=0%RIPL

. 05:=0%RID=G%RIPCK=G%RUCK=G%RUD=G) IE (R=Y%DFI=N%T=40%CD=S)

L Uptime guess: 33.011 days (since Fri Oct 24 10:42:29 2025)
Network Distance: 1 hop
TCP Sequence Prediction: Difficulty=262 (Good luck!)

“ TP ID Sequence Generation: All zeros

.Service Info: 05: Linux; CPE: cpe:/o:Llinux:Llinux_kernel

2 TRACEROUTE
HOP RTT ADDRESS
1 3.21 ms 192.168.2.10

NSE: Script Post-scanning.
Initiating NSE at 09:58
Completed NSE at 09:58, 0.60s elapsed
Initiating NSE at ©9:58
Completed NSE at 09:58, 0.00s elapsed
Initiating NSE at ©9:58
Completed NSE at 09:58, ©0.00s elapsed
Read data files from: fusr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 57.03 seconds
Raw packets sent: 65651 (2.893MB) | Rcvd: 65611 (2.628MB)
root@oshoxes:~# [J
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TLS13 KDF_EXTRACT : (KAT KDF) : Pass
TLS13 KDF EXPAND : (KAT KDF) : Pass
TLS12 PRF : (KAT KDF) : Pass
PBKDF2 : (KAT _KDF) : Pass

SSHKDF : (KAT_KDF) : Pass

KBKDF : (KAT_KDF) : Pass

HKDF : (KAT KDF) : Pass

SSKDF : (KAT KDF) : Pass

X963KDF : (KAT_KDF) : Pass

X942KDF : (KAT KDF) : Pass

HASH : (DRBG) : Pass

CTR : (DRBG) : Pass

HMAC : (DRBG) : Pass

DH : (KAT_KA) : Pass

ECDH : (KAT_KA) : Pass

RSA_Encrypt : (KAT AsymmetricCipher) : Pass
.. RSA Decrypt : (KAT AsymmetricCipher) : Pass
- RSA Decrypt : (KAT AsymmetricCipher) : Pass
. INSTALL PASSED
" Unpacking Nessus Scanner Core Components...

- You can start Nessus Scanner by typing /bin/systemctl start nessusd.service
- Then go to https://NESSUS HOSTNAME OR IP:8834/ to configure your scanner
-
® root@oshoxes:/media/sf_VM_Share# sudo systemctl start nessusd
root@oshoxes: /media/sf_VM_Share# sudo systemctl enable nessusd
it Created symlink /etc/systemd/system/nessusd.service - /lib/systemd/system/nessusd.service.
Created symlink /etc/systemd/system/multi-user.target.wants/nessusd.service - /lib/systemd/system/nessusd.service.
root@oshoxes: /media/sf_VWM_Share# sudo systemctl status nessusd
® nessusd,service - The Nessus Vulnerability Scanner
Loaded: loaded (/lib/systemd/system/nessusd.service; enabled; vendor preset: disabled)
Active: active (running) since Tue 2625-12-09 84:57:81 EST; 49s ago
Main PID: 2177 (nessus-service)
Tasks: 15 (limit: 2621)
Memory: 194.1M
CGroup: /system.slice/nessusd.service
2177 /opt/nessus/shin/nessus-service -q
2178 nessusd -q

Dec 09 04:57:01 oshoxes systemd[1]: Started The Nessus Vulnerability Scanner.
Dec @9 B4:57:01 osboxes nessus-service[2177]: nessus-service [2177][INFO] : Nessus 19.16.0 [build 20161] Started
root@oshoxes: /media/sf_UM Share# [
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~# ping -c 3 192.168.1.1
ping: connect: Network is unreachable
root@osboxes:~# ping -c¢ 3 192.168.1.1
ping: connect: Network is unreachable
root@oshoxes:~# ping -c 3 192,168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.
64 bytes from 192.168.1.1: icmp seq=1 ttl=128 time=14.3 ms
64 bytes from 192.168.1.1: icmp seq=2 ttl=128 time=1.28 ms
64 bytes from 192.168.1.1: icmp_seq=3 ttl=128 time=1.12 ms

--- 192.168.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = 1.123/5.561/14.279/6.164 ms
root@oshoxes;~# nmap -p 135,139,445 192,168.1.1

Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-08 15:53 EST
Nmap scan report for 192.168.1.1

Host is up (0.0084s latency).

. PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 08:00:27:7B:15:12 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.45 seconds
root@oshoxes:~# [J
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~# ping -c 3 192.168.1.1
ping: connect: Network is unreachable
root@osboxes:~# ping -c¢ 3 192.168.1.1
ping: connect: Network is unreachable
root@oshoxes:~# ping -c 3 192,168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.
64 bytes from 192.168.1.1: icmp seq=1 ttl=128 time=14.3 ms
64 bytes from 192.168.1.1: icmp seq=2 ttl=128 time=1.28 ms
64 bytes from 192.168.1.1: icmp_seq=3 ttl=128 time=1.12 ms

--- 192.168.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = 1.123/5.561/14.279/6.164 ms
root@oshoxes;~# nmap -p 135,139,445 192,168.1.1

Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-08 15:53 EST
Nmap scan report for 192.168.1.1

Host is up (0.0084s latency).

. PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 08:00:27:7B:15:12 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.45 seconds
root@oshoxes:~# rpcclient -U "" -N 192.168.1.1
rpeclient $= 1
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root@oshoxes: "Passwordl123!" > passlist.txt
root@oshoxes:~# echo "Adminl23" >> passlist.txt

root@oshoxes:~# echo "Administrator" >> passlist.txt

root@oshoxes:~# echo "P@sswdrd" >> passlist.txt
root@oshoxes:~# echo "Admin@l23" >> passlist.txt

root@oshoxes:~# hydra -1 administrator -P passlist.txt smb://192.168.1.1
Please do not use in military or secret service organizations, or for illegal purposes.

Hydra v9.0 (c) 2019 by van Hauser/THC -

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2025-12-08 18:11:32
[INFO] Reduced number of tasks to 1 (smb does not like parallel connections)
[DATA] max 1 task per 1 server, overall 1 task, 5 login tries (1l:1/p:5), ~5 tries per task

L [DATA] attacking smb://192.168.1.1:445/
@ 1 of 1 target completed, © valid passwords found

(N

i =0

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2025-12-08 18:11:32

root@osboxes:~# [J

13°C
Cloudy

Q Search





image25.png
Applications = Places = [ Terminal ~ Fri13:32

root@oshoxes:~# ping -c 3 192.168.100.20
PING 192.168.100.20 (192.168.100.20) 56(84) bytes of data.

64 bytes from 192.168.100.20: icmp seq=1 ttl=64 time=4.38 ms
64 bytes from 192.168.100.20: icmp_seq=2 ttl=64 time=0.764 ms
64 bytes from 192.168.100.20: icmp_seq=3 ttl=64 time=0.676 ms

--- 192.168.100.20 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2033ms
rtt min/avg/max/mdev = 0.676/1.940/4,382/1.726 ms
root@oshoxes:~# nmap -s5 -sV -p 22 192.168.100.20

Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-12 13:04 EST
Nmap scan report for 192.168.100.20

Host is up (0.0813s latency).

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 16.8p2 Debian 7 (protocol 2.8)
.. MAC Address: 08:00:27:27:68:C3 (Oracle VirtualBox virtual NIC)
- Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
L Nmap done: 1 IP address (1 host up) scanned in 13.74 seconds
root@osbhoxes:~# hydra -1 londonlogin -P /usr/share/wordlists/rockyou.txt ssh://192.168.100.20
Hydra v9.0 (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.
-
.Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2025-12-12 13:06:45
[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
#: [ERROR] File for passwords not found: fusr/share/wordlists/rockyou.txt
root@osboxes:~# 1s fusr/share/wordlists/
dirb dirbuster dnsmap.txt fasttrack.txt fern-wifi metasploit nmap.lst rockyou.txt.gz wfuzz
root@oshoxes:~# gunzip /usr/share/wordlists/rockyou.txt.gz
root@oshoxes:~# 1s /usr/share/wordlists/rockyou.txt
Jusr/share/wordlists/rockyou.txt
root@osbhoxes:~# hydra -1 londonlegin -P /usr/share/wordlists/rockyou.txt -t 4 ssh://192.168.100.20
Hydra v9.0 (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2025-12-12 13:13:22

[DATA] max 4 tasks per 1 server, overall 4 tasks, 14344399 login tries (1:1/p:14344399), ~3586100 tries per task
[DATA] attacking ssh://192.168.100.20:22/

[STATUS] 37.00 tries/min, 37 tries in 00:081h, 14344362 to do in 6461:26h, 4 active

[STATUS] 28.08 tries/min, 84 tries in @8:83h, 14344315 to do in 8538:17h, 4 active

~CThe session file ./hydra.restore was written. Type "hydra -R" to resume session.

root@oshoxes:~# [J
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oo /umlinuz.old is now a symlink to bootsymlinuz-6.12.48+debl3-amdod

: Jinitrd.img.old is now a sumlink to bootsinitrd. img-6.12. 48+deb13-amd6d
o sumlinuz is now a symlink to bootsumlinuz-6.12.57+debl3-amded
coAindted.img is now a sumlink to bootsinited. img-6. 12,57 +deb13-amnded
setcskernelspostinst.dsinitramfs-tools:

update-initramfs: Generating sboot/sinitrd.img-6.12.57+deb13-amdo4
setocskernel/postinst.d/zz-update-grub:

Generating grub configuration file

Found linux image: sbootsumlinuz-6.12.57+debl3-amded

Found initrd image: sbootsinitrd.img-6.12.57+deb13-amdad

Found linu< image: shootsvmlinuz-6.12.48+debl13-amded

Found initrd image: sbootsinitrd.img-6.12.458+deb13-amd6d

Found linux image: sbootsvmlinuz-6.12.43+debl13-amdéd

Found initrd image: sbootsinitrd.img-6.12.453+debl5-amded

Warning: os-prober will not be executed to detect other bootable partitions.
systems on them will not be added to the GRUB boot configuration.

Check GRUB_DISABLE_OS_FPROBER documentation entry.

Adding boot menu entry for UEFI Firmware Settings

I
I
I
I

done

Setting up keyboard-configuration (1.242%deb13ul)

setting up openssl (3.5.4-17deb13ul) ...

Setting u ihemleramded (2,12, 7+dfsg+real lu?.9.14-2, 1+deh13u2)
setting u ibteventetad::amdad (2:0.16.2+sambad. 22, 6+dfsg-a+deh13ul)
setting up systemd-resolved (257.9-1"deb13ul)

Setting up systemd-sysv (257.9-1"deb13ul) ...

Setting up bind9g-libs:amded (1:9.26.15-1"deb13ul)

il
P
1]
]
sl
il
P
Setting up bpam-wtmpdb:amded (6,73, 6-3+debh153ul)
setting up libnss-systemd:amdéd (257.9-1%deb13ul)
setting up linux-image-amded (6.12.57-1)
Setting up wtmpdbh (6.73.6-3+deb13ul)
o1l
h
]
sl
il
P
1]
]

Setting u ihpam-systemd:amded (257.9-1"deb13u1)

Setting up console-setup-linux (1.242%deb13ul) .

setting u ihldhz:amdad (2:2.11.a+sambad.22.6+dfsg-0+deb1301)
Setting up bind9-host (1:9.26,15-1"deb13ul) ...

Setting u ibnss-resolve:amdéd (257.9-17deb13ul)

Setting up console-setup (1.2427%debl3ul) ...

Setting up samba-libs:amded (2:4.22.6+dfsg-a+deh15ul)

setting up bind9-dnsutils (1:9.20.15-1"deb13ul)

setting u ibsmbolienté:amded (2:4.22.6+dfsg-0+debl13ul)
Frocessing triggers for libc-hin (2.41-12)
Frocessing triggers for man-db (2.13.1-1) ...
Frocessing triggers for cracklib-runtime (2.9.6-5.2+h1)
Frocessing triggers for dbus (1.16.2-2 .

Frocessing triggers for shared-mime-info (2.4-5+b2)

Frocessing triggers for procps (2:4.6.4-9)

Frocessing trigeers for initramfs-tools (0.148.3) ...
update-initramfs: Generating shoot/sinitrd. img-6.12.57+deb13-amdqd
londonlogin@l-co: ™%

=)

21:05
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GHU nano 8.4
Passwordauthentication no
FermitRootLogin no
MaxAuthTries 3

# This is the sshd server system-wide configuration file. See
# sshd_config(5) for more information.

# This sshd was compiled with PATH= usr/slocalsbin: Ausrsbin:sbin: susr/games

The strategy used for options in the default sshd_config shipped with
OpensSsH is to specify options with their default walue where
possible, but leave them commented. Uncommented options override the
default value.

F* 3

Include setc/ssh/sshd_config.dss. conf

#Port 22
#fddressFamily any
#ListenAddress 6.0.8.0
#ListennAddress

lostkey setcs/sshr/ssh_host_rsa_key
Hostkey setcssshessh_host_ecdsa_key
lostkey setcs/sshs/ssh_host_ed25519_key

3 3 3

Ciphers and keying
RekeyLimit default none

3x

Logging
syslogFacility AUTH
oglevel INFO

I+ 3 3

F+

Authentication:

#LoginGraceTime 2m
#PermitRootlogin yes
AStrictModes yes
#MaxAuthTries 6
#HMaxSessions 10

#Pubkeuauthent ication ues

# Expect .ssh/authorized_keys? to be disregarded by default in future.
#AuthorizedkeysFile .ssh/sauthorized_keys .ssh/authorized_keysz

#authorizedrPrincipalsFile none
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Listenaddress

lostkey setcs/sshr/ssh_host_rsa_key
Hostkey setcssshessh_host_ecdsa_key
lostkey setcs/sshr/ssh_host_ed25519_key

3 3 3

Ciphers and keying
RekeyLimit default none

3x

Logging
syslogFacility AUTH
oglevel INFO

I+ 3 3

T+

Authentication:

#LoginGraceTime 2m
#PermitRootlogin yes
AStrictModes yes
#MaxAuthTries 6
#HMaxSessions 10

#Pubkeuauthent ication ues

# Expect .ssh/authorized_keys? to be disregarded by default in future.
#AauthorizedkeysFile .sshsauthorized_keys .ssh/authorized_keys2

#authorizedrPrincipalsFile none

londonlogin@lL-CcD: ™% sudo systemctl restart ssh
londonlogin@l-Cco:™% sudo systemctl status ssh
« ssh.service - OpenBSD Secure Shell serwver
Loaded: loaded (susrslibssystemdssystemsssh.service: enabled: preset: enabled)
fActive: active (running) since Sat 2025-12-13 21:38:28 GHMT; 17s ago
Invocation: 467f2ac6e3ced2eShas2feSocdfhli3dad
Docs: man:sshd(8)
man: sshd_conf ig(s)
Frocess: 9537 ExecStartPre=susrsshinssshd -t (code=ewxited, status=e/5UCCESS
Main FID: 954@ (sshd)
Tasks: 1 (limit: 2303)
Memory: 1.3M (peak: 2M)

CPU: 37ms
CGroup: ssystem.slicesssh.service
9546 "sshd: susrsshingsshd -D [listener] @ of 16-166 startups"

Dec 13 21:38:20 L-CD systemd([1]: Starting ssh.service - OpenBSD Secure Shell serwver. ..
Dec 13 21:88:26 L-CD sshd [954@] @ Server listening on @.6.6.8 port 22.

Dec 13 2 1260 L-CD sshd[954a] ¢ Server listening on :: port 22.

Dec 13 21:38:26 L-CD systemd[1] @ Started ssh.serwvice - OpenBsSD Secure Shell serwver.,
londonlogin@l-Co: ™%
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selecting previously unselected package python3-inflect.
Freparing to unpack .../65-python3-inflect_7.3.1-2_all.deb
Unpacking pythond-inflect (7.3.1-2) ...
selecting previously unselected package python3-jaraco.functools.
Freparing to unpack .../86-python3-jaraco.functools_4.1.8-1_all.deb
Unpacking python3-jaraco.functools (4.1.80-1) ...

Selecting previously unselected package puthon3-pkg-resources.

Freparing to unpack .../07-python3-pkg-resources_78.1.1-0.1_all.deb
Unpacking python3-pkg-resources (78.1.1-6.1) ...

Selecting previously unselected package python3-jaraco.text.
Freparing to unpack .../ 08-python3- jaraco.text_4.0.0-1_all.deb

Unpacking puthon3-jaraco.text (4.6.6-1)
selecting previously unselected package python3-zipp.

Freparing to unpack .../s69-python3-zipp_3.21.6-1_all.deb
Unpacking pythond-zipp (3.21.6-1) .
selecting previously unselected package python3-setuptools.
Freparing to unpack .../ 16-python3-setuptools_78.1.1-6.1_all.deh
Unpacking pythond-setuptools (78.1.1-a.1) .
Selecting previously unselected package python3- jaraco.context.

Freparing to unpack ... 11-python3-jaraco.context_6.@.1-1_all.deb
Unpacking python3- jaraco.context (6.@.1-1) ...
Selecting previously unselected package puthon3-puasuncore.

Freparing to unpack .../ 12-python3-pyasyncore_1.9.2-3_all.deb
Unpacking python3-pyasuncore (1.6,2-3)

Selecting previously unselected package python3-pyinotify.
Freparing to unpack .../ 13-python3-pyinotify_©.9.6-5_all.deb

Unpacking puthon3-puinotify (6.9.6-5) ...

selecting previously unselected package whois.

Freparing to unpack ... 1d-whois_5.6.3_amded . deb

Unpacking whois (5.6.3)

Setting up python3-more-itertools (16.7.6-1)

Setting up puthon3-jaraco.functools (4.1.6-1)

setting up whols (5.6.3)

setting up python3-jaraco.context (6.@.1-1)

Setting up failZhan (1.1.6-8)

Created symlink 'setc/systemds/systemsmulti-user.target.wants/failzban.service' - "Jusr/slib/systemds/systemsfallzban. service'.

Setting up puthon3-zipp (3.21.8-1)

setting up pythonz-avtocommand (2.2.2-3) .

Setting up puthon3-tuping-extensions (4.13.2-1)

Setting up python3-pyasyncore (1.8.2-3

setting up python3-pyinotify (9.9.6-5)
n 1)
)
s}

&
Setting up puthon3-tupeguard (4.4.2-1) ..
setting up pythonz-inflect (7.3.1-2) ...
Setting up python3-jaraco.text (4.@.6-1)
Setting up python3-pkg-resources (78.1.1-8.1)
setting up python3-setuptools (78.1.1-9.1)
Frocessing triggers for man-db (2.13.1-1)
londonlogin@l-co: ™%
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Setting up python3-jaraco.text (4.0.0-1) ...
Setting up python3-pkg-resources (78.1.1-8.1)
setting up pythonz-setuptools (78.1.1-a.1)
Frocessing triggers for man-db (2.13.1-1) ...
londonlogin@L-CcD: ™% sudo systemctl enable now failzhan
synchronizing state of failzZban.service with SysY service script with Jusr/lib/systemdssystemd-sysv-install.
Executing: susrslibssustemds/sustemd-susv-install enable failZban
londonlogin@lL-cD: ™% sudo systemctl status failzban
« failzZban.service - FailZBan Service
Loaded: loaded {susrslibssystemdssystemsfailzbhan.service; enabled; preset: enabled)
Active: active (running) since Sat 2025-12-13 22:06:59 GMT; 4min 24s ago
Invocation: decdbctfelededs159639579de55309631
pDocs: man:failzhan(l)
Main FID: 9943 (failZban-server)
Tasks: 5 (limit: 2363)
Memary: 16.3M (peak: 18.3M)
CPU: 555ms
CGroup: ssystem.slicesfailzban.service
L9945 Jusrsbinsputhons AusrsbinsfailzZban-zerver -xf start

Dec 13 22:06:59 L-CO systemd[1]: Started fallzban.service - FallZBan Service.
Dec 13 22:66:59 L-CD failZban-server [9943] @ Server ready
londonlogin@l-co: ™% sudo tee setcs/failzhansjail.local << 'EOF'
> [sshd]

> enabled = true

»omaxretry = 5

> findtime = 16m

> hantime = 38m

» backend = systemd

> EOF

[s=hd]

enabled = true

maxretry = 5

findtime = 1am

bantime = 3em

backend = systemd

ondonlogingl-Ch: ™% sudo sustemctl restart failZhan
ondonlogin@L-co:™% Status for the jail: sshd
-hash: Status: command not found
ondonlogin@L-co:™% sudo failZban-client status sshd
Status for the jail: sshd
- Filter
|- Currently failed: @
|- Total failed: 2]
" Journal matches: _SYSTEMD_UNIT=ssh.service + _COMM=sshd
"o Actions
|- Currently banned: @
|- Total hanned: 2]
- Banned IF list:
ondonlogin@l-co: ™%
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Active: active (running) since Sat 2025-12-13 22:06:59 GMT; 4min 24s ago
Invocation: dacdbcfe?eded815965395790e55309651
Docs: man:failzban(l)

Main FID: 9943 (failZban-server)
Tasks: 5 (limit: 2303)
Memary: 16.3M (peak: 18.3M)
CPU: 555ms

CGroup: ssystem.slicesfailzban.service
L9945 Jusrsbinspythons Ausrsbinsfailzban-zerver -«f start

Dec 13 22:06:59 L-CO systemd[1]: Started faillzban.service - FallZBan Service.
Dec 13 22:86:59 L-CD failZban-server[9943] @ Server ready
londonlogin@l-co: ™% sudo tee setcs/failzhansjail.local << 'EOF'
> [sshd]

> enabled = true

»omaxretry = 5

> findtime = lom

> hantime = 3am

» backend = systemd

> EOF

[s=hd]

enabled = true

maxretry = 5

findtime = 1ém

bantime = 3@m

backend = systemd

ondonlogingl-Ch: ™% sudo sustemctl restart failZban
ondonlogin@L-co:™% Status for the jail: sshd

-bash: Status: command not found

ondonlogin@L-Cco:™% sudo failZban-client status sshd
Status for the jail: sshd
- Filter
|- Currently failed: @
|- Total failed: 2]
" Journal matches: _SYSTEMD_UNIT=ssh.service + _COMM=sshd
"o Actions
|- Currently banned: @
|- Total hanned: 2]
- Banned IF list:
ondonlogin@L-CcD:™% sudo apt instal Yy ufuw

ufw is already the newest version (9.36.2-9).

Summary :
Upgrading: @, Installing: @, Removing: @, Not Upgrading: @
ondonlogindl-CO:™% sudo ufw default deny incoming

Default incoming policy changed to 'deny'

(be sure to update your rules accordingly)
ondonloginglL-co:™% sudo ufw default allow outgoing
Default outgoing policy changed to 'allow’

(he sure to update your rules accordingluy)
ondonlogin@l-co: ™%
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|- Total banned: 2]

- Banned IP list:
ondonlogin@L-Cco:™% sudo apt install -y ufw
ufw is already the newest version (@.36.2-9).
sSummary :
Upgrading: o, Installing: @, Removing: o, Not Upgrading: o
ondonlogingl -Co: ™% sudo ufw default deny incoming
Default incoming policy changed to 'deny'
(he sure to update your rules accordingluy)
ondonlogin@l-co:™% sudo ufw default allow outgoing
pefault outgoing policy changed to 'allow'
(he sure to update your rules accordingluy)
ondonlogin@L-co: ™% sudo ufw allows 2z2/tcp
ERROR: Invalid syntax

Usage: ufw COMMAMD

Commands :

enable enables the firewall
disable disables the firewall
default ARG set default policy

logeing LEVEL set logging to LEVE

allow ARGS add allow rule

deny ARGS add deny rule

reject ARGS add reject rule

limit ARGS add limit rule

delete RULE |MUM delete RULE

insert NUM RULE insert RULE at NUM

prepend RULE prepend RULE

route RULE add route RULE

route delete RULE |[MUM delete route RULE

route insert MUM RULE insert route RULE at MUM
reload reload firewall

reset reset firewall

status show firewall status

status numbered show firewall status as numbered list of RULES
status verbose show verbose firewall status
show ARG show firewall report
version display wersion information

Application profile commands:

app list list application profiles

app info PROFILE show information on PROFILE
app update PROFILE update FROFILE

app default ARG set default application policy

londonlogindl -Co:™% sudo ufw allow 22/tcp
Rule added

Rule added (ve)

londonlogin@l-Co: ™%
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Usage: ufw COMMAMD

Commands :

enable enables the firewall
disable disables the firewall
default ARG set default policy

logeing LEVEL set logging to LEVE

allow ARGS add allow rule

deny ARGS add deny rule

reject ARGS add reject rule

limit ARGS add limit rule

delete RULE |MUM delete RULE

insert NUM RULE insert RULE at NUM

prepend RULE prepend RULE

route RULE add route RULE

route delete RULE |[MUM delete route RULE

route insert MUM RULE insert route RULE at MUM
reload reload firewall

reset reset firewall

status show firewall status

status numbered show firewall status as numbered list of RULES
status verbose show verbose firewall status
show ARG show firewall report
version display wersion information

Application profile commands:

app list list application profiles

app info PROFILE show information on PROFILE
app update PROFILE update FROFILE

app default ARG set default application policy

londonlogindl -Co:™% sudo ufw allow 22/tcp
Rule added
Fule added (ve)
londonlogin@L-cD:™% sudo ufw enable

Firewall is active and enabled on system startup
londonlogindl-co: ™% sudo ufw status verbose
Status: active
Logging: on (low)
Default: deny (incoming)
Mew profiles: skip

allow (outgoing), deny (routed)

To Action From

22 ALLOW IN Anywhere
22step ALLOW IN Anyuwhere

22 (va) ALLOW IM Anywhere (va)
22step (we) ALLOW IN Anyuwhere (ve)

londonlogin@l-Co: ™%
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Skipping adding existing rule (ve)

londonlogindl-co: ™% sudo ufw enable

Firewall is active and enabled on system startup
londonlogindl-Co:™% sudo ufw status verhose

Status: active

Logging: on (low)

Default: deny (incoming), allow (outgoing), denu (routed)
New profiles: skip

To Action From

2e ALLOW IN Anyuhere

2estep ALLOW IM Anywhere

22 (wB) ALLOW TN Anyuwhere (va)

2/tcp (wi) ALLOW IN fAnywhere (ve)

londonlogindl -CO:™% sudo ss -tulpn

Net id State Recv-0 Send-0 Local Address:Port Feer Address:Port
Process

udp UNCONM 4] 4] G.8.0,8:5355 B.8.0,0:0k
users: (("systemd-resolve',pid=59a3,fd=11))

udp LIMCORM 6] 4] 127.8.0,54:53 B0, 8, 8%
users: ((Msystemd-resolve’,pid=5903, fd=22))

udp UMCOMN 2} 2} 127.8.8.553%10:55 [ I
users: ({("systemd-resolve',pid=5963, fd=2a))

udp LMCONM 5] 5] [::]:5355 [2:] sk
users: {("systemd-resolve',pid=5963, fd=13))

tcp LISTEN Q 128 0.8.0,0:22 0.8.0,80:0k
users: (("sshd',pid=9548, fd=6))

top LISTEN 4] 4a96 127.8.08.53%10:53 G.8.0,0:0
users: (("systemd-resolve',pid=59a3,fd=21))

tcp STEM 4] 4E96 B,6, 68, 6: 5355 BB, Bk
users: ((Msystemd-resolve’,pid=5903,fd=12))

tcp LISTEM a 4096 127.9.0.54:53 [
users: ({"systemd ve'',pid=5963,fd=23))

tcp LISTEM 2] a2 #izZl B
users: (("vsftpd',pid=875,fd=3))

tcp LISTEM 4] 128 [::]:22 [2:]
users: (("sshd',pid=9548, fd=7))

top LISTEN 4] 511 A BE Y
users: (("apachez",pld=6671,fd=4), ("apachez",pid=667a,fd=4), ("apachez",pid=6069, fd=4), ("apachez",pld=6068, fd=4), ("apachez",pid=6067,fd=4), ("apachez",pid=925, fd=

47

tcp LISTEM 5] 4696 [::]:5355 [2:]
users: (("systemd-resolve', pid=5983, fd=14))

londonlogin@lL-cD:™% sudo systemctl stop wsftpd

londonlogin@l-co:™% sudo systemctl disable wsftpd

Sunchronizing state of vsftpd.service with SusyY service script with Jusrslibssustemdssustemd-susv-install.

Executing: susr/slibs/systemdssystemd-sysv-install disable wsftpd

Removed 'setcs/sustemdssustemsmult i-user, target . wantssvsttpd.service ',
londonlogin@l-Co: ™%
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users: (("systemd-resolve',pid=59a3

tc

41)

tc

users: ({"systemd-reso
londonlogin@l-CO:™% s

.
SErNS
0

SErNE
5}
SErS
u]
SENS
u]
SErS
.

SErNS
0

SErNE
!
.

STEN

((Msshd", pid=954a, fd=6))
|

[

TEM

{("systemd-resolve',pid=5903

a

EM

:ff”quq+nmd—gpqn ve'',pid=5963

STEM

s((Msystend-resolve', pid=59a3

LISTEMN

S((Mwsftpd", pid=675, fd=3))

STEN

,fd=13))
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1 (({"apachez
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LISTEM
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L

5]
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ve'', pid=5983,fd=14))
o systemctl stop wsftpd

londonlogin@L-cD: ™% sudo systemctl disable wsftpd

synchronizing state o

28

4696

B Lbls]

4036

o0
ae

28

511

,pid—5071,+d—4),(”apachc:”,pid—ﬂO?o,fd?4),(”apachc

@96

Executing: Ausr/lib/sustemdssustemd-susv-install disable vsftpd

Removed 'setcssystemdssystemsmulti-user.target . wantssvsftpd.service'.

londonlogindl-CD: ™% sudo ss -tulpn

Netid State Recv-0 Send-o Local Address:Port
Frocess

udp LINCOMM 5] 2] .6, 68, 6: 5355
users: ((Msystemd-resolve’,pid=5903,fd=11))

udlp UNEONN @ @ 127.8.0.54:53
users: ({("systemd-resolve',pid=5963, fd=22))

udp UNCOMM 5] a 127.9.0.53%10:53
users: {("systemd-resolve',pid=5963, fd=26))

udp UMCONM Q Q [::]1:5355
users: (("systemd-resolve', pid=5963, fd=13))

top LISTEN 4] 28 G.8.0,60:22
users: (("sshd",pld=9548,fd=6))

tcp STEM 2] @95 127.6.6,53%10:53
users: ((Msystemd-resolve’,pid=5903, fd=21))

tep LISTEM @ 4095 @.8.0,8:5355
users: ({("systemd-resolve',pid=5963, fd=12))

tcp LISTEM 4] 4696 127.6.6,54:53
users: (("'sustemd-resolve',pid=5963, fd=23))

tcp LISTEN Q 28 [::]:22
users: (("sshd',pid=9548, fd=7))

top LISTEN 4] 511 A BE
users: (("apachez",pld=6671,fd=4), ("apachez",pid=667a,fd=4), ("apachez",pid=6069, fd=4), ("apachez",pld=6068, fd=4), ("apachez",pid=6067,fd=4), ("apachez",pid=925, fd=

47

tcp LISTEMN Q 4296 [::]:5355
users: (("systemd-resolve', pid=5983, fd=14))

londonlogin@l-Co: ™%
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LS libfast jsond 1. 2304, 0-2_amded . deb
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to unpack
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to unpack
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to unpack
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up rsyslog (8.25@4.8-1)
symlink 'setcssystemdssystemns
‘setossystemdssustemsmult i-user. target . wantssrsyslog, service ' »
for libc-bin (2.

Frocessing triggers
Frocessing triggers
londonlogindl-co: ™%
londonlogin@l-co: ™%
« rsyslog.service -

Loaded:
Active:
Invocation:
Triggeredby:
pocs:

Main PID:
Tasks:
Memory =
CPU:
LLraups:

Lec
Dec
bec
Dec

13 25:a4:
13 23:04:
13 23:a4:
13 23:84:

londonlogin@L-co:™% ls
1 root adm 849 Dec
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LoArsuslog _8.2584 . 8- 1 _amded . deb

for man-db (2.13.

(@,1.11-2)

a-2)

‘syslog.service' -

1-12)
1-1)

sudo systemctl enable --now rsyslog
sudo systemctl status rsyslog

System Logging Service
(susrslib/ssystemdssystemsreyslog. service; enabled; preset: enabled)
(running) since Sat 2025-12-13 23:04:42 GMT; 595 ago
ce89616ce819459d8976e4 1habdedSdo
« syslog.socket
man:rsyslogdis)
man:rsyslog.conf (5]
https:/ww, rsyslog, com/docs
11698 (rsuslogd)
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systemd (1] :
reyslogd [11698] :
systemd [1] :
reyslogd [11698] @

sudo tail

BEgano+ee
L 137505450
1469a9+0a:
S59580+a0
. 733851406
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TEEB1T+06:
.644940+00:
Bdb2d5+a0
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e
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AU

'susrslibssystendssystensrsyslog. service .

srslib/ssystendssystemsrsys log, service ',

Starting rsyslog.service - System Logging Service. ..
ck: Acguired UNIX socket
started rsyslog.service - System Logging sSerwvice.

imu

[origin software="rsuslogd" swversion="8.2564
1 svar/slogsauth. log

23:85 svarslogsauth, log

20
L-CD
L-CD
L-CD
L-CD
L-CD
L-CD
L-CD
L-CD
L-CD

sudo:
sudo:
suda:
sudo:
sudo:
sudo:
sudo:
suda:
sudo:

svarslogsauth. log
pam_unixisudo:

londonlogin

pam_unix(sudo:
pam_unix(sudo:

londonlogin

pam_unixisudo:
pam_unixisudo:

londonlogin

pam_unix(sudo:

Q Search

session):

TTv=ttuyl

session):
session):

TTv=ttyl

session):
session):

TTv=ttyl

session):

3

"srunssystemds

session closed
PHD=/home/ Lond
session opened
session closed
PHD=/home lond
session opened
session closed

FHD=shomes Lond
session opened

Journalssyslog' (fd 3) from systemd. 3. 2504, a]

L8 wepid="11698" w=-info="https:/Auww.rsuyslog.com'] start

for user root
onlogin USER=root COMMAND=/usr/binssustemct]l enable --now rsuslog
for user rootiuid=e) by londonloginfuid=1a8a)

for user root

onlogin ; USER=root ; COMMAND=susr/binssystemct]l status rsyslog

for user rootiuid=e) by londonloginfuid=10a0)

for user root

onlogin 3 USER=root ;
for user rootiuid=@)

COMMAND= usrsbinstail
by londonloginiuid=1aaa)

n ze svarslogsauth. log
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> O &g 50005

ENG




image1.png
Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David




