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ABSTRACT

The aim of this project is to compare and evaluate Enhanced Interior Gateway
Routing Protocol (EIGRP) and Open Shortest Path First (OSPF) routing protocols
in IPv6 network operations. To meet this aim, specific and achievable objectives
have been set.

In this paper the first step was to focus on the literature review of scientific
research and experiments to compare and evaluate the two most popular routing
protocols in IPv6 network environment.

The second step was investigating and gathering performance parameters used
by other networking professionals to compare and evaluate EIGRP and OSPF in
IPv4 and IPv6 routed protocols.

The proliferation of the Internet user population and the depletion of IPv4 address
space are two of the main motivating factors behind the development and
implementation of |IPv6 routed protocols. The current trend of internetworking
growth requires adaptation of the routing for IPv6. Hence, it is vital to investigate
the performance of EIGRP and OSPF routing protocols in IPv6 network
operations.

To conduct a comprehensive and thorough comparison between EIGRPv6 and
OSPFv3, different network topologies have been designed with point-to-point and
multi-access network scenarios. Furthermore, a series of controlled experiments
have been undertaken using Cisco packet tracer 6.2, GNS3 and 16 dedicated
Cisco routers in a laboratory environment.

Based on the key findings, EIGRP for IPv6 has performed better in all scenarios
compared to OSPFv3. The generated results indicate that EIGRP for IPv6 is the
best choice for both point-to-point and multi-access networks as it is not only
converging faster from cold start, but also it has a faster re-convergence speed
when a topology change occurs.

In order to assess the performance of dynamic routing protocols in a large network
scenario, an appropriate network simulator software is recommended as it is not
only time-saving, but also it can provide a wider range of performance parameters

for comparison and evaluation of dynamic routing protocols.
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CHAPTER 1 INTRODUCTION

1.1 Introduction

Network connection maximises the value of business operations of governments
and enterprises and gain positive benefits in different aspects. Internet protocol
(IP) address enables networking devices to communicate in different geographical
locations by uniquely identifying the machine over the network. The router is
responsible for the delivery of packets across different networks [1]. Routers are
now even being added to satellites in space. These networking devices use
dynamic routing protocols to perform network discovery, updating and maintaining
routing tables. As discussed by [1] and [2] routers are intermediary network
devices: whereas, routing protocols define the set of rules used by routers when
they communicate routing information between neighbour routers. For the modern
Internet era, routing protocols enable routers to communicate with each other to
forward the packets to desired destinations [3].

The growth of Internet and evolution of high speed data networks has led to the
inevitable adoption of IPvE [4] [5]. Wijaya [4] argues that computers and data
networking have become an essential part of our daily lives. This implies that
communication in the Internet has been growing and becoming an integral part of
human life.

The motivating factors behind the development and implementation of IPv6 routed
protocol are the followings:

> The proliferation of Internet population

> The Internet of everything

> The depletion of IPv4 address space

> Issues with Network Translation Address (NAT).

Many organisations and some countries have been implementing IPv6 [6]. This in
return, requires investigating the performance of routing protocols in IPv6 network

operation.

When selecting the most appropriate routing protocol for an organisation, several
requirements can be considered. There are benefits and drawbacks for each

specific routing protocol.




Comparing and Evaluating Enhanced Inerior Galeway Routing Profocel (EIGRP) and Open Shortest Path First (OSPF) routing protocols in IPVE Network operasion

This project will focus on comparison and evaluation of Enhanced Interior
Gateway Routing Protocol (EIGRP) and Open Shortest Path First (OSPF) routing
protocols in IPv6 network operation.

1.2 Aim
The aim of this project is to compare and evaluate Enhanced Interior Gateway
Routing Protocol (EIGRP) and Open Shortest Path First (OSPF) routing protocol

in IPv6 routed protocol.

1.3 Objectives

Conduct a literature review in order to develop a thorough understanding of
the features and characteristics of the two routing protocols.

From researches undertaken by academic network professionals, gather
performance parameters, such as: cpu utilisation, packet loss, bandwidth,
network convergence and re-convergence time and neighbour-down
detection time used by other researchers for comparison and evaluation of
EIGRPv6 and OSPFv3

Design point-to-point mesh network topology using Cisco packet tracer and
dedicated Cisco hardware in a laboratory environment

Design a multi-access network topology using Graphical Network Simulator
(GNS3)

Configure EIGRPvE and OSPFv3 for both the point-to-point and the multi-

access network topologies

Analyse which one of the routing protocols re-converges faster after an
unexpected link-failure
Identify the response times when a change occurs such as neighbour down
condition
Examine each protocol's operational differences upon implementation of
their authentication mechanisms
Investigate which protocol converges faster from a cold start by pinging
from source to destination as soon as the routing protocols are initially
started
Find out which of the two routing protocols is more robust than the other

9
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1.4 Structure of the Project

The remainder of this paper is organised as follows:

Chapter 2 concentrates on the literature review. In this chapter, basic IP routing,
types of routing, an overview of routing protocols, IPv6, EIGRP and OSPF for IPv6
will be discussed.

In chapter 3, Research philosophy, approach, methodology and strategy will be
described.

Chapter 4 consists of Design and Implementation for comparison and evaluation
analysis of EIGRPvE and OSPFv3 routing protocols.

Chapter 5 shows evaluation analysis and results.

Chapter 6 presents conclusions and recommendations.

Chapter 7 shows conduct and progress of the given research to achieve the aim
and objectives of this project.

Chapter 8 presents all necessary references.

10
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CHAPTER 2 - RESEARCH & REVIEW OF LITERATURE

2.1. ROUTING CONCEPT

2.1.1 Introduction

To ensure communications between networking devices, routing protocols are
required and they are functioning at layer 3 which is network layer. Ethemnet
switches function at the data link layer, which is layer 2; thus, Ethermnet frames can
be forwarded between devices (nodes) within the same network. However, when
the source |IP and destination IP addresses are on different networks, the Ethernet
frames must be sent to a router [7]. The router connects cne network to another
network. To perform this process, the router uses its routing table. The routing
table enables router to determine the best path to forward a packet. The
effectiveness of internetwork communications depends on the ability of routers to

forward packets in the most efficient way possible [4] [8] [2].

2.1.2 Basic IP Routing

When a host sends a packet to another host on a different IP network, the packet
is forwarded to the default gateway as hosts outside of a local network cannot
communicate to each other. The default gateway is often used to connect the local
network to the Internet [8].

Nowadays, networks have changed the way people live, work, and play.
Interaction, communication and collaboration of modern societies have been
changed by latest network technologies. Graziani [2] specifies Some of the
activies and interaction performed by modern networking on daily basis as
follows:

> Web applications

> IP telephony

> Video conferencing

> Interactive gaming

> Electronic commerce

11
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> Education and many more

Routing table is used to find the best match between the destination IP of a packet
and a network address [8] [2]. An internetwork can be created by connecting
WANs and LANs using routers. Routers communicate to each other and maintain
their routing tables through the transmission of a variety of messages such as
update message and a link-state advertisement.

Routing is the process of determining the best paths and taking data packets from
one device to another device on a different network [8]. Understanding the
difference between a routed protocols and routing protocols is important. A routed
protocol is a protocol by which data can be routed. Examples are IPV4, IPVS,
Apple talk, and IPX. Routed protocols are the actual data that is transferred from
router to router, for example, the actual packet itself [8]. For these routed
protocols, an addressing scheme and subnetting are required. Addressing scheme
is used to determine the network to which a host device belongs and to identify the
host on that particular network.

A routing protocol is used between routers to build and maintain routing tables [9].
Routing protocols disseminate routing information throughout routers on a network
[1] [4] [2]).Routing protocols can be classified as distance vector, link-state and
path vector. Distance vector and link-state routing protocols are Interior Gateway
Protocols; whereas, path vector routing protocols are Exterior Gateway Routing
protocols.

Examples of IGP routing protocols are Routing Information Protocol (RIP), RIPV2,
and RIP next generation, Enhanced Interior Gateway Routing Protocol (EIGRP),
EIGRPVG, Open Shortest Path First version 2 (OSPFV2), OSPFV3, Intermediate-
System-to Intermediate System (IS-IS) and 1S-IS for |IPV6.Examples of Exterior
Gateway Protocols are Boarder Gateway Protocol-4 and MBGP. These routing
protocols determine the best paths of a packet through an internetwork. In this
paper the two routing protocols, namely Enhanced Interior Gateway Routing
protocol and Open Shortest Path First Routing protocols in bath IPV4 and IPV6
network operation will be discussed in detail later in chapter 2.2.5.

IP works with Address Resolution Protocol (ARP) to determine the destination of
packet by looking at the IP address and the subnet mask of a host. The best path
to a destination network and forwarding data packet is determined by a router.

12
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As a packet arrives on the router’s interface, the router uses its routing table to
determine the best path to the destination network.

There are numerous routers in the internal network and on the Internet as well.
When users want to send emails or access web pages, packets traverse through a
number of routers. Routers find the destination of required network in their routing
tables and forward the packets to their destinations.

If packets are destined for outside the Local Area Network (LAN), the destination
Medium Access Control (MAC) address will always be the router’s interface.

The following figure shows simple basic IP routing process when Host 1 sends
data to the HTTPs server.

Fay0 S Fal/1

1841
AT LAN Router

“Pe-pT
Host 1 =
Server-FT Hest 2
Serverd

Server-PT
HTTPs server

Figure 1: Basic Network Topology

Referring to figure 1, the MAC address of the Fa0/0 interface of the router is the
destination address of a frame from Host 1, whereas, the destination address of a
packet will be the IP address of the network interface card (NIC) of the HTTPs
server. In the segment header, the destination port number will have a value of
443. There are different ways to configure the routing tables to include all
networks in an internetwork. The types and best routing configuration for any

network depends upon the specific environment and business requirements.

2.1.3 Static Routing

Static routing occurs when routes are manually added in each router's routing

table. There are some advantages and disadvantages of using static routes.

13
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Advantages:
e Improved security as the network administrator has a full control over the
entire network
e There is no CPU usage; thus, cheaper router can be purchased

e There is no bandwidth usage between the routers

Disadvantages:
o If the network topology changes, the routers are not automatically updated
hence, the administrator must configure all routers manually by hand.
Therefore, static route is not feasible in large networks.

 \When dealing with a large network, it is extremely time-consuming task.

Two common types of static routes are:
o Static route o a specific network
o Default static route.

<

—

Cardiff |

172.16.1.0/30 [ SWErees

192, 168. 10. 024

Figure 2: Static route configuration

The above figure (Figure 2) displays that the hosts and routers are manually

configured with the correct |P addresses, subnet masks and appropriate default

gateways.

14
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For PC1 to communicate with Email server, static routes should be configured on

both Cardiff and Swansea routers as shown on the next page:

Cardiff (config) #ip route 10.10.20.0 255.255.255.0 172.16.1.2

Swansea (config) #ip route 192.168.10.0 255.255.255.0 172.16.1.1.

The ‘ip route’ command creates the static route, while 70.10.20.0/24 and
192.168.10.0/24 are remote networks to each other; whereas, 172.16.7.2 and
172.16.1.1 represent the next hope addresses for respective networks.

When using the exit interface, the configuration will be as follows:
Cardiff (config) #ip route 10.10.20.0 255.255.255.0 =0/0/0
Swansea (config) #ip route 192.168.10.0 255.255.255.0 s0/0/0

Table 1: Routing table output from Cardiff router

Cardiffffshow ip route

Codes: C - connected, IGRF, R - RIF, M - mobile, B - BGF
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
133 =rnal type 1, E2 - OSPF external type 2, E - EGP
S IS-1IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
id efault, U - per-user static route, o - ODR

wnloaded static route
Gateway of last resort is not set

bnets

10.0.0.0/24 is subnetted, 1 su

S 10,10,20.0 [1/0] wvia 172.16.1.2

172.16.0.0/30 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, Serial0d/0/0

C 192.168.10.0/24 is directly connected, FastEthernet(0/0

The above table (Table 2) depicts the routing table of Cardiff router. As shown
above in table 2, when the specific static route is configured, it is identified with the
code's’ in the routing table.

Default route or gateway of last resort is used to send packets with a remote
destination network not included in the routing table. In this case, the packets are
being sent to the next-hop router or out an exit interface. Default routing should be
used on stub networks and on router that is connected to the Internet Service
Provider. When default route is configured, it can route traffic to unknown network

across the Intemet [8].

15
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192, 168, 90.0/30 T
Default route i configured on 1 Tauter =k ?:ﬂ

=0
Fal/f0 g Jﬂlﬂ

g r,) =
2960F34TT 1841 =000
1.0/ Rl . .
172.16.1.0/24 Slatic route is configured on ISP router

——
C-PT
1

ol

Figure 3: Configuration of static default route

Referring to Figure 3, R1 needs a default route to reach the Internet and it
can be configured as follows:

R1 (config) #ip route 0.0.0.0 0.0.0.0 192.168.40.1. This is using next-hop router’'s
ip address; whereas, when using the router's exit interface, the default route is
configured as shown next: R1 (config) #ip route 0.0.0.0 0.0.0.0 s0/0/0. The last
configuration with the exit interface shows that when there is no an entry in the
routing table for the required network, it needs to forward the packet out serial
0/0/0.

Table 2: Routing table output from R1 router

Rl#show ip route
Codes: C = connected, 8 = static, I =
D - EIGRP, EX - EIGRP external, 0 - O
N1 - OSPEF NSSA external tvpe 1,

El - OSPF external type 1, Y E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level- 2. ia - IS-IS inter area
* = candidate default, U = per=-user static route > = ODR

P = Periodic downloaded static route

Gateway of last resort is 192.168.40.1 to network 0.0.0.0

16.0.0/24 is submitted, 1 subnets

2. lo.-.u is directly connected, FastEthernet(/0
168.40.0/30 is bubml_t&u, 1 subnets

12.168.40.0 is directly connected, Serial0/0/0

* 0.0,.0.0/0 [1/0] via 192.168.40.1

72.
17
92.
19

w L") I—' -.’] »—-

As displayed in Table 1, the 's’ verifies that the route source is a static; whereas,
the asterisk (*) in table 2 identifies this route as a possible candidate to be the
default route.

16
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2.1.4 Dynamic Routing

Router learns about remote networks in two ways:

e Static routes
e Dynamic routes

As discussed earlier, configuring and maintaining static routes within a large
networks require operational and administrative overheads. Thus, it is difficult and
inefficient to manage when changes occur within the network. Static routing can
be advantageous in a small networks; whereas, dynamic routing is used in a large
networks [8] [2].

Dynamic routing is the process of implementing routing protocols on routers to
update routing tables and find networks for communication. Dynamic routing
protocols reduce the burden of configuration and maintenance tasks. In data
networking, dynamic routing provides optimal routing by allowing routing tables in
routers to be updated as the possible routes change [6] [4]. Routers use dynamic
routing protocols to share information about remote networks.

Graziani and Johnson in [9 p151] define routing protocols as: “The set of rules,
processes, algorithms, and messages that are used to exchange routing
information and populate the routing table with routing protocol's choice of best
paths”.

For dynamic routing to take place, it is routing protocol that facilitates the
exchange of routing information between routers. Dynamic routing protocols have
been used in networks since the late 1980s and one of the first routing protocols
was Routing Information Protocol (RIP). It was released as RIPV1 in 1988. Then it
was updated to RIPV2 to accommodate growth in the network environment
However, RIPV2 could not scale to the large network implementations. To address
the needs of large networks, an advanced routing protocols such as Open
Shortest Path Routing protocol (OSPF), Intermediate System-to Intermediate
System (IS-IS) were developed. Cisco also first developed the Enhanced Interior

gateway Routing Protocol (EIGRP).

17
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2.2 An overview of IPv6
2.2.1 |IPv6 Essential

IPV6 has features and functionalities that will satisfy the requirements of future
growing modern networking technologies [4]. This implies that the development of
IPV6 is to handle the growth rate of the Internet and to cope with the demanding
requirements on services, mobility, and end-to-end security.

IPV6 protocol is installed as a software upgrade in most devices and operating
systems and it needs only activation or configuration. In addition, the transition
mechanisms to |IPV6 does not put the current IPV4 infrastructure at risk [10]. IT
industry, governmental, business organisations and Internet service providers
need to adapt to IPv6. The evolution of the Internet and services requires that all
sorts of devices and items need |IP addresses for permanent Internet connections.
For example, car manufacturers’ plans to design the networked car need some IP
addresses per car. These addresses can be used to monitor, maintain, and
access to services such as weather and traffic information. Its address size has
been increased from 32 bits to 128 bits or 16 octets, thus, mathematically; the new
address space provides the potential for a maximum of 2'%%, or 3.403*10% unique
addresses [11] [12]. Therefore, IPv6 outperforms in generating 3.403*10°® unique
addresses as compared to 4.3*10° unique |P addresses in IPv4. The main benefits
of IPv6 can be an increased addressing capacity, capability, quality of services
control, mobility, built in IPSEC security and improved routing efficiency [6].
Migration from IPv4 to IPv6 is not a straightaway process as it requires some
developing mechanisms [3] [6] [7] [10]. Hence, for some time in the future, both
IPv4 and IPv6 will coexist. Dual stack devices run both IPv4 and IPv6 protocol
stacks simultaneously to allow them to coexist on the same network. In addition,
tunnelling mechanism transports an IPv6 packet over |Pv4 networks.

The development of the new IP schema (IPV6) has removed the limitation of the
IPV4 schema [6]. IPV4 relies upon higher level protocols to handle authentication
and encryption of packets and this can lead to vulnerabilities when deploying IPV4

systems. This security issue can be solved by IPV6 as it uses integrated Internet

18
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Protocol Security (IPsec) [13] [12]. IPsec provides authentication and encryption
using cryptographic keys within the IPV6 protocol [14].

IPV4 does not include Quality of Service mechanisms; whereas, |IPV6 supports
Quality of Service (QoS) through the use of flow control bits.

QoS mechanisms enables routers to prioritise packets based upon QoS

considerations and economise storage by aggregating routing tables [6].

2.2.2 Types of IPv6 Addresses

In IPV4, the well-known addresses are unicast, broadcast and multicast
addresses. Broadcasts have been eliminated in IPV6 as they are not efficient. The
types of IPV6 addressing and communication methods can be seen as follows:
Unicast Address. This address is a single interface identifier to uniquely identify
an interface of an IPV8 node [15]. Packets sent to a unicast address is delivered
to the unique interface. It is the point-to-point or one-to-one communication.
Multicast Address. A set of interfaces that are belonging to different nodes in a
group of IPV6 interfaces [8]. A packet sent to a multicast address is processed by
all members of the multicast group. Multicast is a multipoint communication and
also known as a one-to-many. An IPV6 multicast addresses are always start with
FF.

Multicast and IPVE Internet Control Message Protocol work together to perform
auto configuration of a host [8]. An auto configuration of a host is accomplished by
using |IEEE's Extended Unique Identifier (EUI-64). ICMPV6E Neighbour discovery
protocol replaces Address Resolution Protocol (ARP) and assists discover
neighbour and routers on the link. In addition, ICMPV6 discovers and configures
Domain Name Service (DNS) for hosts. DHCPVE enabled hosts do not require
any DHCPV®6 server to acquire |P addresses as they can be auto-configured.
Link-local Addresses. These addresses are not meant to be routed just the
same as private addresses in IPV4 [15]. Link-local addresses always start with
FE80:/10. The first 16 bits of link-local address is set to 1111 1110 1000 0000
which is equivalent to FE80. A small LAN can be created using the link-local

addresses to share and access files and services locally.
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Global Unicast Addresses. These are publicly routable addresses in a similar
way as they are in IPV4. Global unicast addresses begin at 2000:: /3.

An IPV6 address consists of the first 48-bits for the network prefix and then 16-bits
for the subnet ID to identify subnets. Finally, the last 64-bits are assigned for
interface ID or device ID.

Anycast Address. This is a new communication mode and can be used by a
device, but may not be used as a source address.

Anycast address is assigned to multiple interfaces on multiple nodes [14]. Packets
sent to Anycast address is delivered to the topologically nearest interface of nodes
in a group of potential receivers [8]. This address has a one-to-any communication

mode.

2.3 Enhanced Interior Gateway Routing Protocol for IPv6 (EIGRPv8)

The two well-known dynamic routing protocols are Enhanced Interior Gateway
Routing Protocol (EIGRP) and Open Shortest Path First (OSPF). Both routing
protocols are the members of Interior Gateway Protocols which are used for intra-
autonomous system routing, that is, routing inside an autonomous system. Even
though EIGRP combines the advantages of link-state and distance vector routing
protocol, it is still a distance vector routing protocol [7] [2] [16]. However, EIGRP
has several features that are not commonly found in other distance vector routing
protocols, such as: RIPv1, RIPv2 and IGRP.

EIGRP does not have a map of the network topology as it is the distance vector
routing protocol; thus, EIGRP only knows about remote networks information
through its neighbours.

2.3.1 Establishment of EIGRP Neighbour Relationships

Routers must first establish adjacencies with their neighbours for EIGRP to send
and receive routing updates [2]. EIGRP uses hello packets for neighbour
discovery and establishing adjacencies with neighbours. Hence, routers running
EIGRP form adjacencies with neighbours by exchanging EIGRP hello packets. In
addition, EIGRP uses light-weight hello packets to monitor the connection status
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of its neighbours. The neighbour relationships are used to track the status of
neighbours; hence, EIGRP sends hello packets every 5 seconds on most
networks; whereas, every 60 seconds on NBMA networks such as Frame Relay,
ATM and X.25 [17] [18]. The hold time on most networks is 15 seconds; while it is
180 seconds on NBMA networks which is 3 times the hello packets. Hello packets
are multicast and they do not use the reliable transport; therefore, response is not

required from the recipient.

2.3.2 Features of EIGRP

As already described, EIGRP has several features that are not found in other
distance vector routing protocols. These features can be listed as follows:

* Reliable Transport Protocol (RTP)

* Bounded updates or partial updates

e Diffusing Update Algorithm (DUAL)

s Establishing adjacencies

e Neighbour and topology tables

s Support for multiple network layer protocols

e Fast convergence

s Use of multicast and unicast

Comparing to fraditional distance vector routing protocols, EIGRP does not age
out routing entries or use periodic updates. EIGRP maintains topology table. This
topology table is separate from the routing table and it includes the best path and

any loop-free backup paths.

2.3.3 EIGRP Packet Types

EIGRP uses the following five packet types:
= Hello packets
» EIGRP update packets
= EIGRP query and reply packets

= Acknowledgment packets
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Hello messages are used to establish neighbour-ship or adjacency and to help
neighbouring routers realise when the new peer has connected or an old one has
gone down [17] [19].

EIGRP enabled routers must also continue receiving hello packets from their
neighbours to maintain neighbour relationship and keep existing neighbour
relationship alive. As long as EIGRP router receives hello packets from a
neighbouring router, it assumes that the neighbour router and its route remains
viable,

EIGRP update packets are used by EIGRP to transmit the actual routing
information. Update packets are sent only if a change occurs and are sent only to
those routers that require the routing information.

The update packets always use reliable delivery. In general, EIGRP update
packets are multicast to 224.0.0.10 for IPv4 and FF02::A for IPv6 just similar to
EIGRP hello packets. However, during the initial exchange of routes between two
new EIGRP neighbours, update packets are unicast rather than multicast;
therefore, update packets can be sent to a single neighbour using unicast or to a
group of neighbours using multicast. Instead of sending the entire contents of the
routing table, EIGRP sends incremental updates when the state of a destination
changes [20].This feature minimises the bandwidth usage that is required for the
EIGRP packets.

Query and Reply packets are part of the DUAL process and play an important part
in the diffuse computations (calculations). They always use reliable delivery.
Query can use multicast or unicast; whereas, replies are always sent as unicast.
Query packets sent when a router loses a successor route and has no feasible
successor (DUAL Query).

Acknowledgment (Ack) packets are used to confirm the receipt of an EIGRP

packet. Acknowledgments are always sent as a unicast address.

2.3.4 DUAL Concepts

EIGRP utilises the Diffusing Update Algorithm (DUAL). This feature distinguishes

EIGRP from the rest of distance vector routing protocols.
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DUAL provides EIGRP with the fastest route convergence time among all routing
protocols [21]. DUAL is an algorithm which handles route computations and
determines the best loop-free path and loop-free backup paths [22]. In the process
of route paths selection, the distance in the network from an origin to a destination
is taken into account.

Those paths with length equal to the shortest paths are selected for data packet
transport. DUAL finite state machine embodies the decision process for all routes
computations and tracks all routes advertised by all neighbours [7] [2]. The DUAL
finite state machine is an abstract machine which contains all the logic for

calculation and comparison of routes in an EIGRP network.

DUAL terminoclogies are explained as follows:

Feasible distance: This is the cost between the local router and the destination
prefix. In the routing table entry, feasible distance is the meftric listed as the
second number inside the brackets [2] [15].

Advertised distance: Advertised distance, also known as reported distance, is
the cost from the next hop to the destination prefix (network). This is the metric to
the remote network which is reported by the neighbouring router. It is also the
routing table metric of the neighbour which is displayed as the second number in
the parenthesis in the topology table [8] [2].

Successor is the best lowest cost route to the destination. EIGRP uses successor
route to forward data traffic to a destination network and is stored in the routing
table. The IP address of the successor is displayed in the routing table entry just
after the word via [2].

Feasible successor: This is the next best route to the destination network. To be
a feasible successor, a neighbour router must satisfy the feasibility condition. The
feasibility condition is met when a neighbour's advertised distance to a network is
less than the local router’s feasible distance to the same destination network [2].
The feasible successor is the backup route and stored in the topology table [8].
When DUAL does not perform its diffusing computations to determine a path for a
network, the route is in a stable mode. This condition is known as the passive
state; whereas, if the DUAL recalculate or search for a new path, the state will be

in an active mode.
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If the neighbouring router does not satisfy the feasibility condition, DUAL will have
no a feasible successor. However, this does not mean that there is not another
path to that remote network. DUAL finite state machine searches for and finds a
feasible successor for the route in the EIGRP topology table. Then the new

successor will be installed into the routing table [8] [2] [21].

2.3.5 EIGRP Tables

An EIGRP uses the following tables for its operation:

Neighbour table: After an EIGRP neighbour relationships are established, all the
neighbours’ addresses and the interfaces are stored in an EIGRP neighbour table
[71

When newly discovered neighbours are learned, their addresses and interfaces
are recorded in the neighbour table. This table lists all neighbours with which it
formed adjacency and exchange routing information.

Topology table: It has already been explained in 2.3.3 that an EIGRP uses
update packets to exchange routing information. These updates populate the
topology table.

All the routing information received from neighbours is stored in an EIGRP
topology table [7] [2] [23].This implies that each router stores its neighbours’
routing tables in its EIGRP topology table. The topology table lists all the paths to
all destinations learned.

Routing table: DUAL runs computations against the topology table, and then
picks the best routes and adds them into the routing table. The routing table holds

the best metric routes that are used to send the data traffic.

2.3.6 EIGRP Metrics

EIGRP uses the following values in its composite metric to calculate the preferred

path to a destination network. These values are:

= bandwidth
= delay
= reliability
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= |oad
By default, only bandwidth and delay are used. A maximum transmission unit
(MTU) is included in the routing table updates; however, EIGRP does not use it
as a routing metric [8] [2].
The composite metric consists of values K1 through K5 and they are known as
metric weights [2]. By default K1 and K3 are set to 1; whilst K4 and K5 are set to
0. Thus, the result is that only the bandwidth and delay values are used in the
computation of the default composite metric [2]. The show ip protocol command is
used to verify the K values.
The show interface command is used to examine the actual values used for
bandwidth, delay, reliability and load in the computation of the routing metric. The
bandwidth is displayed in kilobits per second (kbps).
On most serial links the bandwidth metric defaults to 1544 kbps [2]. However, if
the actual bandwidth of the link differs from the default bandwidth of the interface,
it requires to modify the bandwidth by using the interface command bandwidth.
EIGRP uses the slowest bandwidth in its metric calculation to reach the
destination network.
Delay is a measure of the time it takes for a packet to traverse a route [7]. It is
expressed in a microseconds. Reliability is a measure of the probability that the
link will fail or how often the link has experienced errors. It is measured
dynamically with a value between 0 and 255, with 1 being a minimally reliable link
and 255 being 100 percent reliable [7] [8] [2].

2.3.7 EIGRPv6 Routing

Most of routing protocols in IPv4 have been modified to be used for longer |IPv8

addresses and different header structures [8] [12]. IPv6 routing protocols are
similar to IPv4. However, IPv6 prefix is four times larger than an IPv4 prefix;
hence, routing updates have to carry more information. Much of the theory, in
main important parts such as DUAL and metrics are the same; however,

configuration and operation can slightly differ.
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Table 3 displays a comparison for EIGRPv4 and EIGRPvE as follows:

Table 3: Comparing EIGRPv4 and EIGRPv6 [22]

Characteristic EIGRPv4 EIGRPv&
Advertised 3 IPv4 networks IPve prefix
Distance vector fes Yes
Convergence technology DUAL DUAL

Metric

Bandwidth and delay by
default, reliability and

load are optional

Bandwidth and delay by
default, reliability and
load are optional

Transport protocol

RTP

Update messages

Incremental, partial, and
bounded updates

Incremental, partial, and
bounded updates

MNeighbour di

very

Hello packets

Hello packets

Source and de
addresses

224.0.0.10 IPv4

IPvd scource address
4 mul
destination address

IPvE link-local source
address and FF02::10 IPv6
multicast destination
address

Ruthentication

MDS

Router ID

Plain text and

32-bit route

32-bit router ID

As described in table 3 by [22], some of the similarities shared by EIGRPv4 and

EIGRPVE are:

¥ DUAL is used for route calculation and selection with the same metrics

v

g

and EIGRPv6

v

Scalability to large network implementation

Neighbour, routing, and topology tables are maintained in both EIGRPv4

Both equal-cost load balancing and unequal-cost load balancing are offered

» Similar to EIGRPv4, EIGRPv6 is an advanced distance-vector routing

protocol with some link-state features

Some examples of differences are as follows:

(9]

uses subnet/mask

(]

o

no concept of classful network

9]

EIGRPvE is designed to send IPv6 prefixes/lengths; whereas, EIGRPv4

EIGRPvE uses IPV6 link-local address to establish neighbour relationship

There is no automatic summarisation at the class boundaries as |IPV6 has

EIGRPv4 uses multicast destination address of 224.0.0.10; whereas,

EIGRPv6E uses multicast destination address of FF02:A (A= 10 in

hexadecimal notation)
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Hellos are sourced from the link-local address and destined to FFO2::A (all
EIGRPVE routers)
EIGRPv6E enabled routers exchange messages between neighbouring routers on
the same link or subnet. The exchanged messages are always sent from the
source |Pv6 address, which is the |Pv6 link-local address of the exit interface of
the router that is performing the forwarding.
Routers will not forward any packets with link-local source or destination

addresses.

EIGRPv6E uses its link-local addresses to exchange establish adjacencies [12];
therefore, manually configured link-local addresses are easier and more
recoghisable. Routers use their link-local address as the default gateway address
in their router advertisements [12] [22].

2.3.8 Configuration of EIGRPvE

To configure the EIGRPv6, the knowledge of EIGRPv6 and IPv6 addressing are
required. By default, IPv6 traffic forwarding is disabled; therefore, it needs to
enable it as follows:

Router (config) # ipv6 unicast-routing. This enabling process has to be done on
each interface individually as EIGRPv6 is enabled directly on the interface without
the network command. Configuration of EIGRPv6 will be discussed in design and

implementation section.

2.4 Open Shortest Path First routing protocol for IPv6 (OSPFv3)

OSPF is a link-state routing protocol for IP networks and is based on the shortest
path first algorithm. It was developed to replace Routing Information Protocol RIP)
[24]. This routing protocol uses the shortest path first (SPF) algorithm. The SPF or
Dijkstra’s algorithm was first formulated by a Dutch computer scientist and
mathematician Edsgar Wybe Dijkstra for finding the shortest paths between nodes
in a network topology [25].
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2.4.1 OSPF features

As explained by [7] [12] [23],the key features of OSPF protocol are as follows:
++ OGSPF is classless by design; therefore, it supports VLSM and CIDR
+% No periodic updates. When a new link comes up or a link becomes
unavailable, an OSPF sends only a partial update to all its neighbours.

¢ The shortest path first (SPF) tree is used to calculate the best routes

“ It quickly propagates network changes; hence, it is fast convergence

% It works well in small and large network sizes

% Routes can be grouped into areas to support a hierarchical system; thus it
uses the concept of areas for scalability

+ It supports Message digest 5 (MD5) authentication

2.4.2 Establishment of OSPF Neighbour Relationships

In an OSPF operation, there are three main elements: Neighbour discovery, link-
state information exchange, and best-path calculation. An OSPF router must form
adjacencies before they can share information with their neighbouring routers.

The OSPF routers send hello packets out all OSPF-enabled interfaces to
determine whether there are any neighbours on those links. The information in the
hello packets includes the OSPF router ID of the router sending the hello packet.
Before two routers can form an OSPF neighbour adjacency, they must agree on
three values: hello interval, dead interval, and network type. The OSPF interval
shows the frequency an OSPF router transmits its hello packets. By default, the
OSPF hello packets are sent every 10 seconds on multi-access and point-to-point
networks; whereas, every 30 seconds on non-broadcast multi-access (NBMA)
networks such as Frame Relay, ATM, and X.25.

2.4.3 OSPF Packet Types

OSPF exchanges messages to convey routing information using five types of
packets as shown below and on the next page:

= Hello packets
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= Database Description packets (DBD)
= Link-State Request (LSR)

= Link-State Update (LSU)

= Link-State Acknowledgement (LSAck)

The purpose of the above given packets are used to discover the neighbouring
routers and also to exchange routing information to maintain accurate information
about the network [4]. OSPF enabled routers need to recognise each other on the
network, and then they can share information [2]. WWhen an OSPF enabled router
sends hello packets out all interfaces, the other OSPF enabled router attempts to
establish a neighbour adjacency with that neighbour. After adjacencies are
established, routers start exchange link-state advertisements (LSAs) [26]. The
LSAs are flooded to other directly connected neighbours until all routers in the
area have all LSAs [27].

The CPU processes the neighbour and topology tables using Dijkstra’'s SPF
algorithm [8].

A shortest path first tree is constructed first and then the routing table is populated

with resulting best paths. The SPF tree is used to calculate the best routes.

2.4.4 OSPF Terminology

Some important OSPF terms will be described as follows:

Link. When an interface is added to the OSPF process, it is considered by OSPF
to be a link. This link or interface has state information associated with it. For
example, up or down. In addition, one or more |IP addresses can be associated
with the interface or link for OSPFv2 protocol; whereas, OSPFv3 connects fo a link
instead of IP subnet and this will be explained in section 2.4.6.

Router ID. The OSPF router ID is used to uniquely identify each router in the
OSPF routing domain. The router ID is simply an IP address used to identify the
router [6-8].
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Cisco routers derive the router ID based on the following three criteria:
¢ An IP address can be configured with the OSPF router-id command
o With no router ID configuration, the router chooses the highest IP address
of all configured loopback interfaces
e If no loopback interfaces are configured, the router chooses the highest IP
address of all active physical interface
Neighbour. Two or more routers that have an interface on a common network are
considered as neighbours. OSPF-enabled router directly shares routes only with
neighbours that have also established adjacencies.
Neighbour-ship database. This database contains a list of all OSPF routers for
which hello packets have been seen. The router ID and state are also maintained
on each router in the neighbour-ship database.
Topological database. This database contains information from all of the Link-
state advertisement packets that have been received for an area.
2.4.5 OSPF Metric

The OSPF metric is known as cost. The cost is associated with the output side of
each router interface and can be configured by the network system administrator.
With the lower cost, the more likely the interface is used to forward data traffic [2]
[28]. In Cisco 10S software, the cost value is the cumulative bandwidth of the
outgoing interface from the router to the destination network.

The cost for an interface is derived by dividing 108 by the interface bandwidth in
bits per second (bps). Therefore, interfaces with the higher bandwidth values will
have a lower calculated cost; thus, the lowest-cost route is the preferred route in
routing metrics [2]. For example, interface type with Fast Ethernet and faster have
the cost value of 1, which is dividing 10%100,000,000 bps=1; whereas,
10%/10,000,000=10 with Ethernet inter interface connection. Interfaces with a
bandwidth of 100 Mbps and higher have the same OSPF cos of 1. The value 10°
is called the reference bandwidth [8].
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2.4.6 Similarities and differences between OSPFv2 and OSPFv3

The similarities between OSPFv2 and OSPFv3 can be explained as follows on the

next page by [12]:

OSPFv2 and OSPFv3 are both link-state routing protocol

In both OSPFv2 and OSPFv3 the metric is defined as cost

OSPFv3 uses the same five basic types as OSPFv2 as described
previously in section 2.4.3

Link-State Advertisement (LSA) flooding mechanism in OSPFv2 remains
unchanged in OSPFv3

Both OSPFvZ and OSPFv3 use a 32-bit number for the router ID
represented in dotted-decimal notation

DR/BDR election process remain the same in both cases

Neighbour discovery mechanism also remain unchanged in both routing

protocols

Differences between OSPFv2 and OSPFv3 are ouflined by [12] and [15] as

follows:

To communicate between nodes at the link layer, OSPFv3 uses the tem
link instead of subnet or network

OSPFv3 does not require a network mask to form an adjacency. OSPFv3
runs on per link instead of per subnet; thus, adjacency is formed on the link
local

OSPFv3 introduces new LSA types. Two new types of LSAs are Link-LSA
(Type 8) and Intra-Area-Prefix LSA (Type 9). Some existing LSA types
were also renamed

OSPFv3 has different packet format

Interfaces can have multiple IPVE addresses

OSPFv3 uses multicast address of FF02::5 (all OSPF routers) and FF02::6
(all OSPF DRs)

OSPFv3 protocol uses IPsec security mechanism to protect its routing
updates; whereas, OSPFv2 uses Message Digest 5 (MD5) authentication
OSPFv3 requires that a router ID is configured before routing can begin

In OSPFv3 IPv6 addresses are located within the payload; whereas, in

OSPFv2 IP addresses are located within the packet header.
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2.5 Related works

EIGRP routing protocol has the characteristics of both a distance vector and a
link-state routing protocols [7] [2]. It enables a router to share information it knows
about the network with a neighbouring routers within the same logical area of an
autonomous system. In the past, the disadvantage of using EIGRP was that
routers from other vendors than Cisco were not able to utilize EIGRP; however, it
has become an open standard since 2013 [5].

The growth of Internet and evolution of high speed data networks has led to the
inevitable adoption of IPv6 [4]. This implies that, the IT industry, governmental,
business organisations and internet service providers need to adapt to IPv6. Thus,
IPv4 routing protocols will be replaced with IPv6 compatible routing protocols to
ensure effective networking system operation within an IPv6 environment.

In order to support IPv6, EIGRP has undergone some changes; however,
EIGRP’'s features for IPv4 have been integrated into IPv6 [5]. The similarities and
differences have been discussed in section 2.3.7 table 3. Understanding these
changes is important when comparing and evaluating EIGRPv6 with others routing
protocols for IPv6 such as OSPFv3.

Choosing the most appropriate and best routing protocols for specific networks
depends on the requirements and business needs of organisations [2] [29]. Many
studies have been done on EIGRP which discussed its appropriate deployment in
networks with very specific routing metric requirements. In addition, researchers
found out that EIGRP can be deployed in networks which require very fast
convergence times.

A number of researchers such as [1-5] have conducted a comparison and
evaluation of EIGRPvE and OSPFv3 using different network simulators and Cisco
hardware. All researchers argue that the performance parameters that should be
considered in the selection of the right routing protocol for the specific network
scenario are: Scalability of the network, utilisation of resources, security
mechanism, packet loss, packet delay variation, and convergence speed.

EIGRP maintains both successor and feasible successor routes in its topology

table. Thus, whenever the successor route goes down, EIGRPv6 immediately
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installs the feasible successor into the routing table; hence, convergence is very
fast.

EIGRP combines the advantages of link-state and distance wvector routing
protocol; thus, described as a hybrid routing protocol as described by [9].
However, some network professionals argue that it is still a distance vector routing
protocol [7] [2] [16]. EIGRP routing updates are event-driven that it sends updates
only when the path or the metric for a route changes [30]. This implies that instead
of periodically, an update will be sent when needed.

Most researchers compared the behaviour of EIGRP routing protocol with others
routing protocols. For example, comparing to OSPF routing protocol, EIGRP does
not demand a lot of resources from router as it does not undergo Designated
Router (DR) and Back up Designated Router (BDR) election process. Cooling cost

is also saved as EIGRP produces less heat when performs routing process.

OSPF has to perform DR and BDR election process in multi-access and Non-
Broadcast multi-access networks. In addition, the router ID has to be compared on
each router. Hence, the above given findings indicate that a lot of delay can
happen in case of OSPF comparing to EIGRP routing process. The performance
evaluation was made with respect to the followings:

Scalability of the network

utilisation of resources

security mechanism

packet loss

packet delay variation

convergence speed
Different tests have been conducted by different researchers and as explained by
[5] and [31], EIGRPVE performs better within a point-to-point configuration rather
than a LAN environment. OSPFv3 uses the IPsec authentication header (AH) and
IPvB encapsulating security payload (ESP). This security mechanism helps to
secure the routing infrastructure from unauthorised access and prevent network
attacks which can cause denial of service by compromising routing protocol
deployment [6]. When EIGRP uses MDS5 authenticaton mechanism, its
performance negatively affected; whereas, IPsec noticeably improves OSPFv3’s
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performance [26]. In smaller and flat networks, EIGRPvE is more efficient routing
protocol. However, in larger networks, OSPFV3's hierarchical nature increases
scalability and gives an advantage over EIGRPv6 [6].
The advantages of the hierarchical feature of multi-area OSPF are explained by
[7] as follows:

# Smaller routing table entries as network addresses can be summarised

between areas
» Reduced link-state update overhead which minimises processing and
memory requirements as there are fewer routers exchanging LSAs

» Reduced frequency of SPF calculations
When comparing EIGRPv6 with OSPFv3 within small flat IPV6 enterprise
network, EIGRPvE outperforms OSPFv3 in terms of start-up and re-convergence
speed [3-5].
Some advantages of EIGRPVE are:

* Easy to configure

s Does not require to know much about network topology

o Works well in networks up to a certain size
Based on the comparison and evaluation of the two protocols performance by [3],
[4] and [16], it can be argued that EIGRPv6 exhibited better CPU and memory
utilisations and bandwidth control compared to ospfv3 through the intelligent use
of metrics within DUAL algorithm.
When network grows larger, EIGRPv6 has some scaling limits. The scaling
limitation of EIGRP is that it does not have a capability for setting internal
boundaries which is important for controlling prefix summarisation and database
sizes the way OSPFv3 allows [32].
Dynamic routing protocols play an important role in today’s business environment.
Routing protocols facilitate the exchange of routing information between routers.
Several researchers like [2] and [29] have highlighted that Choosing the most
appropriate and best routing protocols for specific networks depends on the
requirements and business needs of organisations. The current trend of
Internetworking growth requires adaptation of the routing for IPv6. This in return,
requires investigating the performance of routing protocols in IPv6 network

operation.
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3. RESEARCH METHODOLOGY

A positivism research philosophy, which involves deductive approach
methodology with literature review strategy, has been chosen. Positivism because
knowledge gain will be based on the observation and collection of performance
parameters (metrics) of both EIGRP and OSPF routing protocols in |IPv6 networks
by using latest Cisco packet tracer and GNS3 simulators. Collecting data about an
observable reality and search for regularities and relationships in data reflects the
philosophy of positivism [33] [34]. Moreover, deductive approach suits for
collecting a quantitative data and measuring variables (performance metrics), then
verifying and developing the existing theory and hypothesis of the above given
routing protocols in |Pv6 routed protocol.

Deduction approaches involve the development of a theory through rigorous tests
[35]. This project will test the performance of EIGRPv6 and OSPFv3 routing
protocols in IPv6 network operations by using Cisco lab, latest Cisco packet tracer
software and GNS3 simulation. Testing will be carried out by collecting an
appropriate data (performance metrics) from simulation results, the variables will
be measured and analysed. Finally, based on the simulation results; this project
will identify which of the two given routing protocols is more suitable and better in
IPv6 network. An object-oriented approach may also be chosen as the lab
simulation environment will be involved. Using simulation software reduces the
time taken to configure, run simulation, analyse and collect an appropriate data.
Object-oriented can be beneficial for simulation based data gathering [33].
Strategy is a plan of action to achieve a goal [36]. The research strategy of this
project will be laboratory based research and by using simulation software. The
data collection method (approach) will be based on structured observation as this
project aims on fact findings and verification of the existing theory and hypothesis
[34] [37].

A literature review is an essential part of any project [36]. It also crucial to the
success of the project and boosts knowledge of chosen field. In addition, a
literature review enables a researcher to identify if the fopic of the project is
feasible and highlights potential project issues. Therefore, using a document
review (literature) strategy enables to understand and critically analyse which of

the two given routing protocols is mare suitable in IPv6 network operation.
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As discussed by [35], a well-conducted literature review allows researchers to
establish credibility through intensive and crucial evaluation of relevant research
works. Hence, reading is an essential part of the research process. The role of
literature review can help in exploring academic books, conferences, and journal-
based research studies. It also helps in writing up a well-organised major project
report.

As emphasized by [35], a thorough literature review is essential in comparing,
contrasting, and correlating various academic books, journal articles, and other
relevant sources that are directly related to this project work. Thus, a detailed
theoretical background of EIGRP and OSPF and their IPv6 wversions and
modifications have been reviewed accordingly. Hence, literature review is not only
self-education process, but it also fact-finding and fact-checking mission.

The research methodology for this project involves experiments using Cisco lab
routers and relevant simulation works. The chosen research topic is suitable with
using theory and hypothesis to identify data (performance parameters) of EIGRP
and OSPF routing protocols in IPv6 networks and compare the results for
evaluation. For these reasons, the literature review will be one of the research
strategies. Performance comparisons and evaluations will be conducted in Testing
and Evaluation section.

Alongside with Cisco lab, the relevant network simulations will be GNS3 and the
latest Cisco packet tracer 6.2. Using the above mentioned simulator software and
Cisco dedicated hardware in a laboratory environment will be a clear and concise
methodology for this research as most relevant performance parameters can be
gathered for comparison and evaluation of EIGRP6 and OSPFv3 [5] [24]. Some
researchers such as [1] [17] [18] [23] have used Opnet simulator. QualNet
simulation software is also available at the UWTSD computer laboratory. For this
research, Opnet, QualNet, and Riverbed Modeler Academic Edition (Opnet it
Academic Guru) network simulators will not be used. The reason for this is that all
these simulators do not support EIGRPv6. Cisco has opened up its EIGRP routing
protocol as an open standard in order to help companies operate in a multi-vendor
environment [38]. However, apart from Cisco packet tracer and GNS3 network

simulators, other simulation software do not support EIGRPvE.
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For this research process and precise comparison, both routing protocols should
be conducted using the same experimental methodology. Hence, a comparison
and evaluation of EIGRPv6 and OSPFv3 will be conducted using Cisco equipment
in a laboratory environment.
Moreover, performance parameters will be gathered using dedicated Cisco
hardware and Graphical Network Simulator (GNS3). The simulation process
consists three scenarios:

» Using default bandwidth (1544 k bit/sec) of both EIGRPvE and OSPFv3

» Changing the bandwidth to 64 k bit/sec

7 Implementing security mechanisms for both routing protocols to test the

effects after implementation

To meet the objectives that have been set in section 1, 16 dedicated Cisco routers
will be connected by a serial links in a laboratory environment. After cable
connection, EIGRPvE routing protocol will be configured based on the above
mentioned three scenarios.

Firstly, Network Time Protocol (NTP) should be configured by implementing the
correct clock set and clock time zone to get the synchronised NTP status on all 16
routers. Several experiments will be carried out on each routers based on
EIGRPvVE routing protocol and then the average results will be recorded in table as
required.

The second step will be to execute several experiments to investigate the
performance of OSPFv3 routing protocol on all 16 Cisco routers. Similar to
EIGRPv8E, the average results will be recorded in table.

To examine the performance of EIGRPv6 and OSPFv3 in a multi-access network
scenario, Graphical Network Simulator (GNS3) will be used. Seven to eight
routers will be connected to each other through several switches. A
comprehensive and thorough comparison and evaluaton of EIGRPvE and

OSPFv3 will be conducted in the multi-access network.
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CHAPTER 4- DESIGN AND IMPLEMENTATION

4.1 Design

To conduct a comprehensive and thorough comparison between EIGRPv6 and
OSPFv3, different network topologies have been designed with point-to-point and

multi-access network scenarios as shown below:
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Figure 4: Mesh Point-to-point network topology

Figure 5: Multi-access network topology in GNS3 simulator
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In the first topology, all routers are connected to each other through serial links.
This type of network topology is known as point-to-point network [4] [16]. In the
second topology, the seven routers are connected to each other through the
switch which is further connected to the eighth router through serial links using
GNS3 network simulator. This type of network is called multi-access network [4]
[16].

Furthermore, to meet the objectives that have been set in section 1, a series of
controlled experiments have been performed using Cisco packet tracer 6.2, GNS3
and dedicated Cisco equipment.

As shown in point-to-point topology diagram, 16 cisco routers are interconnected
in a laboratory environment to investigate the performance of EIGRPv6 and
OSPFv3 routing protocols. Referring to the mesh point-to-peint diagram, R1 and
R4 have four serial links. The rest of 14 cisco routers are with two serial links and
all 16 routers are interconnected through serial links.

As depicted on the mesh one-to-one topology diagram, the link between each

router indicates the default bandwidth of Cisco routers as 1544 Kbits per second.

4.2 Implementation

Several researchers in computer networking profession use network simulators
such as Opnet and QualNet, while some employ Cisco hardware in a laboratory
environment to assess the performance of EIGRP for IPv6 and OSPFv3.

Even though QualNet simulation software is available at the UWTSD computer
laboratory. For this research, Opnet, QualNet, and other commercial network
simulators have not been used. The reason for this is that apart from Cisco packet
tracer, commercial network simulator (cannot be afforded for this experiment) and
GNS3 network simulators, other simulation software do not support EIGRP for
IPvB. Therefore, for this research process and precise comparison, both routing
protocols should be conducted using the same experimental methodology. Hence,
a comparison and evaluation of EIGRPvE and OSPFv3 has been conducted using
Cisco equipment in a laboratory environment, Cisco packet tracer and GNS3

simulation software.
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Firstly, Network Time Protocol (NTP) was configured by implementing the correct
clock set and clock time zone to get the synchronised NTP status on all 16
routers.

The purpose of NTP configuration was to get exact same time-reading on all
routers for the accurate calculation of neighbour-down detection time and re-
convergence speed. The following output shows that the clock is synchronised on

all routers.

R4#show ntp status

Clock is synchronized, stratum 3, reference is 127.127.1.1

nominal freq is 250.0000 Hz, actual freg is 250.0000 Hz, precision is
2%%24

reference time is DAACF3FT.S8DAS6ALA (14:08:55.553 gmt Mon Apr 4 20186)

clock offset is 0.0000 msec, root delay is 0.00 msec

root dispersion is 0.00 msec, peer dispersion is 0.00 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is 0.000000000
s/s

system poll interval is 16, last update was 3 sec ago.

The second step was assigning |IPv6 addresses by configuring the global unicast
addresses and link-local addresses per interface on all routers. After
implementation of IPv6 addresses per interface, IPv6 unicast-routing have been
enabled to configure EIGRP for IPv6 routing protocols.

4.2.1 Configuration of EIGRPvE

Using the topology diagram in figure 4, the global unicast address of 2001:db8:
cafe::/48 network has been assigned and subnetted accordingly. The global
unicast addresses are configured on each router per interfaces manually and this
is similar to configuring a static IPv4 addresses.

As discussed by [7] and [12] the global unicast addresses are globally routable
and reachable in the IPv6 Internet. These addresses are equivalent to public IPv4
addresses.

Besides the global unicast addresses shown on the mesh point-to-point network
topology diagram, each router has been manually configured with a link-local

unicast addresses.
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Both EIGRP for IPv6 and OSPFv3 employ a link-local unicast addresses for
establishing adjacencies and other messages [12]. Thus, a static link-local unicast
addresses have been configured manually in the FE8B0::/10 format using the IPv6
address link-local command. Hence, it is easier for these two routing protocols
to use manually configured link-local addresses that are more recognisable.

By default, IPv6 traffic forwarding is disabled; therefore, it requires enabling IPv6
as follows:

Router (config) # ipvé unicast-routing. Hence, firstly, IPv6 routing has been
enabled on each of the 16 routers with the IPv6 unicast-routing command.
Then, the configuration of EIGRP for IPv6 begins with the ipv6 router eigrp 1
command in global configuration mode to create an EIGRP for IPv6 routing
process using the as number 1.

EIGRP for IPv6 is configured on interface basis and networks are advertised
based on interface command. |Pv6 EIGRP requires a router-id in IPv4 format in
dotted decimal notation. When configured on interface, EIGRP for IPv6 is initially
placed in a shutdown state; therefore, the no shutdown command is required to
activate the EIGRP for IPv6 routing process.

The second step in the configuration of EIGRP for IPv6 process is to enable the
protocol on each router's interfaces. The output from the show run on R1 router is

displayed below and on the next page:

eriald/0/0

"
r
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-k
n
il
o
il
m

ipvé address 2001:DBS8:CAFE:4::1/64
ipve eigrp 1

noe falr-queue

interface Seriald/0/1

ipvé address 2001:DBS:CAFE:%::2/64
ipve eigrp 1

clock rate 64000

interface Seriald/1/0

no 1p addaress

ipve address 2001:DBS:CAFE:11::2/64
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ipve eigrp 1

ipv6e address 2001:DBB8:CAFE:8::2/64
ipve eigrp 1

clock rate 2000000

4.2.2 Configuration of OSPFv3
The ipv6 unicast-routing must be enabled on any |Pv6 routing protocols. Thus, to

start OSPFv3, the first step is to execute ipv6 unicast-routing in global
configuration mode on all routers.

The second step is to perform ipv6 router ospf process-id global command on
each router to begin the configuration process of OSPFv3 on routers. Similar to
EIGRP for IPv6, OSPFv3 routing protocol requires a 32-bit value for the router ID
with IPv4 address notation. Thus, the router-id command in router configuration
mode must be configured on all routers in the topology diagram.

Finally, interfaces on all routers are enabled for OSPFv3 by using the ipvé ospf
process-id area area-id command. However, firstly, IPv6 addresses must be
configured on all interfaces of each router. Similar to EIGRP for IPv6, OSPFv3 is
configured directly on an interfaces of each router and does not require to use the
network router configuration mode command. The process-id value must be the
same as the process id used to create the routing process in the ipv6 router ospf
process-id command.

The link-local address can be configured per interfaces on each router using the
same interface command to create |IPv8 global unicast address; however, the link-

local keyword must be added to the ipv6 address command as follows:

R1 (config) # interface fa0/0

R1 (config-if) # ipv6 address fe80::link-local

The output from the show run on R1 router is displayed below and on the next
page:

interface Serial0/0/0

bandwidth &4
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ipv6é address FE20::1 link-local
ipve address 2001:DEBB:CAFE:4::1/64
ipve ospf 1 area ©

no falr-gueus
!
interface Serial0/0/1

bandwidth &4

ne ip address

ipve address FEB80::1 link-local
ipve address 2001:DBB8:CAFE:9::2/64
ipve ospf 1 area 0

clock rate 64000

¥
interface Serial0/1/0

bandwidth &4

no ip address

ipve address FEBO::1 link-local
ipve address 2001:DB8:CAFE:11::2/64
ipve ospf 1 area ©

!
interface Serial0/1/1

bandwidth &4

ne ip address

ipve address FE80::1 link-local
ipve address 2001:DBB8:CAFE:8::2/64
ipve ospf 1 area 0

clock rate 2000000

!

ip forward-protocol nd
ne ip http server
no ip http secure-server

|

i

[

ipvé router ospf 1

router-id 1.1.1.1
log-adjacency-changes

area Q authentication ipsec spi

1224567890RBCDEF1234567890ABCDEF12345678
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5. TESTING AND EVALUATION

5.1 Test scenarios
As discussed in section 4, three test scenarios for each topology have been
designed and implemented to assess the performance of EIGRP for IPv6 and
OSPFv3.
The three scenarios are as follows:

¥ Using default bandwidth (1544 k bit/sec) of both EIGRPv6 and OSPFv3

# Changing the bandwidth to 64 k bit/sec

» Implementing security mechanisms for both routing protocols to test the

effects after implementation

For all three scenarios, the inputs were configuration of EIGRP for IPv6 and
OSPFv3 routing protocols. Several tests had been executed and the average
results were gathered in both point-to-point and multi-access topologies and

recorded in table 4 and 5 respectively.

Table 4: Test summary for point-to-point network scenario

EIGRPv6 OSPFv3
Test Details With default | With With With  default | With With
bandwidth of | bandwidth | Authentication | bandwidth of | bandwidth | Authentication
1544 kbits/s | of 64 1544 kbits/s of 64
kbits/s kbits/s
Re- 25s 3s 32s 42s 36s 35s
convergence
time
Meighbour 158 19s 2s 21 2s 19s
down
detection
time
Packet loss | 0%:Referring 40%:Referring | - -
during start- | to figure 7, to figure B,
up 100% 60% success
success rate rate
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Table 5: Test summary for multi-access network scenario

EIGRPv6G QSPFv3
Test Details With With With With default | With With
default bandwidth | Authentication | bandwidth  of | bandwidth | Authentication
bandwidth | of 64 1544 kbits/s of 64
of 1544 | kbits/s kbits/s
kbits/s
Re- 26s 28s 35s 6s 59s 58s
convergence
time
Meighbour 14s 12s 13s 35s s s
down
detection
time
Packet loss | 0%: - - 100%:Referring | - -
during start- | Referring to figure 9, 0%
up to figure 8, success ratle
100%
sSuccess
rate

RZ7#ping 2001:db8:cafe:20::1

Type escape sequence to zbort.
Sending 5, 100-byte ICMP Echos to 2001:dbB:cafe:20::1, timeout i3 ¢ seconds:

“ae

.

Success rate iz &0 percent (3/5), round-trip min/avg/max = 11/24/37 ms

Figure 6: Ping result from OSPFv3 in point-to-point network Cisco Lab

experiment
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ARERT b s smmm s T s
A27¢ping 2001:dbB:cafe:20::1

Iype escape sequence to zbort.
Sending 5, 100-byte ICMP Echos to 2001:db€:cafe:20::1, timeout is Z seconds

Suceess rate is 100 percent (5/5), round-trip min/avg/max = €/35/70 ms

Figure 7: Ping result from EIGRP for IPv6 in point-to-point network Cisco
Lab experiment

Figure 8: ping result from EIGRP for IPv6 in multi-access network (GNS3)

Figure 9: ping result from OSPFv3 in multi-access network (GNS3)
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Re-convergence Time

EIGRPvERZp EIGRPvEma OSPFv3p2p 0OSPFv3ma

=T R R PO - - 1]

W No auth ®m Auth = BW 64

Figure 10: EIGRPv6 and OSPFv3 Reconvergence Time Comparison

Neighbour-down detection Time
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0 I I . .

EIGRPvEp2p EIGRPvEma OSPRv3p2p OSPFv3ma
mNoauth mAuth mBW6GS

Figure 11: EIGRPv6 and OSPFv3 Neighbour-down detection Time
Comparison
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120

Success rate %

EIGRPvBp2p EIGRPvGma 0OSPFu3p2p 0SPFv3ma

Figure 12: EIGRPv6 and OSPFv3 Round-Trip Success rate Comparison from
cold start

5.2 Test Analysis

A number of key findings can be analysed and discussed as follows:

1.

As shown by figures (10-12), EIGRP for IPv6 performs better than OSPFv3,
irrespective of the topologies. However, EIGRP for IPv6 took marginally
longer to re-converge in the multi-access network. In addition, the
performance of EIGRP for IPv6 decreases after the implementation of the
security mechanism. The activation of MD5 authentication reduced the
protocol’s performance considerably.

Findings shown in figure 10 reveal that Ipsec implementation slightly
improved the performance of OSPFv3.

EIGRP for IPv6 performed better in point-to-point mesh topology compared
to that of multi-access topology (figures 10-11).

. As displayed by figure 11, for both routing protocols, the neighbour-down

detection time is much longer in the multi-access network than in the point-
to-point mesh network. The reason could be that the link-layer failure
detection times vary depending on the physical media, layer two
encapsulation used and intervening devices. For example, an Ethernet

switch can hide link-layer failure from routing protocol peers.
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5. As depicted by figures (6-9), OSPFv3 took longer to converge during cold
start compared to EIGRP for IPv6. OSPFv3 requires mapping the entire
network at the beginning as it is a link-state routing protocol. Thus, its
convergence speed is much slower than that of EIGRP for IPv6 specifically
during cold start up.

6. Figure 12 shows that the round-trip success rate for OSPF is 0% in the
multi-access network compared to 60% success rate in the point-to-point
mesh network. On a broadcast multi-access network, routers need to
choose one router as a Designated Router (DR) and another router as to
be a Backup Designated Router (BDR). This election process may
contribute to the slow convergence speed in the multi-access network
compared to the point-to-point network. In point-to-point networks, there are
no DR or BDR concepts and routing information is flooded to each
networking device.

7. Figure 10 shows that the re-convergence time of EIGRP for IPvE in both
topologies increased when the bandwidth was changed to 64 kilobits per
second. Neighbour down detection time also increased in the point-to-point
topology as shown by figure 11. However, the neighbour down detection

time decreased in the multi-access topology.

As discussed by [7] [2] [21] a higher bandwidth has a lower cost or meftrics for both
EIGRP and OSPF; whereas, a lower bandwidth indicates a higher cost or metrics
as the cost of an interface is inversely proportional to the bandwidth of an
interface. Hence, when the bandwidth is changed to 64 kbit/s, the cost increases
and this results in an additional overhead and time delays.

In contrast, the re-convergence time for the OSPFv3 considerably reduced in the
point-to-point network, while it is slightly reduced in the multi-access network when
the bandwidth was changed to 64 kbit/s as shown by figure 10.

Based on the key findings, EIGRP for IPv6 has performed better in all scenarios
compared to OSPFv3. Therefore, the results indicate that EIGRP for IPv6 is the
best choice for both point-to-point and multi-access networks as it not only
converges faster from cold start, but also it has a faster re-convergence speed

when a topology change occurs.
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6. CONCLUSIONS AND RECOMMENDATIONS

This dissertation paper has compared the Enhanced Interior Gateway Routing
Protocol (EIGRP) and Open Shortest Path First (OSPF) routing protocols in IPv6
network operations.

The aim was to assess the performance of these routing protocols in an IPv6
network environment. In the near future, there will be devices and services that
may not be developed with |IPv4. This indicates that the growth of Internet and
evolution of high speed data networks has led to the inevitable adoption of IPv6.
Hence, it is important to understand, investigate and identify the most appropriate
dynamic routing protocols in an IPv6 network environment.

To achieve this aim, the following objectives have been set in organised and
planned steps:

The first step was to conduct a literature review in order to develop a thorough
understanding of the features and characteristics of the two routing protocols.

The second step was investigating and gathering performance parameters used
by other networking professionals to compare and evaluate EIGRP and OSPF in
IPv4 and IPv6E routed protocols.

The main challenge of this project was obtaining appropriate simulator software
that supports both EIGRP for IPv6 and OSPFv3. To overcome this issue,
dedicated Cisco hardware had to be chosen to assess the required performance
of EIGRP for IPv6 and OSPFv3. During the design and implementation phase,
another problem was the availability of the Cisco laboratory room for use.
However, the problems could be resolved by using an effective time management
and coordination with the supervisor.

In the third step, the point-to-point mesh network topology was designed by using
dedicated Cisco hardware and latest Cisco packet tracer 6.2 simulation software.
In addition, a multi-access broadcast network scenario was created by using a
Graphical Network Simulator (GNS3).

During the implementation step, some configuration issues were identified. For
example, some Cisco routers that are available at the University's laboratory do
not have the latest Cisco Internetwork Operating System (lOS) images that
support |IPv6 and some do not support EIGRP for IPv6 at all.
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However, the problems were solved by extending the topology design and

switching to other routers.

The fourth step involved a series of controlled experiments which were carried out

on 16 Cisco routers in a mesh point-to-point network environment and on eight

Cisco routers by using GNS3 in a multi-access network topology. The required

performance parameters were gathered by using outputs from each router's

command line and an accurate time set on all routers using a Network Time

Protocol (NTF).

In order to conduct these experimental tests, three scenarios were set up as

explained in section 5. After running several tests, the results were recorded in

tables 4 and 5.

The key tasks in testing and evaluation can be summarised as follows:

% Analyse which one of the routing protocols re-converges faster after an
unexpected link-failure

+ ldentify the response times when a change occurs such as neighbour down
condition

#% Examine each protocol's operational differences upon implementation of
their authentication mechanisms

“ Investigate which protocol converges faster from a cold start by pinging
from source to destination as soon as the routing protocols are initially
started

The results that have been generated and gathered reflect what is outlined and

suggested in the literature review. Hence, the key findings essentially confirm what

was expected at the beginning of this project.

Based on the key findings, EIGRP for IPv6 performed better in all scenarios

compared to OSPFv3. Therefore, the results indicate that EIGRP for IPvE is the

best choice for both point-to-point and multi-access networks as not only

converges faster from cold start, but also it has a faster re-convergence speed

when a topology change occurs.

In order to assess the performance of dynamic routing protocols in a large network

scenario, an appropriate network simulator software is recommended as it is not

only time-saving, but also it can provide a wider range of performance parameters

for comparison and evaluation of dynamic routing protocols.
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7. REFLECTIONS

| have an academic background and work experience as an aviation engineer in
the past. Because of my interest in the |T sector, | started to study Cisco
Certificate Network Associate (CCNA) at the University of Wales Trinity Saint
David in 2012. As my results and interest had increased | decided to study
Computer Networking at this University as mature student.

| have learned about computer networking theory for the past three years. Now,
this project work has enabled me to link my theoretical understanding of this
discipline to the practical application.

Firstly, conducting a literature review of scientific research based on the features
and characteristics of EIGRP and OSPF in an |IPv8 network environment has
enhanced my knowledge and understanding of these two popular routing
protocols. The second step was putting my skills and knowledge to practical
application.

In the beginning of the practical application, there was an issue of obtaining the
required network simulator software to assess the performance of EIGRPv6 and
OSPFv3. Thus, when | started design and implementation, | thought | was unable
to conduct the practical application of this project | have to admit that | was
terrified and panicking. However, | am pleased that | was quickly able to manage
by thinking of an alternative way to perform the required experiment.

One of my personal strengths is effective time management. | have always
progressed from the beginning to the end of this whole project. Besides, | was
able to meet my project supervisor once a week and obtained very useful
guidance to resolve the problems that arose throughout the overall project work.
Even though | have presentation skills from my past experience as an aviation
instructor, as well as at this university, | could not use these skills for the interim
viva. The reason could be that | misunderstood the interim viva requirements.
Hence, | was very disappointed and emotional when | failed to demonstrate my
presentation skills.

Overall, it has been an excellent practical experience for me that | acquired the
necessary skills and knowledge to manage more than 20 dedicated Cisco routers

in a laboratory environment.
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In addition, | have developed my confidence in configuration and troubleshooting
of networking devices in real networking environments.

The way | conducted practical experiments was very time consuming and | was
limited to a few performance parameters. Using network simulators would provide
a wider range of performance metrics for the comparison and evaluation of
dynamic routing protocols. Therefore, | would have done practical experiments
better, if | had obtained an appropriate network simulator that supported the two
routing protocols investigated in this project.
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Project Planning
The following figure shows the project plan from the beginning to the submission
date
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