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Abstract— This document is the second of four papers detailing the practical work and observations to install two virtual networks utilising the Oracle VirtualBox software. As part of the Network Operating Systems assignment.
[bookmark: _Toc66127391]Introduction
This document details the observations for worksheet two. With worksheet number one, the objective was to create a virtual network consisting of two subnets with a server and a client in each. The VirtualBox system was configured to run this configuration. The installed operating systems that consisted of Windows Server 2019 and Windows 10 Pro were likewise configured following the sheet's guidelines. Worksheet two will concentrate on installing Microsoft's Active Directory system and deal with the clients' initial configuration. 
[bookmark: _Toc66127392]Active Directory setup and configuration
[bookmark: _Toc66127393]Server setup - AD services
By default, Active Directory, referred to as AD,  is not present in the operating system. To be used, AD must be installed manually and configured. The initial stage of the process is to configure the server so that AD's installation is a straightforward affair. The initial prerequisites for AD are to rename the server description and ensure that the firewall systems in place are deactivated to prevent the firewall from making Connexions with other clients on the network. Not mentioned in the worksheet is the requirement for the Domain Name System to be installed and active. Previous experience alerted me to this absence, and as part of the standard procedure, the installation of the domain name service was executed. As AD is a role-based management system based on the Domain Name System is present within the service configuration is vital. 
As mentioned, the first thing to be done is to rename the server. The convention for naming is too have two initial characters that describe the service function; in this case, as the server will be a domain controller, the letters will be DC. The server number then follows this, and as this is the first server on this network, that number will be one. The last part of the name will be a composite string of text starting with a hyphen and would indicate which domain the server belongs to, northwest traders, which is shortened to NWT. Adding these descriptors together gives a server name of' DC1- NWT'.  
The second prerequisite concerns the firewall. By default, firewalls are active on installation and restrict network communication in and out of the server. One of the default rules is to block all IMCP or 'ping' packets by default. This precaution prevents a potential hacker from locating the server on the network as a prelude to an attack. For AD, this is a problem. The network tools must be fully functional to communicate between servers and clients to allow communication and tracing within the network. As instructed by the worksheet, the control panel, known as server management, was accessed, and all firewall functions were disabled. As this is a stand-alone network, the risk of external intrusion during this phase of installation was zero. It should be borne in mind that had this been attached to an active network, prudence would indicate that a temporary firewall should be installed to isolate the new network until gateway security is configured. Following the details on worksheet two, the computers name and firewall settings were changed to prepare the installation, and the computer rebooted.
[bookmark: _Toc66127394]Domain controller activation
 As the prerequisites for the installation of AD have been completed, installing and configuration will commence.  The first step will be to arrange and generate passwords for the system. There will be two passwords that AD will use.  The first will be for the Administrator account, and the second will be for the AD Restore Mode access. This password is to be used if the AD needs to be restored from backup.
The installation program, by default, requires passwords to have a degree of complexity.  The basic standard is to have a length of at least eight characters with at least one number and one capital letter. As this install is for demonstration only and on an isolated network, the supplied passwords will be used. For live systems, this complexity level is inadequate as GPU based hash breakers can decode these passwords in a matter of seconds. A better approach would be to use three English words with several symbol characters. The words chosen should not be found in the list of two thousand most-used English words and have a long word length, i.e., entropic$Pachyderm^BackRub*37.   With a word length of 28 and a potential character set of 68 characters, the computing power to decode 682-1 x 28 characters will cause a hash breaker some time to decrypt the hash. As substitutions have not been used, rainbow tables and data dictionaries will not work.
The next step is the activation of AD and initial configuration.  Following the worksheet's instructions, the server management dashboard is used to start the installation.  Using the select roles and features option of the AD setup is selected and run. The software will then ask for the server's name for the installation. As this is the only server, there will be only one entry on the selection list.  There will be many entries in a live system, and it is essential to select the correct device.  Ideally, the server will act as the gateway for the network, with domain control and DNS being located at this point. This facilitates better control over the domains devices and is a contact for external interaction and querying. Once entered, the domain name is entered.
 For the exercise, the name nwtraders was used. This identity will be the Identifying name for the AD namespace network and will appear as the second-level name in a URL. As AD is closely tied to DNS, the name will be the authoritative server's domain entry. The use of DNS also relates to AD structure as the main design is tree-based, and the initial setup requires the creation of the initial forest, which needs to be allocated a name based on the domain ID. In this case, the domain name 'msft.nwtraders' is used. At this point, the server is also promoted to a domain controller within the AD system. Upon completion of the installation, the server will require a restart to finalise the configuration and activate the system's services. On the restart, the addition of user accounts can begin. 
If installed correctly, the login screen should display the domain name and the administrator's name. As it is bad practice for the administrator account to be used for day-to-day use, individual users must be added to the system. Using the administration account, the administrator can add new users using the Users and Computer plugin program available from the AD Manager. New users are added by selecting the add new user option from the Actions tab or by right clicking the user's organisational unit with a mouse.  This option allows password options, user details and initial login name and options to be set.  
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One of the prime principles of computer security is to secure the administrator account. This account is the strongest on the system. The account can control any aspect of the computer systems operation. Therefore, it's security is a prime concern. From the 1960s and 70s, Unix operating systems protected the administrator account known as Root by introducing superuser accounts.  These accounts have the full privileges of the root account and have the advantage in that they do not expose the root password. Instead, a login will consult a file held on the system. The SUDOers file will grant Root access to users listed within this file using the users' password. If the security has been appropriately done, only the root user will be able to edit the file, thus granting complete protection. 
The principle of creating superusers is to reinforce the security concept that limits the use of the root account to the system administrator only, preferably to the system console. Microsoft's AD system does not use the SUDOers file but has an administrative object known as the administrators' group. This group can be assigned by the System Administrator to selected users via AD and effectively generates a backup account for the Administrator Account.   It will allow other high-level users to be created with most of the Administrator Account privileges without compromising the Administrators security. For the work assignment, a  standard user called 'SODO' was created using the AD User manager plugin and then had the administrators' group added to the account's profile to grant administrative privileges.  This account will be the failsafe account for the administrator.
[bookmark: _Toc66127396]Group administration
[bookmark: _Toc66127397]By default, a new user will only appear in the user's AD group and will have very restricted access with only basic permissions.  The account can then be elevated by assigning the user to the required role groups with the Group Policy Manager to set the new role-based permissions to that user using the inheritance mechanism. To illustrate this process, two users were created, with only one being assigned to the domain admins group.  This group explicitly restricts login to domain controllers to this group only. As expected, the standard user login was rejected, whereas the promoted user gained access, demonstrating that AD's permissions aspect was working. 
Observations

[bookmark: _Toc66127398]Q. DNS - explain what it is, how it works (illustrations) and its significance within Active Directory Domain Services.

Before introducing DNS[12], the only way for a computers name to be related to its I P address was to use the built-in Host table in the Unix operating system. The table was limited to the information held within and was not searchable either from within the network or outside. As a result of RFC 1033[6], RFC 1034[10] and RFC 1035[11] in 1985, the domain name system was established. This system provided a unified method of identifying network devices over many networks. Because of the number of clients available, the clients could be assigned two domains that could hold as little as two clients and as many as 65,535. To administer this database, a system of lookup tables stored on multiple name servers was implemented and used a system of recursive searches to locate and return the entry for a host.
  
[image: how-route-53-routes-traffic] 
Fig 1 The DNS Query Process

The Domain Name System or DNS is a hierarchical database system. Its structure consists of three primary levels, with an Authoritative domain server being on the bottom level with many top-level domain servers on the intermediate level. At the top of the system are Root Name Servers. When the client on the network attempts to connect to a  named server or client, a request is sent to the nearest root server via a recursive resolver. The server holds lists of top-level domain servers (TLD) such as .com .net or .org. The query is checked against the second level domain server records kept, and if matched, a result is returned to the calling root server.  The root server then redirects the query to the second level server returned by the previous recursive query.  As the second level servers may hold multiple domains, an iterative series of searches against the records maintained, and the DNS server record the domain is returned if the domain is found. The root server then queries the authoritative DNS server for that domain. The DNS server then checks the non-authoritative servers within the domain, and if found, the host's ip address is returned to the root server. The record is then returned to the resolver and then back to the original querying host.
To the informed reader, the above description is a little simplified. Over the years, networks have developed. With the introduction of cloud-based systems, the DNS system has been adapted to accommodate the latest technologies. For this document, the description has been kept basic, but I would refer them to the Cloudflare website [1] for greater detail about resolver queries and servers for those who require further detail.
AD is Microsoft's management system for devices on its networks. The machines are registered within domains that reside within the namespace of the server. The namespace can hold multiple domains worldwide and uses the Domain Name System servers to enable connectivity between AD Controllers. The DNS system must be installed and functioning before AD is enabled and configured.

[bookmark: _Toc66127399]Additional Roles	
Q. AD is one critical 'Role or Feature-based installation' as part of an enterprise network, identify and provide a brief overview of 2 other critical roles? 

The AD service has many role-based extensions available within the management system. These additional functions offer network-wide control of standard facilities and provide the flexibility and refinement needed by network administrators.
[bookmark: _Toc66127400]Print and Doc services
The management of printers and document scanners is handled by the Print and Document Services extension. At the lowest level of the service, printers and scanners are monitored remotely, raise an alert when individual devices are low on consumables or encounter errors in operation such as a paper jam. A network manager can group banks of printers into an administrative unit assigned to a specific task at the organisational level.  For instance, SME's will often need high volume print runs, requiring a considerable time to run and deny use by other users in the process.  The standard solution would be to configure a dedicated bank of printers with large storage capacities, specifically for this kind of print job. With these printers, large print runs can be quickly processed in parallel from the same spool file and will not interfere with the more regular print jobs generated by general users. With this refinement in control, printers can be allocated to working areas or user groups.  This control level is most helpful, where documents content is sensitive or required to cover a specific need.
The document services portion manages document scanning and, like print services, can operate at various operational levels. Like print runs, the numbers of documents to be scanned can vary from single 2–3-page documents to thousands of forms, questionnaires and other paper records. By Setting AD policy objects, banks of scanners can be allocated to particular user groups, scan results sent to specified file stores for later processing and reassigned to general use when finished.
[bookmark: _Toc66127401]DHCP Services
The DHCP Services role is the AD implementation of the Dynamic Host Configuration Host protocol, the local address assignment's internet standard protocol. This implementation of the protocol is designed to integrate with other AD services as part of the Windows system's Common Object Model.  This service not only allows for the standard protocol functions such as address pool allocation, static address delivery, and Provisioning reserved addresses, but it also provides the flexible management functions of AD to fine-tune the DHCP [3] function within the domain. Such fine-tuning would include synchronising DNS record entries with issued IP addresses, allocating backup DHCP servers as part of a failover system, and client lease time management. The most significant advantage is the centralised use of the address space within the namespace and over multiple subdomains.  The ability for servers to forward request across domains minimises the number of DHCP servers in use and simplifies the network functions' management.

Q. Explain why it is important to have different levels of access/roles within the 'Built in' Network User Account groups (e.g., Domain Admins, DHCP Admins, etc.). 

Information security is the most important aspect of modern business IT. Many businesses implement this function as a unified set of policies that encompasses most of the business's processes. Likewise, AD groups define users into functional groups that mirror the business roles.  In this way, the corporate security policy can be mapped onto the AD group security privileges.  This compartmentalisation of functions allows for access permissions to be organised on a hierarchical basis. Permissions for management can be closely tailored to the roles assigned to the manager. This technique compartmentalises access to data, reinforcing confidentiality and integrity without compromising the accessibility of the data. An additional benefit of AD is that it enables access and control permissions to be easily changed within the management structure as the business's roles and functions evolve.  This flexibility also extends to hardware and infrastructure. IT systems are never static. Technologies improve, and new techniques are introduced. AD can quickly adapt and develop the existing infrastructure to incorporate new hardware and control equipment. Temporary installations can be quickly and easily installed to cover data centre changeover and restructuring with minimal disruption to regular operation. Permissions for the new installs can likewise be added to group permissions temporarily, with contractors and installers being granted limited access to the system to complete their roles. 

Q.  Share your ideas in-detail on Microsoft's recommendations on AGDLP and AGUDLP for assigning permissions. How do you view them in the perspective of a System Administrator in strategizing and implementing within your network?

Having read the literature about The Active Directory Group Domain Local Permission or AGDLP[4][7][8][9][13][14]. The following observations were made. ADGLP and its big network variant ADGULP are designed to operate as an Object-oriented methodology. The idea that containing detail is hidden from the user makes management of the underlying structure far more manageable. This methodology is derived from the format of the system code, which in most cases is C++.  By exposing the code as a series of method and property APIs in a dynamic library, the degree of foreknowledge is minimised. In Microsoft systems, this is known as DCOM or Distributed Common Object Model. ADGLP is AD's extended version of this model.   As AD is a management system, it is logical that organisational units can be managed in the same way. The use of global and universal groupings in the management model obfuscates the details of the underlying Domain Local Permissions groups, control servers etc.
Much like a HAL, the manager is presented with control options relevant to their level within the organisation without the micromanagement requirements of older systems.  In this way, a policy system can be managed from the ten-thousand-foot view rather than buried in detail.  This abstraction is also a better management tool as it disconnects the hardware view from the server system's logical view. In this manner, hardware extensions can be added or updated without requiring significant changes in the logical management model. It also means that changes at the domain level do not affect the implementation in the global or universal groups allowing local variation in permissions and device availability to be implemented easily by domain local managers. Likewise, if changes need to be made at the global or universal level, the AD structure can be changed quickly without disrupting the underlying domain local structures. New user groups can be added, and extra forests and trees can be integrated with minimal adjustment. This use of scope at different levels, can make decision making simpler as the number of factors are reduced as smaller details are removed from the equation. In this way, changes in the global groups and by extension universal groups, can only be implanted if the Domain Local Permissions allow it. Conversely domain managers have the freedom to expose devices and facilities to the wider organisation without undue concern for the security and integrity outside of their control assuming that he Global and Universal group properties are configured correctly.
Conclusion	
In Summary, Microsoft as the developer of the AD system, knows best how to implement AD policies within their system. However, no two systems are alike, and their recommendations can only apply to the boiler plate reference setup deployed with standard installations.  The do provide valuable guidance to allow admins to adjust their implementation of AD to suit corporate needs and local conditions.  The framework for customisation of the global domain and universal domain groups are in place and is highly adaptable.  Administrators will have the ability to be creative in how permissions are created and replicated throughout all forests and domains and will have the flexibility to develop the infrastructure as it evolves.
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