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	Nowadays, the world had witnessed, and will continue to see the growth of network services in homes. Internet Live stats shows that 4.7 billion people, which is over 61% of world’s population, had internet access in their households by November 2020, up from 46% in July 2016. Homes, similarly, have seen an increase in the numbers of the devices connected, mostly because of the advent of smart and IoT devices. [1]
	The internet helps us to conduct activities more easily and comfortably from our houses, such as paying bills and staying in contact with relatives. However, with this technology, there are security risks. Home users should consider the dangers of being linked to the internet and the value of properly protecting home networks and systems, and remain cautious.
[bookmark: _Toc59184190]Understanding
	The average consumer should be aware of various ways to protect their home networks in this age of smart homes. They need to be educated in secure computing. The average household has numerous connected devices, following in the footsteps of technologically advanced companies and industries. 
	Home network security refers to the safety of a network that links devices to each other and to the internet inside a home, such as routers, laptops, smartphones and cameras. Many threats are not personal in nature and can occur on any form of network. It is inherently more insecure and open to outside attacks if a network links to the internet. [2] 
[bookmark: _Toc59184191]Research Purpose
	My research objective is to examine the home network security practices to learn how home consumers and ISPs are able to secure their home networks, but also to recognise other security related activities that could be beneficial to increase the safety of the home network. However, recognizing the need for further research to be undertaken to decide if home consumer expectations of protection activities align with their real and measurable actions. It is important to scale the research appropriately to inform the initial understanding. 
My plan is to develop an application which will help users protect their home. The application should be user-friendly, easy to configure, as secure as possible and very reliable. The software I try to make is going to have as components a proxy IP server, a Video Management System, a Network Access Control, and a learn more section, which will take users through a how to have a better security, a step-by-step guide on what other software they can use to have a better security through the internet (such as VPN, strong unique passwords).

[bookmark: _Toc59184192]Outcomes
	The study refers to all the information about the home network security. Users will learn about the threats, vulnerabilities and risks to be motivated to improve their home security. In the end, everyone should understand why it is important to protect your data, why is your data at risk, where should you start and how to build a better security for your home. In today’s date, hackers have lots of opportunities to steal valuable information. Due to the technology moving forward every day, hacking tools are moving in the same direction.  
[bookmark: _Toc59184193]	Research Methodology
[bookmark: _Toc59184194]Approach
To motivate the users to improve their home network security I will start by presenting the threats, vulnerabilities and risks that they are exposed to by not having a proper home network security. 
The threats to the security of a home network can have the following origins: natural disasters, deterioration of the equipment, operator malfunction, scams. Some of the critical natural disasters that can affect your equipment and cause data loss could be floods, lightnings, voltage drops, dust and humidity. Some of the hardware malfunction can compromise the security of the entire computer system.
Software deterioration, by any cause, can lead to failure in the functioning of the system, which can make it be incorrect and inefficient. If the program is not working properly, the risk of the data being damaged or being used by an unauthorized user.
Even if each software and hardware component is secure, all of them can be compromised if the hardware equipment are not connected properly or if the software is not installed and configured precisely. Scam is the easiest method to steal your information, the attacker will trick you into introducing your credentials by using fake websites, sending fake emails, fake bank applications etc. [3]

	For the application to be a success, every section of it needs to be properly developed. Taking them step-by-step will make sure everything is working before integrating them into the application. 
Proxy IP server – it operates between you and the internet as a gateway. It is an intermediary service which divides end users from the websites they are searching through. Based on the usage case, specifications, or company policy, proxy servers offer different types of flexibility, protection and privacy. When you're using a proxy server, online activity flows to the address you requested via the proxy server on its way. Then the request comes back via the same proxy server (there are exceptions to this rule) and then the data retrieved from the website is returned to you by the proxy server. [4]
Video Management System – it is a feature of a video monitoring system that allows the user to view videos in real time, capture, archive, and play captured videos and gain valuable surveillance site insights.
Network Access Control – it is the act of keeping unauthorized users and equipment away from a private network. Organizations that provide intermittent access to the network to such devices or users from outside the company may use network access control to ensure that these devices follow the rules of corporate security enforcement.
Learn more – it will be a fully working menu, with different topics for a better security. Each topic will be fully researched, with a step-by-step guide on how to install or configure, followed by some good software examples, either paid or free to use. 

In the end, I want to explain how important a home secure network for you and your private data is. 
Network security is essential for both the home and business networks. Many households with high-speed internet access have one or more wireless routers that could be abused if not protected correctly. A robust structure of network protection tends to reduce the risk of data failure, fraud and sabotage.

[bookmark: _Toc59184195]Why did I choose this approach?
The fast pace of the evolution and new discoveries in technology is overwhelming for a home user, even the analysts struggle to keep up with the challenge to make a secure computing environment especially now that more and more people connect to work from home using their broadband connection.
Most people overlock the importance of the security in a huge network, which in the end leads to open internet channels for anyone desiring access. Hackers take advantage of the weak security to launch attacks, obtaining private information about their victims or even getting the credit card information.

[bookmark: _Toc59184196]Overcoming the Disadvantages
	Once with the progress of the technology, hackers have at their disposal better devices to track and attack weak network systems. To conquer the threat of their new and performant devices, a better software or an ultra-performant router could certainly improve the security.
	The lack of experience of an ordinary user could be an easy access point for a hacker to manipulate. A good method of preventing this from happening could be providing a suitable training into how to protect themselves and their data from cyber-attacks.
[bookmark: _Toc59184197]Strenghts of the Approach
	Some of the advantages that came with advertising the importance of a secure network environment is improvement on the data protection, increasing the competing between the most powerful internet providers. With more people interested in this topic, the security will see a massive improvement, people may find new ways to protect themselves from a possible attack.
[bookmark: _Toc59184198] DEVELOPMENT METHODOLOGY
	Waterfall model is a sequential model, splitting the development of software into predefined stages. With no overlap between the stages, each process must be finished before the next phase can begin.
	“The Waterfall Model was the first Process Model to be introduced. It is very simple to understand and use. In a Waterfall model, each phase must be completed before the next phase can begin and there is no overlapping in the phases. The waterfall model is the earliest SDLC approach that was used for software development.” [5]
	In this model the whole entire product development process is split into different stages. The result of one phase functions sequentially as the reference for the next phase. This means that every step in the process of creation only starts when the previous phase is complete. The waterfall model is a sequential modelling process in which development is seen as moving slowly downward (like a waterfall) through the Conception, Initiation, Analysis, Planning, Development, Testing, Production / Implementation and Maintenance phases.
	Sequential phases in the Waterfall Model:
	Requirements: The first step includes knowing what needs to be planned and what its purpose, function. For my application I need a server, a programming language, and knowledge. 
	System Design: In this process, function requirements are learned from the first process, and system design is planned. On this case, the hardware needs to be powerful enough to hold at least 100 addresses for start, going to be updated for future, depending on the demand. 
	Implementation: The system is first built in small programs called units with contributions from system architecture which are implemented into the next step. On this part, the actual plan is to develop every section of the actual program individually and test them.
	Integration and Testing: After testing of each model, all systems created during the deployment process are incorporated into a framework. Every section will be tested and introduced on a main dashboard created with a login system. After introducing them, everything needs to be tested for bugs during integration, to be perfectly working for release.
	System Deployment: After functional and non-functional testing is performed, the system is either installed in the consumer setting or launched into the market. If everything is working fine, the application is ready to get into the market. For the release I was thinking about giving it for free for testing and getting reviews from people around the city.
	Maintenance: This phase happens after implementation, which includes making device or individual part changes to modify characteristics or enhance performance. Updating the application to the customer needs is as important as creating the application, also the customers may find some unexpected bugs, which they would want fixed. So, after the application is launched the work is not done yet, you still need to work on it to make sure it is working at full capacity, and that it has no bugs, or errors, and also that it has all the features customers require.
[bookmark: _Toc59184199]Why did I choose this approach?
	For this specific report, I chose to use the Waterfall model because it is easier and more user-friendly, it covers all the details that I intended to present. This model has its own disadvantages, such as: difficulty in estimating the time and cost, after it is done it is very difficult to go back, not suitable for a high risk of changing project. 
But, despite the disadvantages, I still chose to go with this model because it allows departmentalisation and monitoring, it moves through stages that are readily recognizable and explainable and it makes it easy to use. Thanks to the rigidity of the model, it is simple to control-each step requires clear outcomes and a review process. Phases are organized and done one at a time in this model and are not repeated.

[bookmark: _Toc59184200]	Tools and Other Resources
· A computer that will act as a server. 
· Visual Code Studio or any other program that can script a programming language (e.g. notepad)
· Choosing the best program (C#, python, C++) for the application.
· Very fast and reliable internet.
Conclusion

	The internet is a very good, but also a very dangerous place. Protecting your private information is very important these days, and I think most of the people don’t know about the threats. It can be a debit card that has no money, made just for online shopping, or it can go up to stealing a business information which can be worth even millions. My application will be designed to protect you and your data from any attempt. Don’t trust the internet.
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