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The automotive industry is highly competitive and growing rapidly. It is currently transitioning towards a more environmentally friendly model.  However, as electric vehicles and hybrid technologies advance, industry competition can intensify, pushing companies towards unethical marketing practices such as greenwashing. 

Awanis et al. (2020: 127) argue that greenwashing refers to "company actions or practices intended to create the impression that their products are environmentally friendly, without taking into account the overall environmental impact." This indicates that greenwashing practices occur without considering the broader social and environmental implications. Greenwashing refers to making false or misleading claims about the environmental benefits of a product or service to attract consumers concerned about sustainability (Kapoor & Pandey, 2021). 


 Root cause analysis. In September 2015, the U.S. Environmental Protection Agency (EPA) revealed Volkswagen's intentional fraud. The company had installed "defeat device" software in 11 million diesel vehicles worldwide. This software was designed to detect when the vehicles were undergoing lab testing and activate full emissions controls during those tests. However, in real-world driving conditions, nitrogen oxide (NOx) emissions were up to 40 times above the legal limit (Florio and Sproviero, 2021). However, it was later revealed that Volkswagen had installed software to manipulate emissions tests (Zhang, Atwal, and Kaiser, 2021). This “Dieselgate” scandal highlighted deceptive marketing practices in the automotive industry (Turna, 2022).  In addition, Tesla Corporation named "Autopilot" in 2014, implying that it required less human supervision (Kapoor & Pandey, 2021). Some critics argued that the term "Autopilot" could contribute to deadly accidents (Carsten and Martens, 2018), and the German government asked that it stop misleading people.
Digital failure, the Volkswagen emissions scandal emerged from a complex combination of strategic ambition, technological limitations, organisational culture, insufficient governance, and the regulatory environment. The root cause cannot be attributed to a single factor; instead, it results from a systemic mix of pressures and weaknesses that made cheating both possible and tempting (World Economic Forum, 2020). Digital greenwashing misleads consumers by distorting facts, ultimately manipulating their intentions and trust. It is essential to identify and address digital greenwashing. The digital landscape demands accountability, transparency, and education.

For corporations, this scandal serves as a stark reminder that setting high-performance targets without corresponding attention to engineering, governance, and culture can lead to ethical lapses. For regulators, it underscores the need for real-world testing and meaningful oversight. Ultimately, preventing such crises requires a comprehensive alignment of strategy, technology, culture, governance, and the external environment. Bachmann et al. (2022) show that US sales of VW and other German car producers decline following the scandal, revealing “group reputation externalities Beyene et al. (2022) identify cross-sector spillovers, showing that consumer loans for diesel cars offered by independent banks experienced higher interest rates following the scandal.


In conclusion, the automotive industry often engages in unethical practices, with companies making false claims about their vehicles’ fuel efficiency and emissions levels (Tanner, 2025). A corporation seeking short-term profits may exaggerate a system's automation capabilities in its marketing materials to attract customers. This approach can be risky, as users develop their perceptions of automated systems well before their first interaction with them. These initial ideas significantly influence how users later engage with the system (Ekman et al., 2018).
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