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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Part 1: Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security. 
 

Features of IPv6

Abstraction
Ipv6 was introduced as ipv4 was no longer a variable option with the growth of the internet, Lammle refers to ivp4 competing with ipv6 as “the pony express trying to compete with airmail” [1]. When IPv4 was introduced it was believed to be the final Internet Protocol according to Shiranzaei and Khan. This was a time before smartphones, online gaming and social media nobody in the 1970s had any idea what the internet would become [2]. IPv4 provided 4,294,967,296 possible addresses [3] [4]. Due to address structure of splitting networks into Classes with differing sizes, the requirement of unique network numbers being assigned to all IP networks regardless of an internet connection, the growth the expansion of devices that using IP addresses and other factors led to the need for IPv6 [5]. This report will discuss the improvements that IPv6 has made on its predecessor.
Header Format.
The IPv6 packet header is a simplified version to its predecessor according to cisco [6], an example can be found in appendix A but the main fields found in The IPv6 packet header include:
· Version: identifying the IP version used in the packet is performed by this 4-bit binary value [6].
· Traffic class: The equivalent of the Ipv4 DS field, this 8-bit field consists of a 6-bit Differentiated Services Code Point, used allow packets. The other 2-bits is used for traffic congestion control, this is called Explicit congestion Notification [6].
· Source address: A 128-bit field containing the IPv6 address of the sender of the packet.
· Destination address. A 128-bit address containing the Ipv6 address of the desired recipient of the packet.
· Flow label: This is a 20bit field is used to identify the flow for IPv6 packets. This is a new feature of the IPv6 protocol that was not used in the IPv4 Protocol. The latest IETF standard does not provide information on how to handle and process the Flow Label [7]
· Hop limit: This replaced the IPv4 TTL Field, this 8-bit field has a set value that decreases by one when routers forward the packet. If the value reaches zero, the packet will be discarded and an ICMPv6 message is sent to the sender informing them that the packet didn’t reach the desired receiver [6]	
· Next Header: A bit-field used to define the type of data, this data can be an upper-layer protocol or the optional extension headers added to IPv6 [7] 
· Payload Length: The IPv6 version of the Total length filed found in IPv4, this 16-bit field defines the packet size [6].
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Addressing Space
[bookmark: _Hlk25163786]The 32-bit IPv4 address space provided a theoretical maximum of about 4.29 billion addresses. Hagen writes that even with effective use of all IPv4 addresses, the world population exceeds the maximum number of addresses [8]. Podermanski believes that main reason for developing IPv6 was for the increase in available IP addresses compared to IPv4 [9] IPv6 addresses are 128 bit long and are represented as hexadecimal digits strings ,32 hexadecimal values with a value of 4 bits each [10]and provides 340 undecillion unique addresses [6]. 

[bookmark: _Hlk25162432]Special IPv6 Addresses Types
Global Unicast address: To be able to communicate over the Internet, a node needs a global IP address. Global Scope addresses are believed to be a singular geographical address and can work over a wide area networks and the internet [11].
Link-local address:  Another unicast address this address is used for auto-discovery and auto-configuration, and at least one is always enabled for each node device. link-local address will not be routed to other connexions via routers, as a link-local address is not known to be a unique outside local area networks [11].
IPv4 embedded address: To aid the transition to IPv6 an IPv4 address is embedded in the low order 32bits of an IPv6 address. with the discontinuation of IPv6-compatible IPv4 addresses, IPv4-mapped IPv6 addresses are now the only form of IPv4-embedded addresses [12].
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Mobility
Mobile IP is requirement for the ability to use IP on the Transport layer on the new IPv6 [8].  Providing mobility support for IPv6, mobile IP allows the user to keep the same address all over the world, applications will also use the address to maintain connection on the upper layers. Mobile [13] IP is already built into IVP6 and allow for smart devices and their users to move around, while still maintain an internet connection. This is an improvement for the IPv6 over its predecessor as Mobile IP had to be configured for use in IPv4 [14]. The mobile IPv6 uses two IP addresses to identify every mobile node they are, the home address a permanent address used to identify the mobile node any were in the world. The second address is care-of address, this address is subject to change and will provide details on the current situation of the mobile node [13].




Internet Protocol Security
IPsec is used to ensure that packets reach the receiver without being compromised [10]. IPsec is implemented in both IPv6 and Ipv4, there is no difference in terms of security according to Hagan between with Ipv4 and IPv6, other than that IPsec is mandatory and vital part of IVP6 where as it may be installed separately for IPv4 [8]. Although all nodes have IPsec, the use of IPsec is optional [15]. The two main protocols used to ensure the integrity and authentication of packets are Encapsulating security protocol [10],ESP provides confidentiality of data it can also provide Replay protection, data origin authentication and integrity checking if required [16].  This ensures that data can’t be viewed or changed between delivery [10]. The second protocol is the Authentication Header [10], This provides authentication and integrity for end to end transportation of packets [8].The algorithms used in AH is hashed message authentication codes [17], ESP uses a symmetric key to encrypt and decrypt data, both parties must agree on the key before data can securely be sent [16].
Conclusion
The idea that IPV6 is more secure than IPv4 is challenged by cisco who refers to IPv6 as “IPv4 with larger addresses” [15]. In fact, according to the NATO CCDCOE IPv6 is open to a wide range of potential attacks, with the possibility of monitoring network security being a difficult task and IVP6 doesn’t fully support some solutions to security threats [18].IPv6 may not be the perfect solution but its introduction was a must for the continued expansion of the internet.
Appendix A
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Part 1: 
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0 /21
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0 /23
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0 /24
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0 /26
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64 /27
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96 /29
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	S0/0/0
	172.16.13.104 /30
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	S0/0/1
	172.16.13.108 /30
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111
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