































Table of Contents
1.	Abstract	2
2.	Introduction	2
3.	Task One: Research	2
3.1.	Computer Forensics: What is it?	2
3.2.	Cyber Crimes	2
3.3.	UK Courts/Law	3
4.	Chain of Custody	3
4.1.	Forensic Reporting	3
4.2.	Stages of a Forensic Investigation	3
5.	Forensic Tools	4
5.1.	Live Data Acquisition	4
5.2.	Offline Data Acquisition	5
5.3.	Write Blockers	5
5.4.	Sleuth Kits + Autopsy	5
5.5.	Hash Functions	5
5.6.	Password Cracking	5
5.7.	FTK	5
6.	Analysis. Table of Tools.	6
7.	Task Two: Case Study	6
7.1.	Background	6
8.	Steps Taken / Methodology	7
8.1.	Initial Process	7
8.2.	Additional Processes Taken	7
8.3.	Retrieving the data	7
8.4.	Analysing the findings	8
9.	Reporting	8
10.	Conclusion	8
11.	References	8
12.	Appendices	9
12.1.	Appendices 1 - Chain of Custody Document – Blank	9






1. [bookmark: _Toc48545961]Abstract
The purpose of this report was to identify and record any evidence that indicates the suspects involvement in any terrorist activity. Firstly, a copy of the Hard Drive was made, and the original securely stored with Law Enforcement. An analysis of the hard drive found there were various video and image files of the Airport the suspect was suspected of bombing along with personal videos of the suspects family. 
There were also Excel sheet of bank account details and payment information to known terrorist groups, as well as contact information and email records. Taking everything found into consideration, a report was produced and given to the Heathrow Police Department evidencing and confirming the involvement of the suspect. 

2. [bookmark: _Toc48545962]Introduction
This report will be split into two parts. The first part will research into what computer forensics is and what is involved in the chain of custody for a forensic investigation. It will also include research into the Tools available for an investigation. 
The second part of this report requires the author to produce a report from a Case Study of a potential real-life scenario. A full report will be produced by the end of this report along with an Invoice for services obtained from the forensic investigator. 

3. [bookmark: _Toc48545963]Task One: Research

3.1. [bookmark: _Toc48545964]Computer Forensics: What is it? 
Computer Forensics is the application of investigation and analysis techniques to gather and preserve evidence from a particular computing device in a way that is suitable for presentation in a court of law. The goal of computer forensics is to perform a structured investigation while maintaining a documented chain of evidence to find out exactly what happened on a computing device and who was responsible for it. [1] 
The forensics investigation of a computer usually takes place when a crime has been committed, then his or her computer will be confiscated and investigated to locate deleted or hidden files. It is a common misconception many people have, that when they have deleted a file etc. on their computer, it is gone; however, this is not the case, it simply takes a little longer to locate the deleted files. So, a qualified and trusted investigator will be hired to analyse the device. This is to ensure the integrity of the data, especially if the findings need to be used in a court of law, which is often the case and why the investigators have been hired.

3.2. [bookmark: _Toc48545965]Cyber Crimes 
What is Cybercrime? Cybercrime is criminal activity that either targets or uses a computer, a computer network or networked device. Most, but not all, cyber is committed by cybercriminals or hackers who want to make money and is carried out by individuals or organizations. [2]
The author of an Article on the Panda Security website categorizes two types of cybercrimes and states that most cybercrimes generally fall into these two types of categories. They are: 
· Crimes that target networks or devices
· Viruses 
· Malware 
· DoS Attacks
· Crimes using devices to participate in criminal activities
· Phishing Emails
· Cyberstalking 
· Identity Theft [3]
Cyber-attacks are not always done by cybercriminals looking to make a profit, cybercrimes can also be a breach of trust within an organisation, for example, an ‘insider attack’ from a disgruntled employee.

3.3. [bookmark: _Toc48545966]UK Courts/Law
The Computer Misuse Act 1990 (‘CMA’) is the main UK legislation relating to offences or attacks against computer systems such as hacking or denial of service (DoS). There is jurisdiction to prosecute all CMA offences if there is “at least one significant link with the domestic jurisdiction” (England and Wales) in the circumstances of the case. [4] 
An example of offences under the Computer Misuse Act would be for an offender to cause a computer to perform a function with intent to secure unauthorised access to that computer’s material. This offence involves ‘access without right’ and is often the precursor to more serious offending. There must be knowledge on the offender’s part that he or she knew that the access was unauthorised: mere recklessness is not enough. There also must have been intention to access a program or data held in a computer. The offence has still been committed irrespective of whether access is obtained. [4]

4. [bookmark: _Toc48545967]Chain of Custody 
What is the Chain of Custody (CoC) and is it important? Evidence is the key to solve any crime, including cybercrimes. Evidence integrity needs to be protected in order to make it admissible in the court of law. Digital evidence is more revealing, but it is fragile and can easily be tampered with or modified which is why the Chain of Custody is vital to a court case. [5] In order to adhere to the rules and regulations surrounding the CoC, there is a document that will need to be completed from the minute the investigation starts, a template of this document can be seen in Appendices 1. The document is to ensure the integrity of the device(s) being analysed, and to ensure that if the evidence has been tampered with the courts will have a list of people who had had access to the property. 

4.1. [bookmark: _Toc48545968]Forensic Reporting
The specialist investigator is hired to analyse the data on any and all devices that are suspected to be involved in criminal activity, his or her job is to gather as much information as possible to prove or disprove the allegations against the accused. A variety of tools will be used to analyse the devices, and then a report is created and provided to the court as evidence in a trial. 

4.2. [bookmark: _Toc48545969]Stages of a Forensic Investigation
Cybercrime forensic investigation process contains four main phases: acquisition, analysis, presentation and management. 
Stage One: Data Seizure
At the first phase a first responder acquires digital evidence in the form of a hard disk drive (HDD) from the suspicious computer and using available disk imaging software, creates an exact copy of the suspicious HDD. [6] The original HDD that is seized is kept by law enforcement; the copy is given to an examiner. 
Stage Two: Data Acquisition
An examiner, using a forensic toolkit (FTK), prepares case of all data attributes from the suspicious HDD image and exports it as a comma separated file (CSV). At the preparation phase, an expert using DEIC tool imports FTK exported csv file, applies proposed HiD and DEO models and gets DEIC produced reports. [6]
Stage Three: Data Recovery and Analysis
The examiner will use a forensic toolkit to find and analyse any data found on the devices. The examiner will look at volatile data and non-volatile data, which are hidden files. The examiner may look Media files, Word Documents, Images as well as searching through e-mail history and internet browser history.
Stage Four: Document and Reporting
The main purpose of the digital forensic investigation is to provide a valid and reliable evaluation of proposed method for digital evidence investigation using reliable and reputable toolkits which when the evidence is presented in a court of law, is usable. [6] The examiner will be required to document his or her findings for the courts to use at trial. The document must show the findings and be reliable and admissible, it must provide no doubt about the authenticity and veracity of the evidence being shown and it must be related to the fact being proven. 


Stage Five: Expert Witness
The expert witness is required to stand in court and answer questions from the defence about the facts found and listed in the reporting document. The expert witness will be able to explain to the judge and the jury the evidence found and will be able to do so in an understandable way with no technical jargon that may confuse them.  

5. [bookmark: _Toc48545970]Forensic Tools
The permanent removal of data from media is a major area of concern mainly because of the misconception that once a file is deleted or storage media if formatted, it cannot be recovered. [7] Forensic tools are used to gain access to data that has otherwise been deleted or needs to be obtained for a court, ensuring no evidence tampering has taken place. 

5.1. [bookmark: _Toc48545971]Live Data Acquisition
A live forensic acquisition allows you to capture the volatile data such as the contents of RAM and unencrypted data files if any. It is sometimes beneficial to create a live acquisition of the RAM in case it contains information deleted from the hard drive such as temporary documents. Live data acquisition should be carefully done by a trained investigating officer. [8]

5.2. [bookmark: _Toc48545972]Offline Data Acquisition
Offline data acquisition allows you to analyse the contents of the data without the machine being powered on. The data that is available to analyse from a device that is off, is called Non-Volatile data. Non-Volatile Data is a type of computer memory that has the capability to hold saved data even if the power is turned off, it doesn’t require its memory to be periodically refreshed unlike Volatile Memory. [9]

5.3. [bookmark: _Toc48545973]Write Blockers
A write blocker is a tool designed to prevent any write access to the hard disk, thus permitting read-only access to the data storage devices without compromising the integrity of the data. A write blocking if used correctly can guarantee the protection of the chain of custody. NIST has issued a set of general guidelines for write blocking requirements. [10]

5.4. [bookmark: _Toc48545974]Sleuth Kits + Autopsy
Balakrishnan Subramanian states in his whitepaper that Autopsy is the chief open source digital forensics platform that is anything but difficult to utilize, quick, and usable in every computerized examination. It analyses hard drives, smart phones, media cards etc. It is Windows based and automated. [11] 

5.5. [bookmark: _Toc48545975]Hash Functions
A hash function takes a group of characters (called a key) and maps it to a value of a certain length (called a hash value or hash). The hash value is representative of the original string of characters, but normally smaller than the original. Hashing is done for indexing and locating items in databases because it is easier to find the shorter hash value than the longer string. Hashing is also used in encryption. [12] Hashing is also used to ensure the same HDD is examined during a court case, if there is any doubt that the copy has been altered in any way, the investigator will be able to compare hashes with that of the original and the copy. 

5.6. [bookmark: _Toc48545976]Password Cracking
Password cracking refers to various measures used to discover computer passwords. This usually accomplished by recovering passwords from data stored in, or transported from, a computer system. Password cracking can be done for several reasons, but the most malicious reason is in order to gain unauthorized access to a computer without the computer owner’s awareness. This results in Cybercrime such as stealing passwords for the purpose of accessing banking information. [13]

5.7. [bookmark: _Toc48545977]FTK
FTK Imager is a data preview and imaging tool that allows you to examine files and folders on local hard drives, network drives, CDs/DVDs, and review the content of forensic images or memory dumps. Using FTK Imager you can also create SHA1 or MD5 hashes of files, export files and folders from forensic image to disk, review and recover files that were deleted from the Recycle Bin, and mount a forensic image to view its content in Windows Explorer. [14]

6. [bookmark: _Toc48545978]Table of Tools Analysis
	
Tools
	
Creators
	
Operating System (OS)
	
Price

	CAINE 
(Computer Aided Investigative Environment) [15]
	
Nanni Bassetti [15]
	
Windows / Linux
	
Free

	
Encase Forensic [16]
	
Guidance Software [16]
	
Windows
	1-year subscription
$3,683.85

	
FTK (Forensic Toolkit) [17]
	
Access Data
	
Windows
	Perpetual Licence $3,995
1-year support 
$1,119 

	
Autopsy [18]
	
Basis Technology
	
Windows
	
Free

	
The Sleuth Kit [19]
	
Basis Technology
	
Windows or UNIX
	
Free

	
Wireshark [20]

	
Gerald Combs [21]
	Windows, Linux, OS X, FreeBSD, NetBSD and others
	
Free




	
RAM Capturer [22]
	
Belkasoft
	
Windows OS
	
----

	
SIFT [23]
	
Rob Lee [23]
	
----
	
Free

	
MAGNET Encrypted Disk Detector [24]
	
----
	
Windows 7 or Higher
	
Free

	
NetworkMiner [25]
	
----
	Windows, Linux, MAC OS X, FreeBSD

	
Free

Professional Edition $900 Per Licence




7. [bookmark: _Toc48545979]Task Two: Case Study

7.1. [bookmark: _Toc48545980]Background 
A fatal incident has occurred at Heathrow International Airport where a suspected terrorist has been shot down. The suspect was carrying a laptop briefcase which needs analysing and investigating, so, Mr Mark Wales, Chief Investigator at The Heathrow Police Department has called John. John is a detective in a professional investigation service and has been asked to investigate the items in the briefcase to determine the suspects involvement with, if any, terrorist groups and identify and report any related evidence in document form back to the Police Department to produce in a court of law.  



8. [bookmark: _Toc48545981]Steps Taken / Methodology

8.1. [bookmark: _Toc48545982]Initial Process
John, who is an expert forensics investigator has been called to investigate items in a briefcase that was obtained when a suspected terrorist was shot down at Heathrow International Airport. John has been given the laptop bag along with the DELL Laptop which the suspect had on him at the time of the incident with the police. The police have also given John images of the crime scene and fingerprints that matched the terrorist. 
John has found the Laptop in Stand By mode. Using his Cannon Digital Camera, he has taken photos of the computer screen to evidence this fact. In addition to this, John has noticed that the operating system in use on the Laptop was Microsoft Windows XP Professional Service Pack 2. 

8.2. [bookmark: _Toc48545983]Additional Processes Taken
Prior to John analysing the Laptop data, he would have created a bit by bit copy of the HDD which will need to be stored in a secure location, this will be stored within a Law Enforcement building. A bit by bit copy, also called a forensic clone, is an exact bit-for-bit copy of a piece of digital evidence, as hard drives are susceptible to failure, this ensures there is a back-up. [26] On top of that, John has ensured that the Chain of Custody Documentation is completed ready for when the original HDD is collected. This is done to make sure when it is presented at trial, it is reliable and admissible. 

8.3. [bookmark: _Toc48545984]Retrieving the data
The following files relating to the case have been requested to be obtained: 
· MS Word Documents
· Excel 
· PDF
· Image files (jpeg, giff, bmp, tiff)
· Video files (avi, mpeg, dat, mov), and 
· Audio files (mp3, wav, rm)
As well as these files, John was also asked to investigate MS Outlook contacts, email messages, messenger chat history, cache files and Temporary internet files. 
John used the forensic tool ‘Encase’ and FTK for his investigation, and documents the evidence that is found as he goes through the data found on the Laptop, evidencing the findings in the report that will be presented to the court during the trial. 

8.4. [bookmark: _Toc48545985]Analysing the findings
During John’s investigation, he found several video files. John had noticed that the video files had contents related to 9/11 bombings, videos showing terrorists practicing at a terror camp, the killing of kidnapped hostages, motivational speeches by leaders of various terrorist outfits and several more of the same nature. 
As a result of these findings, John has documented a detailed list of all the videos he has retrieved from the Laptops HDD explaining briefly what is in the videos. The documentation of each video including the time stamp and location of each video will help piece together a timeline of events leading up to the incident involving the suspect. 
Amongst the video findings John also found a several photographs of Heathrow International Airport and Mason International Airport at Fiji. There were several photos of both airports in detail, which for John, confirmed the intention of the terrorist groups involvement which the suspect was associated with. 
Continuing with his investigation, John came across more concerning documents, one of which caught his attention. The document in question was called ‘How to bomb Mason International Airport’. Within the article contained instructions from a few people on how to spread terror at Mason International Airport, Fiji. These findings more than assured John that the suspect was involved in the accused crime. 

9. [bookmark: _Toc48545986]Reporting
John has gathered the relevant evidence from the device and compiled a report that he has given to Mr Mark Wales, the Chief Investigator at The Heathrow International Airport. 
The report produced by John along with an invoice for his Services was given to Mr Mark Wales when John’s investigation concluded. 

10. [bookmark: _Toc48545987]Conclusion 
From an analysis of the evidence found it can be seen that the laptop contained content associated with terrorist activity, as well as files A Forensic Report was prepared in as in Appendices 12.1 for the court.   
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12. [bookmark: _Toc48545989]Appendices

12.1. [bookmark: _Toc48545990]Appendices 1 – Forensic Report of Media 
Report of Media Analysis
MEMORANDUM FOR: Mr Mark Wales
		                    Heathrow Police Department
		                    London
SUBJECT: Forensic Media Analysis Report
	        Case Number: 150601

1. Status: Closed
2. Objective: 
· To determine if the suspect was involved in any terrorist activity by analysing the contents of the Laptop that was on his persons at the time of the confrontation with the Police Department. 
3. Summary of Findings: 
i. Video files of 9/11 bombings, terrorists shootings kidnapped hostages, terrorist camps, motivational speeches from known terrorist groups, personal videos with the suspects wife and children, videos of the 2 airports and videos of the suspect and 6 others in a hotel room. 
ii. Excel sheets containing the bank account names and details of inflow of funds to the account. 
iii. Documents and immigration visas 
4. Where the examination took place: Computer Forensics Lab
5. Items Analysed: 
· TAG NUMBER: 			ITEM DESCRIPTION: 
150601				One DELL Laptop
6. Tools Used: Encase, FTK, 

7. Details of Findings: 
· The findings below are related to the Hard Drive recovered from Tag Number 150601, One DELL Laptop. 

i. The Hard Drive examined was found to contain a Microsoft Windows XP Professional Service Operating System. 

ii. The Laptop Device was in Stand By Mode when starting the examination. 


iii. The hard drive contained video files relating to terrorist activity with known terrorist groups as well as personal files of the suspect with his wife and children. 

iv. The hard drive had Excel Sheets of bank account details and the details of payments in.

8. Conclusion: 
· The information found on the suspects Laptop indicates his involvement with known terrorist groups. The video files of the Airports, one of which is where the suspect was apprehended, then shot, confirms his intention to bomb the Airport.  


Released by: John 
Computer Forensic Examiner


















12.2. Invoice of Services

	
	
	INVOICE

	Forensic Investigative Services Ltd
	
	Date: 01.07.2020
INVOICE # 136

	
	To
	Mr Mark Wales
Healthrow Police Department
London
01235 458763
Customer ID:  010615


	Salesperson	Job	Payment Terms	Due Date
	John
	Forensic Analysis of Media Device
	Due on receipt	


	Qty	Description	Unit Price	Line Total
	1
	Forensics Analysis of One DELL Laptop for 5 days
	5
	4500.00

	1
	Report for findings 
	1
	400.00

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	Subtotal	4900.00

	
	
	Sales Tax	

	
	
	Total	4900.00


Make all checks payable to Company Name
Thank you for your business!
 Company Name, Rainbow Road, RF35 5FG  Phone: 01569 458633  Email: forensicservices@gmail.com
12.3. Chain of Custody Document – Blank 
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13. Acronyms 

	DoS
	Denial of Service

	CMA 
	Computer Misuse Act

	CoC
	Chain of Custody 

	HDD
	Hard Disk Drive

	FTK
	Forensic Toolkit 

	CSV
	Comma Separated File

	RAM
	Random Access Memory
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