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[bookmark: _Toc700970162]Executive Summary
SteelForm Manufacturing Ltd. (SFM) has employed Industry 4.0 technology in its operations through the employment of IoT devices, automation in the production process and cloud manufacturing systems in order to boost efficiency and quality of products. Although the use of these technologies has brought about many benefits to SFM as an organization, it has been noted that there are cybersecurity risks posed by these technologies that can result in interruption of the production process, engineering confidential information and reputation of the company. This report aims to analyze cyber risks that exist within the company internally and externally as well as recommending a cybersecurity and data governance framework for SFM in order to mitigate the existing cyber risks. It is recommended that international frameworks, such as ISO/IEC 27001 and the NIST Cybersecurity Framework be adopted in conjunction with technical controls, such as multi-factor authentication, network segmentation, encryption and continuous monitoring among others[1][2].
[bookmark: _Toc312600151]1. Introduction
Cybersecurity has emerged as one of the significant challenges for manufacturing firms in today's world. The implementation of Industry 4.0 technologies such as the Internet of Things (IoT) devices, cloud computing, automation, and the interconnection of supply chain systems has increased the efficiency and performance of manufacturing operations. However, with the use of these technologies, the cyber exposure of crucial business operations has increased due to which manufacturing firms are now at risk from highly advanced cyber-attacks such as ransomware attacks, industrial espionage, supply chain attacks, insider attacks, and data breaches. SteelForm Manufacturing Ltd. (SFM) is a medium-sized manufacturing firm providing custom-engineered components to automotive and aerospace industries. With the emergence of cyber risks for manufacturers, it is also at the risk of cyber-attacks due to its valuable intellectual property and constant production operations. Malware infections, phishing attacks, and unauthorized access attempts have raised the need for cybersecurity among SFM. This report provides an evaluation of the cybersecurity risks faced by SFM along with recommendations of security policies, risk mitigation techniques, monitoring procedures, and employee awareness programs according to international standards such as ISO/IEC 27001, NIST Cybersecurity Framework, and CIA Triad[1].
[bookmark: _Toc1349657009]2. Company Background
Introduction SteelForm Manufacturing Ltd. (SFM) is a medium-sized firm that specializes in the manufacturing of custom-designed parts for use in the automotive and aerospace industries. In order to remain competitive, the company has embraced technology through adoption of Industry 4.0, where it utilizes IoT sensors, automatic machinery, industrial controls, and a cloud-based production management system. Although these new technologies bring benefits of efficiency due to the fact that they allow for real-time monitoring of production process and supply chain coordination among other things, they expose SFM to more cybersecurity risks. Threats arise in the context of connectivity that now exists in the manufacturing process, where there are devices used, cloud services, workstations, supplier networks, and remote management systems. Malware attacks, phishing attacks on purchasing staff, and attempts to gain unauthorized access to the production network are recent instances that show why SFM needs a proper cybersecurity and data governance framework[2].
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Figure 1. Cyber Threat Landscape of SteelForm Manufacturing Ltd.
[bookmark: _Toc2051047450]3. Identification of Internal & External Threats
SFM functions in a digitally integrated production setting, where OT, IT, cloud computing infrastructure, and IoT are integrated. Although such integration helps to boost the efficiency of operations and improve decision making, it presents several entry points for cyber-attacks. To create a successful cybersecurity strategy, it is essential to analyze the risks both from inside and outside the organization that can pose CIA threats to the information resources of SFM[3].
[bookmark: _Toc21818430]3.1 Internal Threats
The internal threat involves the staff members, contractors, and other trusted individuals that have legitimate access to the company systems. It could be either an intentional act or the result of mistake, but both types may significantly affect the functioning of the business. One of the most widespread cybersecurity issues faced by manufacturing businesses is human error. Staff members may open phishing emails that contain malicious links, use poor passwords, misconfigure the systems and share sensitive data. Such actions will provide unauthorized access to critical systems and production networks for hackers. The insider threat includes the activity of employees and contractors who misuse the privileges provided to them and attempt to steal intellectual property, manipulate production data and interfere with the manufacturing processes. Insiders possess legitimate access to the systems; therefore, their activities are difficult to spot using conventional perimeter security measures. Weak authentication is another issue that raises the risk for the organization. Poor passwords, password reuse, and lack of Multi-Factor Authentication (MFA) may lead to credential theft and brute-force attacks. The third factor that poses a great risk is the utilization of removable media, including the USB flash drives. Using such devices for connecting to the production workstations will infect the OT environment and manufacturing equipment[1].
[bookmark: _Toc168551701]3.2 External Threats
Threats from outside the organization come from cyber criminals, hacktivists, nation states, or criminal organizations with the goal of making profits or stealing valuable intellectual property. One of the major threats facing manufacturing organizations is ransomware. The attackers will encrypt the production servers, databases, or operational systems, then they will ask for money to unlock the system. The loss of time could cause disruptions in manufacturing operations or delivery of goods to the customers which would result in monetary loss. Phishing attacks would try to target employees using phishing emails that would allow the attackers to steal their login credentials and spread malware on the system. Procurement and finance would be common targets due to the fact that those departments would have to deal frequently with suppliers and third-party vendors. Malware would be able to attack SFM's systems using email attachments, malicious websites, or vulnerable software. The malware might be able to steal confidential designs, cause disruptions to production equipment or give access to the organization's systems. Industrial espionage might be a threat to organizations working in automotive and aerospace industries as competitors or state-sponsored actors would be trying to get their proprietary product designs, manufacturing processes, customer contracts, or research information to have an upper hand over them. Distributed Denial of Service (DDoS) attacks would be able to affect cloud-based production management system as well.
[bookmark: _Toc246262887]3.3 Supply Chain and IoT Risks
Third-party suppliers, cloud service providers, and IoT-based manufacturing assets are required for SFM. Any vulnerabilities in external entities will serve attackers as a way to get into the organization’s internal IT architecture. Similarly, IoT devices running old firmware or having poor authentication and unpatched software may be exploited by attackers to gain entry into the manufacturing network. Given the increased convergence of IT and OT environments, an attack might result in the exposure of confidential information along with causing disruption in actual manufacturing processes. In addition to damaging the equipment, the attacks might also affect product quality and undermine the customers’ trust in the product.
[bookmark: _Toc565867562]4. Cybersecurity & Data Governance Policies
In order to improve the company’s cybersecurity environment, SteelForm Manufacturing Ltd. (SFM) must implement an internationally accepted framework for cybersecurity and data governance, such as ISO/IEC 27001, CSF 2.0 (NIST Cybersecurity Framework), and CIA Triad. This framework will provide a useful guide for the company’s staff, contractors, and suppliers, and help ensure the security of company’s vital assets from the ever-evolving cybersecurity threats.
[bookmark: _Toc487305172]4.1 Information Security Policy
The information security policy will be used to lay the groundwork for the cybersecurity initiative of SFM. This means that there must be clear objectives defined, roles and responsibilities assigned, and proper utilization of the organization's resources. The senior management needs to show commitment to the program through regular review of the security performance and availability of the necessary resources.
[bookmark: _Toc1183588063]4.2 Access Control Policy
Access to the systems of the organization should be in accordance with PoLP such that users have only those permissions which are necessary to carry out their jobs. RBAC should provide access rights based on user roles rather than personal preferences. MFA should be used for remote access, cloud-based solutions and administrative accounts. Policy for passwords should include strong passwords, password change after a defined period and no reuse of passwords for multiple systems[4].
[bookmark: _Toc1882670954]4.3 Data Governance and Classification Policy
The SFM must use the classification labels Public, Internal, Confidential, and Highly Confidential for the information used in the organization. The most valuable data such as engineering diagrams, customer contracts, manufacturing operations, accounting, and intellectual property should be highly protected. Critical data must be encrypted at rest and on transit following current security standards. Data retention rules must be implemented to indicate the period for storing the information and a secure method of destroying the old information in order to prevent recovery by any other party. Though SFM will probably not exist only in the European Union, the principle of good governance is to follow GDPR principles[5].
[bookmark: _Toc1809518131]4.4 Network Security Policy
Network segregation to isolate IT and OT environments is needed in order to protect the production environment. Firewalls, IDS, and IPS should analyze network traffic and detect malicious activities. VPNs will be used to establish a secure connection to access the network remotely, while vulnerability assessments will be conducted on a regular basis in order to determine potential vulnerabilities that could be exploited. Wi-Fi networks supporting the IoT devices should be secured with encryption and authentication methods[1].
[bookmark: _Toc2138757005]4.5 Incident Response and Business Continuity Policy
The SFM needs to have an official Incident Response Plan that follows the NIST guidelines for the incident response lifecycle. The plan should detail steps for identifying reporting, containment, eradication, recovery, and post-recovery review of security incidents. All employees need to promptly inform the IT security team of any suspicious activities. Production data must always have backups that are stored safely both on site and off site. The Business Continuity and Disaster Recovery plans need to be regularly tested to make sure that manufacturing can start quickly after a disaster or attack.
[bookmark: _Toc1764506903]4.6 Third-Party and Supplier Security Policy
As SFM is dependent on vendors, cloud services, and technology providers, third-party security threats must be handled effectively. The vendors must conduct security assessments prior to gaining access to organization systems. Contracts need to have provisions related to cybersecurity measures, confidentiality agreements, and reporting requirements in case of any cyber incidents. Access granted to vendors must be reviewed regularly, and access revoked as soon as business partnerships are over.
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Figure 2. Application of the CIA Triad within SteelForm Manufacturing Ltd.
[bookmark: _Toc900256634]5. Mitigation Measures
To mitigate the cybersecurity threats outlined above, SFM should put in place technical, administrative and physical controls. Implementing what is called Defense in Depth, a security strategy that entails use of many security controls in order to prevent system compromise even if one control fails, will provide protection for critical assets. SFM should ensure that Multi-Factor Authentication (MFA) is implemented for all accounts, especially for administrators or anyone who has access remotely to cloud-based production systems. MFA decreases the risk of compromising the account through theft of credentials. OT systems, which include industrial control systems and IoT devices, should be isolated from the IT network since network segmentation will reduce the spread of malware and limit the impact of cyberattacks on critical systems. Updating the operating systems and software and patching them should address known vulnerabilities. EDR should be used to detect any suspicious activities on workstations and servers to prevent major security incidents. In addition, sensitive engineering designs, customer records and production data should be encrypted when stored or transmitted based on the latest encryption standards. Conducting regular vulnerability assessments and penetration testing will help in identifying vulnerabilities before they are exploited. All these measures, combined with proper backup strategy, will increase SFM's resilience to ransomware attacks, insiders’ threats and phishing.
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Figure 3. Defence-in-Depth Security Architecture for SteelForm Manufacturing Ltd.


[bookmark: _Toc956566042]6. Monitoring & Incident Response
Real-time monitoring is critical for identifying cyber threats before they interfere with the manufacturing process. SFM should create a centralized SOC or assign an IT security team that monitors activities and analyzes security warnings. Security Information and Event Management software should gather and analyze logs from servers, firewalls, cloud computing services, IoT devices, and production machinery to detect any cyber threats in real-time. In case of a cybersecurity threat, SFM should use a specific procedure of incident response, which should be based on the NIST incident response framework. First, it should be identified and confirmed using automated alerts and manual analysis. Then, infected computers should be isolated from others to stop the spread of the attack. Security specialists should find the source of the threat, delete any malware and restore the infected computer from trusted backups. Finally, the organization should conduct a post-incident analysis to draw conclusions about how the incident could be prevented. Exercises and simulations of incident response and disaster recovery will also be helpful in raising awareness among employees about their role in responding to cybersecurity threats.
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Figure 4. Incident Response Lifecycle Based on the NIST Framework.
[bookmark: _Toc1698113751]7. Employee Training & Awareness Program
The sole reliance on technology will not prevent the company from the threat posed by cybercriminals. The employees must be involved in enhancing the security of SFM. It is important to introduce continuous education programs which would teach all the employees about the current cyber threats, security policy of the organization, and what each of them should do in order to prevent the leakage of confidential information. The new workers need to undergo a training session that will explain to them how to manage passwords, to avoid phishing attacks, to behave safely on the Internet, to handle sensitive information correctly, and how to report about any incident to the company. The existing employees need to undergo refresher training regularly. In order to assess the level of preparedness of the employees, the simulated phishing campaigns and cyber-attacks should be conducted. The results should be evaluated and if some department requires additional education, SFM will get to know about that. Special training is needed to be organized for the IT administrators, production engineers, and senior management, because they are dealing with very sensitive systems and information. The success of the training program should be measured with indicators, such as the results of phishing simulations, the completion rates of the training, the security assessments, and the number of security incidents reported.
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Figure 5. Continuous Employee Security Awareness Cycle.
[bookmark: _Toc1028672255]8. Conclusion
The incorporation of Industry 4.0 technology solutions has led to greater efficiency in operations at SteelForm Manufacturing Ltd., but it has also made the company more susceptible to cyber security threats. As identified in this report, some of the major internal and external cyber security risks that have been identified include insider threats, phishing, ransomware, malware, industrial espionage, and security concerns with respect to IoT and supply chain systems. In order to mitigate these risks, the report recommended a cyber security and data governance model grounded in globally accepted standards such as ISO/IEC 27001, NIST Cyber Security Framework, and the CIA Triad. The security policy recommendations, technical control measures, continuous monitoring approach, incident response plan, and employee training program recommended herein offer a practical approach to enhancing cyber security at SFM.
[bookmark: _Toc1184816586]9. Presentation Slides
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