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[bookmark: _Toc134017428]Abstract

[bookmark: _Toc134017429]This project explores the cybersecurity challenges posed by the modernization of industrial processes as they transition through Industry 4.0. Using established tools and methods in the cybersecurity industry, the project aims to strengthen the cybersecurity posture of an Operational Technology (OT) organisation by conducting a vulnerability assessment on its network infrastructure.
With the convergence of OT & IT systems having removed the air-gapped security, the project quantifies the risks present in a network that blends emerging technologies with legacy IT systems.

Adopting a positivism philosophy, the research examines the common methods of cyber-attacks within modern industrial settings, using empirical data from statistical reports with a deductive approach to predict potential vulnerabilities in emerging technologies. A comprehensive review of literature sources explores the nature of OT/IT convergence and the impact of emerging technologies, such as the Internet of Things and 802.11 wireless communications, on the network architecture of industrial environments. The research aims to provide a deeper understanding of the cybersecurity challenges faced by industrial organisations in the era of Industry 4.0 and offers insights into effective vulnerability assessment and management practices in attempt to mitigate such issues.

The vulnerability assessment is conducted in a simulated environment that features industrial robots & sensors such as actuators & energy monitors, utilising industry-leading technologies from Festo, Siemens, and Mitsubishi to create a modern setting befitting an industry 4.0 environment. To simulate a brownfield development, legacy IT systems are integrated into the network to study the challenges posed by the convergence of OT and IT systems.

Based on a grey box testing approach, the vulnerability assessment employs automated scanning tools from the Kali Linux distribution to map the network and identify potential vulnerabilities. The findings of the assessment reveal the presence of vulnerabilities, providing insight into how they can be exploited by attackers. Additionally, the research offers recommendations for preventing these risks from being realised, ultimately strengthening the cybersecurity posture of the organization. Overall, this implementation successfully identifies and addresses vulnerabilities, providing valuable data to improve cybersecurity practices in modern industrial settings.
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[bookmark: _Toc134017434]Chapter 1, Project Overview

1.1 [bookmark: _Introduction][bookmark: _Ref133275526][bookmark: _Toc134017435]Introduction
[bookmark: _Hlk127812013]There are several challenges in the manufacturing world that have led to difficulties in industrial modernisation. A reliance on ageing plant, and the financial feasibility in upgrading it has been a major factor. As society has moved through the digital age, connectivity has become the driving force for change with greater aspects of technology merging into the Internet of Things (IoT). Advancements such as smart technology and machine-to-machine communication have led to an acceptance that the manufacturing world has required modernisation to improve efficiency. It is this necessity that has brought about the industry 4.0 paradigm, which involves industrial automation and technology integration for the benefit of quality, productivity and improved working conditions.[1] 
[bookmark: _Hlk131758599][bookmark: _Hlk131758634]The First Industrial revolution (1IR) was driven by water and steam to power new mechanical production technologies. 2IR harnessed electrical engineering to power mass global production. 3IR utilised electronics & computer driven information technology. These progressions have provided the platform for industry 4.0, a rapid fusion of technologies including Artificial Intelligence (A.I), automation, IoT, smart sensors, biometrics and more that continues to reshape society [2].

Industry 4.0 is driven by a rapid advancement in connectivity. For Operational Technology (OT) systems, this has led to a convergence with that of Information Technology (IT). Previously standalone control systems such as Programmable Logic Controllers (PLC) and Distributed Control Systems (DCS) have progressed to remote access, data driven technology. The advantages of connectivity for OT systems have removed the air-gapped security, resulting in exposure to cybersecurity threats that are indigenous to IT systems. [3]
Whilst the ubiquitous use of the term IoT is referred to most devices with digital connectivity, the term Industrial Internet of Things (IIoT) more specifically refers to the modernisation & connectivity of Cyber Physical Systems (CPS), Industrial Control Systems (ICS), and Supervisory Control and Data Acquisition (SCADA) [4]. 
This project focuses on the technical risk emanating from the infrastructure of a manufacturing company in North Wales and faced with the challenges of industry 4.0. To quantify such risk, a vulnerability assessment is conducted on the organisation’s system to identify its vulnerabilities. This process involves the use of automated tools used to scan areas of the system with the intention of identifying vulnerabilities and proposing known patches for remediation.[5]
Through documentation of the results, the potential risks and the severity they pose are identified, with remediation providing solutions to improve the organisation’s security, without detriment to its operations.
The literature review covers several topics, all with the aim of improving the organisations cybersecurity posture. This includes general cybersecurity & industry standards, IIoT and industrial protocols, differences & similarities with IT & OT systems, and types of wireless communications used in such infrastructure. Cyber awareness & resilience is covered in the research, featuring common forms of cyber-attacks and the methods used by threat actors. The research covers the tools and methods used in vulnerability assessments and is applied during the project’s implementation stage.


1.2 [bookmark: _Aim][bookmark: _Ref133275633][bookmark: _Toc134017436]Aim 
The aim of this project is to improve the cybersecurity posture of a manufacturing organisation by identifying its vulnerabilities using scanning and assessment tools that are commonly employed by cybersecurity professionals. 

The findings will be analysed to prioritise vulnerabilities based on their severity and recommend remediation actions including patching and other risk mitigation measures.
Although the aim will be targeted at a single organisation infrastructure, the significance of this subject has a vital role in modern society that faces the threats to Industry 4.0. 
The aim will be measured by comparing the results of the vulnerability assessment with the hypothesis that vulnerabilities will be present and can be identified & addressed with a known patch. This will be confirmed during the result analysis & remediation phase.
The remediation will be limited to the finding of vulnerabilities, the existence of a known patch and its level of compatibility within the infrastructure.
The hypothesis is achievable based on the common occurrence of existing vulnerabilities that are inherent in IT & OT systems. The remediation for identified issues is less certain and will be dependent on time constraints, the identification of known vulnerabilities & patches, and whether the infrastructure can accommodate changes without adverse effects to other areas of the system.
The goals must meet the specific deadline of 26th April 2023 in accordance with the report submission. 





1.3 [bookmark: _Objectives][bookmark: _Ref133275671][bookmark: _Toc134017437]Objectives

· Conduct research on general cybersecurity to provide a background to the project topic and its significance to industry & society.
· Focus and address concerns on OT security. From the broad issues identified in cybersecurity, the research will then support OT specific remediation for known vulnerabilities.
· Identify and analyse the tools required for the vulnerability scanning phase.
· Establish the target area and boundaries of the system in accordance with the organisation via the Internship leader.
· Execute and document the vulnerability assessment in accordance with the established methods.
· Analyse the results to identify viable forms of remediation to strengthen the security posture.


1.4 [bookmark: _Toc134017438]Project Structure

The project is undertaken in three stages. Stage one provides an analysis of theoretical work that supports the project. This relates to the reviewing of literature that provides a background to the industry 4.0 paradigm, the challenges it poses to the target organisation and the wider industry regarding cybersecurity. Consequently, the literature leads on to a detailed description of vulnerability assessment & penetration testing.

Stage two describes the design and implementation of the vulnerability assessment. This will involve outlining the problem formulation, identifying the areas of the system chosen for scanning and the expected results. The design of the implementation will involve outlining the correct process for the procedure, analysis of the appropriate tools required and adequate methods for recording the results in a presentable manner.

Stage three will present a detailed review of the findings, with the aim of providing remediation to the identified vulnerabilities that can make a realistic difference in improving the organisation’s security. The project will then close with a summary of all chapters, a conclusion and a delineation of future work and development.



Chapter one delivers an overview of the report, specifying the aim and listing the objectives required to achieve the overall goal of improving the organisations cybersecurity. This chapter offers a brief proposal to addressing the problems by planning and implementing a vulnerability assessment against a company with the ultimate goal of improving the security aspect of their systems.

Chapter two concentrates on the appropriate literature reviewed for the project, introducing the reader to issues surrounding industry 4.0 and the associated cybersecurity challenges. This provides the reader with an analysis of OT systems and their convergence with IT systems from several comparative perspectives. The literature provides details of cybersecurity with a focus on Vulnerability Assessment and Penetration Testing (VAPT), the various tools that can be used, and the aims & benefits of its practice.

Chapter three details the research approach and design that will be applied to address the challenges of the project. It will describe the methodology behind the choice of research needed to understand the chosen tools & their implementation for achieving the projects aim of improving the organisations security. Finally, it will outline the planned collection of data gathered from the implementation, detailing how this data can provide solutions for improvement in the targeted organisation and the wider industry.

Chapter four covers the design & implementation of the vulnerability assessment process. It begins with outlining a problem formulation and identifying the approach, process & tools required for addressing the problem. The design will be based on the knowledge gained in the literature review, with the implementation covered in individual stages.

Chapter five provides a comprehensive evaluation of the projects results by comparing the data from the design & implementation with the research conducted in the literature review. This chapter considers whether the aim of the project is achieved, whilst listing the outcome of each objective to determine its success in terms of completion and significance to the outcome.

Chapter six delivers a summary of the project’s key tasks and outcomes, followed by a brief conclusion. Additionally, this chapter recommends areas for further research based on the findings & insights gained during the project.

Chapter seven provides a personal reflection on the experience gained throughout the project, highlighting the skills acquired and identifying areas for improvement. This chapter considers the positive experiences and the challenges faced, before concluding the report with recommendations for future students and a summary of the main findings.


1.5 [bookmark: _Toc134017439]Project Timeline
To organise the tasks required for the project, a Gantt chart is created to establish a clear timeline for progression.

[image: Timeline

Description automatically generated]
[bookmark: _Toc133696695]Figure 1 Gantt chart of project schedule

















[bookmark: _Toc134017440]Chapter 2 Research & Review of Literature 

[bookmark: _2.1_General_Cybersecurity][bookmark: _Ref133276983][bookmark: _Ref133277599][bookmark: _Ref133277817][bookmark: _Ref133277834][bookmark: _Ref133278205][bookmark: _Toc134017441]2.1 General Cybersecurity and its Significance to Modern Society

As society becomes more dependent on technology, concerns for cybersecurity have continued to increase. The greater use of devices in cyberspace has led to an ever-increasing volume of information transfer. According to statistics provided by the United Nations' International Telecommunication Union (ITU), there were 5.3 billion people using the internet in 2022, accounting for 66% of the global population, representing a 24% increase since 2019 [6]. 
Although the data doesn’t consider the unique circumstances during the time-period – being that of Covid-related lockdowns, it is still consistent in its rise dating back to 2005, when there were one billion users, accounting for only 15% of the global population. Such a rise in global connectivity signifies the weight of cybersecurity across the world. Figure 2 illustrates the increase in global internet usage from 2005 to 2022:
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[bookmark: _Toc133696696]Figure 2 Global internet usage. Adapted from [6]


In the journal "The Importance of Cyber Security", author Rajesh Kumar Goutam highlights the reliance on technology being directly proportionate with the vulnerability to cyber threats, resulting in cybercrime becoming a critical concern for individuals, government and industry alike, resulting in both an increase in cybercrime and sophistication of attacks. The journal lists various forms of cybercrime, from Denial of Service (DoS) attacks that flood a target with traffic to interrupt its services, or various forms of malware such as worms, trojans and other malicious software that infects a target computer [7].
Goutam defines cybersecurity as the tools and methods used to prevent unauthorised parties such as hackers, terrorist groups, and cybercriminals from accessing or manipulating computer infrastructure, software, and data via internet usage to exploit security flaws [7].

Although it can be agreed that the first part of Goutam’s definition is largely accurate regarding his stated attack vectors, the second part referring to digital attacks via internet exposure may overlook physical cyber-threats that bypass network security to attack a system, such as social engineering attacks. 
In the work, Social Engineering Attacks: A Survey, authors Salahdine and Kabouch highlight various forms of social engineering that they describe as a weakening of the cybersecurity chain. Attacks involving human-based social engineering methods like impersonation or tailgating to physically intrude on a system present a different threat to that of internet exposure. Well established cybersecurity features such as firewalls, cryptography and anti-virus software can be bypassed by the aspect of human interaction. In social engineering terms, this human aspect is considered the weakest link in the cybersecurity chain [8]. 
The authors state that although social engineering can take many forms, they all share a common pattern of implementation, executed in four stages. The first stage involves reconnaissance of the target. With enough information gathered, the second phase hooks the target by forming a human interaction. The third phase executes the play/exploitation and the fourth phase exits the attack before detection as shown in figure 3 [8].

[image: Diagram
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[bookmark: _Toc133696697]Figure 3 Social-engineering Phases, adapted from [8]

In comparison between these journals, both highlight the ever-increasing significance of cybersecurity as society progresses through 4IR. Whereas Goutam focuses on the well-established digital attacks that are present in cyberspace and delivered remotely, the work of Salahdine and Kabouch highlight physical aspects of cyberattacks via human interactions. Although these threats are executed in different manners, both authors state the need for awareness as the greatest defensive component of the cybersecurity chain.

[bookmark: _Toc134017442]2.2 Attack Vectors and Their Significance to OT

According to the 2022 Threat Intelligence report from IBM, three of the top 10 most attacked industries involved OT systems, with manufacturing becoming the most attacked industry in the last year. Vulnerability exploitation was its most common vector, accounting for 47% of all attacks. Phishing attacks came second on the list of most common vectors (40%), whilst removable-media (7%), stolen credentials and brute force attacks (both 3%) also featured prominently [9]. 
Other OT based industries were also commonly targeted, with energy organisations coming fourth in the top 10 of most attacked industries. Again, vulnerability exploits and phishing made the top attack vectors, with Distributed Denial of Service (DDoS),  Remote Access Trojan (RAT), and Business Email Compromise (BEC) also commonly used. Similarly in the transport industry (seventh in the top 10 attacked industries), server access attacks, credential harvesting and RATs were the most common attacks [9]. From these statistics, the most recent and prominent attack vectors are covered.

[bookmark: _Toc134017443]2.2.1 Vulnerability Exploitation
Software vulnerabilities are flaws or weaknesses that are present in the code of virtually all software types. Once these weaknesses are identified, they can be exploited using various techniques. 

In the journal titled Software Vulnerability Overview: A Concise Study, authors Bajantri et al provide examples of various common weaknesses and how they present opportunity for threat actors to exploit. One of the most common forms of software vulnerability is buffer overflow. A buffer refers to the temporary data stored on a device whilst the software processes it, with a storage size properly defined by the specified code. If a flaw exists that allows for the input of data greater than the buffer capacity, such as inadequate bounds, it can overflow into adjacent buffers. When exploited by a threat actor, this can result in data corruption that causes system disruption, potentially allowing for the injection of malicious code that can alter the existing sequence of execution and give the attacker unauthorised system access [10]. 

Figure 4 provides an example of how a buffer-overflow is exploited. Where the vulnerability exists, a threat actor could inject code that overflows into the adjacent buffer, in this instance modifying the return address:
[image: Diagram
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[bookmark: _Toc133696698]Figure 4 Buffer Overflow Example, adapted from [11]

Another example of vulnerability exploitation is Cross-Site Scripting (XSS). As described by Sonkarlay J. Y. Weamie in his journal, XSS Attacks and Defence Mechanisms, XSS is the process of inserting malicious code or script into the webpage of a website on the client-side input parameters, exploiting the execution of scripts in the client’s web browser. The author stated there are four different types of XSS, although these can be broadly placed into three categories, stored XSS, reflected XSS and DOM-based XSS, as shown in figure 5 [12]:


[bookmark: _Toc133696699]Figure 5 Categories of XSS Attack, information from [12]

· Stored XSS – Also known as persistent XSS, this type of attack is when the malicious code/script is injected into the web application and permanently stored in the server database. This code will then be served to any user that accesses the web page.
· Reflected XSS – Rather than injecting the web server, this attack imbeds the malicious script in a URL link that is then posted to a webserver, appearing on the client side as an error message or search result.  This method is known as a non-persistent XSS as it is only activated when the victim interacts with it by clicking the link.
· DOM-based XSS is more complex as it operates entirely on the client-side, manipulating the interface of a web browser by dynamically altering the document object model on its browser. This process has no server involvement as the malicious code is added to the URL in the URI side, which is interpreted by the client browser. This type of attack will not work on all browsers, but only those compatible with that specific script in the URI. Figure 6 presents a basic example of a stored/persistent XSS attack:
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[bookmark: _Toc133696700]Figure 6 Persistent XSS attack, adapted from [13]

Weamie explains that preventative measures can be taken by web app developers such as input-escape and output-escape, a process that involves encoding special characters in users code before the input/output process, preventing malicious code from being executed and making them safe to display in a web browser [12]. 
Various automated scanning tools can also detect vulnerabilities present in web applications. Whilst DOM-based XSS is more difficult to detect due to its lack of server involvement, Weamie states it is almost impossible to detect such vulnerabilities with automated scanning tools. However, Zed Attack Proxy (ZAP), an open source scanning tool maintained under the Open Web Application Security Project (OWESP) features a plugin that works by sitting between the server and browser, injecting its own DOM code and monitoring the outcome. Whilst the developer states this tool can take significantly longer than non-browser-based scanning and only detects one individual vulnerability per node, this tool can be particularly effective in identifying DOM vulnerabilities before they are exposed by threat actors [14]. 

[bookmark: _Toc134017444]2.2.2 Distributed Denial of Service
Denial of service has been a long-standing threat to networks that remains pertinent due to its increasing sophistication, making it one of the most common attack vectors. As described the National Cyber Security Centre (NSCS), this attack aims to impair the use of a computer network and its infrastructure by flooding it with unwanted traffic to the extent that it disrupts legitimate operations. A DoS attack occurs when the attack emanates from a single computer, whereas a DDoS attack utilises multiple devices to launch the offensive. As presented in figure 7, clusters of nodes operating from different IP addresses can increase the threat from DDoS attack by its potential to send greater volume of data to the target whilst making the source of attack difficult to identify. The NCSC highlights several forms of DoS ranging from signal jamming to disrupt Wi-Fi services, destruction of equipment and domain name hijacking, all of which can cause denial of service, yet the typical form of DoS, lies in network-layer overload and application layer overload. This can be particularly damaging to OT systems due to a dependence on low-bandwidth infrastructure that is not designed for high volume traffic [15].
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[bookmark: _Toc133696701]Figure 7 DDoS Attack Diagram, adapted from [16]

[bookmark: _Toc134017445]2.2.3 Brute Force Attack

The simple process of trial and error can be applied to guessing any outcome of finite possibility. A commonly used analogy in describing brute force attacks is that of a thief trying every combination on a safe until it opens. As described by Cloudflare, a leading network-security organisation, the effectiveness of a brute force attack is due to its simplicity. Given enough time, the attacker will succeed. Using automated tools, this method can be applied to many network features such as passwords and encryption keys by combining characters until the target string is eventually matched. The greater processing power at the disposal of the attacker, the faster the process can run. The greater complexity of the target string, the more sizeable the number of character combinations can be made. These correlating factors are illustrated in figure 8 [17]:
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[bookmark: _Toc133696702]Figure 8 Computing time for brute force attack, adapted from [17]

Scripts will typically apply a dictionary of common passwords or use a database of previously leaked passwords to aid the process, but more complex tools may combine computing power with several different techniques to increase success. Advanced tools may use distributed computing or apply a rainbow table to crack hashing algorithms, vastly increasing the processing speed.

Password security policies can be applied to mitigate the threat of brute force attacks. However, a recent study by Microsoft suggests that some of the more traditional security procedures may have a detrimental effect on the overall security posture. The issues explained in the study are outlined in the following list [18]: 

· Setting excessively long passwords (beyond 10) may lead to repeated common words and/or users predictably reaching the exact password limit.
·  Requiring special characters may lead to predictable substitutions such as “$” for “S” or alternatively “@” for “a”.
· setting password expiry may have detrimental effect as their research suggests the new password is often a variation of the one it replaces.

The latest mitigation methods have subsequently become more advanced to match the sophistication of attackers. A list of present defence methods is outlined as follows:

· Two-factor authentication (2FA) is commonly provided by a number of organisations, such as Microsoft Authenticator, requiring the user to verify their credentials on a second device to prove their identity in a manner befitting the AAA framework [19].
· CAPTCHA technology, now owned by Google, is the self-explanatory acronym for Completely Automated Public Turing test to tell Computers and Humans Apart, achieved by generating a distorted image or challenging the user to a task that only humans can complete, eliminating the use of automated tools that would otherwise gain unauthorised remote access to accounts [20]. 
· Behavioural analysis features such as Akami Technologies’ Bot Management can be used to identify patterns that would suggest the use of automated tools. The technology utilises algorithms that identify malicious bot patterns like HTTP anomalies, fast response times and repetitive login attempts [21].


[bookmark: _Toc134017446]2.2.4 Removable Media Attack

The most common forms of cyber-attack typically rely on internet connection for threat-actors to remotely expose, yet the nature of removable media attack methods can be difficult to mitigate due to the mode of delivery in the form of local exposure. External storage devices are commonly chosen as the attack vector and once accessed by a computer can be used to infect devices with malware or steal data from targeted networks. 
One of the most famous incidents in cybersecurity history involved the use of removable media as a vector in the Stuxnet attack. According to Langner Communications, an OT security consultancy, the incident gained notoriety for being one of the first attacks resulting in physical damage to the infrastructure of an OT system. This was due to its ability to bypass the crucial air-gap security of an offline facility and delivery a malware payload via USB device [22]. 
Due to the secrecy involved in state-sponsored attacks, the method for delivery of Stuxnet is not proven, but may have been executed via social engineering tactics, possibly involving the recruitment of an employee to act as an insider. Another potential scenario is to utilise a spear-phishing attack – sending malicious code to a known target via email, that infects the external device and transfers the code to an air-gapped computer, as shown in figure 9:
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[bookmark: _Toc133696703]Figure 9 Spear-phishing/USB attack, adapted from [23]








[bookmark: _2.3_The_Convergence][bookmark: _Toc134017447]2.3 The Convergence of Operational Technology & Information Technology
To understand the impact of cybersecurity threats associated within industry 4.0, the following research covers the emerging technologies that have brought about the evolution of Operational Technology systems and its convergence wit Information Technology. 

[bookmark: _Toc134017448]2.3.1 Traditional OT Infrastructure
Industrial Control Systems are integral to OT environments. In terms of security, the network architecture of ICS is represented by the Purdue reference model, or the Purdue Enterprise Reference Architecture (PERA). As figure 10 shows, the model divides the network into six levels from 0-5, with a hierarchical data flow between them as outlined in Microsoft documentation [24].
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[bookmark: _Toc133696704]Figure 10, Purdue reference model, adapted from [24]

The following description of the PERA is based on the information provided in the book, The industrial internet of things (IIoT): An analysis framework by Hugh Boyes et al [4]:

· Level 0 represents the physical aspect of the system, consisting of actuators, sensors, valves and motors that control mechanical systems. 
· Level 1 links the physical and cyber aspects via industrial computers such as Programmable Logic Controllers (PLC) or Remote Terminal Units (RTU) purpose built for handling the data from robotic devices.
· Level 2 SCADA covers high level supervision of the industrial computers and provide human interface over real-time plant processes.
· Level 3/3.5 consists of two sub-levels. Level 3 includes software and domain controllers for production control and 3.5 represents manufacturing operations management including data historians that store data for enterprise level analysis.
· Level 4/5 is where the system is integrated with business and enterprise, also known as the Business Planning and Logistics Domain

The Purdue reference model illustrates the use of air-gap security measures to protect critical OT infrastructure from cyber-attacks. This defence method can be deployed anywhere across the hierarchical structure and combined with network segmentation and access control [4].

[bookmark: _Toc134017449]2.3.2 The Industrial Internet of Things
IIoT refers to the deployment of IoT technology within industrial settings. Boyes et al provide several valid definitions of IoT technology that allude to the integration of sensors, processors and antennas to objects that may not ordinarily be computers. Deploying such technology on top of existing legacy infrastructure would be known as a brownfield OT development. An example of such infrastructure is shown in figure 11. Alternatively, greenfield OT is deploying emerging technologies within similarly modern infrastructure, without the reliance on legacy systems or equipment [4]. 
The journal by Zhen Ying, An Overview of Computational Models for Industrial Internet of Things to Enhance Usability, describes numerous improvements to OT with IoT integration. Examples such as improved efficiency and decision making can be made on the basis of real-time performance analysis of equipment and machinery. An example of which could be detecting performance issues and rectifying faults at the earliest opportunity, potentially avoiding failure and minimising downtime. Ying et al explain how ethical business models could be developed by optimising resources through data-driven decisions that reduce energy or material consumption  [25]. 
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[bookmark: _Toc133696705]Figure 11 Example of brownfield IIoT infrastructure, adapted from [26]
The broad requirements that comprise IoT technology could be explained as sensors for gathering data, processors including cloud services for data consumption, and ports or antennas for connectivity with other devices. In the journal Edge-to-Cloud IIoT for Condition Monitoring in Manufacturing Systems with Ubiquitous Smart Sensors, Zhi Li et al state that IIoT environments can be stabilised by deploying computers closer to the data sources and transmitting it to cloud-based remote systems [27]. 
The resulting industrial edge technology has called the Purdue Reference Model into question. As data can now be sent directly to the cloud from any hierarchical level presented in PERA, resulting in significant challenges to cybersecurity. Stephen Mathezer of the Sans Institute argues that although PERA is no longer relevant to the architecture from a network perspective, it still provides a layered hierarchy, separating networks by function that still applies to OT/IT even with IoT & cloud integration, as shown in figure 12 [28].
[image: Diagram

Description automatically generated]
[bookmark: _Toc133696706]Figure 12 Purdue reference model with industrial edge, adapted from [29]

X. Jiang et al. highlights the security concerns of IoT nodes such as edge devices, sensors, actuators and SCADA systems that control them, as being susceptible to several types of cyber-attacks. Some of the concerns listed below are from the authors work titled An Experimental Analysis of Security Vulnerabilities in Industrial IoT Devices [30]:

· Encryption concerns of wireless devices can leave data communications exposed to interception, resulting in risk to data integrity.
· Legacy devices upgraded with sensors may result in obsolete security features. The use of such devices may present a lack of port security that can be exposed by vulnerability scanners.
· Lack of firmware updates can result in the presence of unpatched, known vulnerabilities that attackers may exploit.
· Insecure default settings potentially resulting in weak passwords and default usernames that may be susceptible to brute force or other password attacks.
· Vulnerable services such as HTTP, TELNET and SSH may be targeted for exploitation.
· Human error exposing networks to malicious links & downloads, or social engineering attacks that compromise security.

[bookmark: _Toc134017450]2.3.3 Wireless Communication Types
The connectivity requirements for IoT devices can be met with several different technologies.  Wireless connectivity’s are available with varying coverage range and power strengths. Each choice of wireless technology can pose its own challenge in terms of security. Table 1 presents some of the common wireless communications and their security features based on the information provided by Bradley Reaves and Thomas Morris in their journal on wireless communications for industrial control systems [31]:

Table 1, Wireless communication types, adapted from [31]
	Communication Type
	Standard
	Security Features
	Security Weaknesses

	WiFi
	IEEE 802.11
	Encryption standards WEP, WPA, WPA2
Authentication standards WPA-PSK, 802.1x
	Rogue access points,
Man-in-the-middle attacks,
Password attacks,
Encryption vulnerabilities,

	Bluetooth Low Energy (BLE)
	IEEE 802.15.1
	AES-CCM encryption
Message Authentication Codes (MAC)
	Device firmware
Weak authentication
Network monitoring

	ZigBee
	IEEE 802.15.4
	Advanced Encryption standard (AES)
Message Authentication Codes (MAC)
	Key management vulnerabilities
Network configurations
Network monitoring

	Long Range Wide Area Network (LoRaWAN)
	LoRa Alliance
	Advanced Encryption standard (AES)
Message Integrity Code (MIC)
	DoS attacks
Replay attacks,
Side-Channel attacks

	5g 
	3GPP
	Network slicing
Secure Hash Algorithm (SHA)
Advanced Encryption standard (AES)
	Software vulnerabilities
Network slicing misconfigurations
Supply chain vulnerabilities



Authors Reaves and Morris state in their conclusion that wireless communications are inherently vulnerable to attacks, with vulnerability assessments being a prevention requirement for all ICS using wireless communications. This may identify issues such as network vulnerabilities and their severity, the effectiveness of existing security controls, potential improvements in policies & the security posture of the organisation [31].
In the book, Hacking: Basic Security & Penetration Testing, author Isaac Sharpe explains that the popularity of wireless communications in recent years has been driven by its cost and convenience. Wireless Local Area Networks (WLAN) provide connectivity to shared resources with relative freedom to roam within its coverage area, making it a convenient form of access for IoT devices. The author states “even though they are undoubtedly convenient, they are extremely vulnerable to malicious hackers” - if an attacker is within range of the WLAN, they can intercept and decode the traffic collected by automated sniffing tools [32].
Author Sharpe explains how this process is achieved with the use of wireless adapters that feature a “monitor mode” which facilitates copying the data it captures without being identified. Although monitor mode is one of the 8 modes that 802.11 standard wireless adapters can operate in, manufacturers typically do not allow this feature for general use, and without it, the wireless card will collect the packets without hiding its presence. Monitor mode wireless cards are available for testing purposes with Sharpe naming the Cisco Aironet AIR-PCM342 as an example. Such hardware can detect WLAN transmissions via Wireless Access Points (WAP) that transmit data frames containing various data fields, including the Service Set Identifier (SSID) that identifies the network name. Figure 13 shows how the transmitted data can be copied by attackers using techniques such as wireless network sniffing to identify the SSID, MAC address, IP address and encryption keys [32]. 
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[bookmark: _Toc133696707]Figure 13 Wireless network adapter monitor mode, adapted from [33]

In addition to wireless communication protocol concerns, industrial communication protocols also pose significant security challenges. The legacy Open Platform Communications (OPC) used in ICS settings was not designed with security in mind. Authors Qu Wanying et al explain how the OPC server is not assigned a fixed port number via TCP communications, but instead dynamically allocated, which in turn requires a wide range of available ports between OPC and TCP servers, presenting a security weakness by leaving a range of ports open. As such, OPC servers would operate without the use of a firewall, leaving them exposed to cyber-attacks [34].
The more advanced OPC UA (Unified Architecture) was designed with security in mind and allows for static port allocation as well as secure communications channel for the duration of an application session. This process is based on the exchange of software certificates between client and server. The author states the drawbacks of these features as a trade-off between utilising security requirements and system performance, as the additional measures increase the processing power and network bandwidth. As such, this leaves a balance between system performance and security strengths that can weaken the overall security posture, particularly when errors are made by the final user [35].





[bookmark: _Toc134017451]2.4 Information Security Management Standards
An effective means of mitigating cybersecurity risk is to adopt an Information Security Management System (ISMS) to improve the security posture of an organisation. Implementation of an ISMS is aimed at ensuring an organisation adheres to the CIA triad model of confidentiality, integrity and availability by following an industry standard framework such as ISO2700/27001.
ISO27000 is a family of industry standards that provides a general model for setting up an ISMS or assessing an existing one. The most widely recognized standard within the family is ISO27001. According to the latest survey by the International Organization for Standardisation, over 58,000 organisations worldwide actively hold ISO27001 certificates. While certification is available, it is not a mandatory requirement for organisations that use the ISO27001 framework. Any organisation can adopt the framework to improve their information security practices without seeking certification, which is accredited by members of the International Accreditation Forum (IAF) [36].

The framework for ISO27001 is vast and requires expert guidance to meet the individual needs of an organisation. Government backed accreditors, the British Assessment Bureau outline the requirements for ISO27001 as follows [37]:

· Scope: The ISMS will typically cover the entirety of the organisations structure, although it is important to identify any areas that may not be applicable.
· Policy and Objectives: This forms a statement to secure informational assets in a legal & ethical manner. The objectives should be tailored to the organisations specific commitments in improving information security.
· Risk Assessment & Mitigation Policy: Documentation clarifies risk identification and mitigation processes. It focuses on the process used for identifying potential risks, rather than requiring a list of risks. The documentation should include a methodology for risk factors such as consequences, probability, severity, ownership, and risk acceptance.
· Statement of Applicability: Annex A of ISO 27001 provides a list of 114 information security controls that may apply to organisations of different sizes. These controls fall into 14 different categories, including access control, cryptography, and human resources. Only relevant controls from the list of 114 should be chosen for the organisation’s documentation.
· Risk Treatment Plan: Depending on the controls listed in the statement of applicability, this section should outline how the controls will be implemented, who is responsible for such action and how much time & resources are required.
· Roles & Responsibilities: Tasks required for each role in the organisation should be documented to establish the responsibility of all personnel. 
· Inventory of Assets: The inventory requirement is defined as any asset that stores data or information. Such assets can be computer devices, physical documents/records, network systems and cloud services.
· Acceptable Use of Assets: Limitations must be set on how assets can be used, such as password protection, personal usage restrictions and information storage.
· Legal, Regulatory & Contractual Requirements: This document will prove the organisations awareness of the three different requirements and serve all employees and contractors with notice of whether their roles & responsibilities are legal, regulatory or contractual.
· Access Control Policy: This policy must be set out within the AAA framework and applicable to all staff including temporary contractors/subcontractors.
· Incident Management Procedure: Documenting clear reactions to a security incident are required. This should involve a procedure for gathering evidence of the incident and its circumstances, recording any responsive action and reporting the incident to organisation management.
· Monitoring & Measurement of Results: This should outline what is measured and the outcomes of any decisions made. Without stating specifics, this section is highlighted by the accreditors as one of the greatest strengths in ISO270001 by emphasising continual improvement.
· Internal Audit: This record will hold the results of an internal audit programme, providing evidence of compliance with the structured ISMS. This can also document any non-conformity whilst a separate document may be needed for non-conformity action and remediation.
· User Activity Log: This section should document relevant activities including security events and exceptions. This log can serve as assistance to risk assessment and identifying strengths and weaknesses.

The accreditors state that not all documents are required for ISO27001 certification. Organisations should choose those that are appropriate to their operations, with any gaps in the ISMS being identified by the auditors before issuing certification. Additionally, some organisations may opt to implement the standards without the need for accreditation, with one of the fundamental aspects of the framework being vulnerability scanning & assessment [37]. 

[bookmark: _2.4_Vulnerability_Assessment][bookmark: _Toc134017452]2.5 Vulnerability Assessment & Penetration Testing Methods

Fundamental to ISO27001, is the process of Vulnerability Assessment & Penetration Testing (VAPT) to investigate the security of a network. This specifically falls under Annex A, Control A.12.6.1, regarding technical vulnerability management as shown in figure 14. Cyber risk management provider, IT Governance state that vulnerabilities must be promptly identified, with both vulnerability scanning and pen testing playing specific roles in the process of an ISMS [38]. 
Similarly, ISMS Online highlight the need for obtaining vulnerability information in a timely fashion, which can only be achieved with an understanding of the differences between vulnerability assessment and penetration testing in order to implement such processes appropriately [39].
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[bookmark: _Toc133696708]Figure 14, control a.12.6.1. Adapted from [40]

[bookmark: _Toc134017453]2.5.1 VAPT Approach
Before engaging in any form of VAPT, it must be clarified which approach will be taken depending on how much system information is available to the tester. These approaches are divided into the following process types by authors. Sungandh Shah & B.M Mehtre in their journal An Overview of Vulnerability Assessment and Penetration Testing Techniques [41]:

· Black Box Testing: In this approach, the tester has no prior knowledge of the target system or its applications. This approach provides the most realistic simulation of a network attack, with the tester required to begin the process from the external boundary of the targets security system in the same manner as a real-world threat-actor. This approach provides unbiased results but is limited to the scope of the testers findings, with no guarantee of the test results identifying all the vulnerabilities. This approach may also be more costly & time consuming.
· White Box Testing: Contrary to black box, testers have full knowledge if the target system, its configurations and network assets. Providing an internal security audit, this approach is often more efficient and comprehensive, but lacks the perspective of a real-world threat actor
· Grey Box Testing: A hybrid version of the previous approaches, grey box testers are provided with partial disclosure of the target system that may serve to guide the process to specific areas of the network that have particular vulnerabilities. This approach has more flexibility in how it can meet the needs of the process.

[bookmark: _Toc134017454]2.5.2 Vulnerability Assessment vs Penetration Testing
Although sometimes mistaken for the same service, vulnerability assessment and pen testing have contrasting characteristics, differing in their process, goals, and outcomes. Authors Sungandh Shah & B.M Mehtre explain that vulnerability assessments involve automated scans of a network to systematically identify vulnerabilities in a system. Alternatively, penetration testing is a manual approach that involves simulating the methods used by attackers to exploit vulnerabilities in a system. Penetration testing is a more detailed and comprehensive process that requires a higher level of expertise and a longer time frame for completion. While the results of penetration testing are more thorough than those of vulnerability assessments, the extensive nature of the process means that it is not always the most suitable procedure for an organization. Penetration testing can be costly, time-consuming, and impractical to perform frequently. This is why vulnerability assessments are a more appropriate procedure to be conducted regularly, such as weekly, monthly, or quarterly timeframes [41].
Although the focus of this project is on vulnerability assessment, a comparison between the two procedures is beneficial to differentiate between them, as organizations often have misconceptions when deciding which one meets their needs. Table 2 is based on the information provided by Shah and Mehtre:

Table 2, Pen testing vs Vulnerability assessment, adapted from [41]
	
	Vulnerability Assessment
	Penetration Test

	Scheduled frequency
	Weekly/quarterly
	Half annually/annually

	Report Detail
	Identify existing vulnerabilities & severity level
	Identify use of threat vectors area , type of data, methods used for compromission

	Objectives
	Finds vulnerabilities for potential exploitation
	Finds vulnerabilities and simulates the exploitation of a threat-actor

	Personnel Requirement
	In-house staff, cybersecurity professionals,
	Expert cybersecurity professionals with required skills & credentials

	Aims & Outcome
	Identifies known vulnerabilities and patch where appropriate
	Proves and exposes vulnerabilities, identifies methods of attack on specific areas of data/infrastructure

	Limitations
	Potential for false-positives/negatives. 
	Requires vast resources in funding. Time consuming. Unsuitable for regular testing.




[bookmark: _Toc134017455]2.5.3 Penetration Testing Process
In the book Penetration Testing: Protecting Networks and Systems by Kevin M. Henry, it is stated the implementation of a pen test must begin with formal approval from the target organisation. This important step will clarify the terms of the implementation such as confidentiality & non-disclosure, legal restrictions for use of tools, and scope of the test to identify how much of the system can be targeted. The author emphasises a need for having these terms in writing – known as a “get out of jail free card” to confirm the test is authorised. A sample document from NetSPI is provided in figure 15 [42].
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[bookmark: _Toc133696709]Figure 15 Get out of jail free, NetSPI sample letter, adapted from [43]

With the permissions granted and the scope clarified, the tester can proceed to the following stages:

Stage 1, Reconnaissance: Henry describes the reconnaissance phase marks the start of the actual test in which intelligence is gathered via active reconnaissance, a direct approach that interacts with the target system to enumerate information. Examples of this method could be ping-probing devices that support Internet Control Message Protocol (ICMP), port scanning active hosts that are transmitting data through Transmission Control Protocol (TCP) or User Data Protocol (UDP). Active Reconnaissance may involve infiltrating layer 3 devices such as routers and switches to map the network infrastructure. Such methods are intrusive and risk detection from firewalls [44].
An aspect of the reconnaissance phase not covered by Henry is passive reconnaissance. In the book The Basics of Hacking and Penetration Testing: Ethical Hacking, author Patrick Engebretson describes passive reconnaissance as the first step in gathering information and can be conducted without interacting with the target system, instead gathering Open Source Intelligence (OSINT) from media sources, public data, packet sniffing, offline website analysis, social engineering, eavesdropping and building observations [45].
Whilst active reconnaissance is more substantial in its results, it is less likely to simulate the actions of real-world hackers due to the risk of detection. Any form of active reconnaissance would pose significant risk of leaving footprint behind. Passive reconnaissance, in contrast, produces less reliable data but often substantial enough to engage an attack. Many IP addresses are publicly listed, web scraping tools can identify hardware and their operating systems from an offline environment, producing enough data to identify vulnerabilities with minimal threat of detection.

Phase 2. Scanning: Although a vital component in the pen testing process, this step is commonly performed independently during a vulnerability assessment. Engebretson states it is used to target specific devices in the network for port scanning to discover as many open and accessible ports as possible. This is achieved by testing the system in two different states.
Static Application Security Testing (SAST) is performed by examining source code without executing the application. The application data is automatically modelled using tools that analyse the control paths for security weaknesses, testing the internal structure of the software.
Dynamic Application Security Testing (DAST) is done externally with the software executed and makes attempts to manipulate its running state by attempting to “fuzz” its application. The automated tools may bombard the running software with malicious inputs such as SQL queries, long input strings or unexpected data to test its response. 
The SAST method can detect a wider range of vulnerabilities as it is capable of testing a vast amount of the software code. Although DAST only tests the sections of running code at a given time, its advantages lie in real-time assessment and assessing interactions with third-party dependencies and libraries that would be inaccessible from a source code testing approach [45].

Phase 3. Vulnerability Assessment: This phase utilises the information gathered in the reconnaissance and scanning phases to identify specific vulnerabilities within the network. Automated tools can be used to discover known vulnerabilities and manual checking can be used to rule out false negatives. Useful repositories can be referred to such as the National Vulnerabilities Database (NVD)  and the Common Vulnerabilities & Exposures (CVE) database [46]. The NVD rates the severity level of a known vulnerability based on the Common Vulnerability Scoring System (CVSS). An example of the CVSS version 2 is shown in table 3 [47]:

[bookmark: _Toc133670260]Table 3, CVSS vulnerability metrics, adapted from [47]
	Severity
	Base Score Range

	None
	0.0

	Low
	0.1-3.9

	Medium
	4.0-6.9

	High
	7.0-10



Some aspects of the assessment could be to identify the most likely success rate for accessing the network without detection or the highest risk areas in terms of data value. Compiling a list of hosts is necessary, assessing potential weaknesses such as misconfigurations, insecure default settings, unpatched system weaknesses. Wireless configurations could identify rogue access points or easily accessed network Service Set Identifiers SSIDs.
Application scanners can identify web app vulnerabilities. At this stage of the assessment phase, it may be worth paying careful consideration to the existence of any older, legacy applications still present, increasing the probability of known vulnerabilities. This information should support the plan of execution for the next phase of the test [45].

Phase 4. Exploitation: With the network infrastructure, its hosts and specific vulnerabilities now identified, exploitation is now attempted. Described by the EC Council as the most delicate phase of the entire test, the previous phases should allow for meticulous planning of execution in identifying the entry points. The attack vector may consider both the highest estimated success rate and the greatest impact when attempting to exploit the vulnerabilities [48].
If a device is successfully exploited, it may allow access to move laterally through the network, gaining access to newly identified areas of the system. At this stage, it is also possible to re-enter the previous phases in attempt to enumerate newly discovered infrastructure and their host devices. 
The entirety of this phase should be stealth focused to maximise effectiveness. Failure to do so may diminish the results of the test. In the event of presence being detected, the tester should at least gain an insight into the system responses to intrusion. The longer the tester can remain undetected, the deeper system breaches can be achieved, and maximise the results of the test [45].

Phase 5. Reporting: From the client’s perspective, this is the single most valuable phase of the test. It is therefore crucial the tester is proficient in presenting the results of the findings in a manner that can help address any weaknesses and patch identified vulnerabilities. The report should include key points such as [45]:

•	Business impact statement
•	Executive summary
•	List of tests performed
•	Technical risk findings
•	Remediations & recommendations



[bookmark: _Toc134017456]2.5.4 Vulnerability Assessment Process
Although aspects of a vulnerability assessment typically feature within the process of a penetration test, they involve a different methodology & process when performed independently. Conducting a vulnerability assessment is defined by the National Cyber Security Centre (NCSC) as the process of using automated tools to identify defects in a system, such as missing patches and outdated software, open/unsecured ports, presence of malware, weak passwords or any other risk to the security of a network. The NCSC sets a detailed process as part of a vulnerability management program that follows the six steps shown in figure 16 [49]:


[bookmark: _Toc133696710]Figure 16 NCSC Vulnerability assessment management program, adapted from [49]

Independent of a management program, the work of authors Shah and Mehtre offer a broad, four-step process to the vulnerability assessment as illustrated in figure 17:


[bookmark: _Toc133696711]Figure 17, Vulnerability assessment steps, adapted from [41]

Target Discovery: Similar to the reconnaissance stage of a pen test, the initial stage of the vulnerability assessment process described by Shah and Mehtre propose creating an image of the target infrastructure. By constructing an expected topology based on the assets that have been discovered, this approach can enhance the assessment process by improving the decision making. To form the network image, information is gathered on the following [41]:

•	Networks
•	sub-systems
•	Communication infrastructure
•	System resources
•	Technologies adopted/present
•	Applications

Scanning: With an estimated image of the network, the process can perform a scan of the system either in its entirety or in its chosen target area. This involves the use of automated scanning tools to identify defects that can present a potential vulnerability. Shah & Mehtre list some of these defects as follows [41]:

· Unwanted or unnecessary services
· Open ports
· Weak passwords
· Weak ciphers
· Remote connections

The authors state several features of the automated tools that can help form an inventory of assets and identify their vulnerabilities. The three most prominent method are categorised as follows [41]:

· Port scanning to detect open ports in the hosts by sending TCP_SYN packets. The response of either an ACK or an RST will determine whether the port is open or closed respectively, with a timeout suggesting the host may be behind a firewall. This method can identify which services are running on the target.
· Network scanning that identifies the hosts, devices & target IP addresses. This information can help form an inventory of assets and a more accurate network topology than the initial network image.
· Web application scanning seeks to identify common vulnerabilities such as Cross Site Scripting (XSS) and SQL injection.


Result Analysis: Based on the threats and vulnerabilities identified in the scanning phase, this step analyses the results based on their impact & severity. It is worth noting that the initial list generated in the scanning phase may contain false positives, which are identified and removed during this stage to create a more accurate and reliable list. This may involve re-scanning the system or pen testing to confirm whether the vulnerabilities can be exploited. The vulnerabilities are then ranked, and a prioritised list of vulnerabilities is created to determine their potential use or remediation [41].


Reporting: With the previous stages successfully completed, the tester must produce documentation of the entire process. The following aspects of a vulnerability assessment report are provided by the EC Council [50]:

· Executive summary that includes the date, scope, assessment status & a disclaimer.
· Scan results including an explanation of their meaning & categorisation.
· Methodology including tools used & purpose of each scan.
· Risk assessment featuring an index of all vulnerabilities identified and their severity.
· Recommendations of action that should be taken.



Considering the approaches taken by various cybersecurity organisations, the process used for vulnerability assessments may vary depending on the service providers chosen methods and the requirements for the organisations network. A comparison is made between two leading cybersecurity companies with the information provided in table 4. 
Steps one and two of the processes are the same for both cybersecurity companies. Fortinet offer the remediation phase in step three, followed by a vulnerability assessment report [51].
Alternatively, Imperva provide a risk assessment for stage three of their scan, with remediation being their final step [52]. 

[bookmark: _Toc133670261]Table 4 Vulnerability assessment comparison
	Step
	Fortinet
	Imperva

	1
	Vulnerability Identification
	Vulnerability identification

	 2
	Vulnerability Analysis
	Vulnerability analysis

	3
	Remediation
	Risk assessment

	4
	vulnerability assessment report
	Remediation









[bookmark: _Toc134017457]2.6 Digital Forensics and Vulnerability Assessment Tools

[bookmark: _Toc134017458]2.6.1 Kali Linux
The book Kali Linux Revealed, by authors and Kali Linux developers Raphaël Hertzog, Jim O’Gorman, and Mati Aharoni, state that Kali Linux was formed in 2012 as a Debian based replacement for BlackTrack Linux project, by Offensive Security. The authors explain that the Debian GNU was chosen for its quality and stability, allowing for steady updates and expansion into today’s version, 2022.4. This now features over 600 pen-testing tools aimed at network administrators and cybersecurity professionals [53]. A number of these tools will be utilised in this project.

System Requirements [54]:
· 2GB ram
· 20GM disk space
· AMD 64 architecture (or Intel equivalent)
· CD/DVD drive or USB boot support 
· Network connection with outbound internet access
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[bookmark: _Toc133696712]Figure 18 Kali Linux, adapted from [55]
[bookmark: _Toc134017459]2.6.2Wifite
Wifite is a Python script tool that automates the process of wireless network security auditing by running various attacks against wireless networks that use WEP and WPA/WPA2-PSK encryption keys. Compatible with a wide range of wireless network adapters, Wifite can automate a range of attacks, including WEP cracking, WPA handshake capture and brute-force password guessing & WPS attack.
Some of the Wifite features include:
· Automated deauthentication of hidden SSIDs.
· Anonymous mode will hide the MAC address from the scan target.
· Built-in updater.
· Captured data backed up to Wifite’s directory.
· Attacks access points with up to 50dB power.

[bookmark: _Toc134017460]2.6.3 Maltego
Maltego is an information-gathering tool that is typically used for reconnaissance stage VAPT. It utilises open-source intelligence (OSINT), gathering public information for graphs and images to display data mining results. It requires APIs to access external services, known as transforms, which enable users to carry out specific tasks [56]. A new project begins with a blank graph, and users can choose a target entity from an entity palette. For example, selecting a domain name entity allows users to obtain data on that domain. Users can then customize the scan parameters by selecting from a range of transforms [57]. In this example, all transforms are chosen to generate a set of data presented in a graph that is visually comprehensive, as displayed in figure 19:
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[bookmark: _Toc133696713]Figure 19 Maltego graph, adapted from …

[bookmark: _Toc134017461]2.6.4 Nmap/Zenmap
Several automated tools exist for the mapping of a network topology in discovering its assets. In the book Penetration Tester’s Open Source Toolkit, author Jeremy Faircloth describes Nmap as a well-established tool for discovering assets via a range of methods. The author describes how a ping sweep can identify any asset that supports ICMP by sending echo requests to a range of IP addresses in a specified subnet [58]. The tool can then provide a list of active hosts that responded to the ping sweep. The following results in figure 20 show the tools CLI displaying the parameters set in the -sn command to scan all addresses within the specified subnet mask:
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[bookmark: _Toc133696714]Figure 20 Ping sweep results, adapted from [59]
Similarly, Nmap also has a GUI available called Zenmap. This utility has the same features as the Nmap CLI but presents the results in graphical formats. It’s ease of use makes it preferred by less experienced testers, with drop down menus to select predefined scan profiles, as shown in figure 21 [60].
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[bookmark: _Toc133696715]Figure 21 Zenmap GUI, adapted from [60]

Faircloth also explains how Nmap can perform a TCP SYN scan on a target range by taking advantage of the TCP three-way handshake. The automated process works by sending TCP SYN packets to a range specified with the -ss command followed by the IP address and port number. The response from the host will indicate whether the port is open with a TCP SYN ACK reply, closed with a TCP RST reply or no reply is likely to indicate that the packet was dropped, indicating that the host is running behind a firewall. An example of this process is shown in figure 22:
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[bookmark: _Toc133696716]Figure 22 SYN scan, adapted from [61]

 Alternatively, Nmap can also perform stealthier scans by replying to the host with a RST packet to interrupt the connection before a firewall can detect it, as shown in figure 23.
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[bookmark: _Toc133696717]Figure 23 Stealth SYN scan, adapted from [61]

[bookmark: _Toc134017462]2.6.5Nikto
Nikto is an open-source tool that allows users to perform different tests to identify vulnerabilities. The developers state that it has a database capable of identifying over 1250 server versions and specific problems associated with 250 different types of servers, whilst also checking for outdated software/plug-ins, misconfigurations on applications and identifying default files and directories [62].
Using a command line interface, Nikto provides a list of commands for various features as displayed in figure 24: 
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[bookmark: _Toc133696718]Figure 24 Nikto basic commands list

Authors B. Samantha Surya and M.V.Phanindra state in their journal, An Overview on the Utilization of Kali Linux Tools, there are shortcomings for Nikto in terms of stealth. Scans can be easily detected and blocked by security measures. It may even disrupt server performance by sending a large number of requests that can consume server resources [63].
Contrary to Surya an Phanindra, author Faircloth states that Nikto scans can be modified to reduce such issues. Parameters can be set to reduce the number of requests sent per second, potentially avoiding intrusion detection systems [64].
With the potential for detection and adverse effects on server performance, it is concluded that this tool is better suited to vulnerability assessments. Its use during penetration testing would have to be carefully considered and require the consent of the target organisation.

[bookmark: _Toc134017463]2.6.7 Metasploit
Metasploit is another popular open-source tool capable of scanning assets for vulnerabilities and executing exploits against target hosts. It uses a database of known exploits to simulate real-world attacks.
In the book written by David Kennedy et al, it is explained that Metasploit is one of the most powerful tools available. It is best utilised in combination with other tools by importing data from other vulnerability scanning tools like Nikto, parsing the files and generating exploits to match the identified vulnerabilities. Metasploit features almost 5000 different modules for executing various features such as scanners, exploits, payloads and DoS attacks [65]. Metasploit also carries similar risks to Nikto in that permissions are required from any targeted system for legal and operational purposes.

[bookmark: _Toc134017464]2.6.8 John the Ripper
Described by developers OpenWall as a password security and auditing tool, John the Ripper (JtR) was initially released in 1996 for Unix operating systems. It is still widely used today due to its regular updates and improvements. The latest version, 1.9.0 is available on most platforms including Linux, Windows and Mac OS [66]. 
In the Journal of Physics: Conference Series, Sykes et al explain its four modes of operation. Its most simplistic mode is incremental, otherwise known as brute force where it attempts all combinations of plaintexts until it guesses the right one, using a frequency table to begin with the most common combinations. Both wordlist and single mode use the dictionary method of running through a database of commonly used passwords to speed the process. The external mode allows the user to enter a custom script to generate passwords [67].
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[bookmark: _Toc133696719]Figure 25 JtR password cracker, adapted from [68]

[bookmark: _2.6_The_Convergence]
[bookmark: _Toc134017465]2.7 Conclusion
In conclusion of the literature, the convergence of operational technology and IT in industry 4.0 has resulted in heightened cybersecurity threats. In attempt to mitigate this new-found challenge, cybersecurity professionals can apply established VAPT tools & methods to safeguard OT systems. This literature review has examined the potential attack vectors and emerging trends in OT security, along with the procedures and tools used for VAPT. Moving forward, it is crucial to implement these measures to ensure the security and reliability of OT systems, which are integral to critical infrastructure and industrial operations.




[bookmark: _Toc134017466]Chapter 3 – Research Methodology 
[bookmark: _Toc134017467]3.1 Introduction
The literature review is intended to provide information in the field of cybersecurity with specific regard to the challenges of OT/IT convergence during the transition to Industry 4.0. The literature intends to support the hypothesis that OT systems are now inherently vulnerable to cybersecurity attacks due to their convergence with IT systems & technologies, whilst mitigation to risk can be achieved by means of VAPT to improve an organisations cybersecurity posture.
Covering the most common attack vectors, the research purpose is to inform the reader of the problems encountered with increased connectivity of OT systems, the threats posed by the rapid change in technologies and the industry adopted methods for mitigation. This concept is explored by covering key themes such as the comparison between traditional OT infrastructure and an IIoT environment, modern wireless communication types and industrial communication protocols. Additionally, it covers the defence and mitigation methods for preventing these problems in the form of vulnerability assessment, aspects of penetration testing process and industry security standards. The literature also covers the severity of cyber-attacks on OT systems to help the reader understand the importance of the research topic.
[bookmark: _3.2_Research_Overview][bookmark: _Toc134017468]3.2 Research Overview
The overview of this research is covered in the key aspects of process, philosophy, methodologies and data collection that form the structure of its design, adopting the Saunders Research Onion model to form an appropriate framework for the research procedure. Figure 26 illustrates the choices made during the research process:
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[bookmark: _Toc133696720]Figure 26 Saunders Research Onion, adapted from [69]
 
[bookmark: _Toc134017469]3.2.1 Research Process

Based on the Saunders research onion model, the process shown in figure 27 was chosen for conducting the literature review:

[bookmark: _Toc133696721]Figure 27 Research process, adapted from [69]


[bookmark: _3.2.2_Research_Philosophy][bookmark: _Toc134017470]3.2.2 Research Philosophy
The research philosophy takes a positivism approach by drawing on empirical evidence of statistical data provided in annual security reports, such as IBM’s X-force report, to identify the most relevant attack vectors to OT systems. Deciding this approach was based on the necessity for objectively measuring the most significant attacks to the specific environment. The research also takes scientific validity from the information in peer reviewed journals to establish how this relates to OT environments. The positivism philosophy is also consistent with the replicability of determining certain tools and applications that other researchers can reuse to either confirm or refute such results.

[bookmark: _3.2.3_Research_Methodologies][bookmark: _Toc134017471]3.2.3 Research Methodologies
A deductive reasoning is adopted by referring to the starting hypothesis that OT systems may be vulnerable to common attack vectors such as vulnerability exploits, password attacks & WiFi attacks. In the annual reports, vulnerability exploits are the most statistically common attacks. At this stage, the hypothesis of such vulnerabilities being present in OT systems has progressed into an emerging theory under the support of statistical evidence.
The literature also provides information on the established procedures for VAPT and how they can be applied to the project implementation. This will be applied to the use of tools to ensure the results are reliable.
The results of the testing process may then support the theory in a scientific manner, although there will be limitations to the results based on the time constraints and limited sample of OT environment, reducing the scope of the test.

[bookmark: _Toc134017472]3.2.4 Data Collection
A mixed-method approach was used in the collection of data with both qualitative and quantitative data gathered from most sources. 
The data from the annual statistical reports was used in a quantitative manner to analyse the frequency of specific attack vectors to determine their relevance to OT environments.
The research of both peer reviewed journals and cybersecurity organisation documents contained a mixture of qualitative and quantitative data. The qualitative data provided an insight on the various approaches to VAPT procedures and how they are interpreted to meet the demands of an organisation. The reasoning behind such data was then compared for critical evaluation. The mixed method approach was conducted to address the complexities of cybersecurity issues in various OT & IT systems. 
[bookmark: _Toc134017473]3.3 Research Deliverables 
Numerous deliverables have been identified from the results of the research, listed as follows:

· A set of results will be presented from the vulnerability assessment process that provides a detailed analysis of the OT systems security. This will include the steps taken during the process, the identified vulnerabilities & the tools used for establishing the results.
· Based on the results & analysis, remediation will be presented to improve the organisations cybersecurity posture in accordance with the VAPT procedure. This will include steps that could be taken to prevent the realisation of risk, identifying any vulnerabilities found in the system, analysing their severity & identifying the patches that may exist for such vulnerabilities. 
· A list of potential areas of research for future studies on OT cybersecurity based on the findings of the literature review, the testing results, and the scope of the project. Such areas could include the future greenfield OT environments and comparative progression from the brownfield environments found in the current stages of 4IR.
· A final report that details the research hypothesis, literature review, research methodology, findings & conclusions to be submitted within the deadline of 26th April 2023.
· An exhibition poster that illustrates the progression & overview of the whole project in a visually attractive manner that invites questions and discussion. This shall meet the deadline of 5th May 2023.

[bookmark: _3.4_Triangulation][bookmark: _Toc134017474]3.4 Triangulation
As a means of validating the results and reliability of the literature review, a mixed method of quantitative and qualitative analysis was applied to the varying source types.
Different sources such as statistical reports, peer reviewed journals, books and official organisation reports were beneficial in gaining an overall understanding of the OT cybersecurity environment and its relevance to the latest industry requirements.
Applying a positivism philosophy allowed for a scientific, objective reasoning regarding the appropriate attack vectors whilst considering the qualitative data & analysis of views & opinions expressed in the peer-reviewed journals. The triangulation of the information with the established VAPT testing tools and processes resulted in a clearer pathway for creating the design & implementation stage of the project.
[bookmark: _Toc134017475]3.5 Conclusion
The research methodology has provided a useful process for understanding the literature review in terms of OT cybersecurity, its relevance to industry & society as we transition through 4IR. Adopting the Saunders Research Onion model helped guide the process into an organised framework for understanding the various stages involved in the literature review. 
The positivism philosophy has allowed for a scientific reasoning regarding the choice of attack vectors to research, which also led to the appropriate choice of tools for the VAPT process. 
The deductive reasoning was of particular importance to the initial hypothesis, leading to the emergence of a working-theory that, whilst still forming, may eventually lead to a more solid, scientific theory. 
The mixed method of using both quantitative and qualitative data has allowed for a valuable insight into the views and opinions expressed in books & peer-reviewed journals whilst the triangulation of different sources has established validity and reliability to the literature review.



[bookmark: _Toc134017476]Chapter 4 – Design & Implementation

[bookmark: _Toc134017477]4.1 Introduction
This chapter provides a comprehensive explanation of all aspects of the design & implementation process in accordance with the Ffatri 4.0 project requirements, see appendix A. It outlines the problem to be addressed & the tools and procedures for solving it. 
The initial requirements were to perform a grey-box vulnerability assessment of the company’s OT infrastructure under the supervision and guidance of Ffatri 4.0 consultant Simon Thomas and independent project supervisor Carlene Campbell. Due to delays made by the company, this process was set back from its original schedule of March 2023 to June 2023, resulting in a contingency plan to replicate the company’s infrastructure in the robotics lab situated on UWTSD Waterfront campus. The replicated environment is based on the industry standard network equipment & components known to be used in such OT systems. This setup will simulate the company’s network as accurately as possible. The process of replicating the network is performed by Simon Thomas who acts as network administrator for the purpose of the test.
The aim of the project remains to aid the company in improving their cybersecurity posture. The implementation will now serve as an example of how vulnerability assessments can positively impact an organisation & also as a prerequisite to the procedure that will be conducted on their system at a later date.
As outlined in the literature review, the process of vulnerability assessment will be conducted to identify security defects in the system. This process will seek to identify problems such as open or unsecured ports, outdated software or missing patches, weak passwords and other weaknesses that pose a risk to the system. By identifying these issues, remediation can be achieved in the form of a vulnerability assessment report that offers solutions to achieve the aim of improved cybersecurity posture.

[bookmark: _4.2_Problem_Formulation][bookmark: _Toc134017478]4.2 Problem Formulation
Based on the theory that weaknesses are present in OT systems, the problem is posed in the form of conducting a means proving that such defects exist. The project performs a vulnerability assessment under a grey box testing approach. This practice will be achieved with the use of tools & procedures identified in the literature review. 
The resources will involve the use of a Kali Linux operating system that is aimed at VAPT & security auditing, making it an ideal choice for utilising the tools required for implementation. 
This distribution is installed on a virtual machine using an Oracle VirtualBox type 2 hypervisor. Oracle was chosen over VMware as the hypervisor because it is free & open source, whereas many VM Ware features are hidden behind paywalls. VirtualBox also supports USB passthrough, which is required for compatibility with wireless network adapters. 
As shown in figure 28, the Kali Linux distribution is hosted on Windows 11 OS machines based at the UWTSD Cyber-physical laboratory, situated at the IQ Building, Waterfront campus. Although personal devices such as laptops could have been chosen, it was decided to employ the resources of Robotics lab computers as they were conveniently located and feature high performance specifications. 
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[bookmark: _Toc133696722]Figure 28, Kali Linux running on VirtualBox

Further hardware requirements are met with the Alfa Network AWUS036ACH-C Ultra range 802.11ac dual band USB wireless adapter to provide connectivity between the Kali testing machines and the target network. This device was chosen for its ability to operate in monitor mode, a requirement for copying wifi data frames, and USB C compatibility. Figure 29 shows the utilisation of the wireless adapter via USB passthrough:
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[bookmark: _Toc133696723]Figure 29, Wireless adapter activated
 
As shown in figure 30, problems were encountered when setting up the wireless adapter through Kali Linux that required the installation of drivers. This issue was rectified in figure 31 with the correctly installed drivers:
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Figure 30, Wireless adapter not found
[bookmark: _Toc133696725]Figure 31 Installed packages & drivers



A breakdown of the required tools is provided in table 5:

[bookmark: _Toc133670263]Table 5 VAPT software requirements
	Software
	Purpose

	Kali Linux OS
	OS platform for VAPT

	Wifite
	WLAN traffic analysis, encryption cracker

	Nmap/Zenmap
	mapping & asset discovery

	Nikto
	Vulnerability scanner

	John the Ripper
	Password cracker 

	Metasploit
	Vulnerability exploitation 




[bookmark: _Toc134017479]4.3 Design
[bookmark: _4.3.1_Approval][bookmark: _Toc134017480]4.3.1 Approval
The first step in the vulnerability assessment design is to obtain formal approval from the target organisation, which allows for the use of appropriate testing tools and defines the boundaries of the vulnerability assessment. Similar to the “get out of jail free card” in figure 15 of the literature review, approval is obtained via documentation issued by UWTSD, as shown in figure 32, see appendix B. 
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[bookmark: _Toc133696726]Figure 32, Authorisation letter
The key information in this document is listed as follows:

· Access to the system is granted between 21/03/2023 and 19/05/2023.
· Access will be granted in the presence of a network technician that may provide answers to relevant questions.
· Access is granted to the 172.21.0.0 network only and will not involve any activities that could damage or disrupt the IT/OT infrastructure.
· No security information will be withheld from the network administration. Any vulnerabilities will be reported in a timely & confidential manner.
· A full report detailing the process will be provided to the network administration on completion vulnerability assessment.

[bookmark: _4.3.2_Approach][bookmark: _Toc134017481]4.3.2 Approach
The approach to the VAPT procedure is under grey box conditions, with the physical network infrastructure being present in the robotics lab and is shown in figure 33. 

[image: A picture containing text, indoor, floor, ceiling

Description automatically generated]
Figure 33, Physical network infrastructure



The target WLAN information is provided by network administrator Simon Thomas as follows:

· Target SSID: CP-S-UniversityofWales-5GHz
· Gateway IP address: 172.21.0.200 
· Subnet mask: 255.255.192.0. 

[bookmark: _4.3.3_Process][bookmark: _Toc134017482]4.3.3 Process
According to table 4 in the literature review, there is slight flexibility in determining the exact stages of the vulnerability assessment process, with different cybersecurity consultants providing their own preferred procedure. The information from the research is applied to the Ffatri 4.0 requirements provided in appendix A to produce the vulnerability assessment process shown in figure 34: 


Figure 34, Vulnerability assessment process

Target discovery – Based on the target system information provided, the asset discovery will involve the following steps:
1. Physically investigate the infrastructure for information gathering.
2. Create an image of the target infrastructures network topology.
3. Investigate the available system information.

Scanning – having gathered as much information as possible in the previous stage, the scanning will involve the following steps:
1. Investigate the SSID and Wireless security. Wifite is chosen as the automated tool due to its availability on the Kali Linux distribution and its ability to identify various WLANs. It can automate the process by copying packets and cracking 802.11 wireless encryption standards such as WEP, WPA and WPA2 identified in table 4 of the literature review.
2. Network Mapping for hosts & software information will be performed with Zenmap network scanner. This will attempt to identify open ports, services & operating systems. This tool has also been chosen for its visual representation of data & ease of use, with dropdown menus for scanning options that automatically provides the Nmap equivalent command line. 
3. Nikto Vulnerability Scanning. Sequentially, the information obtained from Zenmap scans will be applied to the Nikto scanning tool to investigate the open ports for issues such as outdated software versions & misconfigured settings. Conducting this process in sequence with the Zenmap results was chosen to provide greater depth to the test, improving the vulnerability identification process.

Result Analysis – In this stage, the National Vulnerability Database (NVD) and the Common Vulnerability Exposure (CVE) database will be referred to for assessing the severity of any vulnerabilities identified from the previous stages. In accordance with the time constraints and the limitations set out in the formal approval document, assessment of vulnerabilities will be entirely theoretical and not involve exploitation testing.

Reporting – A report that supports the previous stages of the process will complete the vulnerability assessment. This will include the software used, steps taken & results of the scans. The report will include:
· An executive summary that provides a high-level overview of the assessment purpose, results, and recommendations.
· Vulnerability assessment results including their CVSS scores as described in table 2 of the literature review.
· A methodology that states the tools used for the established results.
· Remediation that provides recommendations for mitigating any identified vulnerabilities. This will include any known patches as well as advising steps to reduce risk.





[bookmark: _Toc134017483]4.4 Implementation
[bookmark: _4.4.1_Asset_Discovery][bookmark: _Toc134017484]4.4.1 Target Discovery

Step 1. Physical Inspection: To begin the target discovery process, visual inspection of the physical infrastructure was performed. This revealed a network of OT equipment, each configured on Siemens industrial switches, suggesting a modular topology with each device on their own subnet. An example of this setup is shown in figure 35.
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Figure 35, control panel, switch & device configuration

Physically checking the ethernet ports, it was established there was no switchport security in place to stop devices from connecting, as shown in figure 36.

[image: A computer on a table

Description automatically generated with medium confidence]
Figure 36, lack of physical switchport security
On further inspection of the Festo Robotino, it was found to have the IP addresses of its on-board PC and its wireless Access Point labelled on the device as shown in figure 37 & 38.
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Figure 37 Festo Robotino
Figure 38, IP address labels

Step 2. Network Image: Based on a visual inspection of the devices and the information available, an estimated topology is mapped in packet tracer to simulate the target network, as shown in figure 39:
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Figure 39 Estimated network topology


Step 3. Investigate system information: From the partial system information provided by the network administrator, further information is calculated using IP Subnet Calculator [70]:

· Target SSID: CP-S-UniversityofWales-5GHz
· Gateway IP address: 172.21.0.200 
· Subnet mask: 255.255.192.0. 
· Network ID – 172.21.0.0
· Usable host range – 172.21.0.1-172.21.63.254
· Usable hosts - 16,382
· CIDR notation – 18
· IP type – Private


Investigating 172.21.0.200 IP address in a web browser found the network wireless router. Figure 40 shows the interface of a TP-Link Archer C7 router. Although this was password protected, access was gained by finding the default password in the router model’s user manual. The default password of “admin” was entered, which gained access to the router [71]. Inspection of the router interface led to exposing the WLAN network password for the target SSID, as shown in figure 41. 
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Figure 40, Wireless router login
Figure 41 SSID passwords

Inspecting the IP address of the Festo Robotino’s wireless access point found further password vulnerabilities, with the username and password set to their default values, access was easily gained, allowing the ability to change various settings including the wireless operation mode of the robot. See figure 42.
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Figure 42, Wireless Access point login
[bookmark: _Toc133696739]Figure 43 Robot access point interface settings

Inspection of the 172.200.12.90 Festo Robotino on board PC found interesting results. Figure 44 shows access to the robot’s configuration files were obtained, which could lead to detrimental changes being made. Figure 45 also shows the robot’s controls.
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Figure 44 Festo Robotino config files
Figure 45 Festo Robotino controls
  
At the end of the target discovery stage, several security issues have been identified, such as weak passwords and no physical switchport security. Although incomplete, the early stages of an inventory table is formed in table 6.

Table 6, stage one inventory table
	IP ADDRESS
	Security issues
	Device Type

	172.21.0.200
	Default passwords, access to SSID passwords gained
	TP-Link Archer C7

	172.21.12.90
	Default passwords, access to robot’s operation mode gained
	Festo Robotino PC

	172.21.0.95
	Default passwords, access to robots controls & config files gained
	Festo Robotino Access Point





4.4.2 [bookmark: _Toc134017485]Scanning

Step 1. Investigate the SSID & wireless security: For auditing the wireless security, Wifite wireless network scanning tool is chosen to target the SSID.  Figure 46 shows the wireless adapter detects a vast number of WLANs in the UWTSD campus building, numerically listing them, including the target SSID of CP-S-UniversityofWales-5GHz. As the testing is limited to the 172.21.0.0 & network, it is important to input the correct list number that corresponds to the target WLAN to avoid going beyond the test boundaries set by the network administrator.
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[bookmark: _Toc133696728]Figure 46, Wifite target selection
With option 15 inputted, figure 47 shows Wifite attempting a deauthentication attack. This process involves sending forged deauth frames to the targeted device, tricking it into thinking it has been disconnected from the network. The router then tries to reconnect using the handshake process, which Wifite can capture and attempt to crack the Wi-Fi password. 
[image: ]
[bookmark: _Toc133696729]Figure 47, Wifite Deauth attack, missing tools
The attempt fails to access the WLAN. It appears to skip the PMKID attack due to missing tools named hcxdumptool & hcxpcapngtool. Attempts are made to install the missing tools, as shown in figure 48. This allowed for Wifite to attempt the PMKID attack, but still did not successfully crack the password.
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[bookmark: _Toc133696730]Figure 48, Installed missing Wifite tools 
The TP-Link archer C7 router is sufficient to withstand the automated encryption hacking attempts made during the Wifite scan. Its encryption standards, identified as WEP, WPA, WPA2 in the user manual, are still considered a potential security issue as they are lacking in the latest WPA3 encryption standard [71]. 
Step 2. Network mapping. Further asset discovery is performed with the use of Zenmap. The initial scan attempt is aimed at the entire network, with the network ID of 172.21.0.0/18 targeted. The scanning process took several hours and the results were extensive, listing every node in the network. As shown in figure 49, the nodes are displayed in different shapes depending on their device type, with circles being end devices and squares depicting routers, switches and wireless access points. The colour also indicates the number of open ports.
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[bookmark: _Toc133696733]Figure 49, Zenmap full network scan topology

Figure 50 shows 172.21.1.30 as its own subnet, depicting the configuration of a switch with a list of hosts. This information is further confirmation of a modular network for the devices present on the infrastructure.
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[bookmark: _Toc133696734]Figure 50, modular network topology

The number of nodes made the inventory challenging. To simplify the process, the router address of 172.21.0.200 was targeted, resulting in the topology shown in figure 51. This topology was used to define the scope of the inventory list as a sample pool for testing. 
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[bookmark: _Toc133696735]Figure 51, Router topology

Further scans revealed this topology to be the same result as the /24 subnet of the network id as shown in figure 52.
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[bookmark: _Toc133696736]Figure 52, /24 subnet topology

This information was inputted into the Zenmap scan to show the results displayed in figure 53 revealing the open ports of the hosts.
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[bookmark: _Toc133696737]Figure 53, Zenmap Robot scan

With further IP addresses and port information gained from the Zenmap scans, inspection of the nodes is performed in the Kali web browser. The 172.21.0.61 node was found to be a Siemens energy monitor configured to the 172.21.0.60 Festo switch as shown in figures 54 & 55.
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Figure 54 Siemens energy monitor 172.21.0.61
[bookmark: _Toc133696738]Figure 55 Festo terminal 172.21.0.60
  
  
On completion of step 2 in the scanning stage, a more complete inventory of assets is formed in table 7.

[bookmark: _Toc133670264]Table 7, Inventory of assets
	IP ADDRESS
	OPERATING SYSTEM
	DEVICE TYPE
	NO. OF OPEN PORTS
	IDENTIFIED OPEN PORTS

	172.21.0.60
	Unix Linux
	Festo Terminal
	4
	21, 80, 1217, 8080

	172.21.0.61
	Unix Linux
	Siemens energy monitor
	1
	80

	172.21.0.90
	Windows Server 2008
	Festo PC Server
	11
	25, 80, 110, 143, 443, 1217, 2000, 2001, 3306, 3389, 4002

	172.21.0.91
	Windows XP
	Festo PC Server
	13
	32, 80, 81, 135, 139, 443, 445, 1001, 1217, 3306, 3389, 4002, 8888

	172.21.0.154
	Unix Linux
	Kali Linux
	0
	N/A

	172.21.0.168
	Unix Linux
	Kali Linux
	0
	N/A

	172.21.0.181
	Unix Linux
	Kali Linux
	0
	N/A

	172.21.0.200
	Custom firmware
	TP-Link Router
	4
	22, 53, 80, 443

	172.21.12.90
	Linux
	Festo Robotino
	2
	22, 80

	172.21.12.95
	Custom firmware
	TP-Link WAP
	4
	22, 80, 445, 1800


[bookmark: _4.4.2_Scanning]




Step 3. Nikto vulnerability scanning. After identifying each open port and listing them in the asset inventory, Nikto scanning tool was chosen to scan each port individually. Nikto alone does not have the capability to identify open ports. It would have to scan all 65,535 TCP ports to identify vulnerabilities, which would be a time-consuming process. Using a combination of Zenmap & Nikto for scanning not only provided a more comprehensive result, but also streamlined the scanning process. 
The following Nikto scan command was entered for each open port in the inventory: 
Nikto -h <enter IP address> -p <enter port number> 

Figure 56 shows the results of the 4 open ports on the 172.21.0.60 node, the Festo switch that configures the 172.21.0.61 Siemens energy monitor. 
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[bookmark: _Toc133696741]Figure 56 Nikto .60 open port scans
The scan results produce the potential vulnerabilities identified as follows:
· The anti-clickjacking X-Frame-Options header is not present.
· The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type.








The 172.21.0.61 node was found to have one interesting vulnerability as shown in figure 57.
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Figure 57, Slowloris DoS vulnerability

The potential vulnerability is listed as follows:
· Slowloris DOS attack, likely vulnerable

The 172.21.0.90 node for the server was found to have 11 open ports. Figure 58 shows the port scan results with the most vulnerabilities.
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[bookmark: _Toc133696742]Figure 58, Nikto port 80 scan results 172.21.0.90 node, 
The potential vulnerabilities were identified as follows:
· Server: Apache/2.4.38 (Win32) OpenSSL/1.1.1a PHP/7.3.2, Retrieved access-control-allow-origin header
· The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type.
· Apache mod_negotiation is enabled with MultiViews, which allows attackers to easily brute force file names. [72]
· Apache/2.4.38 appears to be outdated (current is at least Apache/2.4.54). Apache 2.2.34 is the EOL for the 2.x branch
· PHP/7.3.2 appears to be outdated (current is at least 8.1.5)
· OpenSSL/1.1.1a appears to be outdated (current is at least 3.0.7)
· OPTIONS: Allowed HTTP Methods: GET, POST, OPTIONS, HEAD, TRACE.
· HTTP TRACE method is active which suggests the host is vulnerable to XST


The 172.21.0.91 node was found to be running an Apache server off Windows XP. Its 13 open ports were scanned, producing similar results to that of the .91 server. A major difference was found on port 8888. A series of backup files were identified and highlighted as potential interest. The result is displayed in figure 59.
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[bookmark: _Toc133696743]Figure 59, Backup files identified
· Potentially interesting backup/cert files found.
· The anti-clickjacking X-Frame-Options header is not present.
· The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type.


The node 172.21.0.200 of the WLAN router had 4 open ports. The scan results are displayed in figure 60.

[image: ]
[bookmark: _Toc133696744]Figure 60 172.21.0.200 router Nikto vulnerability scan

One new potential vulnerability was identified as follows:
· Server may leak inodes via ETags, header found with file /, inode: 1409, CVE-2003-1418  [73]
· The anti-clickjacking X-Frame-Options header is not present
· The X-Content-Type-Options header is not set

Figure 61 shows the scan results for the 172.21.12.90 on board PC for the Festo Robot.  It had two open ports. Port 22 produced no results, but a number of issues were found on port 80 relating to Cross Site Scripting (XSS) vulnerabilities.
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Figure 61, Festo Robotino 172.21.12.90 Nikto scan
  
The XSS vulnerabilities are as follows:
· Mambo PHP Portal/Server is vulnerable to Cross Site Scripting (XSS)
· The PHP-Nuke installation is vulnerable to Cross Site Scripting (XSS). Update to versions above 5.3.1.
· Apache-Tomcat is vulnerable to Cross Site Scripting (XSS) by invoking java classes
· NetDetector 3.0 and below are vulnerable to Cross Site Scripting (XSS)
· MyMarket 1.71 is vulnerable to Cross Site Scripting (XSS). See: OSVDB-41361
· MyHelpdesk versions v20020509 and older are vulnerable to Cross Site Scripting (XSS). See: http://cve.mitre.org/cgi-bin
  
The 172.2112.95 wireless access point for the robot had 4 open ports. The Nikto scan results are displayed in figure 
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Figure 62, Robotino access point 172.21.12.95 Nikto result
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4.4.3 [bookmark: _Toc134017486]Result Analysis

Due to the risks posed to the network infrastructure by running vulnerability exploit tools like Metasploit, & the lack of time left for re-scanning, it was decided that the assessment stage would be research based, using the publicly available vulnerability databases such as the Common Vulnerabilities and Exposures list (CVE) and the National Vulnerability Database (NVD). 
Some of the fixes/patches to these vulnerabilities are provided in the Nikto scanning results, whereas others are researched independently.
This decision was made in accordance with the testing boundaries set out by the network administrator in figure 32 that state “They will not engage in any activities that could cause damage or disrupt the IT/ OT systems deployed at this site.” 
In the event of duplicate vulnerabilities being identified across multiple ports, they will only be evaluated during the initial occurrence to avoid unnecessary redundancy.


172.21.0.60 Festo Switch:
1. The anti-clickjacking X-Frame-Options header is not present.
Identifier code CVE-2018-17192 [74]
This vulnerability is found in the National Vulnerability Database (NVD). It is considered medium risk with a CVSS score of 6.5 [75].
This vulnerability can be fixed by instructing the browser to stop accepting frames from external domains by including the proper X-Frame-Options in the HTTP response headers [76]. 

2. The X-Content-Type-Options header is not set.
Identifier code CVE-2019-19089 [77]
This vulnerability is found in the NVD & is considered medium risk with a CVSS score of 6.3 [78]
This vulnerability can be fixed by setting the X-Content-Type-Options header to 'nosniff' [79]


172.21.0.61 Siemens Energy Monitor:
3. Slowloris DOS attack, likely vulnerable
Identifier code CVE-2007-6750 [80].
This vulnerability is found in the NVD & is considered medium risk with a CVSS score of 5.0 [81]. 
This issue is not considered a software vulnerability, but a denial-of-service attack that sends partial HTTP requests to the server, keeping the connections open until the resources are overwhelmed. It is particularly effective on older Apache servers. It can be remedied by configuring firewall or load balancer settings to only forward complete HTTP requests [82].



172.21.0.90 Server
4. Apache mod_negotiation is enabled with MultiViews, which allows attackers to easily brute force file names.  
Identifier code CVE-2001-0731 [83]
This vulnerability is found in the NVD but appears to be a legacy issue dating back to 2001. On older Apache server versions, it could allow attackers to access the contents of a directory listing. It is advised to update to the latest version of Apache HTTP server (1.3.23 or later) [72]

5. Apache/2.4.38 appears to be outdated (current is at least Apache/2.4.54). Apache 2.2.34 is the EOL for the 2.x branch:
Vulnerability not found in databases. This appears to be the same issue as vulnerability no.4 and is advised to upgrade to the latest Apache server version.

6. OPTIONS: Allowed HTTP Methods: GET, POST, OPTIONS, HEAD, TRACE. HTTP:
An identifier code can’t be found for this issue. It appears to be an error in the server settings that allows HTTP methods to access and modify sensitive data. This should be deactivated in the webserver settings [84]

7. TRACE method is active which suggests the host is vulnerable to Cross Site Tracing (XST).
An identifier code can’t be found for this issue. Information suggests the TRACE method can exploit cookie data to hijack user sessions and steal credentials. Its remediation is to set the TraceEnable directive to ‘OFF’ in the Apache Main configuration file. This should be a default value with the latest Apache version [85].


172.21.0.91 Server
8. Potentially interesting backup/cert files found.
This is found to be a common weakness listed in the Common Weaknesses Enumeration (CWE)
Not a vulnerability as such but can lead to unauthorised access of outdated backup files. It is recommended to implement a policy that prohibits backing up sensitive data in the webroot [86]. 

9. The anti-clickjacking X-Frame-Options header is not present.
This issue is already covered in vulnerability no.1, found on the .60 Festo switch.

10. The X-Content-Type-Options header is not set.
This issue is already covered in vulnerability no.2, found on the .60 Festo switch.


172.21.0.200 Router
11. Server may leak inodes via ETags, header found with file inode: 1409 – 
Identifier code CVE-2003-1418 [87]
NVD lists this vulnerability as awaiting re-analysis. Its previous CVSS score was 4.3 [88]. 
There is information available to suggest this is a known false-positive in the Nikto scan result [89]. Under some circumstances that apply to legacy systems, this is  a vulnerability that can be patched [90].

12. The anti-clickjacking X-Frame-Options header is not present.
This issue is already covered in vulnerability no.1, found on the .60 Festo switch.

13. The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type.
This issue is already covered in vulnerability no.2, found on the .60 Festo switch.

172.21.12.90 Festo Robot Onboard PC
14. Mambo PHP Portal/Server is vulnerable to Cross Site Scripting (XSS)
Identifier code CVE-2003-1204 [91].
NVD list this vulnerability as awaiting re-analysis. Its previous CVSS score was 6.8 [92].
This issue relates to improper filtering of HTML tags when a user inputs data to a web service. Without filtering HTML inputs, users could inject malicious code in the form of SQL or XSS attacks [93]. There is no known patch available. It is possible that this could be remedied by upgrading to a later software version. Since Mambo PHP is no longer supported, it is advised to upgrade to a newer alternative software

15. The PHP-Nuke installation is vulnerable to Cross Site Scripting (XSS). Update to versions above 5.3.1.
Identifier code CVE-2011-1481 [94]
NVD list this vulnerability as awaiting re-analysis. Its previous CVSS score was 4.3 [94]
This web application fails to sanitize data inputted into the “sender name” & “sender email” parameters, resulting in XSS vulnerabilities. This can be remedied by updating to version 8.1.14 or newer [95].

16. Apache-Tomcat is vulnerable to Cross Site Scripting (XSS) by invoking java classes
No identifier code could be found.
Refer to no.15 for XSS vulnerabilities. It is advised to update to the latest software and re-test for the vulnerability.

17. NetDetector 3.0 and below are vulnerable to Cross Site Scripting (XSS)
No identifier code could be found. 
Refer to no.15 for XSS vulnerabilities. It is advised to update to the latest software and re-test for the vulnerability.

18. MyMarket 1.71 is vulnerable to Cross Site Scripting (XSS). See: OSVDB-41361
Identifier code CVE-2002-2362 [96]
NVD states that mymarket 1.71 allows remote attackers to inject XSS attacks via the noticemsg parameter. It has CVSS score of 3.7  [97]. 
There is no known patch. It is recommended to update to latest version

19. MyHelpdesk versions v20020509 and older are vulnerable to Cross Site Scripting (XSS).
Identifier code CVE-2002-0931 [98].
NVD states this web applications allows for XSS attacks for multiple parameter inputs. It is considered high risk with a CVSS score of 7.5 [99]
This application is over 20 years old and should be avoided. Either update to the latest version or upgrade to newer software.


172.21.12.95 Festo Robot Wireless Access Point
N/A – No vulnerabilities were identified in the scans. Although access to this device was available through the switch interface. It is recommended to review the Access Control policies for all devices on the network.

[bookmark: _4.4.4_Reporting][bookmark: _Toc134017487]4.4.4 Reporting
In finalisation of the vulnerability assessment, a full report of the procedure is provided as follows:

EXECUTIVE SUMMARY:

Company Details:
Name: UWTSD Robotics
Location: SA1 Waterfront Campus
Industry: OT Technology

Test Details:
Date started: 04/04/2023	Date finished: 19/04/2023	Duration: 15 days
Network analysed: WLAN 	Network ID: 172.21.0.0	Subnet mask: 255.255.192.0
Wireless SSID: CP-S-UniversityofWales-5GHz			Target IP Address 172.21.0.200
Test status: Completed

Scope:
Objectives: 
· Investigate the 172.21.0.0/18 network. 
· Create a sample pool inventory of assets.
· Test the identified assets for vulnerabilities. 
· Analyse the results for remediation. 
· Summarise the final analysis to improve cybersecurity posture.
Boundaries/Restrictions: 
· All tests are to remain within the 172.21.0.0 network.
· Adhere to strict ethical guidelines, adopted from ISO/IEC 27000-series standards.
· Refrain from any tools/activities that could potentially jeopardise the IT/OT systems deployed on-site.
· No information to be withheld from the results.

Assessment Overview:
The purpose of this assessment was to identify and prioritise potential security issues found within the target system, with the aim of improving the organisations cybersecurity posture. It is important to note that not all of the network assets were identified and assessed. A sample pool of assets was chosen for inventory. All assets that formed the inventory were scanned for vulnerabilities using automated tools. It is therefore concluded that this approach, although sufficient for assessing the overall cybersecurity posture, is not fully representative of the entire network.

Risk Summary:
Overall, the assessment found several high priority vulnerabilities as listed below:

· Unsecured wireless networks that pose a risk to the confidentiality, integrity & authorisation of systems & data.
· Weak passwords on privileged accounts with no company password policy employed.
· Lack of switchport security on hosts.
· Unpatched or outdated software on critical systems.

Recommendations Summary:
It is recommended that immediate action is taken to address the vulnerabilities. This should include, but not limited to the following actions:

· Implement a system-wide password policy with the use of password management tools.
· Close unused ports & implement switchport security that prevents unauthorised network access both remotely and via physical ports.
· Implement a patch management program that updates & upgrades critical systems software.
· Upgrade the wireless router to a newer, more secure model WPA3 encryption standards.

Conclusion:
Overall, the vulnerability assessment has established a valuable insight into the company’s cybersecurity posture. The most critical point of the physical infrastructure is the TP-Link Archer C7 wireless router. Although Its WPA2 encryption standard withstood the automated scan’s attempt to crack its passwords, it is still considered the weakest point of the network. This is due to it being the only external facing interface, bridging the systems air gap. As such, it is imperative to upgrade it to the highest possible security standard.
Password protection and access control were considered the second highest priority to the system. Many hosts and devices were found to have no password protection, allowing physical access to anyone that connects to a port. This could pose greater concern if the router security is breached, potentially leaving remote attackers to move laterally through critical areas of the system. It is recommended to disable unused ports or utilise an access control system that prevents unauthorised access.
The system software posed several vulnerabilities that could be exploited once online. It is recommended to upgrade to the latest software and patches that are identified in the scan results section of the report. It is worth noting, that some or all of the recommended patches/updates may not be compatible with the system operations and action should be taken with caution. This should involve backing up the systems previous state and re-testing after each recommendation is implemented.
Finally, the report concludes that this organisation will significantly benefit from an Information Security Management System in accordance with ISO 27001 standards as outlined in the risk assessment section. 

Disclaimer:
This report is intended solely for the UWTSD Robotics network administration and is not intended for use by any other organisation. Unauthorised copying or distributing of this document is prohibited. The results & recommendations in this report are based on the findings at the time of the assessment and may not reflect current circumstances or environmental changes. The stated organisation is solely responsible for any action taken based on the report’s recommendations and should proceed with caution to adverse effects caused by such action.

VULNERABILITY ASSESSMENT RESULTS:

Asset Discovery:
Based on the results of the Zenmap security scanner, table 8 provides an inventory list created for testing:
Table 8 Inventory list
	IP ADDRESS
	OPERATING SYSTEM
	Device Type
	NO. OF OPEN PORTS
	IDENTIFIED PORTS

	172.21.0.60
	Unix Linux
	Festo Switch
	4
	21, 80, 1217, 8080

	172.21.0.61
	Unix Linux
	Seimens energy monitor
	1
	80

	172.21.0.90
	Windows Server 2008
	Festo PC Server
	11
	25, 80, 110, 143, 443, 1217, 2000, 2001, 3306, 3389, 4002

	172.21.0.91
	Windows XP
	Festo PC Server 
	13
	32, 80, 81, 135, 139, 443, 445, 1001, 1217, 3306, 3389, 4002, 8888

	172.21.0.154
	Unix Linux
	Kali Linux
	0
	N/A

	172.21.0.168
	Unix Linux
	Kali Linux
	0
	N/A

	172.21.0.181
	Unix Linux
	Kali Linux
	0
	N/A

	172.21.0.200
	Custom firmware
	TP-Link Router
	4
	22, 53, 80, 443

	172.21.12.90
	Linux
	Festo Robotino
	2
	22, 80

	172.21.12.95
	Custom firmware
	TP-Link WAP
	4
	22, 80, 445, 1800



Vulnerability Scan Results: Based on the results of the investigation and the Nikto vulnerability scanner, the following vulnerabilities have been identified and categorised by their severity as stated in the CVE database:
Table 9, Vulnerability list
	No.
	Device
	IP Address
	Vulnerability
	CVE Number
	Severity Rating
	CVSS.V2 Score 

	1
	Wireless router
	172.21.0.200
	Weak Password
	N/A
	High
	8.0*

	2
	Wireless router
	172.21.0.200
	WPA2 Encryption
	N/A
	High
	7.9*

	3
	
Festo Robot
	
172.21.12.90
	MyHelpdesk V20020509 is vulnerable to XSS
	
CVE-2002-0931
	
High
	
7.5


	
4
	
Festo Robot
	
172.21.12.90
	Mambo PHP Portal/Server is vulnerable to XSS
	
CVE-2003-1204
	
Medium
	
6.8

	
5
	Seimens Energy Monitor
	
172.21.0.61
	
Slowloris DOS attack
	
N/A
	
Medium
	
6.7*

	
6
	
Festo Server
	
172.21.0.90
	Apache mod_negotiation is enabled with MultiViews
	
CVE-2001-0731
	
Medium
	
5.0

	
7
	Festo switch
Festo Server
Wireless Router
	172.21.0.60
172.21.0.91
172.21.0.200
	The X-Content-Type-Options header is not set
	CVE-2019-19089
	
Medium
	
4.3

	
8
	Festo switch
Festo Server
Wireless Router
	172.21.0.60
172.21.0.91
172.21.0.200
	The anti-clickjacking X-Frame-Options header is not present
	
CVE-2018-17192
	
Medium
	
4.3

	
9
	
Festo Robot
	
172.21.12.90
	The PHP-Nuke installation is vulnerable to XSS
	
CVE-2011-1481
	
Medium
	
4.3

	10
	Festo Robot
	172.21.12.90
	MyMarket 1.71 is vulnerable to XSS
	CVE-2002-2362
	Medium
	4.3

	
11
	
Festo Robot
	
172.21.12.90
	NetDetector 3.0 and below are vulnerable to XSS
	
N/A
	
Medium
	
4.3

	12
	Festo Robot
	172.21.12.90
	Apache-Tomcat is vulnerable to XSS
	N/A
	Medium
	4.3*

	13
	Festo Server
	172.21.0.91
	Potentially interesting backup/cert files found
	CWE-530
	Low
	3.9


*Vulnerabilities that are scored using the CVSS V2 calculator [100]

Based on the results established from the scan, the chart in figure 63 represents the percentage occurrence of vulnerabilities, with Cross Site Scripting being the most common. Password encryption issues were also prominent, along with misconfigurations:

Figure 63, Most common vulnerabilities


The vulnerabilities are also represented by a severity chart, as shown in figure 64. The high risk vulnerabilities are represented in red, with weak passwords & encryption standards posing the greatest threat:


Figure 64, Highest severity of vulnerabilities

REMEDIATION:

This section provides specific remediation proposals for each identified vulnerability, based on information gathered from public databases and presented in table 10:

Table 10, Remediation for vulnerabilities
	No.
	Vulnerability
	Description
	Solution

	1
	Weak Password
	The default password on the wireless router has not been changed
	Implement a password management policy

	2
	WPA2 Encryption
	The wireless router encryption standard can be strengthened
	Upgrade to a router with WPA3 Standard

	3
	MyHelpdesk V20020509 is vulnerable to XSS
	The following parameters allow users to execute scripts: 1.Title 2.Description 3.tickettime 4.ticketfiles 5updateticketlog
	Update to the latest version or upgrade to different software

	4
	Mambo PHP Portal/Server is vulnerable to XSS

	The following parameters allow users to execute scripts: 1.emailarticle.php 2.emailfaq.php 3.emailnews.php.
	Upgrade to different software

	5
	The X-Content-Type-Options header is not set
	The options header is missing the HTTP response, potentially allowing unauthorised code execution
	Change the X-Content-Type-Options header to 'nosniff'

	6
	The anti-clickjacking X-Frame-Options header is not present
	Inconsistent headers on X-Frame options, resulting in duplicate or missing headers
	Update to Apache NiFi 1.8.0 or newer

	7
	Slowloris DOS attack, likely vulnerable
	denial-of-service attack that sends partial HTTP requests to the server
	Configure firewall or load balancer settings to only forward complete HTTP requests

	8
	Apache mod_negotiation is enabled with MultiViews
	Remote access to directory contents via URL containing "M=D" query string
	Update to Apache server 1.3.23 or later

	9
	The PHP-Nuke installation is vulnerable to XSS
	The following parameters allow users to execute scripts: sender name,
sender email
	Update to version 8.1.14 or newer

	10
	MyMarket 1.71 is vulnerable to XSS
	The following parameters allow users to execute scripts:  noticemsg
	update to latest software version

	11
	NetDetector 3.0 and below are vulnerable to XSS
	XSS Vulnerabilities detected in Nikto scan. Specific parameters unknown
	Update to latest software and monitor for further testing

	12
	Apache-Tomcat is vulnerable to XSS
	Invoking Java classes allows users to execute scripts 
	Update to latest software and monitor for further testing

	13
	Potentially interesting backup/cert files found
	Backup files renamed with an extension can be identified, leading to unauthorised access
	Implement policy that prohibits sensitive data in the webroot




Based on the major findings, the following recommendations will conclude the report:

· With the network being connected to the internet via a TP-Link Archer T7 wireless router, it is recommended to upgrade to an enterprise-grade router from an established vendor such as Cisco or Fortinet.
· Any patches or updates to the system should be tested and evaluated prior to installation due to the proprietary nature of the system and its configurations.
· To further improve the overall security posture, it is recommended to implement an Information Security Management System (ISMS) based on the ISO27001 standard. An ISMS will provide a systematic and structured approach to managing the overall security of the network that helps maintain security controls for long-term operations. 
· Regular testing and monitoring of the network should be scheduled as part of the ISMS to ensure the system remains secure. The information in this report is only valid at the time of completion, dated 19/04/2023. It is advised to perform partial vulnerability assessments monthly, full vulnerability assessments quarterly & entire system penetration tests annually.








[bookmark: _Toc134017488]Chapter 5 – Evaluation

Based on the outcome of the design & implementation, the process resulted in a successful solution to several challenges encountered by a late change in circumstances. With access to the company’s network being delayed beyond the deadline, the contingency plan of targeting a simulated network at the robotics lab proved to be a valuable alternative, providing an opportunity to successfully perform the vulnerability assessment in attempt to achieve the intended aim and objectives of the project whilst meeting the deadline for submission. 

The infrastructure used in the simulated network featured some of the latest technologies from leading manufacturers like Festo Didactic & Siemens. IIoT devices such as Festo Robotino, and sensors like the Siemens Energy Monitor were combined with commonly used IT systems, including legacy software such as Windows XP, providing an ideal environment for testing the type of brownfield OT systems that are prevalent in today’s industry.

The literature review provided crucial information that was utilised during the design & implementation phase, as demonstrated by the successful application of the tools and procedures established in the research, despite a change in the target environment. Kali Linux provided a versatile distribution for use of the identified tools, such as Zenmap & Nikto. 
Adhering to the process identified in the research, a successful product was gained in the form of a vulnerability assessment report, which can serve as an exemplar to the company on how to improve its cybersecurity posture. It can be deduced that such processes are established by industry professionals due to their reliability of use & versatility in various OT/IT environments.
Further examples of the literature review’s significance can be seen in the scan results. Several attack vectors identified in the research were found to be present in the target system. The prevalence of outdated software and misconfigurations in the system is consistent with the fact that vulnerability exploitation has been the most statistically common attack vector in recent years.

Regarding the overall aim of improving the company’s cybersecurity posture, the project is considered at least partially successful. Although the vulnerability assessment report does not reflect the company’s specific environment, the gathered data can still serve as a useful example of the benefits of performing such practices on OT networks, providing valuable insight that will inform and enhance the upcoming assessment on the company's actual network and therefore offer some benefit to the overall cybersecurity posture.

Meeting the objectives set out in chapter one was critical to achieving the aim of the project. The following section presents a detailed consideration of each objective:

Objective 1: Conduct research on general cybersecurity to provide a background to the project topic and its significance to industry & society.
Outcome: General cybersecurity research was conducted, providing a foundation to the literature review that helped address the subject matter

Objective 2: Focus and address concerns on OT security. From the broad issues identified in cybersecurity, the research will then support OT specific remediation for known vulnerabilities.
Outcome: OT security was addressed by researching statistical data that is relevant to OT systems. Research also covered the emerging technologies prevalent in industry 4.0.

Objective 3: Identify and analyse the tools required for the vulnerability scanning phase.
Outcome: This was considered a successful objective of critical importance. At least one tool for each stage of the process was identified and analysed. These tools proved to be sufficient for successfully completing the implementation.

Objective 4: Establish the target area and boundaries of the system in accordance with the organisation via the Internship leader.
Outcome: The target area and boundaries were successfully established in the opening stages of the implementation. This early step in the implementation was important in ensuring the vulnerability assessment met the requirements of the administrator without exceeding the target area.
Objective 5: Execute and document the vulnerability assessment in accordance with the established methods.
Outcome:  This was completed. Following the methods established in the literature review was critical to the outcome of the implementation.

Objective 6: Analyse the results to identify viable forms of remediation to strengthen the security posture. 

Outcome: This was successfully completed and summarised in a vulnerability assessment report that can be delivered to the company. However, OT specific remediation proved to be challenging. The implementation was unable to verify the recommendations by testing patches & updates. Only theoretical remediation was offered.


Overall, the results have confirmed the growing importance of cybersecurity within OT environments and that vulnerability assessments can provide a vital role in strengthening the cybersecurity posture of an organisation. 
There are several aspects of the project that could be addressed differently if the process was repeated. Further research would be conducted into the procedures for addressing the vulnerability scanning results within an OT environment. It proved particularly challenging to verify the results without running exploitation tools to rule out-false positives. It was also difficult to establish the effectiveness and compatibility of remediation for the vulnerabilities identified without further testing. If the project were to be repeated, more time would be allocated to the analysis of known patches and updates for vulnerabilities registered on public databases. By engaging in further dialogue with outside organisations, it may have been possible to expand the boundaries of the project and establish greater potential of the vulnerability assessment.






















[bookmark: _Toc134017489]Chapter 6 – Conclusions & Recommendations 

[bookmark: _Toc134017490]6.1 Summary
The convergence of IT & OT systems in the context of industry 4.0 presents a significant challenge to cybersecurity professionals. This challenge has been the inspiration for the project, presenting an opportunity to apply the methods and technologies of cybersecurity in a new field, addressing the security issues by performing a vulnerability assessment on an IT/OT network 1.1.

To provide a clear focus for the project, the overarching aim of improving the organisation’s cybersecurity posture served as a guiding purpose throughout the process. This aim was based on the hypothesis that vulnerabilities will be present and identifiable in the systems infrastructure 1.2.
To achieve the aim, a set of objectives were established that included a comprehensive review of the relevant literature to acquire the necessary knowledge for the task 1.3.

To set a firm foundation for the literature, research began with general cybersecurity information 2.1, before addressing the challenges that are statistically the biggest threat to industry 4.0. This information provides a firm footing for the challenge of IT/OT convergence 2.3.
The research covers various aspects of vulnerability assessment 2.4, such as the tools required, and the procedures taken in the cybersecurity profession. 

Based on the Saunders Research Onion Model, a research process was formed to guide the process and form a structure to the literature review 3.2. A positivism philosophy was taken by drawing on empirical evidence such as statistical data from reports 3.2.2. A deductive reasoning was used to support the hypothesis in a scientific manner 3.2.3, triangulating data from various information types 3.4. 

The design & implementation began with the problem formulation that will quantify the risks present in the OT system. This was addressed with the resources required for undertaking the vulnerability assessment 4.2.
Implementation was based on a design that began with formal approval, setting the scope of the test with target boundaries and limitations 4.3.1. With the partial system information analysed, a target network was identified and an expected topology formed, based on visual inspection of the infrastructure 4.3.2.
The process identified in the literature review formed the basis of the implementation 4.3.3:
· Asset discovery was implemented to form an inventory of assets 4.4.1
· Scanning was performed to identify vulnerabilities 4.4.2
· Assessments were made to identify remediation of vulnerabilities 4.4.3 
· An executive report that summarised the process, providing documentation that could be delivered to the company 4.4.4

[bookmark: _Toc134017491]6.2 Recommendations for further Research
With cybersecurity being a broad and fast-changing profession, there are many areas worthy of further research. With this project focused on the most common threats associated with OT systems, an alternative line of research could focus on the newest threats to Industry 4.0. Ransomware attacks are continuously evolving and require further study, whilst the impact of supply chain attacks on OT systems has recently threatened industrial safety & production.

Expanding beyond the scope of the project, it could be beneficial to study the impact of vulnerabilities on specific areas of the network. Further study of the IIoT devices and components that make up the network would provide valuable insight into the impact that vulnerabilities may have on actuators, robots and sensors. This may involve comparative experimentation between different manufactures to gain insight into which ones are the most vulnerable. 

Similarly, further research could also quantify the compatibility of certain technologies with legacy devices. An example of this might be to test the results of an exploitation of the Festo Robotino when interacting with legacy software, compared to its operation under the latest applications.

With the design and implementation of this project being conducted in a brownfield environment, it is recommended to replicate the vulnerability assessment process in a greenfield development that is not impacted by legacy systems. The results of a vulnerability assessment on an entirely modern infrastructure would be useful to determine how secure the latest technologies may be when not burdened with outdated or proprietary software & configurations.







[bookmark: _Toc134017492]7. Reflection

[bookmark: _Toc134017493]7.1 Skills & Competencies
Throughout the project, valuable knowledge has been gained through the research conducted on range of topics. The experienced gained in conducting a vulnerability assessment has developed valuable skills and understanding of the procedures involved in the cybersecurity profession whilst providing an opportunity to work with emerging technologies in Industry 4.0. This has culminated into developing a many technical competencies & soft skills listed as follows:

[bookmark: _Toc134017494]7.1.1 Technical Competencies
· Comprehension of the tools required to address specific cybersecurity challenges.
· Experience in the application of vulnerability assessment processes to mitigate potential security risks.
· Knowledge of Operational Technology systems, including their components & network topologies.
· Understanding of emerging technologies & communication modes.

[bookmark: _Toc134017495]7.1.2 Personal Skills
· Time-management skills and their application to project management.
· Communication with various parties including team members and external project leaders.
· Strategic planning of cross-project objectives that meet the needs of the Ffatri 4.0 requirements and my independent project.
· Adaptability in following contingency plans in response to late-stage changes in project details.

[bookmark: _Toc134017496]7.2 Strategies for Optimisation
The following list covers aspects of the project that could have been approached differently to optimise the results: 
· Increasing the frequency of interactions with the project supervisor represents a key opportunity for optimisation. 
· Organisation of research could have been structured in advance of the literature review. This may involve performing a preliminary research methodology before the literature review to improve vision of the research path.
· Starting the project as early as possible would’ve maximised the availability of time allocated to the project.
· Incorporating a foresight approach that may have anticipated late changes and delays would have benefited the project. This could’ve been achieved with a stronger contingency plan

[bookmark: _Toc134017497]7.3 Constraints
The most notable constraint was the delay made by the company on making their network available to perform the vulnerability assessment. Although the simulated network provided an excellent platform for the design & implementation, some time was spent waiting to begin the practice, resulting in less time to complete the report.
Another barrier experienced was a lack of operational technology understanding. This proved particularly challenging when initiating the literature review.


[bookmark: _Toc134017498]7.4 Positives
Being given the opportunity to work on the Ffatri 4.0 project was a significant positive aspect of the independent project as it provided exposure to industry-standard systems and emerging technologies that far exceeded the original proposal, which was limited to virtual machine networks.
The support offered by both the supervisor, and Ffatri 4.0 project leader, was paramount to the successful outcome of the project. This provided a positive working environment that made for an enjoyable experience.
Additionally, the resources and facilities available at UWTSD were another positive to the project. The SA1 Waterfront campus provided state-of-the-art equipment, such as the high-end PCs at the Robotics lab, and the Y Fforrwm library was useful for the array of literature available and appropriate environment for studies.

[bookmark: _Toc134017499]7.5 Recommendation for Future Students
Having completed the experience, the following suggestions are made for students on their independent projects, based on the successes and failures I went through:
· Begin researching & developing your project at the earliest opportunity in order to maximise the time available.
· Divide the project into manageable tasks. If a single objective seems overwhelming, break it down further into subtasks.
· Ask for support when needed. The supervisor is vastly experienced and their support should be applied to your work.
· Consider the possibilities that lie ahead. Aspects of the project may change as it progresses. Developing contingency plans can aid in anticipating potential changes.



[bookmark: _Toc134017500]7.6 Summary
Reflecting on my experience with this project, I recognise the pivotal role that the literature review played in deepening my understanding of Operational Technology (OT) systems. Despite the barrier of limited base knowledge, my research allowed me to gain a newfound appreciation for the Industry 4.0 paradigm, which highlighted the critical intersection between cybersecurity and modern industrial infrastructure. Working with emerging technologies and legacy IT systems has emphasised the reality of the dangers we face, providing me with valuable insight into the future direction of society as we transition through the fourth industrial revolution.
Through the completion of this project, I have developed the ability to apply the tools & methods of cybersecurity to both IT and OT environments, gaining valuable insight into their practical applications. Additionally, I have developed my time-management skills through collaborative efforts with outside organisations, further emphasising the importance of communication and planning in achieving successful outcomes.
The completion of this project has provided me with significant personal and professional development. This experience has equipped me with the necessary confidence and expertise to face challenges and manage them effectively through a structured and achievable approach. 
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UWTSD Cyber Security for IoT Systems

The Ffatri 4.0 project will showcase the capabilities and benefits of machine-to-machine communication, connected intelligence and IoT control and monitoring systems. Such interventions and technologies offer organizations the potential for greatly enhanced capabilities and improved control and productivity. However, unless carefully considered, they also present significant vulnerabilities which can compromise a company’s ability to operate. It is proposed that UWTSD provide support in Cyber Security for IoT, providing input and support in this area in order that vulnerabilities as well as safeguarding solutions and practices may be demonstrated to organisations across the region. 

Support, provided by UWTSD is to be proposed in two stages:  

· Recommendations and support in specifying appropriate security protocols and systems for proposed interventions. 

· Investigating security protocols and systems including authentication, authorisation, integrity, and confidentiality. Following business standards such as ISO 27000 and ISO 27001 for information security and management practises.

· Implementation and training of systems, formalising support documentation and policy reports. Creating an awareness in the workplace of strong practices that can support cyber perception. 

· Auditing and pressure-testing IoT and Connected Intelligence systems for security vulnerabilities with recommendations and specifications for any corrective actions. 



· Following a known procedure when approaching vulnerability testing. Using known ethical hacking tools such as Kali-Linux, Nmap, Metasploit and Wireshark 

· Reconnaissance - Investigate and gather as much information about the target system. Depending on set limitation this would include network topology, applications, operating systems, and user account data.

· Scanning – identify and utilise ethical hacking software including the tools mentioned above to identify vulnerabilities.

· Assessment – Combine the information gathered in the reconnaissance and scanning steps to identify potential vulnerabilities and determine whether they can be exploited.

· Exploitation – Exploit any identified vulnerabilities, bypassing security and any policies put in place by the system.

· Documentation – Prepared report supporting the vulnerability assessment. The report generated must provide clear notes on what step were taken and what data could be accessed. This is used to advised and support any fix to the system and improve the organization’s security. 









UWTSD Cyber Security Proposed Outcomes

The proposed outcome for the first stage will be a PowerPoint presentation. This presentation will be enforced with a documentation to support the information presented and consist of 15 -20 slides including topics on.

· Cyber Awareness (Best Practices)

· Social Engineering (Phishing Attack)

· Cyber Resilience (Incident Response and Data Breach Management)

· Protecting Sensitive Data (Access Control, Encryption, Firewall) 

· The importance of system updates and patching

· Endpoint Security/ OT Cyber Security 

· Top 10/ Most Common Security Risks  

· Business Information Security (ISO27000/ ISO27001)

 

The second stage involves a practical experiment requiring a large portion of the allotted project time. Which will have two outcomes a detailed report of the finding from the point of view of the technicians performing the activities and an in brief report that is more readily available for a wider audience that does not require high technical knowledge.

Reconnaissance - Investigate and gather as much information about the target system. Depending on set limitation this would include network topology, applications, operating systems, and user account data.

· Nmap/ Zenmap

· ReconNG



Scanning – identify and utilise ethical hacking software including the tools mentioned above to identify vulnerabilities.

· Maltego

· Sparta

· Aircrack-NG

· Wireshark

· Nikto



Assessment – Combine the information gathered in the reconnaissance and scanning steps to identify potential vulnerabilities and determine whether they can be exploited.

· Metasploit

· OpenVAS

· John the Ripper

· Hashcat

· SQLmap





Proposed UWTSD Support Gantt Chart

		

		

		 

		Month 

		02

		02

		03

		03

		03

		03

		03

		04

		04



		

		

		 

		Day

		20

		27

		06

		13

		20

		27

		03

		10

		17



		Activity

		Status

		Start 

		End 

		

		

		

		

		

		

		

		

		



		Introduction Meeting

		Complete

		21/02/23

		21/02/23

		

		

		

		

		

		

		

		

		



		Planning/ Research 

		In-Progress

		21/02/23

		03/02/23

		

		

		

		

		

		

		

		

		



		Update Meeting (1)

		Not Started

		14/03/23

		14/03/23

		

		

		

		

		

		

		

		

		



		Stage 1 

		Not Started

		14/03/23

		24/03/23

		

		

		

		

		

		

		

		

		



		Update Meeting (2)

		Not Started

		21/03/23

		21/03/23

		

		

		

		

		

		

		

		

		



		Stage 2

		Not Started

		21/03/23

		09/04/23

		

		

		

		

		

		

		

		

		



		Update Meeting (3)

		Not Started

		28/03/23

		28/03/23

		

		

		

		

		

		

		

		

		



		Project Conclusion

		Not Started

		10/04/23

		10/04/23

		

		

		

		

		

		

		

		

		








Proposed UWTSD Support Summary Table

		Support Area

		Activities

		Tasks



		























Cyber Security for IoT Systems

		



1. Recommendations and support in specifying appropriate security protocols and systems for proposed interventions. 

		a) Investigating security protocols and systems including authentication, authorisation, integrity, and confidentiality. Following business standards such as ISO 27000 and ISO 27001 for information security and management practises. 





		

		

		b) Implementation and training of systems, formalising support documentation and policy reports. Creating an awareness in the workplace of strong practices that can support cyber perception.

 



		

		













2. Auditing and pressure-testing IoT and Connected Intelligence systems for security vulnerabilities with recommendations and specifications for any corrective actions.

		a) Following a known procedure when approaching vulnerability testing. Using known ethical hacking tools.





		

		

		b) Reconnaissance - Investigate and gather as much information about the target system.

 



		

		

		c) Scanning – identify and utilise ethical hacking software including the tools mentioned above to identify vulnerabilities. 





		

		

		d) Assessment – Combine the information gathered in the reconnaissance and scanning steps to identify potential vulnerabilities.





		

		

		e) Exploitation – Exploit any identified vulnerabilities, bypassing security and any policies put in place by the system. 





		

		

		f) Documentation – Prepared report supporting the vulnerability assessment including software used and steps taken to discover the vulnerability. 
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Dear John Hughes,



I am writing to authorise a comprehensive ethical cyber vulnerability assessment of our recently commissioned Operation Technology (OT) system. The purpose of this assessment is to identify any potential weaknesses or vulnerabilities in our network and applications, and to evaluate the effectiveness of our existing cybersecurity measures.

As the OT administrator. I understand the importance of maintaining the confidentiality, integrity, and availability of our sensitive data and assets. I also recognize that conducting such an assessment is a critical step in proactively mitigating cybersecurity risks.

The assessment team will be granted access to our IT systems during the agreed-upon time frame, which is from 21/03/2023 to 19/05/2023. They will be always accompanied by a technician to ensure proper access and to answer any questions they may have. The team is authorized to conduct a review of our IoT system on the network provided by the administrator (172.21.0.0), the requested tasks to perform include but not limited to the following:

· Network infrastructure

· Firewalls and intrusion prevention systems

· Operating systems and applications

· Databases and data storage systems

· Wireless networks 

· Third-party service providers

During the assessment, the team will adhere to strict ethical guidelines and industry-standard best practices. They will not engage in any activities that could cause damage or disrupt the IT/ OT systems deployed at this site and will ensure that any data collected during the assessment is treated with the utmost confidentiality and care.

Any vulnerabilities identified will be reported to us in a timely and confidential manner, and we will take appropriate action to address them. The assessment team will provide us with a comprehensive report detailing their findings and recommendations, which we will use to improve our cybersecurity posture.

I, Simon Thomas, hereby authorise the SOAC Assessment Team to conduct an ethical vulnerability assessment of our organization's OT systems, as outlined above.



Sincerely,

Simon Thomas

Operations Administrator

UWTSD IQ Building

SA3 8EW
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HORNE'S
DEPARTMENT STOR

Physical Penetration Testing Authorization

To: Horne's Department Store Personnel
Date: 02202018

Re: Physical Penetration Testing Authorization

The purpose of this memo is to grant authorization to a member of NetSPI's penetration
testing team to conduct physical penetration tests against Home’s Department Store’s
facilities.

To that end, the undersigned attest to the following:

"Dale Coaper, a NetSP1 employee, has permission to conduct a physical penctration test on the
Horme's Department Store facilitis located at 2500 Black Lodge Blod, Twin Peals, WA 59219,
Actions performed by the tester include, budt are ot limited to, th following:

Attempting to circumoent physical security controls
Providing false information

Ipersomating employees or contracted vendors

Attempting to deceive store personnel to obtain confidential data

This permission is granted for February 24, 2018,

In the event that Dale Cooper is discovered, please contact one of the following
individuals before taking further action:

Gy Lot W /]/LW\L
Vi

Emory Battiz Bersonin Home
General Manager Ouwner, CEO

Office: 605-475-6968 ext. 202 Office: 605-475-6968 ext. 315
Mobile: 6124556988 Mobile: 612-465-8580

ebattisBhormeltd. com bhoreShorneltd com.
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root@kali:~# nmap -sn 10.10.10.0/24

Starting Nmap 7.70 ( https://nmap.org ) at 2019-04-22 13:03 AST
Nmap scan report for 10.10.10.1

Host is up (0.00034s latency).

MAC Address: 00:0C:29:2B:29:7F (VMware)

Nmap scan report for 10.10.10.14

Host is up (0.00027s latency).

MAC Address: 00:0C:29:A0:B0:6A (VMware)

Nmap scan report for 10.1 0.15

Host is up (0.00019s latency).

MAC Address: 00:0C:29:53:2A:EB (VMware)

Nmap scan report for 10.10.10.19

Host is up (0.00033s latency).

MAC Address: 00:0C:29:24:BE:4F (VMware)

Nmap scan report for 10.10.10.100

Host is up (0.00024s latency
MAC Address: 00:0C:29:28:78:DB (VMware)

Nmap scan report for 10.10.10.16

Host is up.

Nmap done: 256 IP addresses (6 hosts up) scanned in 34.91 seconds
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=] =] Q 2

New Scan Command Wizard Save Scan Open Scan | Reportabug  Help

Intense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yuma.net X

Target: |0 wap.yuma.net zardozyumanet| v | Profile: [ntense Scan v | |scan

Command: |nmap -T Aggressive -A scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yumz

Hosts Services

Ports / Hosts| Nmap Output |Host Details | Scan Detalls

0S |Host

171.67.22.3
10.0.0.10

wap.yuma.net 19%

a0

zardoz.yuma.net 1

Starting Nmap 4.5 ( http://insecure.org ) at
2007-12-11 18:40 PST

Interesting ports on scanme.nmap.org (205.217.153.62):
Mot shown: 1706 filtered ports

PORT  STATE SERVICE VERSION

22/tcp open  ssh OpenssH 4.3 (protocol 2.0)
53/tcp open domain

70/tcp closed gopher

80/tcp open http  Apache httpd 2.2.2 ((Fedora)
|_ HTML title: Authentication required!

| HTTP Auth: HTTP Service requires authentication
|_  Auth type: Basic, realm = Nmap-Writers Content
113/tcp closed auth

Device type: general purpose

Running: Linux 2.6.X

0S details: Linux 2.6.20-1 (Fedora Core 5)

Uptime: 45.378 days (since Sat Oct 27 10:38:07 2007)

TRACEROUTE (using port 22/tcp)

HOP RTT  ADDRESS

1 3.27 wap.yuma.net (192.168.0.6)

2 10.56 brasl2-10.pltnca.sbcglobal.net

[«]

[<]

Enable Nmap output highlight g preferences || ¥ Refresh
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(kali® kali)-[~:
-$ nikto help
Nikto v2.1.6

ERROR: No host or URL specified

—configs Use this config file
-Display+ Turn on/off display outputs

~dbcheck check database and other key files for syntax errors

-Formats save file (-0) format

-Help Extended help information

-host+ target host/URL

-ide Host authentication to use, format is id:pass or id:pass:realm
-list-plugins List all available plugins

-outputs Write output to this file

-noss1 Disables using SSL

-no4os Disables 404 checks

-Plugins+ List of plugins to run (default: ALL)

-port+ Port to use (default 80)

-root+ Prepend root value to all requests, format is /directory

-ssl Force ssl mode on port

~Tunings Scan tuning

~timeout+ Timeout for requests (default 10 seconds)

-update Update databases and plugins from CIRT.net

-Version Print plugin and database versions

-vhost+ virtual host (for Host header)

+ requires a value

Note: This is the short help output. Use -H for full help text

—(kali® kali)-[~]

e |
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ﬂarrot@arrot] /Desktop]
3

Using default input enco UTF-8

Loaded 2 password hashes with 2 different salts (sha512crypt, crypt(3) $6$ [SHAS512 128/128 AV
X 2x])

Cost 1 (iteration count) is 5000 for all loaded hashes

almost any other key for status

|
2g 0:00:00:00 DONE (2021-08-01 15:23) 66.669/s 500.0p/s 533.3c/s 533.3C/s karen..johndoe
Use the "--show" option to display all of the cracked passwords reliably

Session completed
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Desr John Hughes,
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lali@kali:

File Actions Edit View Help

NUM ESSID CH ENCR  PWR  WPS CLIENT
1 (38:17:C3:CE:51:61) 5 WPA  99db  no 1
2 eduroam 1 WpA-E 79db  no 1
3 govroam 6 WPA-E 78db  no
4 eduroam 6 WPA-E  77db  no
5 govroam 6 WPA-E  77db  no
6 govroam 11 WpA-E  77db  no
7 eduroam 11 WpA-E  76db  no 1
8 raspiRobo 1 WPA-P  75db  no
9 govroam 1 WPA-E  74db  no
10 eduroam 1 WPA-E 73db  no
11 162:83:A4) 2 WPA-P  72db no
12 162:83:A4) 2 WPA-P  72db no
13 govroam 1 WpA-E 72db  no
14 62:83:A3) 36 WPA-P__ 70db no

16 eduroam 11 WPA-E 63db  no
17 govroam 6 WPA-E 6odb o
18 govroam 1 WPA-E 59db  no
19 eduroam 1 WPA-E 58db  no
20 govroam 1 WPA-E  58db o
21 govroam 11 WPA-E 58db  no
2 UWTSD Devices 6 WPA-P  58db  no
23 UWTSD Devices 36 WPA-P  58db  no
2 govroam 36 WPA-E 58db  no

25 UWTSD Devices 11 WPA-P  57db  no
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[C(ali®kali)-[~]

$ git clone https://github.com/Zerbea/hcxdumptool.git
Cloning into 'hcxdumptool” ..
remote: Enumerating objects: 4695, done.

remote: Counting objects: 100% (231/231), done.

remote: Compressing objects: 100% (107/107), done.

remote: Total 4696 (delta 134), reused 205 (delta 124), pack-reused 4465
Receiving objects: 100% (4696/4696), 1.49 MiB | 10.48 MiB/s, done.
Resolving deltas: 100% (3162/3162), done.

[C(ali®kali)-[~]
$ git clone https://github.con/Zerbea/hcxtools.git
Cloning into 'hcxtools’
remote: Enumerating objects: 9358, done.
remote: Counting objects: 100% (163/163), done.

remote: Compressing objects: 100% (86/86), done.

remote: Total 9358 (delta 84), reused 122 (delta 76), pack-reused 9195
Receiving objects: 100% (9358/9358), 2.86 MiB | 14.34 MiB/s, done.
Resolving deltas: 100% (6452/6452), done.

kali® kali)-[~]
(]
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172.21.0.6 = for host, giving up. Last error
d for host, giving

= for host, giving up. Last erro

¥ 1722106 ad for host, giving up. Last erro:

¥ 17221.09 1d 2 item(s) reported on remote host

5 wamed F172.21.0.90 307:31147 (GMT_4) (816 seconds)

-

g 1722101 [F172.21.0.200

& 1722101

& 1722101

¥ 1722102

Fi7221061 o
50
3 3 (GMT-4)
sme-Options header is not present. See: https://deve
>/HTTP/Headers/X-Frame-Options
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172.21.12.0/24

nmap T4 -A -v 172.21.12.0/24

Services

ost
.21.0.60
.21.0.61
.21.0.90
2.21.0.91
2.21.0.154
.21.0.180
.21.0.189
.21.0.195
.21.0.200

2.21.12.95

r Hosts

Nmap Output Ports / Hosts Topology Host Details Scans

nmap T4 -A -v 172.21.12.0/24

Nmap scan report for INZSPIWSEIPLE down]
Nmap scan report for INFPIPAWSPIPLE [host
Nmap scan report for \WFIPIUSPIPLE [host
Initiating SYN Stealth Scan at 12:54
Scanning 2 hosts [1000 ports/host]
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Completed SYN Stealth Scan against }WPJPIWPIEL] in 1.72s (1 host left)
Completed SYN Stealth Scan at 12:54, 1.75s elapsed (2000 total ports)
Initiating Service scan at 12:54
Scanning 8 services on 2 hosts
Completed Service scan at 1 5, 11.13s elapsed (8 services on 2 hosts)
Initiating 0S detection (try #1) against 2 hosts

Script scanning 2 hosts.
Initiating NSE at 12:55
Completed NSE at 12:55, 5.62s elapsed
Initiating NSE at 12:55
Completed NSE at 12:55, 1.28s elapsed
Initiating NSE at 12:55
Completed NSE at 12:55, 0.00s elapsed
Nmap scan report for
Host is up (0.8082s latency).
997 closed tcp ports (reset)
[PORT STATE SERVICE VERSION

| ssh-hostkey:

| 3072 21:e9:89:8f:9d:77:41:4a:54:b5:8;
| 256 cd:33:2c:09:2a:26:c: c:34:4a:11:7c:fb:8c (ECDSA)
256 87:50:fa:58:12:b2:c0:5d:79:3f:bc:66:09:25:34:81 (ED25519)

| _http-favicon: Unknown favicon MD5: 412B231762D01BA543DAA827C2AABF20
“http-title: Site doesn't have a title (text/html; charset=utf-8).
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Zenmap o o ali@ali ~
Scan Tools Profile Help File Actions Edit View Help

- Nikto v2.5.0
Target: 172.21.0.91 v Profile:  Intense scan v Scan  cancel

+ ERROR: SKIPPORTS (nikto.conf) contains 21 — not checking
Command:  nmap T4 -A -v 172.21.0.91 a + 0 host(s) tested

[kali®kati)-~]
nikto -h 172.21.0.60 -p 1217
- Nikto v2.5.0

Hosts Services ~ Nmap Output Ports /Hosts Topology Host Details Scans
Port  Protocol  State  Service
21 tep open  ftp vsftpd 3.0.0

80 tep open  http BusyBox httpd 1.13
1217 tep open  hpss-ndapi Es[ Kali® kali)-[~]

nikto -h 172.21.0.60 -p 8080
8080  tcp open http-proxy 35 WebServer ~ Nikto v2.5.0

0S  Host

+ 0 host(s) tested

ASANANERN

172.21.0.6
172.21.0.9
172.21.0.9
172.21.0.1
172.21.0.1
172.21.0.1

Target Ip: 172.21.0.60
Target Hostname:  172.21.0.60

Target Port: 8080

Start Time 2023-04-18 07:18:11 (GMT-4)

b

CEEL L]

+ Server: 35 WebServer
+ /: The anti-clickjacking X-Frame-Options header is not present. See: https://deve
Toper.mozilla.org/en-Us/docs/Web/HTTP/Headers/X~Frame-Options

: The X-Content-Type-Options header is not set. This could allow the user agent
to render the content of the site in a different fashion to the MIME type. See: htt
ps://wmi.netsparker. con/web-vulnerability-scanner/vulnerabilities/missing-content-t
ype-header/

+ No CGI Directories found (use '~C all' to force check all possible dirs)

ERROR: Error limit (20) reached for host, giving up. Last error
ERROR: Error limit (20) reached for host, giving up. Last error
ERROR: Error limit (20) reached for host, giving up. Last error
ERROR: Error limit (20) reached for host, giving up. Last error
ERROR: Error limit (20) reached for host, giving up. Last error
ERROR: Error limit (20) reached for host, giving up. Last error
ERROR: Error limit (20) reached for host, giving up. Last error
ERROR: Error limit (20) reached for host, giving up. Last error
Scan terminated: 0 error(s) and 2 item(s) reported on remote host
End Time: 2023-04-18 07:31:47 (GMT-4) (816 seconds)

Filter Hosts

P

.

1 host(s) tested

(kali® kali)-[~]
Lo
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L shown: 999 filtered tcp ports (no-response)
ORT  STATE SERVICE
0/tcp open http
_http-csrf: Couldn't find any CSRF vulnerabilities.
| _http-stored-xss: Couldn't find any stored XSS vulnerabilities.
| _http-dombased-xss: Couldn't find any DOM based XSS.
| http-slowloris-check: N
| VULNERABLE:
| Slowloris DOS attack
1 State: LIKELY VULNERABLE
\ IDs: CVE:CVE-2007-6750
\ Slowloris tries to keep many connections to the target web server open and hold
\ them open as long as possible. It accomplishes this by opening connections to
\ the target web server and sending a partial request. By doing so, it starves
\ the http server's resources causing Denial Of Service.
\
1
1
\
\

Disclosure date: 2009-09-17 N 3
References:
http://ha.ckers.org/slowloris/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-6750
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lkati® kati)-[~]
$ nikto -h 172.21.0.90 -p 25
- Nikto v2.5.0

+ 0 host(s) tested

[Uati®kati)>-[-]
$ nikto -h 172.21.0.90 -p 80
Nikto v2.5.0

+ Target Ip: 172.21.0.90
+ Target Hostname:  172.21.0.90

+ Target Port: 80

+ Start Tim 2023-04-14 10:24:48 (GMT-4)

+ Server: Apache/2.4.38 (Win32) OpenSSL/1.1.1a PHP/7.3.2

+ /: Retrieved access-control-allow-origin header: *.

+ /i The anti-clickjacking X-Frame-Options header is not present. See: https:
//developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options

+ /: The X-Content-Type-Options header is not set. This could allow the user
agent to render the content of the site in a different fashion to the MIME ty
pe. See: https://wm.netsparker.com/web-vulnerability-scanner/vulnerabilities
/missing-content-type-header/

+ /index: Apache mod_negotiation is enabled with MultiViews, which allows att
ackers to easily brute force file names. The following alternatives for 'inde
x' were found: HTTP_NOT_FOUND.htmL.var, HTTP_NOT_FOUND.htmL.var, HTTP_NOT_FOU
ND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND
.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.h
tml.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.htm
L.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.
var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.va
r, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var.
See: http://wmi.wisec.it/sectou.php?id=4698ebdc59d15, https: //exchange.xforce
-ibmcloud. con/vulnerabilities/8275

+ Apache/2.4.38 appears to be outdated (current is at least Apache/2.4.54). A
pache 2.2.34 is the EOL for the 2.x branch.

+ PHP/7.3.2 appears to be outdated (current is at least 8.1.5), PHP 7.4.28 fo
r the 7.4 branch.

+ OpensSSL/1.1.1a appears to be outdated (current is at least 3.0.7). OpensSL
1.1.1s is current for the 1.x branch and will be supported until Nov 11 2023.
+ OPTIONS: Allowed HTTP Methods: GET, POST, OPTIONS, HEAD, TRACE .

+ /: HTTP TRACE method is active which suggests the host is vulnerable to XST
. See: https://owasp.org/wmi-community/attacks/Cross_Site_Tracing

+ /icons/: Directory indexing found.

/icons /README
8908 requests: 0 error(s) and 11 iten(s) reported on remote host
End Time: 2023-04-14 10:26:39 (GMT-4) (111 seconds)

++ o+

1 host(s) tested

(kali® kali)-[~]

(] lali@kali: ~
File Actions Edit View Help
[Uati®kati)-[-]

$ nmap -sV -Pn 172.21.0.90
Starting Nmap 7.93 ( https://nmap.org ) at 2023-04-14 10:12 EDT
Nmap scan report for 172.21.0.90

Host is up (0.0040s latency).
Not shown: 989 filtered tcp ports (no-response)

PORT  STATE SERVICE VERSTON
25/tcp  open  smtp hiailServer smtpd

80/tcp open http Apache httpd 2.4.38 ((Win32) OpensSSL/1.1.1a PHP/
7.3.2)

110/tcp open pop3 hMailServer pop3d

143/tcp open imap hMailServer imapd

443/tcp open ssl/http Apache httpd 2.4.38 ((Win32) OpenSSL/1.1.1a PHP/
To2d)

1217/tcp open hpss-ndapi?
2000/tcp open  cisco-sccp?
2001/tcp open dc?
3306/tcp open mysql MysQL 5.5.5-10.1.38-MariaDB
3389/tcp open ms-wbt-server Microsoft Terminal Services
4002/tcp open mlchat-proxy?

Service Info: Host: localhost; 0S: Windows; CPI

microsof

P

Service detection performed. Please report any incorrect results at https:
map.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 142.49 seconds

—(kali® kali)-[~]

Apache default file found. See: https://wm.vntweb.co.uk/apache-restricting-access-to-iconsreadne/
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ati@als)-I~1
nikto -h 172.21.0.
- Wikeo v2.5.

+ Target 1p:
+ Target Hostnase:
+ Target port:

+ SSL Info: Subject: /C=Festo-Energy-PC-TIARDMIN-SYSTEN
Ciphers:  ECOHE-RSA-AES128-GCM-SHA256
Tasuer:  /OleFesto-Energy-PC-TEAKININ-SYSTEN
+ start Ti 2023-04-14 11 (GHr-4)

+ Server: No bamer retrieved
47 Retrieved -powered-by header: Express.
47 The anti-clickjacking X-Frane-Options header is ot present. See: Nttps: //developer.nozilla.org/en-Us/docs Web/MTTP/Headers/X-Frase-Opt ions

The site uses TLS and the Strict-Transport-Security HTTP header is not defined. See: https: //developer.mozilla.ore/en-Us/docs Meb/HTT/Headors/Strict-Transport-Security

© 7% The X-Contant-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type. See: https://ww.netsparker. con/meb-vulnerability-scanner/vulnerabilities/niss
ing-content-type-header/

+ Mo CST Directories found (use

'-C all" to force check all possible dirs)

4 /6.tgz: Potentially interesting backup/cert file found. . See: https: //cue.mitre.org/data/definitions/s30.htal

war: Potentially interesting backup/cert file found. . See: hitps://cwe.mitre.org/data/definitions/530.htnl

1. 3ks: Potentially interesting backup/cert file found. . See: https://cue.mitre.org/data/definitions/530.htal

+ Potentially interesting backup/cert file found. . See: https://cwe.mitre.org/data/definitions/s3

er: Potentially interesting backup/cert file found, . See: Nttps: //cwe.mitre.org/data/definitions/530.htnl

st Potentially interesting backup/cert file found. . Ses: https://cwe.mitre.org/data/definitions/s30. hial

Ja7iat. tar.ma: potentially inceresting backup/cort fiie’ found, . Ses: hitps:/cve.itre.org/data/defnitions/s30.heal

or! potentially interesting backup/cert file found. . See: hetps://cue.sitre.org/data/definitions/530.htal

TL7531091 g Porantiatiy Hveresting Sockip/cert e Foumt + Sees Fiupss/) - mre org/detaderindsions/s30himl
Lowar: Potentially interesting backup/cert file found. . See: hitps://cue.mitre.org/data/definitions,

: Potentially interesting backup/cert file found. . See: https://cwe.nitre.or/data/definitions/530.htnl
potentially dnteresting backi/cert ile found. . See! Witps: //cwe mitre oxg/data/def it ons/ 3.1
Potentially interesting backup/cert file found. . Set
+ /17221091.tar.ba2: Potentially interesting backup/cert file found.
+ /0.war: Potentially interesting backup/cert file found. . See:

717221 pe

+ Jarchive.egg: Potentially interesting backup/cert file found.
+ 7172210.cor: potentially interesting backup/cert file found. .
+ /21.pen: potentially interesting backup/cert file found. . See
& 717221091.tar: botentially interesting backup/cert file found.
4 7172.21.0.eg5: Potentially interesting backup/cert file found.
+ Jdatabase.jks: Potentially interesting backup/cert file found.
4 7172.21.137: potentially interesting backup/cert file found. .
+ /17231091.war Potentially interesting backup/cert file found.

+ Jarchive.cer: Potentially interesting backup/cert file found. . See: Nttps:
Jarchive. tar. Lzma: Potentially interesting backup/cert file found.

717221091 .ces
Tbackup.cor: potentially interesting backup/cert file found. .

. Potentially interesting backup/cert file found.
+ /21war} potentially interesting backup/cert file found. . Ses

7173210, tar: Potentially interesting backup/cert file found.
7172.tar: Potentially interesting backup/cert file found.

e a7 cue. ke orgsaatal aFistsioinss

. seo: https:/]cue.mitre.org/data/definitions/530. h
. 'See: https://cwe.mitre.org/data/definitions/530. htal

See: https: //cue.itre.org/data/definitions/530.htal
ttps: //cwe.mitre.org/data/definitions/530. htal
See: https: //cwe mitre.org/data/definitions/530.htal

“aitre.org/data/definitions/330.hisl
+ Seui Wtps: /e itre-org/data/definitions/30. sl

l
e et leve hiLre-ora datardst antions/530.hiat
+ See: hitps: //cwe.mitre.org/data/definitions/530.htnl
Sens hetpes) cue mitre arg/data/derinitions/ssa. nisl
ttps: //cue.nitre.org/data/defini tions/530.htal
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Scan Tools Profile Help

Target:  172.21.0.200

Command:  nmap T4 -A -v 172.21.0.200

Zenmap

~  Profile:

Intense scan

Hosts Services ~ Nmap Output Ports / Hosts Topology Host Details Scans

0S  Host
172.21.0.6
172.21.0.6
172.21.0.9
172.21.0.9
172.21.0.1
172.21.0.1
172.21.0.1

L LR

Filter Hosts

ASANANERN

Port

22
53
80
443

Protocol  State

tep
tep
tep
tep

open
open
open
open

Service

ssh
domain
http
http

Version

Dropbear sshd 2011.54 (protocol 2.0)
dnsmasq 2.62

BusyBox http 1.19.4.

BusyBox http 1.19.4.

Scan

Cancel

@] Kali@kali: (x]
File Actions Edit View Help
+ End Time: 2023-04-18 07:45:43 (GMT-4) (310 seconds)

+ 1 host(s) tested

[(eli®kati)-[~]
$ nikto -h 172.21..200 -p 22
- Nikto v2.5.0

+ 0 host(s) tested

[(eli®kati)-[~]
$ nikto -h 172.21.0.200 -p 53
- Nikto v2.5.0

+ 0 host(s) tested

[(eli®kati)-[~]
$ nikto -h 172.21.0.200 -p 80
- Nikto v2.5.0

+ Target Ip: 172.21.0.200
+ Target Hostname:  172.21.0.200

+ Target Port: 80

+ Start Time: 2023-04-18 08:00:13 (GMT-4)

.

Server: No banner retrieved
/: Server may leak inodes via ETags, header found with file /, inode: 1409, size
272, mtime: Thu Nov 19 19:00:45 2020. See: http://cve.mitre.org/cgi-bin/cvename.cg
17name=CVE-2003-1418

+ /: The anti-clickjacking X-Frame-Options header is not present. See: https://deve
Toper.mozilla.org/en-Us/docs/Web/HTTP/Headers/X~Frame-Options

+ /: The X-Content-Type-Options header is not set. This could allow the user agent
to render the content of the site in a different fashion to the MIME type. See: htt
ps://wmi.netsparker. con/web-vulnerability-scanner/vulnerabilities/missing-content-t
ype-header/

+ 8910 requests: 1 error(s) and 3 item(s) reported on remote host

+ End Time: 2023-04-18 08:06:38 (GMT-4) (385 seconds)

.

+ 1 host(s) tested

i® kali)-[~]
Gt;au
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File Actions Edit View Help

[Llkali® kati)-[~]
$ nikto -h 172.21.12.90 -p 22
- Nikto v2.5.0

+ 0 host(s) tested

[L(kali®kati)-[~]
$ nikto -h 172.21.12.90 -p 80
- Nikto v2.5.0

+ Target Ip: 172.21.12.90
+ Target Hostname:  172.21.12.90

+ Target Port: 80

+ Start Time: 2023-04-19 09:42:56 (GMT-4)

+ Server: No banner retrieved
+ /: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-Us/docs/Web
/HTTP/Headers/X-Frane-Options

+ /: The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the sit
e in a different fashion to the MIME type. See: https://wmi.netsparker.com/web-vulnerability-scanner/vulnerabilitie
s/missing-content-type-header/

+ No CGI Directories found (use '-C all' to force check all possible dirs)

+ OPTIONS: Allowed HTTP Methods: DELETE, GET, POST, PUT .

+ HTTP method ('Allow’ Header): 'DELETE’ may allow clients to remove files on the web server.

+ HTTP method (*Allow’ Header): 'PUT' method could allow clients to save files on the web server.

+ /: HTTP TRACE method is active which suggests the host is vulnerable to XST. See: https://owasp.org/wmi-community
/attacks/Cross_Site_Tracing

4 /el ot f uf il ol ../ .. [etc/passud: Tt is possible to read files on the server by adding ../ in front of f
ile name.

+ /themes/mambosimple.php?detection-detectedssitename=</ title><script>alert(docunent.cookie)</script>: Mambo PHP Po
rtal/Server is vulnerable to Cross Site Scripting (XsS). See: http://cve.mitre.org/cgi-bin/cvename. cgizname=CVE-200
3-1204

+ /index.phpZoption=searchesearchword=<script>alert(document.cookie);</script>: Mambo Site Server 4.0 build 10 is v
ulnerable to Cross Site Scripting (XsS).

+ /emailfriend/emailnews.php?id=\"<script>alert(document.cookie)</script>: Mambo PHP Portal/Server is vulnerable to
Cross Site Scripting (XSS). See: http://cve.mitre.org/cgi-bin/cvename. cgi?name=CVE-2003-1204

+ /emailfriend/emailfaq.php?id=\"<script>alert(document.cookie)</script>: Mambo PHP Portal/Server is vulnerable to
Cross Site Scripting (XSS). See: http://cve.mitre.org/cgi-bin/cvename. cg ~CVE-2003-1204

+ /emailfriend/emailarticle.php?id=\"<script>alert(document.cookie)</script>: Mambo PHP Portal/Server is vulnerable
to Cross Site Scripting (XSS). See: http://cve.mitre.org/cgi-bin/cvenae. cgi?name-CVE-2003-1204

+ /administrator/upload.php?newbanner=1gchoice=\"<script>alert(document . cookie)</script>: Mambo PHP Portal/Server i
s vulnerable to Cross Site Scripting (XSS).

+ /administrator/popups/sectionswindow.php?type=webslink=\"<script>alert(docunent.cookie)</script>: Mambo PHP Porta
1/Server is vulnerable to Cross Site Scripting (XSS). See: http://cve.mitre.org/cgi-bin/cvename.cgiZname=CVE-2003-1
204

+ /administrator/gallery/view.php?path=\"<script>alert(document.cookie)</script>: Mambo PHP Portal/Server is vulner
able to Cross Site Scripting (XSS). See: http://cve.mitre.org/cgi-bin/cvename.cgiZname=CVE-2003-1204

+ /administrator/gallery/uploadinage.php?directory=\"<script>alert(document.cookie)</script>: Mambo PHP Portal/Serv
er is vulnerable to Cross Site Scripting (XSS). See: http://cve.mitre.org/cgi-bin/cvename.cgi?name-CVE-2003-1204

+ /administrator/gallery/navigation.php?directory=\"<script>alert(document.cookie)</script>: Mambo PHP Portal/Serve
r is vulnerable to Cross Site Scripting (XSS). See: http://cve.mitre.org/cgi-bin/cvenae. cgi?name-CVE-2003-1204

+ /administrator/gallery/gallery.php?directory=\"<script>alert(document.cookie)</script>: Mambo PHP Portal/Server i
s vulnerable to Cross Site Scripting (XSS). See: http://cve.mitre.org/cgi-bin/cvenae. cgi?name-CVE-2003-1204
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+ Start Time: 2023-04-19 09:58:07 (GMT-4)
| SCans . server: No banner retrieved
jersion  * /: The anti-clickjacking X-Frame-Options header is mot present. See: https://developer.mozilla.org/en-Us/docs/Web/

HTTP/Headers/X-Frame-Options

sftpd 2.0.8 + /: The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site

PLINK TDW in a different fashion to the MIME type. See: https://wm.netsparker.com/web-vulnerability-scanner/vulnerabilities/
missing-content-type-header/

amba smbd + ALl C6T directories 'found’, use '-C none’ to test none

amba smbd * ERROR: Error limit (20) reached for host, giving up. Last error: opening stream: can't connect (timeout): Transpor
t endpoint is not connected

ortable SDK + Scan terminated: 20 error(s) and 2 iten(s) reported on remote host
+ End Time: 2023-04-19 09:58:20 (GMT-4) (13 seconds)
+ 1 host(s) tested

[Llali®kati)-[~]
$ nikto -h 172.21.12.95 -p 139
- Nikto v2.5.0

+ 0 host(s) tested

[Llali®kati)-[~]
$ nikto -h 172.21.12.95 -p 445
- Nikto v2.5.0

+ 0 host(s) tested

[Llali®kati)-[~]
$ nikto -h 172.21.12.95 -p 1900
- Nikto v2.5.0

+ Target IP: 172.21.12.95
+ Target Hostname:  172.21.12.95

+ Target Port: 1900

+ Start Time: 2023-04-19 10:00:49 (GMT-4)

+ Server: Linux/2.6.36, UPNP/1.0, Portable SDK for UPnP devices/1.6.19
+ /: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-Us/docs/Web/
HTTP/Headers/X-Frame-Options

+ /: The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site
in a different fashion to the MIME type. See: https://wmi.netsparker.com/web-vulnerability-scanner/vulnerabilities/
missing-content-type-header/

+ No CGI Directories found (use '-C all’ to force check all possible dirs)

+ Linux/2.6.36, appears to be outdated (current is at least 11mdk).




